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Before you begin

• As of April 2019, since VM-Series is not on Alibaba Cloud Marketplace yet, only 
BYOL and ELA deployments of VM-Series is available on Alibaba Cloud International 
Regions and Mainland China. In other words, no PAYG yet.

• You must first use a VM-Series firewall qcow2 image file (8.1.3 or higher) to create a 
Custom Image in the Alibaba Cloud Console and then create the VM-Series using 
that Custom Image.

• The VM-Series firewall on Alibaba Cloud runs on KVM and supports up to 8 network 
interfaces when you select an Alibaba Cloud instance with sufficient resources. 
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Before you begin

• Bootstrapping on Alibaba Cloud is not supported yet.

• Recommended Instance Types on Alibaba Cloud for VM-Series deployment:

• I’ve tested with both g5 and sn2ne instance types and they worked fine. Do NOT use 
other instance types as you may see weird interface issues
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Routing Considerations

• VPCs are Regionally scoped.

• vSwitches (subnets) are Zonally scoped. (You cannot extend a subnet across several Zones)

• Alibaba Cloud does not allow more specific routes at the VPC level, hence steering the 
subnet-to-subnet traffic inside a VPC is not possible yet.

• VPN GWs in Alibaba Cloud do not support BGP, hence there’s no sense in creating Transit VPC 
architecture for Outbound and East-West between VPCs.

• Route Tables are assigned at the subnet (vSwitch) level.

• Next-Hop for a route entry can be one of these options:
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This could be ANY of the firewall ENIs



Load Balancer Considerations

• Load balancers can be public (Internet) or internal (Intranet).

• Load Balancer types are” TCP/UDP/HTTP/HTTPS

• Load Balancers can distribute traffic to instances in multiple zones.

• Internal Load balancer needs to be deployed in its own subnet.

• To configure the backend, you first need to place all instances behind the LB in a ‘VServer Group’

• Load balancers can deliver the traffic to ANY ENI, hence interface-swap is not required!

• SRC IP is preserved by default. You can see the actual client SRC IP on the firewall.

6



Supported designs – Outbound with HA
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e1/1 e1/2

• Outbound flow architecture is based routing to one firewall ENI. The ha-script later provided in this deck can 
switch the outbound route between FW-a and FW-b, thus ensuring Outbound HA.

Zone-A

e1/1 Zone-Be1/2

ubuntu1=192.168.5.35

ubuntu2=192.168.105.13

Default 
routes

Backup 
Default routes



Supported designs – Inbound LB Sandwich
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• Inbound flow architecture is based on the traditional LB Sandwich design

e1/1 e1/2 Zone-A

e1/1 Zone-Be1/2

ubuntu1=192.168.5.35

ubuntu2=192.168.105.13



Create Custom VM-Series Image for Alibaba Cloud

• On the CSP, select Updates  > Software Updates and from the Filter By drop-down menu, 
choose Pan OS for VM-Series KVM Base Image and locate the qcow2 file for the current 
version.

• Download the qcow2 file (For example, PA-VM-KVM-9.0.0.qcow2) to your laptop. 
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Create Custom VM-Series Image for Alibaba Cloud

• Now we create a bucket on Alibaba 
Cloud to upload the qcow2 firewall 
image. 

• This bucket should be in the same 
Region that you plan to deploy the 
firewalls.

• On Alibaba Cloud console, navigate 
to Object Storage Service (OSS) 
and create the bucket to hold the 
qcow2 image
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Create Custom VM-Series Image for Alibaba Cloud

• Next, upload the qcow2 image from your laptop to this bucket.
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Create Custom VM-Series Image for Alibaba Cloud

• Click on More > Copy File URL and copy the URL of the qcow2 image. You’ll need this URL to create 
a custom vm-series image on Alibaba Cloud.

12



Create Custom VM-Series Image for Alibaba Cloud

• Now navigate to ECS > Custom Images and click on “Import Image”
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Create Custom VM-Series Image for Alibaba Cloud

• Fill out the required fields and specify the File URL to create the custom vm-series image for Alibaba 
Cloud 
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File URL



Create Custom VM-Series Image for Alibaba Cloud

• Note: If you get a permission error, click on the link shown to Authorize ECS to access OSS (object 
store)
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Create Custom VM-Series Image for Alibaba Cloud

• Authorizing ECS to access OSS
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Create Custom VM-Series Image for Alibaba Cloud

• Authorizing ECS to access OSS
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Create Custom VM-Series Image for Alibaba Cloud

• Image creation can take a substantial amount of time so be patient.
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Create Custom VM-Series Image for Alibaba Cloud

• We need to perform some of the actions later via Alibaba Cloud CLI (Aliyun), so let’s get out CLI set 
up.

• First we need to create an Access Key. Access Keys are used to directly call APIs.

• Navigate to RAM (Resource Access Management) > Users and create a User
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Create Custom VM-Series Image for Alibaba Cloud

• Click on the User you just created, go to the bottom of page and create an Access Key and download 
the CSV file to your laptop
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Create Custom VM-Series Image for Alibaba Cloud

• Follow the instructions from https://www.alibabacloud.com/help/doc-detail/90765.html to download 
and install the aliyun for your laptop OS.

• Make sure you can execute aliyun commands from your laptop:
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https://www.alibabacloud.com/help/doc-detail/90765.html


Create Custom VM-Series Image for Alibaba Cloud

• Lastly we have to configure aliyun by typing ‘aliyun configure’. You’ll need to enter your ‘Access Key 
Id’ and ‘Access Key Secret’
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Deploying VM-Series in Alibaba Cloud

• Next we create out VPC Infrastructure.

• Navigate to VPC and create a VPC=VPC-FW=192.168.0.0/16

• For now just create a subnet=vSwitch=Mgmt-a in Zone-a
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Deploying VM-Series in Alibaba Cloud

• Create 5 additional vSwitches so that we have Mgmt-a, Mgmt-b, Untrust-a, Untrust-b, Trust-a, Trust-b
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Deploying VM-Series in Alibaba Cloud

• Next, create a RT called RT-Trust. Just leave the system routes inside of it and then associate it with 
vSwitch Trust-a and Trust-b
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Deploying VM-Series in Alibaba Cloud

• Similarly, create a RT called RT-Unrust. Just leave the system routes inside of it for now and then 
associate it with vSwitch Mgmt-a, Mgmt-b, Untrust-a, Untrust-b
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Deploying VM-Series in Alibaba Cloud

• Create a SG and create inbound rules for it (Outbound is allowed by default)
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Deploying VM-Series in Alibaba Cloud

• Now we create FW-a from the Custom Image we created earlier. We will create the firewall with Mgmt 
interface only and later attach the Untrust and Trust ENIs

• Navigate to ECS > Instances > Create Instance

• Choose custom, PAYG and choose Zone-a in us-east-1 Region
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Deploying VM-Series in Alibaba Cloud

• If you’re deploying a VM-300, choose Instance Type=sn2.large

• For other VM flavors use:
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DO NOT use arbitrary instance 
types!
Use either sn2ne or g5 types 
otherwise you’ll see weird 
interface issues



Deploying VM-Series in Alibaba Cloud

• For image, choose the custom image you created earlier. Leave the storage to 60GB
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Deploying VM-Series in Alibaba Cloud

• Choose VPC=VPC-FW and vSwitch=Mgmt-a

• Do NOT assign a Public IP for now.
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Deploying VM-Series in Alibaba Cloud

• For Log on credentials, choose inherit from Image.

• Give the instance a name (fw-a)

• Finish creating the Instance.
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Deploying VM-Series in Alibaba Cloud

• After the Instance is created, on the right side click on ‘connect’

• Note: The VNC password is shown only once. Copy it somewhere.

• Paste the VNC password to see the console. Then login with admin/admin
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Deploying VM-Series in Alibaba Cloud

• Immediately change the admin password

• DO NOT disable DPDK!

34



Deploying VM-Series in Alibaba Cloud
• Next we will create the untrust and trust ENIs and bind them to to FW-a. Make sure you shut down FW-a before doing 

the ENI creation/binding.

• Create an ENI for Untrust interface of FW-a in vSwitch=untrust-a

• Lastly bind this ENI to FW-1
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Deploying VM-Series in Alibaba Cloud

• Similarly, create an ENI for Trust interface of FW-a in vSwitch=trust-a and bind it to FW-a
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Deploying VM-Series in Alibaba Cloud

• Create an EIP for FW-a-mgmt and an EIP for FW-a-untrust

• Bind the first EIP to FW-a-mgmt (by ECS Instance) and bind the second EIP to FW-a-untrust (by secondary ENI)
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Deploying VM-Series in Alibaba Cloud

• At this point, go ahead and start FW-a from Alibaba Cloud console so it recognizes the newly attached ENIs

• From your laptop, open a browser to the EIP you just assigned to FW-a-mgmt.

• Configure FW interfaces and a default route per below
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Default Gateway in an 
Alibaba Cloud subnet is 
always the broadcast IP of 
the subnet minus 2



Deploying VM-Series in Alibaba Cloud

• Make sure from untrust interface of FW-a you can ping to Internet before proceeding. 

• Note: in Alibaba Cloud there is not concept of an IGW. Any VM with a public IP, can reach out to Internet.
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Deploying VM-Series in Alibaba Cloud

• Repeat the previous steps to create FW-b (in AZ-b) with interfaces in Mgmt-b, untrust-b and trust-b. Fw-b configuration 
should look like this.

• License both firewalls at this time
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Default Gateway in an 
Alibaba Cloud subnet is 
always the broadcast IP of 
the subnet minus 2



Deploying VM-Series in Alibaba Cloud
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e1/1 e1/2

• This is the base architecture we have built so far

Zone-A

e1/1 Zone-Be1/2



Deploying VM-Series in Alibaba Cloud

• Next, we will focus on creating:
• Inbound flow architecture
• Outbound flow architecture

• Note: In Alibaba Cloud you cannot hide the VPC route (you can not define a custom route more 
specific than the VPC route), which means that inside a VPC, you cannot steer the subnet-to-subnet 
traffic to a firewalls, thus East-West flow inside a VPC is not a use case!
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Building Outbound flow architecture with HA

• We will create 2 subnets to host our web servers behind the firewall
• web1=192.168.5.0/24 in Zone-A 
• web2=192.168.105.0/24 in Zone-b
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Building Outbound flow architecture with HA

• Create two VMs: ubuntu1 in web1 subnet and ubuntu2 in web2 subnet.

• Note: You can set the VM password at the time of creation, or if you forget, after VMs are created, click on more > reset 
password and place your desired password (reboot the instance to take effect)

• Next, from VNC, connect to the ubuntu VMs using user=root and the password you just set.
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Building Outbound flow architecture with HA

• Create a RT called RT-to-Trust, associate it to web1 and web2 subnets and create the following route 
entry inside of it (default route to FW-a-trust ENI)
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N-H=FW1-trust-EIP



Building Outbound flow architecture with HA

• On FW-a/FW-b define routes to get back to web1/web2 subnets
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FW-a

FW-b



Building Outbound flow architecture with HA
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e1/1 e1/2

• This is the base architecture we have built so far

Zone-A

e1/1 Zone-Be1/2

ubuntu1=192.168.5.35

ubuntu2=192.168.105.13

Default 
routes

Backup 
Default routes



Building Outbound flow architecture with HA
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• From console VNC (or by SSHing from FW-a as a jumpbox), connect to ubuntu1 and verify that you can reach out to 
Internet through FW-a and that you can see the sessions on FW-a

ubuntu1



Building Outbound flow architecture with HA
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• Right now, all outbound traffic from web1/web2 subnets is routed through FW-a. If FW-a goes down, outbound traffic 
will be blackholed.

• In order to address this issue and have a highly available setup for outbound traffic, we will use a bash ha-script that 
will be running on a monitoring VM that will monitor the health of firewalls and make API calls to change the route 
between FW-a and FW-b if needed. Note: ha-script is NOT officially supported by Palo Alto Networks. Please 
use or modify it at your own discretion and after sufficient testing.. 

• For this setup, first spin up a monitor-vm in a publicly accessible subnet in your VPC. It also needa. apublic IP 
assigned to it. The reason is that the API calls from this monitor-vm needs to publicly routed over Internet.

• In my case, I spun up the monitor-cm in Mgmt-a subnet.



Building Outbound flow architecture with HA
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• From your laptop, SSH into the monitor-vm and install aliyun CLI. Instructions can be found here:

• https://www.alibabacloud.com/help/doc-detail/90765.htm

• Next, on Alibaba Cloud console, create a user and give them “AdministratorAccess” permission.

https://www.alibabacloud.com/help/doc-detail/90765.htm


Building Outbound flow architecture with HA
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• From your laptop, SSH into the monitor-vm and install aliyun CLI. Instructions can be found here:

• https://www.alibabacloud.com/help/doc-detail/90765.htm

• Next, on Alibaba Cloud console, create a user and give them “AdministratorAccess” permission.

https://www.alibabacloud.com/help/doc-detail/90765.htm


Building Outbound flow architecture with HA
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• Lastly, create an Access Key for this user and download the CSV file. You’ll need the to set up your aliyun on the 
monitor-vm



Building Outbound flow architecture with HA
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• On the monitor-vm, set up your aliyun configuration.

• Issue a command to make sure the monitor-vm can access Alibaba Cloud and make API calls.



Building Outbound flow architecture with HA
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• ha-script can be found 
here(double click to open)  

• In the ha-script provided, adjust 
your variables such as 
FW-a/FW-b ENIs, the web 
RouteTableId and FW-a/FW-b 
trust interface IP and then run 
the script.



Building Outbound flow architecture with HA
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• ha-script can be found here(double click to open)  

• In the ha-script provided, adjust your variables such as FW-a/FW-b ENIs, the web RouteTableId and FW-a/FW-b 
trust interface IP and then run the script (on the monitor-vm)



Building Outbound flow architecture with HA
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• Below is the output of script when FW-a is healthy.

• And the RT of web1 subnet points to FW-a-trust-ENI

FW-a-trust-ENI



Building Outbound flow architecture with HA
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• If FW-a is rebooted or crashes, the script will remove the route in web1 subnet to FW-a-trust-ENI and add the route 
to FW-b-trust-ENI

• Packet loss happens for around 20 seconds.

• You can verify that web1 subnet route has changed to FW-b-trust ENI

Remove the route to FW-a-trust-ENI
Add the route to FW-b-trust-ENI

FW-b-trust-ENI



Building Outbound flow architecture with HA
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• When FW-a becomes available again, ha-script moves the route back to FW-a

• Verify that route has changed back to FW-a-trust-ENI

Remove the route to FW-b-trust-ENI
Add the route to FW-a-trust-ENI

FW-a-trust-ENI



Building Outbound flow architecture with HA
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• This concludes the use case for outbound use case in a single VPC.

• Next we turn our focus to building the Inbound use case in a single VPC.



Building Inbound flow architecture – LB Sandwich
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• For Inbound use case, we use our traditional LB-Sandwich design. We will create a Public-LB that has the Firewalls 
in the backend and an internal-LB that has ubuntu1/ubuntu2 in the backend.

• The internal-LB need its own subnet (vSwitch), so let’s create it first. This interna-LB-subnet=192.168.200.0/24 can 
sit in either of Zones. Here we create it in Zone-A



Building Inbound flow architecture – LB Sandwich
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• Now navigate to SLB and create an internal-LB in your Region (all LBs in Alibaba Cloud are Regional) that will have 
ubuntu1 and ubuntu2 in its backend

• Choose multi-zone and select Zone-A and Zone-B 



Building Inbound flow architecture – LB Sandwich
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• Choose Type=Intranet (internal LB)

• Choose the internal-LB-subnet that we just created.

• internal-LB gets created. Click on Configure to set up the LB



Building Inbound flow architecture – LB Sandwich
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• Listener = HTTP-80 

• Note: If you’re hosting web apps, choose HTTP listeners for both internal-LB and Public-LB. I had issues with TCP 
Loadbalancers on port 80

• For backend, choose to create a ‘VServer Group’



Building Inbound flow architecture – LB Sandwich
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• Add ubuntu1 and ubuntu2 to the VServer Group. Choose TCP-80 (This is the ports web servers expect the traffic on)



Building Inbound flow architecture – LB Sandwich
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• Finish creating the internal-LB. 

• Now, through your monitor-vm or through one of the firewalls (as a jumpbox), SSH into ubuntu1 and ubuntu2 and 
bring up apache2  (repeat these steps on both ubuntu servers).

• Before you continue, make sure from your monitor-vm you can ‘curl’ into ubuntu1 and ubuntu2

• After 30 seconds or so, the backend for internal-LB should show healthy (normal)



Building Inbound flow architecture – LB Sandwich
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• Now, navigate to SLB again and create a Public-LB in your Region (all LBs in Alibaba Cloud are Regional)

• Choose multi-zone and select Zone-A and Zone-B 



Building Inbound flow architecture – LB Sandwich
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• Choose Type=Internet (public LB)

• Public-LB gets created. Click on Configure to set up the LB



Building Inbound flow architecture – LB Sandwich
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• Listener = HTTP-80

• For backend, choose to create a ‘VServer Group’



Building Inbound flow architecture – LB Sandwich
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• Add FW-a and FW-b to the VServer Group and choose port=80 (This is the port Firewalls expect to receive the traffic on)

Make sure you choose the correct ENIs (untrust)



Building Inbound flow architecture – LB Sandwich
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• At this point, we have to configure FW-a and FW-b to SNAT and DNAT incoming traffic from Public-LB. 
• SNAT will be to FW-trust interface. DNAT will be to the internal-LB frontend address (192.168.200.7)

• We also have to allow web traffic from Untrust to Trust

• Configuration for FW-a



Building Inbound flow architecture – LB Sandwich
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• Add a route on FW-a to the internal-LB-subnet



Building Inbound flow architecture – LB Sandwich
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• Repeat (with slight changes) this config on FW-b



Building Inbound flow architecture – LB Sandwich
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• You should see the probes coming into FW-a and FW-b and detected as web-browsing

• Public-LB should show also healthy backends now.

• From your laptop, browse to the Public-LB IP address. You should see the web page for backend ubuntu 
servers.



Building Inbound flow architecture – LB Sandwich
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• You should see the probes coming into FW-a and FW-b and detected as web-browsing

• Public-LB should show also healthy backends now.



Deploying VM-Series in Alibaba Cloud
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• This is what we have built for Inbound Load Balancer Sandwich design

e1/1 e1/2 Zone-A

e1/1 Zone-Be1/2

ubuntu1=192.168.5.35

ubuntu2=192.168.105.13



Building Inbound flow architecture – LB Sandwich
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• From your laptop, browse to the Public-LB frontend address. You should get the ubuntu web server 
pages.

• This concludes the Inbound use case.


