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Welcome to the BPA API Guide! This API allows you to programmatically generate BPA data without the need to provide an entire TSF.

Authentication for the API is token-based. You likely received a token for API usage. If you forgot your token and need to request a new one, please contact us to request a new one. Communication with the API is done over HTTPS to provide an additional layer of security. For more BPA-related privacy information, please refer to our BPA Privacy Datasheet.

The remainder of this guide provides a walkthrough of the BPA generation workflow using the BPA API with the application Postman. This document covers the API endpoints for v1, but if they change in a future release, we will provide updated documentation and a deprecation period in advance of any breaking changes.

We are always looking for ways to improve the user experience of our product, so please do not hesitate to contact us at bpa@paloaltonetworks.com if you have any questions, concerns, or feature requests.


[bookmark: _n72db8raqcl5]Postman Walkthrough
The following are step-by-step instructions for how to use the included Postman collection to interact with the BPA API. There is also a video recording of a live demo given on the Learning Happy Hour podcast available here.

[bookmark: _5j2z1br6j3br]Step 1
Import the Postman collection (instructions here). Once imported, you should see a Postman collection titled BPA API which resembles the following:

[image: ]

[bookmark: _595i38gv7eor]

[bookmark: _gz60fhulh2ah]Step 2
Import and configure environment variables (instructions here).
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These variables are used for the PAN-OS lab device:
· [Input] panw-device-ip: PAN-OS device FQDN/IP
· [Input] panw-device-user: PAN-OS device username
· [Input] panw-device-pw: PAN-OS device password

These environment variables are used for the BPA API:
· [Input] bpa-proto: Endpoint protocol (http/https)
· [Input] bpa-host: Endpoint FQDN
· [Input] bpa-version: Endpoint API version (v1)
· [Input] bpa-token: Endpoint token


[bookmark: _jlnbhzvqe4im]

[bookmark: _pf9xmq4dly7j]Step 3
Execute the API calls from the Postman collection in sequential order.
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The Postman collection helps to facilitate the following workflow:
1. User credentials are used to grab an ephemeral API key for the target PAN-OS device
2. Required inputs for the BPA are retrieved from the PAN-OS device (e.g. license info, system info, etc.)
3. Data is sent up to the BPA API via an HTTPS POST request and a task ID is returned for tracking the BPA generation process
4. The task ID from the prior step is used to monitor the status of the BPA generation process until it is complete

Once the task is complete, you will see BPA/adoption results present in the response body. If you intend to use the payload for analytics, please store the data as the JSON payload for the task ID is short-lived.

If you receive a task specifying a failure status, there will be a payload specifying the error class and error message. Please take a note of it so we can help to better troubleshoot your issue.
[bookmark: _f9245xt1ihpe]

[bookmark: _3v2kb33cmxlf]Step 4
Analyze the results from the API.

This is how the JSON payload generally looks:
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At a high level, the JSON data contains:
· The version of the BPA associated with the job
· The adoption and BPA data are nested in “results”
· The status and time of the job is shown

Here is a double-click of adoption results:

[image: ]

A couple of things to observe about adoption results:
· List of adoption results
· Each adoption result has metrics/configuration
· Metrics are key-value pairs, where the keys are the names of various BP checks and the values are a binary 0/1 (yes/no)

Here is a double-click of BPA results:
[image: ]

A couple of things to observe about BPA results:
· BPA results split by PAN-OS category
· PAN-OS category results split by feature
· Feature results comprise of checks/configuration




Step 5 (Optional)

We have added an ability in the BPA API to not only generate the BPA JSON results but also download the BPA report bundle that contains BPA HTML report, Summary PDF report and Best Practice spreadsheet.

On the ‘Submit job to BPA API’ request, set the value of generate_zip_bundle to true. You can check to see when the task is completed using the ‘Get results from BPA API’ request before proceeding to the ‘Download report from BPA API’ request.[image: ]


On ‘Download report from BPA API’ request, and click on the down chevron in the send button and choose ‘Send and Download’. This will prompt you for a location on your computer to save the report bundle.
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[bookmark: _cqgn6h3zk5gf]Troubleshooting
Based on the SSL settings to access the firewall/panorama you may have to On/Off the SSL certificate verification setting to start communicating with the device firewall through API.
[image: ]
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