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Get started with Cloud NGFW for Azure

Summary
Cloud NGFW for Azure is a Firewall as a service jointly offered by Palo Alto
Networks and Microsoft Azure. The below list includes the required steps to
get started with the Cloud NGFW. The more detailed instructions are
described in the Cloud NGFW for Azure Deployment Guide.

Supported Regions

● North America: East US, East US 2, Central US, West US, West US 2,

West US 3, Canada Central

● Europe:West Europe, North Europe, UK South, UK West

● Asia Pacific: Australia East, Australia Southeast, East Asia

Deployment Models

● Virtual Network - hub-and-spoke using VNet peering and User Defined

Routing (UDR)

● Virtual WAN - virtual hub using Routing Intent and Policies.

Security Policy Management

● Azure Portal - security policies are configured using Local Rulestack

● Panorama - security policies are configured and managed using Palo

Alto Networks Panorama instance

Traffic Flows

● Outbound - secure traffic from VNet, on-prem, branch, and VPN to the

Internet

● Inbound - secure traffic from the Internet toward the workloads in

Azure

● Lateral - secure East-West traffic between VNets, on-prem, branch and

VPN
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Security Capabilities - Azure Portal managed

● Security Services: Threat Prevention, URL Filtering

● Best Practice Security Profiles: IPS Vulnerability, Anti-Spyware, Antivirus,

File Blocking

● Security Rules: App-ID, URL Category, FQDN list, and Prefix List

● Web based Threat Protection: URL Categories and Filtering

● Encrypted Threat Protection: SSL Forward Proxy with the Azure Key

vaults integration

Security Capabilities - Panorama managed

● Security Services: Advanced Threat Prevention, Advanced URL Filtering,

WildFire, DNS Security

● Security Rules: App-ID, Custom App-ID, User-ID, Content-ID, URL

Category, Custom URL Category, FQDN list, Prefix List, External

Dynamic List, Dynamic Address Group

● Web based Threat Protection: URL Categories and Filtering

● Encrypted Threat Protection: SSL Forward Proxy

Networking Capabilities

● Destination NAT for Inbound connections

● Source NAT for Outbound connections

● DNS Proxy

Logging

● Azure Log Analytics Workspace - Azure-managed

● Panorama Log Collector - Panorama-managed
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Steps

1. Create Cloud NGFW

Search for Cloud NGFW service by using the terms “Cloud NGFW” and

follow the creation wizard to provision the resource.
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For hub-and-spoke deployment model select or create a Hub VNet with

Public and Private subnets
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If you are using an existing Hub VNet (minimum size of /25), make sure

to have the required Public and Private subnets (minimum size of /26)

and delegate them to “PaloAltoNetworks.Cloudngfw/firewalls” service
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For the VWAN deployment model, select a pre-existing virtual hub.
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For Panorama management, under the Azure Plugin add a Cloud

Device Group and associate the Device Group, create a Template Stack,

and specify the Device Certificate PIN.
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Generate the Registration string and copy it to the clipboard.
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Paste the string in the Cloud NGFW Panorama Registration String field.

The Cloud NGFW creation process takes approximately 20 minutes.

2. Connect to Cloud NGFW

VNet Deployment:

● Peer the spoke VNets with the Hub VNet where the Cloud NGFW

was deployed to

● Create a Route Table with a default 0.0.0.0/0 route pointing to the

Cloud NGFW Private IP address

● Associate the Route table to the spoke subnets
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VWAN Deployment:

● Connect the spoke VNets to the Virtual Hub where the Cloud

NGFWwas deployed to as a SaaS

● Configure and save the Routing Intent and Policy to send the

required traffic via the Cloud NGFW

3. Configure Networking

● Within the Cloud NGFW resource, configure DNAT rules to expose

the workload for inbound flows

● Ensure SNAT is enabled for outbound flows
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● For the VNet deployment model, ensure that the NSG associated

with the Hub VNet allows VNet-to-Internet traffic

● Enable DNS Proxy for inspecting DNS traffic. This requires the

spoke subnet to be configured with the DNS Server IP being the

Cloud NGFW’s Private IP address
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4. Configure Logging

For Azure Portal managed Cloud NGFW, create a Log Analytics Workspace

and associate it with the firewall resource.

When configuring the rules in the next step, make sure Logging is enabled on

a per-rule basis.
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5. Configure Firewall Rules

For Azure Portal managed Cloud NGFW locate the Local Rulestack and

configure the Prefix Lists, FQDN Lists, and Rules as required. Use Application,

URL Category, Port and protocol as filtering criteria.
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For Panorama-managed Cloud NGFW use the Device Group associated with

the Cloud Device Group and configure the Prefix Lists, FQDN Lists, and Rules

as required. Use Application, URL Category, Port and protocol as filtering

criteria.

6. Deploy Configuration

● Deploy the candidate configuration under “Deployment”
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● For Panorama-managed Cloud NGFW, locate the Template Stack

associated with the Cloud NGFW and configure the security

policies as required. Commit the configuration to Panorama and

push it to devices

● Test the inbound flow scenario by accessing the firewall’s public

IP address in conjunction with the port configured in step 6 that

exposes the test workload

● For the outbound flow scenario, access the test workload and test

connectivity to the Internet

● For the lateral traffic scenario, test the appropriate scenarios for

your environment between the workloads in the spoke VNets.
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