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About This Guide
Cloud NGFW is the industry’s only machine learning (ML)-powered NGFW delivered
as a cloud-native service on Azure. With Cloud NGFW, you can run more apps
securely at cloud speed and cloud-scale with an actual cloud-native experience.
There is no trade-off between cloud agility and sophisticated, multi-layered security.
You get to experience the best of both worlds with natively integrated network
security delivered as a service on Azure.

This guide explains how to configure and integrate Cloud NGFW into Azure Virtual
Network(VNet) and Azure Virtual WAN(VWAN) infrastructure, enabling the users to
utilize the benefits of Palo Alto Networks next-generation firewall as a service. The
sections in the document provide details about the architecture and various
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components of this service. This document also provides guidance on how to set up
and configure Cloud NGFW using a simplified configuration workflow and explains
how to route your application/spoke traffic through Cloud NGFW.
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Integrate Cloud NGFW into Azure Virtual
Network(VNet) Infrastructure

Pre-deployment of Cloud NGFW - setting up the
VNet environment

Topology
A hub-spoke topology is used as an example to route traffic through Cloud NGFW.
Cloud NGFW supports all topologies.

Integrate Cloud NGFW into Azure Virtual Network(VNet)

As per the above topology, in order to set up a lab environment, there should be a
hub VNet, 2 spoke VNets and a virtual machine on one of those spoke VNets that's
running a web server (apache2). Create this environment before creating and
deploying the Cloud NGFW resources.
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Create Spoke VNets with a virtual machine on each of
them

Create Spoke App01 VNet with Ubuntu Server
1. Go to Azure Marketplace and search for “Ubuntu” Server as shown below:

2. Choose this Ubuntu server and click ‘Create’ to start the creation of the
Ubuntu server:
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3. Fill in the details ( Resource Group, VM Name, Region and the type of image
while leaving other fields to default.) to complete the creation of the Ubuntu
server. Make sure to choose the region appropriately based on Cloud NGFW
service.

4. In the networking section, select an existing VNet or create a new one in
which this Ubuntu server will be installed:
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5. Review the configuration and create the server.

6. Once the Ubuntu server deployment is complete, install an apache server on
it. To do this, go to the serial console of the created Ubuntu server and execute
the commands below to install an apache server:

sudo apt update
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sudo apt install apache2

Confirm that the apache server installed successfully using the following
command:
sudo systemctl status apache2
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Create Spoke App02 VNet with Ubuntu Server (For EW-traffic)
Repeat the above steps to create Spoke VNet2 with Ubuntu server.
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Deployment of Cloud NGFW into VNet
Infrastructure

1. Now that the environment is set up, deploy the Cloud NGFW to protect the
traffic coming from that hub VNet.

2. Login to Azure portal1 (use this link only) and search for “paloalto”. This search
displays the Cloud NGFW service by Palo Alto Networks:

3. Click “Cloud NGFWs” to start the creation of the Palo Alto Networks Cloud
NGFW service for Azure.

4. The following screen is the landing page for the Cloud NGFW resource. This
screen populates all the available, pre-created Cloud NGFW instances (if not a
first-time user). Click Create to start the creation of a Cloud NGFW resource:

1 Deployment of Cloud NGFW can only be done through this private link. This portal has orange colored
on the top unlike the typical blue color.
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5. After clicking Create, the Create Palo Alto Networks Cloud NGFW screen
appears. Use the information in the table below to populate basic information
for your Cloud NGFW resource:

Subscription Automatically selected based on the
subscription used while logged in.

Resource Group Use one of the existing resource groups
or create a new resource group (by
clicking the Create New option) in
which the Cloud NGFW resource is
created.

Firewall Name Name of the Cloud NGFW Firewall
resource.

Region Region in which Cloud NGFW is
provisioned. For this Private Preview,
only US East-2 and US Central regions
are supported.
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6. Once the details are filled in, click Next: Networking > and provide
information for your networking environment. Choose the Network Injection
type from Virtual network and Virtual Wan Hub. (Virtual Wan Hub will be
available from the end of November). Create a new virtual network or select
an existing virtual network. You can also specify IP addresses. Specify the
Source NAT option if Network Address Translation (NAT) is used on the traffic
going out to the Internet:
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7. Click Next: Rulestack > to create a Local Rule stack where rules can be
defined. This is a placeholder for the local rule stack. After the creation of
Cloud NGFW resource, this rulestack can be modified to add/edit rules, FQDN,
and prefix list. If there is a Local Rule Stack that’s already created, select it
from the drop-down menu:
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8. Click Next: DNS Proxy > to configure Cloud NGFW as a DNS Proxy. It is
disabled by default:
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9. Click Next: Tags > to specify tags as per your Azure requirements:
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10. Click Next: Terms > and accept the terms as shown below:
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11. Click Next: Review + Create > and create a Cloud NGFW service. Like any
other Azure native service, the resource is validated first and then created.
Once the screen shows Validation Passed, click Create to deploy the Cloud
NGFW service.
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After creating the Cloud NGFW service the deployment progress is displayed:

The deployment of a Cloud NGFW takes approximately 30 minutes.

On a successful deployment, the screen below appears. Click Go to resource group to
verify the resources created for this deployment:

12. There are five resources created, which include Cloud NGFW, Local Rule stack,
Public IP address, Virtual Network, and security group:
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13. Once the Cloud NGFW resource is created, click on it to verify that the
Provisioning state shows Succeeded. This screen also displays Public and
Private IP addresses that are associated with the Cloud NGFW service. Use this
information in further steps of this document to route traffic through the
Cloud NGFW service:
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Post Deployment of Cloud NGFW

Create/Update Rule stack

1. To update/edit the rulestack, click the Rulestack option available in the Cloud
NGFW resource. As shown below, this displays the rulestack associated with
the cloud NGFW service along with the resource group:

The Local Rulestack is now associated with raviDemoCngfw-lrs.
Next, modify this rulestack to add firewall rules to allow some traffic and block
specific traffic.
By default Cloud NGFW blocks all traffic.

2. Search for Local Rulestack service in the global search of the Azure portal:
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Click the Local Rulestacks service to navigate to the list of local rulestacks associate
with your Cloud NGFW subscription.
Within this page search for raviDemoCngfw-lrs, the local rulestack associated with
the Cloud NGFW service created in the previous step:

Verify the state of this Local rulestack Succeeded.

3. Click your rulestack(raviDemoCngfw-lrs) to add rules as shown below. Modify
the rules as per your use cases and functionality. Add a rule to allow traffic. Fill
in the mandatory fields and use the default settings for the remaining fields:

Enable logging as part of the rule configuration, as shown below:
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Click Validate and then Add to incorporate the rule.

4. Add an FQDN list that includes Facebook, and use this list to add a rule to
block facebook.com:

Facebook now appears in the FQDN List:
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Return to the Rules setting page and add a rule that matches the FQDN list created.
Set the action to Drop to block Facebook traffic:
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5. Both the rules appear as shown below:
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6. As part of this Cloud NGFW service, the security profiles are enabled with best
practice configurations by default. This means that the traffic is secured with
the best security profiles from day one, once the Cloud NGFW is deployed in
the network:
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7. Now that the rules have been modified, they should be deployed onto the
Local rulestack associated with the Cloud NGFW service. Click the
Deployment tab to see the page below. The deployment status displays as
Candidate, which means the configuration was built but not deployed. Next,
click Deploy Configuration to deploy the configuration onto the Cloud NGFW
service. It is mandatory to do this step as without this the configuration will
not be deployed onto the rulestack.

After clicking Deploy Configuration, a pop-up displays the firewalls associated with
this rulestack. Click Deploy to configure this rulestack on all the associated firewalls:
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After successfully deploying the configuration, the screen displays the deployment
status as Running

With this, the Cloud NGFW and Local rulestack are successfully deployed.
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Source/Destination NAT rule on Cloud NGFW
Configure a destination NAT rule with frontend configuration on Cloud NGFW to
take care of Inbound traffic towards App1 or App2 present on spoke VNet1 or spoke
VNet2.

1. Access the Networking & NAT settings screen for the loud NGFW resource.
The first thing to observe is whether the Source NAT setting has been enabled
or not. During the creation of the Cloud NGFW resource,(step 6) if Source NAT
was enabled, that’s how it will show up here.

2. Click Edit to add the Destination NAT rule.

3. Add a Destination NAT rule with frontend configuration as shown below.
Frontend IP is the Public IP address associated with Cloud NGFW (choose this
from the drop-down menu). To access App1 (192.168.0.4), deployed on spoke
VNet1, on port 80(HTTP), we are going to use Cloud NGFW frontend IP address
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and port 8080. After adding the Destination NAT rule, save the configuration
by clicking Add .

Once the destination NAT rule has been added, click Save to deploy this
configuration on to the Cloud NGFW resource:
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With this configuration in place, the address http://frondendIP:8080 is redirected to
App1 on port 80 through Cloud NGFW. This means that inbound traffic is now
flowing through the Cloud NGFW.

Configure Logging
1. Before configuring Log settings on Cloud NGFW, create the Log Analytics

workspace on Azure. Search for Azure Log Analytics workspace as shown
below and click Log Analytics Workspaces service to add it to the workspace:
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2. Click on Create option to create a new Log Analytics Workspace.

3. Create the Log analytics workspace as shown below. Make sure that the
region is either US-East-2 or US-central:
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4. Now configure Cloud NGFW Log settings using the Log Analytics workspace
created above. Go to the Cloud NGFW resource, select the Log Settings
section, and click the Edit option to choose the Log analytics workspace that
has just been created:
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5. Enable Log Settings and choose the log analytics workspace created in the
previous step from the drop-down, and save the configuration:
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Update Network Security Group
Next, update the network security group that was created as part of the Cloud
NGFW deployment. This security group is associated with both the Private and
Public subnet as part of Hub VNetin the Customer Subscription (refer to the
topology).

1. Allow traffic as per Frontend/Destination NAT rule configuration. Also, allow
HTTP and HTTPS traffic so that the Internet can be accessed from Application
VNets through Cloud NGFW:

2. Click Add to incorporate this inbound security rule:

These steps ensure that app1 on spoke VNet1 can access the Internet.
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Configure VNetpeering between Hub Vnet(that got created
during Cloud NGFW creation) and Spoke Vnets

1. Configure VNet peering between spoke VNet1 and Hub VNet. Search for the
spoke-VNet1 and select the Peerings section. Click Add to create a new
peering.

2. While adding a peer, give it a name and leave the rest to default settings.
Choose the hub virtual network (as peering is from spoke-vnet1) that has to be
peered.

3. Configure VNetpeering between spoke-VNet2 and Hub VNet by repeating the
steps above.

Add a Route Table to route traffic through Cloud NGFW
1. Create a route table by searching for the Route table in the Azure search bar.

Then, click Create to establish a new route table. Fill in the necessary fields
and click Review+create to create a route table.

2. After creating the route table, select the Subnets section and associate it with
the App1 subnet from spoke-vnet1:

Strata by Palo Alto Networks | SW NGFW | Cloud NGFW for Azure - Private preview

39



3. Configure the default route (for outbound traffic) and route towards the App2
subnet (for east-west traffic) with the next hop as the Cloud NGFW private IP
address:

4. Similarly, associate one more route table with the App2 subnet from
spoke-VNet2. Configure a default route (for outbound traffic) and route
towards the App1 subnet (for east-west traffic) with the next hop as the Cloud
NGFW private IP address:
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Testing traffic

Test Inbound Traffic
1. To validate the inbound connection towards App1, try to access http://<Cloud

NGFW Public IP>:8080.
2. As per the Destination NAT configuration on Cloud NGFW, if http://<Cloud

NGFW Public IP>:8080 is accessed, the connection will be redirected to App1
after inspection by Cloud NGFW.

Make sure to allow HTTP traffic on the application server network interface. For this,
go to App1, select Networking, and add an inbound port rule that allows any HTTP
inbound traffic. Configure the source as IP Addresses, port as 80, protocol as TCP,
and set the Action toAllow:
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If http:/<Cloud NGFW Public IP>:8080/ is accessed, the following screen appears if
the apache server was running as the default web server. Here, once the public IP of
the Cloud NGFW was accessed, it will redirect the traffic to App1 on spoke-vnet1
where apache server was running. Since Inbound HTTP is enabled on App1, it will run
the apache server that was deployed on App1.
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Accessing logs
To verify that this particular inbound traffic was processed correctly by Cloud NGFW,
go to the Log Analytics workspace and verify the logs as shown below.

Within Log analytics workspace raviCngfwLogWorkspace, navigate to the Logs
section, select Custom Logs and select fluentbit_CL and run the query to get the
latest logs:

From the log, it can be seen that the source IP address is the IP address of the
machine from which the request originated, and the destination IP address is Cloud
NGFW public IP address, and it's hitting the AllowAllTraffic rule that has been
created in the rulestack. The screenshot below shows the IP address of the machine
from which the request originated:
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Test Outbound Traffic
To validate the outbound connection, try to access twitter.com from App1 as shown
below. Go to App1, select the Serial console section and type the following
command:
Wget twitter.com

Strata by Palo Alto Networks | SW NGFW | Cloud NGFW for Azure - Private preview

44



The connection has been established. Verify that this traffic is being processed by
Cloud NGFW by going to the Log Analytics workspace. Repeat the steps to access
logs.
Run the query again to get the latest logs.
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Test Outbound Block Rule
Now try to access Facebook. The traffic to Facebook should get blocked as per the
rule configured. Go to App1, selectSerial console and type the following command:
wget www.facebook.com

Connection won’t be established. Go to Azure Log Analytics to validate that Cloud
NGFW has blocked this connection as per the rRulestack configuration.
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From these logs, it is evident that the traffic to Facebook was blocked after hitting
the BlockFacebook rule. This confirms that Cloud NGFW is able to block traffic as
per configured rulestack.

Test East-West Traffic flow
Validate east-west traffic flow by trying to send traffic from App1 to App2.

On App1, execute the following command:
wget http://<App2 IP address>

The connection has been established. Validate by going to the to Azure Log
Analytics workspace:
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From these logs, it is visible that the traffic sent between App1 (192.168.0.4) and App2
(172.16.0.4) is going through the Cloud NGFW service and hitting the AllowAllTraffic
rule which is part of the local rulestack.

Thus the inbound, outbound, and east-west traffic has been tested and is flowing
through the Cloud NGFW service.
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Integrate Cloud NGFW into Azure Virtual
WAN(VWAN) Infrastructure

Pre-deployment of Cloud NGFW - setting up the
environment

Topology
A hub-spoke topology is used as an example to route traffic through Cloud NGFW.
Cloud NGFW supports all topologies.

Integrate Cloud NGFW into Azure Virtual WAN(VWAN)

As per the above topology, in order to set up a lab environment, there should be a
Azure Virtual WAN with VWAN Hub, 2 spoke VNets and a virtual machine on each of
those spoke VNets that's running a web server (apache2). Create this environment
before creating and deploying the Cloud NGFW resources.
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Create Spoke VNets with a virtual machine on each of
them

Create Spoke App01 VNet with Ubuntu Server
1. Go to Azure Marketplace and search for “Ubuntu” Server as shown below:

2. Choose this Ubuntu server and click ‘Create’ to start the creation of the
Ubuntu server:
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3. Fill in the details ( Resource Group, VM Name, Region and the type of image
while leaving other fields to default.) to complete the creation of the Ubuntu
server.

4. In the networking section, select an existing VNet or create a new one in
which this Ubuntu server will be installed:
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5. Review the configuration and create the server.

6. Once the Ubuntu server deployment is complete, install an apache server on
it. To do this, go to the serial console of the created Ubuntu server and execute
the commands below to install an apache server:

sudo apt update
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sudo apt install apache2

Confirm that the apache server installed successfully using the following
command:
sudo systemctl status apache2
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Create Spoke App02 VNet with Ubuntu Server (For EW-traffic)
Repeat the above steps to create Spoke VNet2 with Ubuntu server.
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Create Azure Virtual WAN with Hub
1. Login to Azure portal and search for Virtual WAN and click on “Create” option

to create Virtual WAN Service

On successful creation of Virtual WAN service, you can go to the resource by clicking on “Go to
resource” as per the screenshot below.

2. Add Hub to the Virtual WAN created.
After going to the Virtual WAN created in the above step, add a new hub by going to
“Connectivity > Hubs” as shown below.
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Configure Hub private address space as shown below and click on “Next : Site to Site >”
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After this you can directly go to the “Tags” section and configure Tag as shown below.
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NOTE: Tag name “hubSaaSPreview” and Value “true” should be provided while creation of the
hub and should not be provided after creation of hub.

On successful validation of the configuration, click on “Create” to create Virtual WAN Hub
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After creation of Virtual WAN Hub, make sure that the Routing status is in “Provisioned” state
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Deployment of Cloud NGFW
1. Now that the Virtual WAN environment is set up, deploy the Cloud NGFW to

protect the traffic going through Virtual WAN Hub.
2. Login to Azure portal and search for “paloalto”. This search displays the Cloud

NGFW service by Palo Alto Networks:

3. Click “Cloud NGFWs” to start the creation of the Palo Alto Networks Cloud
NGFW service for Azure.

4. The following screen is the landing page for the Cloud NGFW resource. This
screen populates all the available, pre-created Cloud NGFW instances (if not a
first-time user). Click Create to start the creation of a Cloud NGFW resource:
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5. After clicking Create, the Create Palo Alto Networks Cloud NGFW screen
appears. Use the information in the table below to populate basic information
for your Cloud NGFW resource:

Subscription Automatically selected based on the
subscription used while logged in.

Resource Group Use one of the existing resource groups
or create a new resource group (by
clicking the Create New option) in
which the Cloud NGFW resource is
created.

Firewall Name Name of the Cloud NGFW Firewall
resource.

Region Region in which Cloud NGFW is
provisioned. For this Private Preview,
only US East-2 and US Central regions
are supported.
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6. Once the details are filled in, click Next: Networking > and provide
information for your networking environment. Choose the Network Injection
type as Virtual Wan Hub. And select Virtual Hub Name from the
dropdown(this is the Hub which got created in above step.). You can also
specify IP addresses. Specify the Source NAT option if Network Address
Translation (NAT) is used on the traffic going out to the Internet:
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7. Click Next: Security Policies > to create a Local Rule stack where rules can be
defined. This is a placeholder for the local rule stack. After the creation of
Cloud NGFW resource, this rulestack can be modified to add/edit rules, FQDN,
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and prefix list. If there is a Local Rule Stack that’s already created, select it
from the drop-down menu after selecting Use existing option:

8. Click Next: DNS Proxy > to configure Cloud NGFW as a DNS Proxy. It is
disabled by default:
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9. Click Next: Tags > to specify tags as per your Azure requirements:
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10. Click Next: Terms > and accept the terms as shown below:
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11. Click Next: Review + Create > and create a Cloud NGFW service. Like any
other Azure native service, the resource is validated first and then created.
Once the screen shows Validation Passed, click Create to deploy the Cloud
NGFW service.
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After creating the Cloud NGFW service the deployment progress is displayed:
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The deployment of a Cloud NGFW takes approximately 30 minutes.

On a successful deployment, the screen below appears. Click Go to resource group to
verify the resources created for this deployment:

12. There are Four resources created, which include Cloud NGFW, Local Rule
stack, Public IP address and Cloud NGFW-nva:
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13. Once the Cloud NGFW resource is created, click on it to verify that the
Provisioning state shows Succeeded. This screen also displays Public and
Private IP addresses that are associated with the Cloud NGFW service. Use this
information in further steps of this document to route traffic through the
Cloud NGFW service
Also make sure that the Network type is VWAN:
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Verify for SaaS Solution within Virtual WAN Hub
After successful creation of the Cloud NGFW service with network type as Virtual
WAN Hub. Verity for cloud NGFW to be added as a SaaS Solution for Virtual WAN
Hub used.
Go to the Virtual Hub used while creating the cloud NGFW and click on “SaaS
Solutions”

Cloud NGFW created will be added as a SaaS solution to this Hub as shown below.
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Within this screen, you can go to Cloud NGFW service created by clicking on “Click here”
hyperlink, which is part of the Manage SaaS column.
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Post Deployment of Cloud NGFW

Create/Update Rule stack

1. To update/edit the rulestack, click the Rulestack option available in the Cloud
NGFW resource. As shown below, this displays the rulestack associated with
the cloud NGFW service along with the resource group:

The Cloud NGFW is associated with VWAN-CNGFW-lrs.
Next, modify this rulestack to add firewall rules to allow some traffic and block
specific traffic.
By default Cloud NGFW blocks all traffic.

2. Search for Local Rulestack in the global search of the Azure portal:
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Click the Local Rulestacks to navigate to the rulestack associated with your Cloud
NGFW service.

3. Click your rulestack(VWAN-CNGFW-lrs) to add rules as shown below. Modify
the rules as per your use cases and functionality. Add a rule to allow traffic. Fill
in the mandatory fields and use the default settings for the remaining fields:

Enable logging as part of the rule configuration, as shown below:
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Click Validate and then Add to incorporate the rule.
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4. Add an FQDN list that includes Facebook, and use this list to add a rule to
block facebook.com:

Facebook now appears in the FQDN List:

Return to the Rules setting page and add a rule that matches the FQDN list created.
Set the action to Drop to block Facebook traffic:
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5. Both the rules appear as shown below:

6. As part of this Cloud NGFW service, the security profiles are enabled with best
practice configurations by default. This means that the traffic is secured with
the best security profiles from day one, once the Cloud NGFW is deployed in
the network:

Strata by Palo Alto Networks | SW NGFW | Cloud NGFW for Azure - Private preview

80



7. Now that the rules have been modified, they should be deployed onto the
Local rulestack associated with the Cloud NGFW service. Click the
Deployment tab to see the page below. The deployment status displays as
Candidate, which means the configuration was built but not deployed. Next,
click Deploy Configuration to deploy the configuration onto the Cloud NGFW
service. It is mandatory to do this step as without this the configuration will
not be deployed onto the rulestack.
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After clicking Deploy Configuration, a pop-up displays the firewalls associated with
this rulestack. Click Deploy to configure this rulestack on all the associated firewalls:

After successfully deploying the configuration, the screen displays the deployment
status as Running
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With this, the Cloud NGFW and Local rulestack are successfully deployed.

Source/Destination NAT rule on Cloud NGFW
Configure a destination NAT rule with frontend configuration on Cloud NGFW to
take care of Inbound traffic towards App1 or App2 present on spoke VNet1 or spoke
VNet2.

1. Access the Networking & NAT settings screen for the cloud NGFW resource.
The first thing to observe is whether the network type is selected as “Virtual
WAN Hub” and Source NAT setting has been enabled or not. During the
creation of the Cloud NGFW resource,(step 6) if Source NAT was enabled,
that’s how it will show up here.

2. Click Edit to add the Destination NAT rule.
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3. Add a Destination NAT rule with frontend configuration as shown below.
Frontend IP is the Public IP address associated with Cloud NGFW (choose this
from the drop-down menu). To access App1 (192.168.0.4), deployed on spoke
VNet1, on port 80(HTTP), we are going to use Cloud NGFW frontend IP address
and port 8080. After adding the Destination NAT rule, save the configuration
by clicking Add .
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Once the destination NAT rule has been added, click Save to deploy this
configuration on to the Cloud NGFW resource:
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After saving the configuration, the screen would look as shown below
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With this configuration in place, the address http://frondendIP:8080 is redirected to
App1 on port 80 through Cloud NGFW. This means that inbound traffic is now
flowing through the Cloud NGFW.

Configure Logging
1. Before configuring Log settings on Cloud NGFW, create the Log Analytics

workspace on Azure. Search for Azure Log Analytics workspace as shown
below and click Log Analytics Workspaces service to add it to the workspace:

2. Click on Create option to create a new Log Analytics Workspace.

3. Create the Log analytics workspace as shown below. Make sure that the
region is either US-East-2 or US-central:
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4. Now configure Cloud NGFW Log settings using the Log Analytics workspace
created above. Go to the Cloud NGFW resource, select the Log Settings
section, and click the Edit option to choose the Log analytics workspace that
has just been created:

Strata by Palo Alto Networks | SW NGFW | Cloud NGFW for Azure - Private preview

88



5. Enable Log Settings and choose the log analytics workspace created in the
previous step from the drop-down, and save the configuration:
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Add Spoke(Application) VNets as Virtual Network
Connections to Virtual WAN

1. Add spoke vnets as Virtual Network Connections to Virtual WAN Hub by
clicking on “+ Add Connection” as shown below.

2. Select Spoke1 VNet as Virtual Network while adding the connection as shown
below.

3. Similarly select Spoke2 VNet as Virtual Network while adding the connection
as shown below.
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4. After successful addition of the connections, it would look something as
shown below. Make sure that the status is in Connected state.

Configure VWAN Hub Routing Intent and Routing Policies
1. Routing Policies within Virtual WAN Hub will be used to route traffic through

Cloud NGFW service.
2. To route Internet bound traffic and Private Traffic(Spoke to Spoke), configure

the next hop as VWAN Cloud NGFW as shown below
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3. After configuring Routing Policies, check for the routing table to be updated to route
traffic through Cloud NGFW
Click on Route Tables and select Default routing table

This will provide the details related to the routes associated with the Default Routing table. Over
here we can see that any traffic going out to internet or to other spoke VNets will be routed
through Cloud NGFW
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Testing traffic

Test Inbound Traffic
1. To validate the inbound connection towards App1, try to access http://<Cloud

NGFW Public IP>:8080.
2. As per the Destination NAT configuration on Cloud NGFW, if http://<Cloud

NGFW Public IP>:8080 is accessed, the connection will be redirected to App1
after inspection by Cloud NGFW.
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Make sure to allow HTTP traffic on the application server network interface. For this,
go to App1, select Networking, and add an inbound port rule that allows any HTTP
inbound traffic. Configure the source as IP Addresses, port as 80, protocol as TCP,
and set the Action toAllow:

If http:/<Cloud NGFW Public IP>:8080/ is accessed, the following screen appears if
the apache server was running as the default web server. Here, once the public IP of
the Cloud NGFW was accessed, it will redirect the traffic to App1 on spoke-vnet1
where apache server was running. Since Inbound HTTP is enabled on App1, it will run
the apache server that was deployed on App1.
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Accessing logs
To verify that this particular inbound traffic was processed correctly by Cloud NGFW,
go to the Log Analytics workspace and verify the logs as shown below.

Within Log analytics workspace raviCngfwLogWorkspace, navigate to the Logs
section, select Custom Logs and select fluentbit_CL and run the query to get the
latest logs:
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From the log, it can be seen that the source IP address is the IP address of the
machine from which the request originated, and the destination IP address is Cloud
NGFW public IP address, and it's hitting the AllowAllTraffic rule that has been
created in the rulestack.

The screenshot below shows the IP address of the machine from which the request
originated:
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And the screenshot below shows the Public IP address of Cloud NGFW

Test Outbound Traffic
To validate the outbound connection, try to access twitter.com from App1 as shown
below. Go to App1, select the Serial console section and type the following
command:
Wget twitter.com
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The connection has been established. Verify that this traffic is being processed by
Cloud NGFW by going to the Log Analytics workspace. Repeat the steps to access
logs.
Run the query again to get the latest logs.
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Test Outbound Block Rule
Now try to access Facebook. The traffic to Facebook should get blocked as per the
rule configured. Go to App1, selectSerial console and type the following command:
wget www.facebook.com
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Connection won’t be established. Go to Azure Log Analytics to validate that Cloud
NGFW has blocked this connection as per the rRulestack configuration.

From these logs, it is evident that the traffic to Facebook was blocked after hitting
the BlockFacebook rule. This confirms that Cloud NGFW is able to block traffic as
per configured rulestack.

Test East-West Traffic flow
Validate east-west traffic flow by trying to send traffic from App1 to App2.

App2 IP address can be checked as shown below
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On App1, execute the following command:
wget http://<App2 IP address>

The connection has been established. Validate by going to the to Azure Log
Analytics workspace:
After running the query, make sure you have sorted the logs based on
TimeGenerated to see the latest logs on the top of the list.
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From these logs, it is visible that the traffic sent between App1 (192.168.0.4) and App2
(172.16.0.4) is going through the Cloud NGFW service and hitting the AllowAllTraffic
rule which is part of the local rulestack.

Thus the inbound, outbound, and east-west traffic has been tested and is flowing
through the Cloud NGFW service.

Resources

Contact
For any support, please email cloud-ngfw-azure@paloaltonetworks.com or reach out
to your SE/CE.
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