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Day 2: Agenda

Prisma SD-WAN Troubleshooting Tools:

● Device Toolkit

● Dashboard

● Activity

● Monitor

● Incidents and Alerts

● Flow Browser

● RMA

● Demo
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Device Toolkit
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● Prisma SD-WAN configuration, operation, 

and troubleshooting of the system is 

primarily done through the SCM portal.

● However there may be times when 

troubleshooting is required to be done 

through command line interface.

● Prisma SD-WAN offers a Device Toolkit, 

which is a command line interface for the 

ION devices.

Device Toolkit Overview
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● Prisma SD-WAN offers the ability to provide selective role-based access to the  

Device Toolkit. 

● Workflow to enable the Device Toolkit User: 

➢ Add a user under the System Administration 

➢ Device Toolkit User Management

➢ Assign User Rules

➢ Assign Tenant or Device Level Permissions

➢ Optionally assign permissions to specific devices within Tenant

Device Toolkit Workflow
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● Begin the process by entering System Administration

Configure Device Toolkit User Access
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● Add a user under Device Toolkit User Management

Add Device Toolkit User
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● Configure login credentials and assign a role to the user

Configure Device Toolkit User Properties
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● Tenant level device access can be enabled for a user

Assign Tenant Level Access
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● Device specific access can be enabled for a user

Configure Individual Device (Optional)
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● Password confirmation need to match and Password length need to be minimum 8 characters.

Common Errors
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Device Access - User Roles

Commands User Role Command Description

Dump SUPER , READ ONLY, MONITOR Displays information
Example: Interface config, controller 
communication status

Inspect SUPER , READ ONLY, MONITOR Displays dynamic information
Example:  Routing / ARP tables

File SUPER , READ ONLY, MONITOR Handles log files and packet captures

Debug SUPER , READ ONLY Debug commands and tools
Example: TCPdump, reboot

Set SUPER, READ ONLY Configures session parameters
Example: Login timeout , prompt

Config SUPER Perform limited config on the device
Example: Interface IP, Controller cipher
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● Launched by clicking to the right of the device name and selecting “Remote Access”

Device Toolkit Access
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● Provides current system configuration
● Access available to all users

Dump

Device Toolkit Commands



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

● Shows dynamic information like routing / fib tables, APR tables, etc.
● Access available to all users

Inspect

Device Toolkit Commands
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● Provides tools to troubleshoot a problem
● Access available to SUPER USER and READ ONLY

debug

Device Toolkit Commands
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● To perform limited configuration on the device
● Access available to SUPER USER

config

Device Toolkit Commands
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tcpdump interface args=" " show | save filename

● Used to capture packets sent or received over a network interface
● Packet capture can be printed on console or saved to a file
● “args” - To filter captures, example, source or destination port

Packet Capture
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 Viewing / Exporting a .pcap file

Packet Capture
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Dashboard
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Dashboards - Prisma SD-WAN
Know the health  and 
performance of 

○ Users
○ branch sites
○ Applications
○ IT infrastructure, from 

a single dashboard 
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Dashboards - Prisma SD-WAN
Know the health  and 
performance of 

○ Users
○ branch sites
○ Applications
○ IT infrastructure, from 

a single dashboard 
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Activity
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Activity

Location

Network Monitor > Sites 
Dashboard > Prisma SD-WAN
Monitor > Applications

Link Quality Monitor > Site N > Site Summary

Flows Monitor > Branch Sites > Prisma SD-WAN Site N > Action > View Flows 
Monitor > Branch Sites > Prisma SD-WAN > Flows
Site Summary > Apps Widget > View All Flows

Routing Monitor > Site N > Devices > Routing

System Monitor > ION Devices > Device Activity

Cellular Monitor > ION Devices
Monitor > Site N > Devices
Monitor > Site N > Circuit

Note: Replace “N” with the site name
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Network - Dashboards > Prisma SD-WAN
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Network - Activity Insights > SD-WAN Applications
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Monitor > Devices > ION Devices
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Monitor
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Monitor > Branch Sites
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Monitor > Branch Sites > Activity
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Monitor > Data Centers
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Incident and Alerts
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Events - Incidents and Alerts
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Events - Incidents

Severity Matrix

Priority Summary

Top Incidents

Top Alerts

Incident List

Incident Details
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Flow Browser
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Flow Browser
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RMA
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RMA
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RMA

Prisma SDWAN TSG ID: 
Faulty ION S/N:
RMA Shipping Company Name: 
RMA Shipping Address:
RMA City:
RMA State/Province:
RMA Country:
RMA Zip/Postal code:

Site contact:
Site phone:
Site email:
Site access hours (in local timezone GMT+8):

124
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DEMO
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Prisma SDWAN Useful Reference
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PRISMA SDWAN Useful Reference:
● Prisma SDWAN Release Guidelines:

https://live.paloaltonetworks.com/t5/customer-resources/prisma-sd-wan-ion-software-release-guidelines/ta-p/578685

● Prisma SASE (SD-WAN And Prisma Access) Status Page:
https://sase.status.paloaltonetworks.com/

● Prisma SD-WAN Upgrade / Downgrade Considerations:
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/6-3/prisma-sd-wan-ion-release-notes/prisma-sd-wan-ion-device-release-6-3/
upgrade-downgrade-considerations-in-prisma-sd-wan-ion-release-6-3

● Prisma SD-WAN Software End of life Announcement:
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary#cloudgenix 

● Prisma SD-WAN Admin Guide:
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/prisma/prisma-sd-wan/prisma-sd-wan-admin/pris
ma-sd-wan-admin.pdf

● Prisma CLI Reference Guide:
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/prisma/prisma-sd-wan/prisma-sd-wan-ion-cli-ref
erence/prisma-sd-wan-ion-cli-reference.pdf

● Alerts and Alarms Codes:
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/alert-and-alarm-event-codes

https://live.paloaltonetworks.com/t5/customer-resources/prisma-sd-wan-ion-software-release-guidelines/ta-p/578685
https://sase.status.paloaltonetworks.com/
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/6-3/prisma-sd-wan-ion-release-notes/prisma-sd-wan-ion-device-release-6-3/upgrade-downgrade-considerations-in-prisma-sd-wan-ion-release-6-3
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/6-3/prisma-sd-wan-ion-release-notes/prisma-sd-wan-ion-device-release-6-3/upgrade-downgrade-considerations-in-prisma-sd-wan-ion-release-6-3
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary#cloudgenix
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-admin.pdf
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-admin.pdf
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/prisma/prisma-sd-wan/prisma-sd-wan-ion-cli-reference/prisma-sd-wan-ion-cli-reference.pdf
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/prisma/prisma-sd-wan/prisma-sd-wan-ion-cli-reference/prisma-sd-wan-ion-cli-reference.pdf
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/alert-and-alarm-event-codes
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PRISMA SDWAN Useful Reference (contd.):

● Prisma SD-WAN CloudBlade for Prisma Access Integration Requirements:
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblad
e-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/prisma-sd-wan-cloudblade-for-
prisma-access-integration-requirements

● Generate Panorama Authorization Key for Prisma SD-WAN Integration:
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integ
ration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/generate-panorama-authorization-key-for-pri
sma-sd-wan-integration

● Use the Prisma SD-WAN ION device toolkit commands to troubleshoot cloudblade VPNs:
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integ
ration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/use-the-device-toolkit

● Replace or Change existing Panorama Serial Number Post CloudBlade Integration:
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integ
ration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/change-existing-panorama-serial-n
umber-post-cloudblade-integration

https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/prisma-sd-wan-cloudblade-for-prisma-access-integration-requirements
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/prisma-sd-wan-cloudblade-for-prisma-access-integration-requirements
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/prisma-sd-wan-cloudblade-for-prisma-access-integration-requirements
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/generate-panorama-authorization-key-for-prisma-sd-wan-integration
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/generate-panorama-authorization-key-for-prisma-sd-wan-integration
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/prisma-sd-wan-and-prisma-access-integration/generate-panorama-authorization-key-for-prisma-sd-wan-integration
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/use-the-device-toolkit
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/use-the-device-toolkit
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/change-existing-panorama-serial-number-post-cloudblade-integration
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/change-existing-panorama-serial-number-post-cloudblade-integration
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/deployment-and-integrations/3-1-6/prisma-access-cloudblade-integration-guide-panorama-managed/troubleshoot-the-integration-process-and-standard-vpns/change-existing-panorama-serial-number-post-cloudblade-integration


© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

End of Session


