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Resources Needed
The following resources are needed to install Expedition into your environment.

J Ubuntu 20.04.* LTS Server (64-bits AMD)

*Please do not download Ubuntu 22.x, it is not supported at this point, expedition installation
script won’t execute at all.

The Ubuntu server image can be downloaded from the link below:

https:/ubuntu.com/download/server

The Ubuntu server will need to be provisioned by the end-user. Options include
downloading and installing Ubuntu 20.04.* LTS ISO onto a customer-managed server or to
provision an Ubuntu 20.04.* LTS virtual server available from Google Cloud, AWS or Azure.

. Expedition installer File

The Installer File expeditionl_Installer_latest.tgz can be downloaded from below link:

https://conversionupdates.paloaltonetworks.com/expeditionl_Installer_latest.tgz

System Requirements

The recommended system requirements for the Expedition server are listed in the
following table.

Primary usage Recommended Compute Resources

Migration 4 CPU/Cores

8 GB RAM

40 GB storage

1 nic with 100Mbps/1Gbps

Machine Learning (5 or fewer 8 CPU/Cores

firewalls) 16 GB RAM
1x 6GB (OS related data)

1x 150 GB SSD (Project Settings and connection.parquet files)
1x 4 TB (Traffic and other log files)
1 nic with 100Mbps/1Gbps

Machine Learning (6 or more 8 CPU/Cores

firewalls) 32 GB RAM

1x 6GB (OS related data)

1x 150 GB SSD (Project Settings and connection.parquet files)
1x 4 TB (Traffic and other log files)

1 nic with 100Mbps/1Gbps
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Installation Steps

1) Install Ubuntu Server 20.04.* LTS (64-bits AMD)

Note: Please note that a Hypervisor is required to run a virtual machine (VM).
The following steps are specific to using VMWare Desktop Fusion for Mac as the Hypervisor.
However, depending on the Hypervisor used, some of the subsequent steps may vary slightly

1) Download the Ubuntu iso file:

a) Visit https://ubuntu.com/download/server , select“Option 2: Manual Server

Installation

Get Ubuntu Server
Option 1: Instant Ubuntu VMs

Try Multipass, a mini cloud on Mac, Windows and Linux

® Always up-to-date with security Fixes

®@ Cloud-init metadata For cloud dev and test

@ Virtualbox, Hyper-V, HyperKit or KM - -

Get Multipass

Option 2 - Manual server installation | | Option 3 - Automated server provisioning

Select “Alternative Downloads”

© 2021 Palo Alto Networks, Inc. Expedition Installation Guide
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https://ubuntu.com/download/server

Cet Ubuntu Server

Option 2: Manual server installation

USB or DVD image based physical install

@ OS security guaranteed until April 2025
@  Extended security maintenance until April 2030

@ Commercial support for enterprise customers

Download Ubuntu Server 22.04 LTS Alternative downloads» | Alternative architectures»

Read the Ubuntu Server 22.04 LTS release notes

Option 1 - Instant Ubuntu VMs Option 3 - Automated server provisioning

Click on “Ubuntu Server 20.04.* LTS"” to download the image. Make sure that the
downloaded image is the server amd64 iso.

Alternative downloads

BitTorrents Ubuntu Server 20.04 LTS Other versions

BitTorrent sometimes enables higher The previous long-term support version Other versions of Ubuntu Server
download speeds and more reliable of Ubuntu Server, including support including torrents, the network installer,
downloads of large files. guaranteed until April 2025. alist of local mirrors and past releases.

See alternative downloads »

‘ Ubuntu Server 22.04 LTS ‘ Get Ubuntu Server 20.04 LTS

Ubuntu Server 21.10
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b) Launch VMware Fusion and click “+" , select “new”

e e®|+-

| v VIRT
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New Boot Camp...
([ Migrate Your PC...
s Import...

("] Folder

oss-tmsclient-linux
msft-tmsclient-w10

msft-rode

Ubuntu 64-bit Server 16.04.6
Other Linux 2.6.x kernel 64-bit
Ubuntu 64-bit Server 18.04.5
Panorama-ESX-10.0.0

Ubuntu 64-bit Server 20.04.2

c) Drag the downloaded ubuntu-20.04.*-live-server-amdé64.iso file to the installation
area to start installation
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Select the Installation Method

m
E ubuntu-20.04.3-live-server-amd64.iso

K (m [Cs
Migrate your PC Inztall macOS from the Import an existing
recovery partition virtual machine

| ® [ (N

Install from Boot Camp Create a custom Create a virtual machine on
virtual machine a remote server
? Cancel Continue

d) Choose the ubuntu-20.04.*-live server-amdé64.iso image , and click “Continue”

Create a New Virtual Machine

This will guide you through installing Windows or another operating system in a virtual machine
on your Mac.

Choose Disc Cunrig.lllration Fir‘|i‘5h
or Image

Choose an operating system installation disc or image: L& v

ubuntu-18.04.5-live-server-amd64 (1).iso Show in Finder
@ Ubuntu 64-bit Server 18.04.5

ubuntu-20.04.2-live-server-amdé4.iso Show in Finder
@ Ubuntu 64-bit Server 20.04.2

Ubuntu 64-bit Server 20.04.3

Use another disc or disc image... /

? Cancel Go Back

e) Create an “expedition” account to install the Ubuntu VM , using the default password
“paloalto” . Click “Continue”. Note: You can change the login credential after you

completely finished Step 2 Install Expedition

ubuntu-20.04.3-live-server-amdé4.iso Show in Finder

Expedition Installation Guide © 2022 Palo Alto Networks, Inc.



Linux Easy Install
With Easy Install, VMware Fusion will use the information provided here to automatically install
Ubuntu 64-bit Server 20.04.3 from your installation disc and install drivers to optimize your
virtual machine.

Choose Disc Configuration
or Image

Use Easy Install

Display Name: Expedition

Password: eessssse

Confirm Password: esssssess

|| Make your home folder accessible to the virtual machine
The virtual hine can | Read & Write

? Cancel Go Back

f) Review the setting, and click on “Finish”. It will auto start ubuntu vm installations.

Finish
The configuration of the virtual machine is now complete.
The next step is to install Linux.

Choose Disc Configuration Finizh
or Image

Virtual Machine Summary
Guest Operating System Ubuntu 64-bit Server 20.04.3
Easy Install Account Name Expedition
Installation Disc ubuntu-20.04.3-live-server-amd6&4.iso
New Hard Disk Capacity 20 GB
Memory 4 GB
MNetworking Share with my Mac (MAT)

Device Summary 2 CPU cores, CO/DVD, USB Controller, Printer,
Sound Card

To change the default virtual machine settings, click Customize Settings. To run the
virtual machine now, click Finish.

Customize Settings

? Cancel Go Back
© 2021 Palo Alto Networks, Inc. Expedition Installation Guide
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g) When the VM is auto-started , go to the menu bar and select “Virtual Machine” ->
“Shutdown" to temporarily shutdown the VM.

File Edit View RURUENSEEILEN Window Help

O.DF@'_""' _ﬂi]i'DCI
Start Up
Restart
Shut Down

Power On To Firmware

Pause

Settings...

Click “sSettings” to display setting options of the VM:

@ Show All Ubuntu 64-bit Server 20.04.3: Settings Add Device...

System Settings

@ B - o |

General Sharing Keyboard & Processors & Display
Mouse Memory

Removable Devices

& | @ @ 8 i MM

Network Hard Disk CD/DVD CD/DVD 2 Sound Card USB & Floppy
Adapter (SCSI) (SATA) (SATA) Bluetooth

Printer Camera
Other
L e B e U
i : & L =
Startup Disk  Encryption & Compatibility Isolation Advanced

Restrictions

Click “Processors & Memory"” to increase the CPU and Memory resources , and change the
Settings to meet the recommended system requirements per your primary use case.

[ ] Show All ...64-bit Server 20.04.3: Processors & Memory Add Device...
Processors
4 processor cores E
Memory
8192 | MB
4 MB 4096 MB 16384 MB
{recommended)

ﬂ 8192 MB remaining for your Mac

Advanced options

Click “Show All” on the top of the menu bar to take you back to the all settings page.

Click “Hard Disk(SCSI)* to increase the hard drive space to meet the recommended
system reguirements per your primary use case.

Expedition Installation Guide © 2022 Palo Alto Networks, Inc.
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® Show All ..untu 64-bit Server 20.04.3: Hard Disk (SCSI) Add Device...

File name: |2 Virtual Disk.vmdk a
Disk size: 40.00 GB
- Advanced options Revert Apply a5

Once you finish changing all the settings, highlight the Ubuntu VM and right click to
select “Start Up”, the Ubuntu VM installation will continue.

Ei Ubuntu 64-bit Server 2

h) Select “English” as default language, click “Done” to continue.

Willkommen! Bienvenue! Welcome! Aofpo nowanoeaTs! HWelkom!

Use UP, DOKWN and ENTER k -t your lan

i) By default, the Ubuntu server will auto acquire an IP address from the DHCP pool.
click “Done” to continue. You could also assign a static IP if it's prefered in your
environment.

Network connections [ Help ]

st one interface this server can use to talk to other machines, and which preferably provides sufficient

DHCPy

[ Create bond * ]

j)  Continue to click “Done” to go through the default settings. When it reaches the
“Profile Setup” screen, create an account “expedition” and default password
“paloalto” for login to the system. Click “Done”.

© 2021 Palo Alto Networks, Inc. Expedition Installation Guide
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Note: You can change the login credential after you completely finished Step 2 Install
Expedition

n the ne

Your name:
expeditioni

The e it L hen it ta to ather comput

expedition

confirm your f

[ Done

k) Select to Install OpenSSH server . click “Done”. Installation requires connections to
the Internet, Installation will take less than 5 minutes.

[ Help ]
all the Op ] i : . to enahle re remote
o]
tall Open
Q

Import SSH identity: [ No ¥ ]
¥ou can import your

[)  Once Installation is completed, the * Install Complete!” will be shown on the top,
select “Reboot Now” to reboot the server.

Expedition Installation Guide © 2022 Palo Alto Networks, Inc.
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[ Help 1]

2) Install Expedition Application
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1) Download the installer file:

There are two ways to download the installer, you can select one of the method
below:

1) Download the installer on the ubuntu VM by issue below command:
$cd /tmp

$sudo wget
https://conversionupdates.paloaltonetworks.com/expeditionl_Installer_latest.tgz

2) Download from any machine and move the installer to expedition VM:
a) Click on the URL
https.//conversionupdates.paloaltonetworks.com/expeditionl Inst
aller_latest.tgz to download the latest version
b) From your local drive scp the installer file to the Ubuntu VM,
replace IP in red to your expedition IP

$scp expeditionl_Installer_latest.tgz expedition@192.168.55.147:/tmp

2) SSH to the Ubuntu VM using account “expedition” with the default password
“paloalto”

3) Unpack the installer file on UbuntuvM:
a) $cd /tmp
b) $tar -zxvf expeditionl_Installer_latest.tgz

This will result in two new files. One is the installer, the second is another tgz file that
has some initial databases.

expedition@ubuntu:~/tmp$ Is -al

expeditionfPexpeditionl: /tmp} 1s -1

total &0

-rw-r—r— 1 expedition expedition 8806 Sep 7 20:089 databases.tgz
-rw-r—r— 1 expedition expedition 1658% Sep 7 28:87 initSetup_vw2.8.sh

4) Make the initSetup.sh executable

a) $chmod 755 initSetup_*.sh

5) Execute the installer script
a) Verify that you are able to reach the following external repositories:

e Nittp: Jaunch N i n/\v8- | n
e htip: a.launchpad.net/deadsnakes/ppa/ubuntu
e https://packages.erlang-solutions.com/ubuntu
e https://conversionupdates.paloaltonetworks.com/
Expedition Installation Guide © 2022 Palo Alto Networks, Inc.
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https://conversionupdates.paloaltonetworks.com/expedition1_Installer_latest.tgz
https://conversionupdates.paloaltonetworks.com/expedition1_Installer_latest.tgz
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http://ppa.launchpad.net/adiscon/v8-stable/ubuntu
http://ppa.launchpad.net/deadsnakes/ppa/ubuntu
https://packages.erlang-solutions.com/ubuntu
https://conversionupdates.paloaltonetworks.com/

http: a.launchpad.net/ondrej/apache2/ubuntu
http://ppa.launchpad.net/ondrej/php/ubuntu
http:/www.rabbitmg.com/debian
https://packagecloud.io/rabbitmag/rabbitmg-server/ubuntu/
http://us.archive.ubuntu.com

http(s):/launchpad.net

https:/files.pythonhosted.or
https://packagecloud.io/install/repositories/rabbitma/rabbitmg-server

b) If you are in doubt, we recommend disabling the Global Protect app temporarily
before you run the script

The Ubuntu server should have internet access as the installer script will perform an update of the
Expedition software by connecting to the Palo Alto Networks update servers for Expedition and
additional Ubuntu dependencies, such as MariaDB, Apache Web Server, RabbitMQ, JVM 1.8, etc.

c) $sudo ./initSetup*.sh

The script will start running, it requires the user account “expedition” to exist before
running the script. If you did not create an “expedition” account in the previous step, it will
prompt you that the account is needed and stop the script.

© 2021 Palo Alto Networks, Inc. Expedition Installation Guide
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expedition@expeditionl: /tmp$ sude ./finitSetup_v2.@.sh
[sudo] password for expedition:

B B B B = & T S e
WELCOME TO EXPEDITION ASSISTED INSTALLER v.B.4 (B7/27/2821)

This script will download and install required packages to prepare Expedition on
Ubuntu server 208.84. A MEW image is expected for this installer to take effect.
This installer requires Internet Connection

We do not take any responsibility and we are not liable for any damage caused

through use of this tool, be it indirect, special, incidental or conseqguential

damages (including but not limited to damages for loss of business, loss of pro-

fits, interruption or the like). If you have any guestions regarding the terms of

use outlined here, please do not hesitate to contact us at
femigratefpaloaltonetworks.com

If you continue with this installation you acknowledge having read the above lines

LK R B B CEE CEE CEE B B B R

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

o s e o oo o o ko oo o oo ol o o ok o o ok oo ok ok o oo o o ok o ook ol o o ko oo ok o sk o oo o ok ko ok o ok ok sk o ook ook o o

Mo LSE modules are available.

Correct Ubuntu Server 28.84 version

WARNING: apt does not have a stable CLI interface. Use with caution in scripts.
This machine does not have Expedition installed

Expedition user already exists

aliakiob o o obok b ok ook o kb o bk ok o o ook b oo s o ok o ko ok o ok ok sk ook ko ok ok bk ok ok ok o
Updating Debian Repositories
kb kb ook ook K ok ok ok o ook ok ok ook ok ok kb ko ok ok K ok ok K ko

Updating APT

The installation will take approximately 20 mins. You can ignore below cosmetic error
messages during the installation:

ERROR: Command errored out with exit status 1:

command: Sfusr/bin/python3 -u —c 'impoert ie, os, sys, setuptools, tokenize; sys.argv[@] = '"'"'/tmp/pip-install-fb@44qjv/pillow_leéaaf@c2f9240339873eldf7cBe2186/setup.py'"'"
vy __file__='"'"'/tmp/pip-install-fbB4bqjv/pillow_leéaafBc2f9248339873eldf7cBc21B6/setup.py' "' "' ;T = getattr(tokenize, '"'"'open'"'"', open)(__file__) if os.path.exists(__file
__) else io0.5tringI0('"'"'from setuptools import setup; setup()'"'"');code = f.read().replace('"'"'\g\n'" w1, vwrwiyprniniy-£ closel);exec(compilel{code, __file_ _, '"'"'exec'"'

")) bdist_wheel -d /tmp/pip-wheel-p7o788gw
cwd: /tmp/pip-install-fbB44qiv/pillow_lebaafBc2f9248339873eldf7cBc2186/
Complete output (174 lines):
running bdist_wheel

Expedition Installation Guide © 2022 Palo Alto Networks, Inc.
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ERROR: Failed building wheel for Pillow
ERROR: Command errored out with exit status 1:
command: /usr/bin/python3 -u —c 'import io, os, sys setuptools, tokenize

'n1 ftmp/pip-install-1xqnh7dj/pillow_f133b1364aae4ab3bb72h9a3aabs1fce/setup.py' "' "'y __file__='"'"'/tmp/pip-install-1xgnh7d

3/pillon_133b1350aae4a630672b9a3aad91fce/setup.py' " *1iF = getattr(tokenize, open) (__file__) if os.path.exists(__file__) else io.StringIO('"'"'from setuptools import setup; setup()'"'"');code = f.read(
).replace('" " '\rin'" pemnnteee) £ close () nxec(:m\plln(:ndn __file__, ))' install —-record /tmp/pip-record-ssaiZmht/install-record.txt —single-version-externally-managed —compile ——install-head
ers /usxnucal/mcluue/pymuns 8/Pillow

s Tomn Imimimet a1l vanh7dd fnillaw £192h1 I6kanalakah&TIh0aTan 101 £na |

ERROR: Comnand errored out with exit status 1i fusr/bin/pythond - —c ‘import o, os, sys, setuptools, tokenize; sys.argvle] = '*'*'/tp/pip-install-1xanh7dj/pillow_f133b1354aaesatcbs72b9agaad1 oo setup.py = "' __fil
o " /tp/pip-install-Luanh7d]/pillou_f1335135¢aaedasane72b9a3aats tce/setup. py ' 1" it = getattr(tokenize, '*'*topen’t v, ﬂpcn}( _file__) if os.path.exists(__file__) else io.StringI0('"'"'from setuptools import se
tup; sn:uu() "');code = f.read().replace( 't ' I\r\n' TN, THtR IR ) o elpse(); exec(cﬂ'ﬂpﬂn(cﬂde _file__, "'))" install —-record /tmp/pip-record-ssai2uht/install-record.txt —-single-version-externally

-managed —conpile —install-headers /usr/local/include/pythond.8/Pillom Check the logs for full command cutput.
viarning: ALREADY_ENABLED: 4850-4870:tcp

Once the script is completed , you will see the message below as the last message,
you can then proceed to the next step to reboot the VM.

sk ook o ook ook kb ook ook sk ok ook ko ook sk kb bk sk sk ok sk ok sk kb
Starting Task Manager
T T T B S R S T T T e
n aw . ow - aw . ow " -

6) Reboot the Ubuntu VM

$sudo reboot

3) Login to Expedition GUI
a) The first time you login to the Expedition via google chrome, you will receive the
“Your connection is not private” warning message, enter “thisisunsafe” on the
screen to bypass the warning. It is recommended to re-install the self-signed
certificate by following instructions listed on live community :

Ie chrome ta-p/318360

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.55.147 (for example,
passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

© 2021 Palo Alto Networks, Inc. Expedition Installation Guide
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b) Login with default credentials ,username="admin”, password="paloalto”

paloalto

NETWORKS

expedition

c) If you see a failed check "Verify the Provided ML IP is UP” on the dashboard:

@ Verify the Provided ML IPis Up

ML module is unreachable at 192.168.55.147
Remediation: Please, verify that the ML address is correct and reachable

The solution is to verify Expedition ML Address is set correctly, by type “127.0.0.1” in
the “Settings” -> “M.Learning” -> “Expedition ML Address” field, and click “Save”,
this step will reset the database and auto set the IP back to match your expedition IP.

© oo (S procrs Chomvices N\ swreers £ serines 3 1065 @ Hew

B servirs

g e

ons

SERVERINFORNVATION

TN S custousmans

Descrption rning VM (ML) 'sseated orit canrun on aseparare VM,
<t asa P Address ir case both Serv ces a Iecatedat thesam Wor 3 ExpediionML
Expedition ML Address:| 127,001
SCHEDULED LOG PROCESSING
Descr ption, Define the frequercy used to autorprocess CSV log il
Note: Correctsystemistievia the CLI commend using heright TimeZone
STEPL
Jetc/ isafle)
(i fetcfocaltimeis alink)
STEP?
sudoservice myslresar:
AuoProcessing aily
Frequency:
Desired Time: 000m ¥ Current SystemTime: 222639

CSV LogFILE RIGHTS

D

Incase you war P £V logs,

the files

rootcron(:
0005 *** ghp Avar/www/htm/DSsparksscrvtsichangeCSVLogRights php

am:

© & omn v

DATAANALYSIS STRUCTURES FOLDER

Descr ption: L porary t nter thep:
porary ilz. [Minimure: > 2GB disk space for cennzctions.parquet, and aCSV fle sizefor Temporary Daca Structures)

Connections parquet:  /datz

Temp.DataStructs:  Jdatz

W CELETE Connectionsparquet FLES

TEMPORARY DATASTRUCTURE FOLDER

Temporary data structure
(intemal structures for Spark

4 computatcn)

v e Log Ernsscr >
connections.parquet

(Hosts legsin
PANOS Traffc Logs perquet format)
Hosts CSV logs)
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d) Navigate back to the Dashboard, all internal checks listed on the right side should
show “green’” checkmarks , meaning nothing needs to be remediated. If there are
still checks that failed with the “red” mark, please remediate them.

0 oevices N swepers £ serTnGs 3= 1065 @ Hee ©@ & wxmn

@ EXPEDITION RELEASE INFORMATION

e

>

expedition

. . '

D 320utof400% = 078outof 77568 5 9840utof 19.6GBat/

€8 J0BS AND TASK MANAGER - [PaneadOrders] o

n
Q
H
¥
L]

LLLLLLL

®OO®O©O0DO OO O0OO®O®HOODOO®O©OO 6|0

‘‘‘‘‘‘‘‘‘‘

Transfering between Expeditions (Optional)

If transferring user accounts, devices, database, projects, or Firewall traffic logs from the old
Expedition server is required, Expedition v1.1.109 and above include a transfer assistant utility called

“migrate.php” in /var/www/html/OS/startup/migrate

© 2021 Palo Alto Networks, Inc. Expedition Installation Guide
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Expedition A Expedition B
10.0.0.39 Users 10.0.0.29

1

Projects

|

all

PN

Devices

]

LO
SR}

Traffic Logs

1]

Using the above diagram as an example, we will transfer data from Expedition A-10.0.0.39
on Ubuntu 16.04.* to Expedition B-10.0.0.29 on Ubuntu 20.04.* . First step is to make sure
you can reach Expedition B from Expedition A. Here are the instructions on how to use the
migrate.php.

1) Destination Expedition Server SSH Settings (Below instructions can be found in the
migrate.php tool selection 2. Enter Destination SSH Settings)

Three steps to set up Destination Expedition SSH Settings:

a) Create a private-public SSH key on Expedition A
Login to Expediation A 10.0.0.39 as 'root' user, execute the following
command with default options(leave passphrase empty):

#ssh-keygen -o

root@expedition:~# ssh—-keygen -o

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in froot/.ssh/id_rsa

Your public key has been saved in froot/.ssh/id_rsa.pub

The key fingerprint is:

SHAZES: K+/ec22zvKqCiXBUsQLgE3bgI31P3rcen/uwTFyS3gY rootlexpedition

The key's randomart image is:

+——[RSA 3B72]——+

| =o. |
= o. .
P S o

. DODODO0.=.%+
vt ++B==+

————[5HA256]——- +

=]
3=
(]

|
|
|
|
|
| ..+. 0 =.0
|
|
+
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This will generate a pair of public-private keys for SSH communications.
Show the content of your public key using the commmand and copy the content :

# cat ~/.ssh/id_rsa.pub

root@ubuntu:/var/www/html/08/startup/migrate# cat ~/.ssh/id_rsa.pub
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMdubsYBTUfotSILZnmZALPKP2cDky+ISTI00PSRIWIFLYSTY L/ rcYr1ALZhADYYNCAKPS2IBAdMIVKIYZKZB5Aowt IdCTTvrKpNSnhtZ657xIT8qF LhdLOWC/7cDLXu51+ieZ0BhjIBC4TPh
EQJphEAOKQwhnSthﬂK+BIi9thVQ+9Rhwc?M+QgJIanpEVEZPh+pE++&EtDjTEEIXRHOgDrPIJTRqSRXZtFiOWQESSJHDngEnNNjqunthEésqYlSkxwuiatTAntEZniMEZGQE/TFEIXUHUKFkulDYS[PMH rootRubuntu

b) Add Expedition A as a trusted ssh client in Expedition B
Login to your destination Expedition B as root, edit the authorized keys list
with the command:

# nano ~/.ssh/authorized_keys

Paste the content from Expedition A public key (previous step), Ctrl+0O to save the file
and Ctrl +X to exit out of Nano.

Make sure your trusted public key is added in one single line. Some editors may
introduce EolL characters that would alter the valid public key.

(- [ ] |y_chiang — root@expedition: ~ — ssh expedition@10.0.0.39 — 82=x31

I.Eum.EEEEIE!E,..l.............l!!mﬂﬂﬂ!!Ha!!:!ﬂ!EEEE.........................! =
sh—rsa AAAAB3NzaClyc2EAAAADAQABAAABAOQDAgHGZZzIY xWdRK2diHOiPYNYZzFHRhhPHDVK,/ tZ+Cabb|

pe Get Help ¥ write Out wWhere Is Cut Text R Justify W% Cur Pos
i Exit Wi Read File Replace Paste Textigl To Spell [l Go To Line
L

c) Test the connection from Expedition A to Expedition B
Test if your public-private keys are correctly set to SSH between the machines.
From Expedition A 10.0.0.39 trying to ssh to Expedition B 10.0.0.29 as root:

# ssh root@70.0.0.29
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This will establish an SSH authenticated connection WITHOUT your root
password.

root@ubuntu:~/.ssh# ssh root@l@8.8.8.29
Welcome to Ubuntu 28.84.3 LTS (GNU/Linux 5.4&.8-Bié—generic xB&_64)

* Documentation: https://help.ubuntu.com
* Management: https:/flandscape.canonical.com
* Support: https:/fubuntu.com/advantage

System information as of Fri 18 Sep 2821 @4:14:58 PM UTC

System load: @.11 Processes: e
Usage of /: 47 .4% of 19.5606B Users logged in: 2
Memory usage: 9% IPvé4 address for ens33: 18.8.8.29

Swap usage: 8%

2) Destination Expedition Server DB Settings
a) Allow remote MySQL connection on Expedition B

On the destination Expedition B(10.0.0.29), enter mysql using the default
credentials (root:paloalto). In case you define a different user and password, modify the SQL
statements to make them match.

#mysql -uroot -ppaloalto mysql

root@expedition:~# mysql —-urcot -ppaleoalto mysgl

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Welcome to the MariaDB moniter. Commands end with ; or \g.

Your MariaDB connection id is 798

Server version: 10.3.31-MariaDB-@ubuntu@.28.084.1 Ubuntu 20.84

Copyright (c) 2008, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c¢' to clear the current input statement.

MariaDB [mysqll> [l

Execute the following three SQL statements (Replace the IP address 10.0.0.39 to the
IP of your Source Expedition)

Expedition Installation Guide © 2022 Palo Alto Networks, Inc.

22



GRANT ALL PRIVILEGES ON ** TO 'root'@'10.0.0.39' IDENTIFIED BY 'paloalto' WITH GRANT
OPTION;

FLUSH PRIVILEGES;

exit;

MariaDB [mysglls> GRANT ALL PRIVILEGES OM #*.% TO 'root''l@.8.8.39' IDENTIFIED BY °
paloalto' WITH GRANT OPTIONM;
Query OK, @ rows affected (8.888 sec)

MariaDB [mysqll> FLUSH PRIVILEGES;
Query 0K, @ rows affected (©8.081 sec)

MariaDBE [mysqlls exit;
Bye
root@expedition:~# [

b) Allow temporary remote MySQL connection on Expedition B
Open firewall-cmd to allow remote MySQL connections on Expedition B

firewall-cmd --add-port=3306/tcp

rootRexpedition:~# firewall-cmd —add-port=3386/ tcp

SUCCcess
- = - m

3) Run the Transfer Assistant Tool on Expedition A

Access the Transfer Assistant tool on the source Expedition server where you want
to transfer data from. In the example here, the source Expedition A is 10.0.0.39, so we
will login to 10.0.0.39 to access the tool.

a) $cd /var/www/html/OS/startup/migrate

$php migrate.php

The tool main page will be displayed:
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expeditionfubuntu: fvaxr/www/html/0S/startup/migrate$ php migrate.php

WELCOME TO THE EXPEDITION TRANSFER ASSISTANT
ver. 1.8

This tool will help you transferring your current projects and data between two Expedition instances,
being this one the Source (Machine_A) to a new Expedition (Machine_B).

1. Enter Destination settings (Reguired)
2. See Destination settings

3. Migrate Users, Devices and Projects (Reguired)
4, Migrate Device Logs (Traffic Logs) (Optional)
5. Migrate Pre-Processed Data (Traffic Logs) (Optional)
#. Review User and Environment Parameters (Required)
7. Quit

Choose an option: ]

4) Select Option 1. Enter Destination Settings -> 1. Enter Destination IP

Enter the destination expedition server IP address you want to transfer the data to. In
the example here, we are trying to transfer data from a Expedition A (10.0.0.39) to the
Expedition B (10.0.0.29) , so the destination Expedition IP is 10.0.0.29

Choose an option: 1

Enter Destination IP

Enter Destination SSH Settings
Enter Destination DB Settings
Done

Lol I L I

Choose an option: 1

Enter the destination Expedition IP:
18.0.8.29

Enter Destination IP

Enter Destination SSH Settings
Enter Destination DB Settings
Done

& W kP

5) Select Option 3. Enter Destination DB Settings
You will see the Instructions containing Step 1and 2 that should already be
completed on Expedition B in the Step 2) Destination Expedition Server DB
Settings , we will continue Step 3 to fill out the database credentials and port info as
shown below. The tool already contains default values for these settings.

Enter the DB user for remote connection:
root

Enter the DB password:

paloalto

Enter the DB port:

3306
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Choose an option: 3

|  INSTRUCTIONS [
| Step 1: Allow remote MySQL connection |
| On your destination Expedition Machine_B, enter to mysgl using the default credentials (root:paloalte) |
| In case you defined different user and password, modify the SQL statements to make them match. |
| mysgql -uroot -ppaleoalto mysql |
| And execute the following SQL statements (you may set the IP address of your Machine_A) |
| GRANT ALL PRIVILEGES ON #.% TO 'root'(®'192.168.%.%' IDENTIFIED BY 'palealte' WITH GRANT OPTION; |
I FLUSH PRIVILEGES; |
| exit; |
| |
| Step 2: Allow remote MySOL connection |
| Open firewall-cmd to allow remote MySOL connections. On the remote Expedition: |
| firewall-cmd --add-port=33@6/tcp |
| |
| |
| |

Step 3: Allow remote MySQL connection
Complete the form below
Enter the DB User for remote connection [root]:
root
Enter the DB Password [paloalto]:
paloalto
Enter the DB port [3384]:
3306

6) Select Option 4 Done to go back to the main menu.

1. Enter Destination IP

2. Enter Destination S5H Settings
3. Enter Destination DB Settings
4. Done

Choose an option: &

1. Enter Destination settings (Required)
2. See Destination settings

3. Migrate Users, Devices and Projects (Required)
4. Migrate Device Logs (Traffic Logs) (Optional)
5. Migrate Pre-Processed Data (Traffic Logs) (Optional)
6. Review User and Environment Parameters (Required)
7. Quit

7) Select Option 2 See Destination Settings to review the Destination Expedition
Server settings. Verify the IP address is set as the IP of the destination Expedition B,
ssh and database account are correctly configured. If you are transferring the traffic
log, please make sure the connections.paraquet path is set correctly. If they are not
correct, you can go back to the main menu and select option 1 “Enter Destination
Settings” , there you can select options to change the settings accordingly.
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Choose an optionm: 2

Settings
IP address: 18.8.8.29

S5H (mandatory)

user: root
password: private-public keys
port: 22
Database
USer: root
password: paloalto
port: 3386

ML
Traffic Logs path:
connections.parquet path: fdata

8) After you have verified the destination settings are correct, you can select option 3
Migrate Users, Devices and Projects , it will start transferring the data from
Expedition A to Expedition B

Choose an option: 3

Warning: session_start(): Cannot send session cookie - headers already sent by (output started at /var/wmw/html/0S/startup/migrate/migrate.php:48) in /var/waw/html/userManager/start_CLI.php on
Migrating RBAC settings
RBAC - Transfer completed 100% [
Migrating Projects
checkpoint - Transfer completed 180% [
Pancrama - Transfer completed 108% [
PanoramaCustomr - Transfer completed 108% [
PanormaRetrieve - Transfer completed 108% [
test - Transfer completed 100% [
Projects folders migrated 168% [
Migrating Devices
Devices folders migrated 108% [

Once the transfer is completed, You can login to the Expedition B via GUI to check if user
account, projects have been transferred.

9) If transfering the traffic logs is required, select Option 4 and 5 to continue the
migration process, otherwise, select Option 7 to exit out of the tool.

10) Access Expedition B GUI, select “SETTINGS” -> “CUSTOM PARAMS”, verify the user
and environment parameters in your destination Expedition B matches the setting
in Expedition A.
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& users £ sErVERS JOBS TS M.LEARNING /& CUSTOM PARAMS

[$]

PARAMETERS ?
Name Description De‘ault Value

@ Type:Authentication

% MAXSUPERUSERS defined before rising a 3 3 o

© Type:Database

S DBSe Server hosting Sxpedition databases (Recd only) localhost focalhost i}
S DBUser Userfor querying Expedition databases (Readonly) reot root o
S DBPass Passwordfor queryingExpedition dztabases (Read only) paloalts e o
S DBName Default dztabase schemafor projects (Read orly) project schema project schema o
S DBSQLLOGBIN Enable of Disatle SQL logging. This s independent from Expecitionlogging features o 0 i}
© Type: PHPExecution

%  PARSER max_execution time stiontimefor ript 10000 40000 o
4 PARSER max_execution memory Maximum consumec Memory for a Migration Parser scrit 16 8G o
& Type: Project Analysis

lad.. MAX_RULES TO_ANALYZE Top rumber of Security Rules to analyze for Dashboard reports 600 600 o

FAQ

Can | upgrade my existing Expedition from Ubuntu 16.04?* to 20.04.* and run the new
installation script?

No, Installation of a fresh Ubuntu 20.04.* server is required; there is no direct upgrade from
the expedition server running on Ubuntu 16.04 or older versions. In Expedition v1.1.109 and above,
the Transfer Assistant Tool is to help you migrate the data from your old expedition server to the
new one.

Can | change the password for expedition or root account after installation ?

When running the Expedition Installation, an account name “expedition” with default
password is required and the script will auto change the root password. You can change the
password after a successful installation.

How can | provide feedback?

Please leave a comment in live community :
https://live.paloaltonetworks.com/t5/expedition/ct-p/migration_tool

or email us @ fwmigrate@paloaltonetworks.com
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