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What is Prisma Access Insights?

The Prisma Access Insights gives you a way to continuously monitor your Prisma Access environment. When an event
or status requires your attention, Insights sends you alert notifications which helps you take proactive action or gain
visibility into the remediation measure by Prisma Access Team.

For every Prisma Access instance your organization owns, a corresponding Prima Access App instance is created be it
Cloud Managed or Panorama Managed.

Multiple dashboards give you focused views of your different deployments, alerts, and the Prisma Access

infrastructure. You can adjust and toggle your view to evaluate trends over time or examine data from a different
angle. Drilldown for details on specific users, sites, connections, or Prisma Access infrastructure components.

How to view Prisma Access Insights 2.0

Prisma Access Insights App is how integrated with Prisma Access App and will no longer TR el L T

Alvisofin Corp

be available as a standalone app on the Hub.

Prisma Access features like Logs and Reports will be available to all customers by default
»

Panorama Managed Prisma Access:
All the Supernatant/subtenant will be merged into a new Prisma Access App

001702TMEO0020 - US - Prisma Access

Cloud Managed Prisma Access: Alvisofin Corp - US - Prisma Access
All the tenants will merge into their existing Prisma Access Apps.
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Prisma Access App @ 108 | taveansuthcote? (aciteron) @v @ | Stakinan umar -

From Hub: @

Cortex Data Lake

The Hub is a single place where you can access all of the
Palo Alto Networks Cloud Services and Apps for your

Organization. {» PANORAMA
Use the credentials associated with your Palo Alto =i * | Meet the Dynamic Duo - Prisma Access Insights and Autonomous DEM

Networks Customer Support Account to log in to the Hub. Click ® i e
on the Prisma Access App. >

& Admin Roles
&3 Access Domain
(32, Authentication Profile

If you are not able to see the app, it might be because 3”"‘:“‘"_:"":““”“
you are not assigned the correct Hub App role

523 Data Redistribution

EZ Device Quarantine
v 3 Managed Devices

3 Summary
C3 Health
From Panorama: @fmmmﬁng '
Panorama > Cloud Services > Insights and Autonomous DEM i e Insights and Autonomous DEM

Managed Collectors
[ Collector Groups
(8 Certificate Management Prisma Access Insights enables you to monitor the health and performance o

R Log Ingestion Profle Prisma Access environment.
[& Log Settings

> [ server Profiles

[ Scheduled Config Export Autonomous DEM provides visibility on the overall application experience fo
@y Software organization. It provides segment-wise visibility with hop-by-hop monitoring
@& Dynamic Updates swiftly diagnose user experience issues.
% Plugins
v {3 Cloud Services - .
& status Use the Prisma Access App to access Insights and Autonomous DEM.
OB Configuration
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Cloud Managed PAI

Summary
<i A C C E s S This Page Gives You Visibility Into Your Complete Pri:
) . L. — Summal Map View (Re;
Each Prisma Access App manages an individual tenant and now PAI App & Overview b = s |
is integrated within the corresponding Prisma Access Apps. @ Insights o e
o Summary
App Permission: e Open Alert Status

The permissions from the existing Prisma Access App will be S
maintained. tobile Users

Remote Networks

Service Connections

Prisma Access Locations
Tunnels
Alerts
@ Autonomous DEM
o Manage
L Logs
E Reports Connectivity Status

Remote Networks
? Help

.
1 Announcements

3 Shaktiman Kumar
THG

=22 All Applications

4y paloalto
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Panorama Managed PAI

{%aAccsss Manage

security rule,

Prisma Access app will not allow to provision and make config changes if the @®n

Prisma Access environment is managed by Panorama SUmmTATY
Panorama Managed Prisn

Remote Networks
Panorama Managed customers with the existing plugin (PA-2.0 preferred
plugin) and customers who have bookmarked the Insights 1.0 URL will be

automatically redirected to the hub

Mobile Users

Service Connections

Tunnels

Panorama customers with PA-2.0 Innovation plugin will automatically get
redirected to Insights 2.0 within the Prisma Access App.

Default instance name for the new Prisma Access App will be constructed with
<PanoramaSerialNumber - Region - Prisma Access>

£ Manage

L4 Logs

i Shaktiman Kumar._. v
App Permission: BB | i Ceap

The permissions for the new
Prisma Access will remain on the
.- | ¢
existing Panorama App like before.

' 001702TME0020 - US - Prisma Access ]

ﬁ Reports

Help

Announcements

Shaktiman Kumar
T™B

' Alvisofin Corp - US - Prisma Access '11

iz All Applications
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Multi-Tenancy Support



Multi-Tenancy Support

e Admin gains visibility across all the

sub-tenants and will be able to choose Cloud Managed Prisma Access
a specific tenant to drill down into e et
PY Drop dOWﬂ ||StS a” the SUb tenants 1263 DAYS REMAINING UNTIL 08.12.2024
. . 2 5 8 Mobile Users
configured for this super tenant =

e License information is available at the
super tenant level and not the sub
tenant level

&£ subtenant2 v
Cloud Managed Prisma Acce.
Searc Q
Subtenant 1
v Subtenant 2
Subtenant 3

Service Connections

20

@ 17 Critical 5 High 6 Medium View All Alerts >

%o paloalto




Navigate Prisma Access Insights



Navigate
Prisma
Access
Insights

MU: Mobile Users
RN: Remote Networks
SC: Service Connections

<LACCESS

Q Insights
Summary
Remote Networks
Mobile Users
Service Connections
Prisma Access Locatio
Tunnels

Alerts

@ Autonomous DEM v

? Help

B
1 Announcements

- AdelphiTestUser5 Test

Ontex International bvba

=:s All Applications

Summary

<
This Page Gives You Visibility Into Your Complete Prisma Access Service
Summary Map View (Real Time
° TimeRange = Last7Days
Monitors the health and All the Tabs reflect
performance of your Prisma the data based on
Access Environment the filters Selected
here. Time Range is
Verify Communications a Mandatory Filter.

between Prisma Access
Nodes to Mobile Users, Sites
and Data Centers via Tunnels

Zero in on issues that needs
your attention, Get alert
notification sent to your
email inbox

Reset Filters

Navigate between
Prisma Access
Super-Tenant and
all the Sub-Tenants

4y paloalto
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Time Range

Data displayed in all the Graphs and Charts depend on the Time Range ° Time Range | Last 1 Hour ~

selected. Time has been localized so you will be able to filter down based Lttt

on the local time for your region. -

Data is fetched every 1 min and visualized at a 1 min granularity Last 24 Hour
Last 30 Day

Example:

Current Time: 10:30 PM Nov 16th

Latest Data Fetch Time on Insights: 9:28 PM Nov 1eth UTC

1 Datapoint for every single minute: 15 Datapoints .. B89 s P W W B ’

Last 7 Day

First Datapoint: 914 PM UTC, Nov 1eth UTC

Latest Datapoint: 9:28 PM UTC, Nov 1eth UTC

1 Datapoint for every single Minute: 60 Datapoints

Nov 16,2020 (UTC) Nov 162020 (UTC

Last 24 Hours:

1 Datapoint for every single Hour: 24 Datapoints | ! I I I ! I i
a

Ililiillll“ ”I il

@s‘“& &Q@ \ﬁ@“\\ \\s*s f’@ \@’\\‘ co“ 5 f"‘\ ; \_ﬁ“\ & 55 5 :: \\c“}& Cf“ 3‘“& ‘,sf A'@*‘\“\ ,\-f& ‘_g@\‘ & s
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Time Range

Last 7 Days:
1 Datapoint for every single Day: 7 Datapoints

o DD
%

N

x& » N N s\ﬁ \"‘h \‘\’7
Nov 09,2020 (UTC) Nov 15,2020 (UTC)
Last 30 Days:
1 Datapoint for every single Day: 30 Datapoints | | | | i I | | | |
P P L P LT P LT T LTSS, LELSS R
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Summary Dashboard



Summary 5 Cloud Managed Prisma Access v
A A C C E s s This page gives you visibility into your complete Prisma Access Service
N

Cloud Managed Prisma Access

Summary Dashboard

Summary Map View
Q Insights ~
o Time Range Past24 Hours v ResetFilters
Summary
This is the default landing page designed Remote Networks Alert Status
for a high-level Overview of the overall : Remote Netvorks Mobsile User Service Connections

Prisma Access Environment
_ 15 20
You can view all the open alerts across
RN, SC, and MU, connectivity status of
your network as well as License expiration

N/

S

@ Autonomous DEM

£ Manage ) ) e e 5

details on the super tenant level © peme @ s e B

Connectivity Status
Default Filter: Remote Networks Mobile User Service Connections
Time Range: Last 1 Hr

345/345 2Kl275K 17/20
ol . o Connected Current Connected Connected

You can additionally filter by a specific [ -
Prisma Access Location, Tunnel Name, \/\/\/ A/\ N
Tunnel State, and Tunnel Monitoring
Status +34% A Compared to last time period -88% N Compared to last time period +80% A Compared to last time period

Prisma Access Location Status for RN Prisma Access Location Status for MU License Expiration Dates

Remote Networks

Help =~ =
N\ N\ [
% ecoup % @ U

3 | |

Announcements | | 70 DAYS REMAINING UNTIL 01152020

101 § @ 20Needs attention 101 § @ 20Needs attention

3 AdelphiTestUser5 Test ® 9 Down ® 9 Down

Ontex International bvba Mobile User
=22 All Applications
St 40 DAYS REMAINING UNTIL 01.15.2020

4y paloalto
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Summary > Open Alerts

Summary Map View
° Time Range Past24 Hours v Reset Filters
Alert Status

Remote Networks Mobile User Service Connections

@® 17 Critical @® S5High 6 Medium View All Alerts >

Open Alerts

View all the open alerts by severity across Remote Networks, Mobile Users & Service connections

The legend shows the aggregate of all the open alerts across the three entities by severity

View all alerts takes you to the alerts dashboard that displays all the alerts, alert distribution over time, and the list of all alerts

in the environment

4y paloalto




Summary > Connectivity Status
° ir——

Connectivity Status

Remote Networks

Remote Networks Mobile Users Service Connections

View the current connected remote

networks as of the last minute out 30/ 2.46k /0 273
of all the configured remote
networks along with the percentage
increase or decrease from the last

period based on the time filter k

6% g Compared To The Last 7 Days 0% ; Compared To The Last 7 Days 0% ;1 Compared To The Last 7 Days

Current Connected Current Connected Current Connected

Mobile Users

View the current connected mobile Service connections

users - as of the last minute out of

all the licensed MU users along with View the current connected service

the percentage increase or connections as of the last minute out of all
decrease from the last period based the configured Service Connections along

on the time filter with the percentage increase or decrease from

the last period based on the time filter




Summary > License Expiration

Understand when your RN and MU licenses will
expire and how long before they expire. The details

in the widget will be conditionally displayed based Cloud Managed Prisma Access
on the tenant chosen
Remote Networks
=4
1263 DAYS REMAINING UNTIL 08.12.2024
Super Tenant Level
258 Mobile Users
® The license Expiration date -
1263 DAYS REMAINING UNTIL 08.12.2024

L Number of days remaining until the

expiration date

Sub tenant level - the sub-tenant level does not License Expiration Dates Cicerise BpationBates
display license expiration details since it is not

pertinent to the specific sub tenant
Remote Networks

L—

70 DAYS REMAINING UNTIL 01.15.2020

Mobile User cenise information is avaiiable at i D945 09ES
40 DAYS REMAINING UNTIL 01.15.2020

4y paloalto



Summary > Prisma Access Location Status for RN/ MU

Understand the overall status of Prisma
Access |locations for Remote Networks Prisma Access Location Status for Remote Networks

and Mobile Users

Prisma Access Location Status for Mobile Users

\

L Up - all the instances are up e 4Up
7 ® 5Up
® Down - all the instances are . i
® 1 Down
down ® 2 Warning
L Warning - 1 or more than one
instances are down
View all Prisma Access Locations for Remote Network Sites > View all Prisma Access Locations for Mobile Users >

4y paloaltor




Dashboard > Summary > Map View

Shows the Status of all the PA locations <\ ACCESS [ o
on a Map in Real Time. Hover on any ——
location icon to see more details like: | ¥ bt °
Summary: y

{ Locations Status

[ ] Number of Nodes at each location o

®  Number of RN sites connected . ;

®  Number of Service connections 1 |

connected

Number of SC site offices
connected

US West | Needs Att " T Moracco
10/10 Prisma Access RN Nodes Down (F

0 RN Site Offices Connected (Real T

Nige
i i 0/1 Service Connections Down (Real Time) Senegal 1 Yen -
o Number of Unique Mobile Users 1 s oo ek
100 Unique Connected Users Zncameraon o
Connected v Kooy

? Help South /

1 Announcements st Attaraes

& AdelphiTestUser5 Test ¢ W Down

Ontex International bvba. =
(®mapbox!

Il Applications

4%y paloalto



Dashboard > Summary >Map View

Iceland Sweden

Iceland Sweden
Norway

Norway

United

Wngdomy Poland

A o s;n:r France North | UP (Real Time 'V Melandiines :
(;[Cae’:ric 0/10 F'r:lsma Afcess RN Nodes Df;wrl Real Time) A 4 Yy North 5/5 Prisma Access RN Nodes Down
R e o ot © - Atlantic ¥ 0 RN Site Offices Connected (Real T
nique Connected Users
v Ocean 0 Unique Connected Users
Sehegal— 'f2u ) Niger ¢, S Yemen
el Ethiopia SrilLanka " P Pakistar
Kenya Arabia gman
rrrrrr Mali | Niger _ = ‘
Mouse hover on the Icons to get more details. Scroll mouse to zoom in and Click Icon to jump to a new ta
Each location can have both RN, MU and SC out on the map to drill into a for more details
Nodes. specific location or get an Location shows down as O Sites
overview of the wider are connected
Here no RN nodes are down, 10 RN Sites are location Gaccess [RNT— o ' s

connected and O Unique users are connected

Top 5 Locations

Icon color is based on the status of the Nodes
at each Location.

] Green: All Nodes are up

[ ] Yellow: 1 or more Nodes Down

»»»»»»»»»»»»»»»
o Red: All the Nodes are down T s

%o paloalto




Remote Networks



Remote Network > Monitoring Summary

Shows the Summary View of the Remote
Networks, like Alerts, PA Location Status,
Sites and Tunnel Status, and Bandwidth
Utilization.

é AccEss SRS st <
N

R

Top-5 Open Alerts by Severity to get the
current issues on the RNs and if there is an
action required.

I Remotene twork - The Kores Branch- ats0%

Click into View all alerts to view all the alerts
in the Prisma Access infrastructure in the
Alerts dashboard

Tunnels

Gauge overall statuses of the tunnels and
sites and their connectivity status

Top 5 it Approsching Max Avalble Bandwidth

Assess all the utilization metrics - by
analyzing

] Top 5 sites approaching Max
bandwidth utilization

[ ] Top 5 most active Prisma Access
locations

L Trends of Utilization across top 5 sites

4y paloalto



Remote Network > Monitoring Summary > Sites and Tunnel Status

The widget shows a higher number of tunnels than the sites as One or more
RN-Sites can have more than one tunnel to an RN Node.

X Site and Tunnel Status
You can Mouse Hover to see the number and status for the Site and or the tunnel.

Sites
Site Status:
Indicates that the Tunnel between the Site and the RN Node is UP/Down, this may or [
may not cause traffic drop based on the config. b
® Down
® Down When all the tunnels are down, Site i Down Tunneks A
® Warning
L Up when all the tunnels for the Site are up, the Site is Up. — Inactive
L D
. . . . o . Not Ava...
] Warning if at least one tunnel is down for the Site, Site is in warning state ¢ Tothva
Tunnels Status: 0 20 40 60 80 100

o Not Available Tunnel in init state or never initiated after configuration.

o Down If the tunnel is Down
® Up If the tunnel is UP
o Inactive  © When the PA Nodes stops sending tunnel status (when tunnel is removed from config)

O Or due to any reason if no Tunnel Status reported for 4 mins continuously

We see 1 Warning here which means that the status has multiple tunnels and at least one of them is down, thus it may not cause
Network Outage but it can still increase latency.

4 paloalto



Remote Network > Monitoring Summary >
Bandwidth Consumption across Prisma Access Locations

Top 5 Most Active Prisma Access Locations for Remote Networks
The Top 5 most Active Locations for Remote Networks
enable you to understand the Prisma Access Locations

1

—_— @ US Southeast
that have the most bandwidth consumption for ] 'ﬂ ’A @ Us Northest
remote networks s o i \\,\/ e

% Netherlands Central
View the trend over time based on the time filter that S st
has been selected. o 16:20 16:30 16:40 16:50 17:00 17:10
Hover over the trend lines for insights into bandwidth View all Prisma Access Locations >
consumed at that specific instance, view the peaks
and lows to better estimate the bandwidth capacity
needs for your remote network environment to Top 5 Most Active Pris e A
function efficiently 10k Kenyat197.66Mbps

India West : 488.28Mbps )

= ) South Korea

_é- 1K France North : 1855.47Mbps A @ e

% Canada West : 2016.6Mbps T

E consumed at 02.22.2021 16:00:00

2 100 France North

= @ CanadaWest

10

19.Feb 20.Feb 21.Feb 22.Feb 23.Feb 24.Feb 25.Feb

View all Prisma Access Locations >

4y paloalto
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Remote Network > Monitoring Summary >
Peak Vs Allocated Bandwidth

Top 5 Sites Trends with Peak Bandwidth UtilizatiCSrcHr sy 219.73Mbps

600 Canada-Branch-5 : 390.63Mbps
Both the Graphs here show Bandwidth Usage for Top-5 Sites, the 2 i SACanads Branchz 8103 31Mbps @ ConadarBranch-s
Site names are retrieved from Prisma Access. s = R 8 EBELLTR @ CanacaBranch-s
% France-Branch-6 : 195.31Mbps Ganada:Branch:8
. . . .. . 3 200 nsumed at 02.24.2021 16:00:00 — rance-Branh:

The Top 5 Sites trends with Peak bandwidth Utilization shows B e . France Banch 10

. ope . France-Branch-6
the total Bandwidth utilized by Top-5 Sites. The Trend graph o
shows the real usage in Mbps. 19.Feb 20.Feb 21.Feb 22.Feb 23.Feb 24.Feb 25.Feb
The Bar Graph shows the Top-5 Site with the percentage of AR NS

Consumed Bandwidth of the Allocated Bandwidth.
Canada-Branch-5 : 780 Consumed /1000 Allocated is only R ——
78.13% Usage.

Canada-Branch-6 : 65 Consumed /100 Allocated is 65% High
Usage.

200

In the Above Example, Canada-Branch-5 needs to be monitored
even though the Peak bandwidth may not be in the Top-5. This
site may require higher bandwidth Allocation.

Maximum allocated

78.13 % at Canada-Branch-5

e o o
Hover over the Bar to get the details of consumption & & @Qs"
percentage and the exact bandwidth usage value. &,f &

1% 4

View all Remote Network Sites >

4y paloalto



Remote Network > Map View (New)

<; Xl AXN Remote Networks Sexcnscs o v <; PR B AR Remote Networks smenisics s" v
Reset i (7] @ France North S p— x 3
nes |||l 7 7
» stan Mongol U 'CONSUMPTION
v tates. > 5
AdelphiTestUser: ; - n et e
. . . . Click on the Location icons in the map to open a side panel which
Get a bird's eye view of all the Prisma Access Locations deployed map to op P
) i . . . : shows health and total consumption details of the Prisma Access
across all regions in Real Time with this map view . . ) )
Locations for all Sites that are connected here:
Hover over the location icon to view the number of RN nodes o Health : Alerts, Status
down of the total number of RN nodes and the site offices ° ) ) )
connected Consumption : Total sites connected , Peak bandwidth
Usage

4y paloalto
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Remote Network > Site List

Lists all the Sites and their details in

emote Networks (54 Search All §i Subtenant 2 v
Tab {. ACCE ss [EEUCEINEIE e Q
one |ab. .
Monitoring Summary ~ Map View Site List
i i TimeRange  Past24Hours v Compute Location  Australia East, +10 v Reset Filters
Site Status widget shows the Status of ©
all the Sites configured.
Site Status Distribution Aggregated Bandwidth Consumption Overtime
Click on any Color to filter the Sites List _
. . . 200 - - - - - - - - - - - - - - = - . Avg Tunnel
Below. Click again to remove the filter. . A
z Avg Tunnel
Egress
The trend of Aggregated Bandwidth : @ P T
Consu m ption a C rOSS a | | t h e R e m Ote 3:00 am 6:00 am 9:00 am 12:00 pm 3:00 pm 6:00 pm 9:00 pm 11:59 pm . E;s:szuﬂﬂﬂ
Networks is displayed and you can ‘ Netisa
switch between the avg tunnel —
. 345 Total Sites T “xport to CSV
ingress/egress and peak tunnel S ot
inaress / eqress to understand the Site Name Site Status © Tunnels Prisma Access Location Prisma Access Node IPSec TerminationNode ~ Compute Location €9 Aggregated Bandwidth Allocate
g g R London ®uw 4/4 Up UK ®uw UK North - Oak UK North 50 GBps
consum ptlo na g al nSt t h e th reSh OId Paris ®uw 3/3 Up Paris North ®uw France North - Vanilla France North 50 GBps
and maximum allocated. woAts @ Up 474 Up Us West ouw US Northwest -Cherry  US Northwest 45 Gps
Canberra @ Warning 3/4 Up Australia W ®uw Australia West - Olive Australia West 45 GBps
Berlin ®uv 3/3 Up Germany W ®uv Germany West Germany West 45 GBps
By defa u It, the |ateSt Data pOint iS Paris @ Waming 1/2 Up Paris South [ France North France North 30 GBps
se | eCted ) YO ucan Cl iC k on ot h er Data s Chicago @ oovn 1/2 Up USCen:mf @ Dovn US Central us Cen‘(r;ﬂ 30 GBps
pOintS tO ShOW the Status a nd Deta | |S S Sydney @ Waming 1/2 Up Australia § ® v Australia South Australia South 30 GBps
f h S B | e e Paris ®uv 3/3 Up Paris Central ®uv France Central France Central 30 GBps
o t e |teS elow. = Ortoxntermationi bt Glasgow @ Warning 2/4 Up UK ®uw US South US South 20 GBps
£52 All Applications SanFrancisco @ Up 3/3 Up US West ®uw US Northwest US Northwest 20 GBps

4% paloalto’



Remote Network > Site List

[ O

345 Total Sites m per Compute Location LRl The Site list can be
Site Name Site Status 0 Tunnels Prisma Access Location Prisma Access Node IPSec Termination Node Compute Location o Aggregated Bandwidth Allocat( eXp Ol’t e d Iﬂ th e CSV
London ®uv 4/4 Up UK ®uw UK North - Oak UK North 50 GBps Format.

Paris ®ouw 3/3 Up Paris North [ France North - Vanilla France North 50 GBps
Palo Alto ®ouw 4/4 Up US West ®ouw US Northwest - Cherry US Northwest 45 GBps
Canberra ® Waning 3/4 Up Australia W ®ouw Australia West - Olive Australia West 45 GBps

Total Sites:

The Sites have different Site Status based on the status of the tunnel or the Prisma Access Nodes. ° i Haree, || lostiibur: v

Site Status: Shows the status of the customer device on their Branch, down status will indicate a P Aerss Losation

problem on the Site device or the Tunnel Configuration. 7 sk

Status

You can see the Prisma Access Locations to which the Sites are terminating the tunnels and the e

Prisma Access Node status on that Compute Location. A Down State will indicate action needs to

be taken by the Palo Alto Networks Team. Gompe Locston

IPSec Termination Node is the name of the RN-SPN which is deployed for that compute Location.
We also have more

Peak Bandwidth shows the peak usage by the Site based on the Time Range and the Datapoint filters available, which

selected on the above Trend Graph can be used to show
Specific Sites.

Avg Bandwidth based on the time filter chosen the value is computed as avg bandwidth
consumed by the Site

Click on any Sites name to get the Site Details.

4 paloalto



Remote Network > Site List > Site Details

The Site Details shows the data about a
Single Slte <‘ VYol ol HJJW Remote Networks Search Al Stes Z v

? et . Monitoring Summary Map View Site List Canada-Branch-1 x
You can see the Bandwidth Consumption oy © o oo -
Trend broken down by Avg and Peak Remmote Networks T
Tunnel Ingress and Egress in the context of R ende R

Allocated Bandwidth. = .~ e
::':sec::::i t’;ﬁ;mu % 12‘; 21122000 80%.consumpvion threshold - 120,00 Mbps. @ Avg Tunnel Egress

Mouse hover shows the exact value. HE A

View the overall health of the site by alerts, Sl

site status and tunnel status which shows

the number of tunnels down for that site

Connectivity: view the Prisma Access

Node the remote network is connected to

along with its status, the Source and ot comicty

Destination IP

Consumption: shows the bandwidth o o

allocated for this site out of the aggregate 2 e e

bandwidth allocated , the alerting i Anouncements Rl 2

threshold and average bandwidth AdelphiTestUser5 Test

4y paloalto
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Mobile Users > Monitoring Summary

Shows the Summary View of the Mobile Users like
Open Alerts, PA Location Status, user Login
Count.

<l A C C E s s Mobile Users & | search All Mobile Users Subtenant 2

Monitoring Summary ~ MapView  Mobile Users List

@ Insights A

Top 5 Alerts by Severity Past7days v Mobile Users Connected Users

Summary

Top 5 Open Alerts by Severity: Herets Netodts e e K-

l t g |Ve5 t h e current h €a |t h Of t h e M O b I Ie U ser Mobile Users Il Primsa Access location for Mobile users is down in US & ::T‘:::::?n
N Od es = one Eastern region for past 2 mins Vo e S /\/

Il! Service connection down from past 15 mins fw “ooem o sooem ™
Mobile Users: et
Mobile Users always show the number of Unique - i el s Bkl oot i
users logged in the last 90 days to compare with st
the license. And the time range filter does not © Mansse Hll e Ut oo e o ~
apply here. 1 Logs ‘ .
By Reports & o Y b
. GP Version Distribution ¥ - . R\
The Maps Shows all the MU locations on-boarded. v v v
\ v = " ,v
v

® v5.2o0rhigher

v5.0X

Top 5 Active PA Locations:
The bar graphs show the most active Mobile User

Locations based on the number of Connected e o » -4 R
Users at that time.. e 4

¥ Down
Search All Mobile Users: ? Help P Pools Reaching Maximum Capacity Top 5 Most Active Prisma Access Locations for Mobile Users Past 7 Days
You can directly search for a user name in Search e
All Mobile Users. Type or select a Username to & AdelphiTestsers Test -~

Ontex International bvba T — g ] @ Hong Kong @ USEast
directly go to the User Details Tab. Make sure that 52 Al Appications — § I I I I i ® riing ® uswes
we type the full user name as it shows in the oo e f

GlobalProtect logs.

US Central

4y paloalto
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Mobile Users > Monitoring Summary

Connected Users:
Shows the number of active users at a specific time.
The datapoint value changes based on the Time Range selected:

® For 15 Min or 1 Hour: it is the number of connected users per minute

® For 24 Hours: it is an average of connected users per hour

L For 7 Days or 30 Days: it is an average of connected users per day
Mouse Hover the trend graph to see the Connected Users.

The last datapoint is the latest number of Connected Users in the Prisma Access
Environment.

GlobalProtect Version Distribution:
The total number of new connections in the Time Range selected.
A Connection is a combination of Unique user-id, GP App version and OS platform.

It also shows the distribution of the GP App version for the new Connections. Mouse
Over shows the number of users with the specific GP App Versions.
This data can be used to enforce compliance with the latest GP App version.

IP Pool Reaching Max Capacity:

The IP pool utilization percentage is the number of IP addresses assigned to Mobile
Users across all subnets from the total IP allocated across all subnets of the region.
You can take Proactive actions by adding Subnets when you see |IP Pool Reaching
Max capacity for any region.

Connected Users

3 2 k Users +70% 4 Compared to [time period]

12:00 am 6:00am 12:00 pm 6:00 pm 11:59 pm

Feb14, 202! Feb14, 2020

GP Version Distribution

@® v 5.2 or higher
v 5.1 or higher

® v50X

® v4lX

@ Old versions

IP Pools Reaching Maximum Capacity

72% AFRICA. EUROPE. & MIDDLE EAST
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Mobile Users > Map View

Map View shows all the Mobile User
locations and their status on a map.
The dark green dots represent the users
location.

{K VWl ol M-JJ Mobile Users

Mouse hover on a MU location and the
User to see the number of User Logins.
Click on a MU gateway location to show s
the flight path view from all the user
locations. Click anywhere on the map to
show the default Map View.

Login Timeline:

By default, the last Datapoint is selected, to
get details of the other time select other
bars. §
Hover the bars to get the User login out of 2 he {Qmarsex
Unigue Users count. i Amnouncements

® AdelphiTestUser5 Test Login Timeline Feb26,2021
— = 1:38:00AM

W Prisma Access Location : UP
| j, W Prisma AccessLocation: Down
® Uss

Ontex Intemational bvba

Reset Filters

Phillppines

Feb 262021
23800

Based on the Filters and Datapoints in 5§ Al Appicaions

Login Timeline, the list below is updated.

4y paloalto
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Mobile Users > Mobile User List

Unique Mobile Users:
The trend graph shows the Unique User
Logins for each Datapoint.

Mobile Users Search All Mobile User 3 | supert v

Hover mouse to get the number for a —_—
specific ti me‘ e Time Range Last1Hour v Reset Filters
The data in the below Mobile User list
updates based on a datapoint selected on )
the trend graph. 1. iz
Unique Mobile Users Connected over o 10
Time shows the total number of unique
users connected from the total licensed.
La st Iog i n Ti m e. Mobile User ID User Source IP Addr... User Location Last Login Time Family / Version GlobalProtect Clien... Prisma Access Loca... Last Used Prisma A...
° . . . 9435-gp-user-1 34.10 los angeles, united states 2/26/2021 12:36:38 PM  Apple Mac OS X 10.1...  4.0.2 2 Ireland
ShOW the IateSt |Og N tl me even |f the 9435-gp-user-10 34.10 santiago, chile 2/26/202112:36:37 PM  Microsoft Windows ... 4.1.5 1 Japan Central
Customer Iogged |n mu |t|p|e tl mes 34.10 los angeles, united states  2/26/2021 12:36:39 PM  Apple Mac OS X 10.1...  4.0.6 1 S Wes
! 34.10 los angeles, united states 2/26/2021 12:35:49 PM  Apple Mac OS X 10.1... 504 1 US West
9435-gp-user-3 34.98 dublin, ireland 2/26/2021 12:36:40 PM  Apple Mac OS X 10.1... 510 1 Chile
H H . 9435-gp-user-4 34.98 dublin, ireland 2/26/2021 12:36:41 PM  Apple i0S 9.3.5 515 1 Ireland
Prlsma Access Locatlon. 9435-gp-user-5 34.99 mMoscow, russia 2/26/2021 12:36:42 PM  Apple iOS 9.3.5 301 1 Ireland
shows the number of different Gateway 9435 spuscrs 2499 212612021 123643 M. Agple 105935 514 .
T 9435-gp-user-7 34.98 london, united kingdom 2/26/2021 12:36:44 PM  Microsoft Windows ... 511 1 Turkey
Locat I o n S t h e Sa m e U Se r CO n n eCted to' 9435-gp-user-8 34.98 london, united kingdom  2/26/2021 12:36:35 PM  Microsoft Windows ... 416 1 Denmark

£33 All Applications

Last Prisma Access Location:
The last Gateway Location where the User
connected to.
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Mobile Users > Map User List > Mobile User Details

Trends: VYol oll XX Mobile Users Search All Mobille Users | supere v

The bar graph shows the Locations
where the User connected and the
login counts.

Monitoring Summary Map View Mobile Users List 9435-gp-user-1 x

° Time Range Last1Hour v Reset Filters

Trends
Hover the mouse to see the values of 0
login counts per location and Click on i |||| TH ||| ||I|I L
. . Connections H
the location name to filter the User g,
|_ . +100% 4 Compared To Last Week g ® ireland
ogine | ||| L
04
11:35 11:40 11:45 11:50 11:55 12:00 12:05 12:10 12:15 12:20 12:25 12:30
By default, data for all Datapoint is
1
displayed at the same time, the last
d t . t . t I t d 356 Mobile User Logins (per Device) [Bs BworttoCsv
atapoint Is Not selectedq.
User Src IP Address User Location Login Time 05 Family / Version GP Client Version Prisma Access Location
Mobil | o Devi . 34.10( los angeles, united states 2/26/202112:12:00 PM Apple Mac 05 X 10.14.6 402 Ireland
oDlle user logins (per eVIce) . 34.10( los angeles, united states 2/26/2021 11:53:17 AM Apple Mac OS X 10.14.6 402 US West
ShOW a || the user Iog N W|th the 34.100 los angeles, united states 2/26/2021 12:14:42 PM Apple Mac OS X 10.14.6 40.2 US West
detail 34.10( los angeles, united states 2/26/2021 12:11:50 PM Apple Mac OS X 10.14.6 402 US West
etalls. 34.10( los angeles, united states 2/26/2021 11:35:34 AM Apple Mac OS X 10.14.6 402 Ireland
2 Help 34.10¢ los angeles, united states 2/26/2021 11:46:22 AM Apple Mac OS X 10.14.6 4.0.2 Ireland
A si le U ted t ltiol 34.10( los angeles, united states 2/26/2021 12:18:15 PM Apple Mac OS X 10.14.6 402 US West
sin g e user connecte o multl p e A Announcaments 34.10( los angeles, united states 2/26/2021 12:01:53 PM Apple Mac OS X 10.14.6 402 Ireland
| Ocat jonsin a ve ry IS h o I’t pe ri Od cou | d 2 AdelphnTestU5°f5 Test 34.10( los angeles, united states 2/26/2021 11:51:16 AM Apple Mac OS X 10.14.6 402 Ireland
34100 los angeles, united states 2/26/2021 12:15:33 PM Apple Mac OS X 10.14.6 402 US West

be an anomaly.

The login data can give details about
the Users login behavior and activity.
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Service Connections > Monitoring Summary

{k A C C E S S Service Connections

Shows the Summary View of the Service e M
Connections like Alerts, PA Location
Status, Service Connections, Tunnel

Status, and Bandwidth Utilization.

Top 5 Open Alerts by Severity Deployed Prisma Access Locations

Top-5 Alerts by Severity to get the
current issues on the SCs and if there is
an action required.

Click into View all alerts to view all the
alerts in the Prisma Access
infrastructure in the Alerts dashboard

Service
Connections

Gauge overall status of the Service
Connections and Tunnels, the status is
similar to what we have for Remote
Networks.

)

Tunnels

Assess all the utilization metrics by
analyzing the Top 5 most active Prisma 2 heo
Access Locations q e

& AdelphiTestUser5 Test
Ontex International bvba

Bandwidth (Mbos)

132 All Applications
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Service Connections > Service Connection List

Service Connections €2 || seperten v

Lists all the Service Connections and their
details in one tab.

Monitoring Summary Service Connections List

° TmeRinge | Listibow v Reset Fiters

Status Distribution

Status Widget shows the Status of all the
Service Connections configured.

Click on any Color to filter the Sites List Below.
Click again to remove the filter.

Aggregated Bandwidth Consumption Overtime

© 1Down : Avg Tunnel
3 150 Ingress

LIS 446 Avg Tunnel

1 Warnin 1
o 2 2 @ Peak Tunnel
. Ingress

500m  600am  900am  1200pm  300pm  600pm  900pm 11:59 pm @ Peak Tunnel
Egress

The trend of Aggregated Bandwidth
Consumption across all the Service
Connections is displayed.

View all SC User Alerts >

3Total Service Connections s Export to CSV.
Y . t h b t t h A T | Service Connection Name SC Status SC Remote IP Tunnels SC Node IP Prisma Access Node Prisma Access Location Peak Bandwidth Consumed
O u Ca n SWI C e Wee n e Vg u n n e SC-Canada @ Warning 34.24; 71176 A L2 0B 44.24 @ Up Canada West 195.31 Mbps
| ngress/ Eg ress and peak tunnel |ng ress/ Eg ress SC-Kenya @ Down 14.24; 71.206 0/2 up 2424 @ Down Kenya 0 Mbps
SC-US-West @ Ur 34.24: 71.188 2/2 upP 4424 ® Up US West 9.77 Mbps

to understand the consumption against the
threshold and maximum allocated

? Hep

i Announcements

Apart from the standard information we have
also added the SC Remote-IP and SC Node IP
in the Service Connection list.

& AdelphiTestUser5 Test

Ontex Interational buba

By default, the latest Datapoint is selected. You
can click on other Data Points to show the
Status and Details of the Service Connections
below.
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Prisma Access Locations

Tunhnels



Prisma Access Locations

Prisma Access Locations €| supere v
Shows all the Prisma Access Locations for © ——
Remote Networks and Mobile Users.
The Top 5 Locations for Remote Networks — Top 5 Locations
is based on the total bandwidth consumed . :
for the selected time range L

7 ® 2Down § ” 6 °3up ‘2 2

The Top 5 Locations for Mobile Users is o swmeg £ esoam

based on the total Unique Login count
during the selected time range

The Locations list below shows all the
onboarded Prisma Access Locations with

R N or M U or Bot h . 11 Prisma Access Locations

Prisma Access Location Name Location Status For Remote Networks Connected Sites Location Status For Mobile User Users Logged In
Export the list of Prisma Access Locations e W ° % ]
and their details for additional e Us west S 5 o :
. i Announcements Chile - - @ Down 1
transformations - - o .
Japan Central - - @ Down 1
i3 All Applications Canada West @ Warning 8
Prisma Access Location Status: Ao 0
L up when all the nodes at the locations are up
] Down when all the nodes at the locations are down

L Warning If any one or more nodes are down

4y paloalto
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Tunnels

The Circle Chart shows all the RN and SC
tunnels configured and their status.
Mouse over to see the tunnel status
counts. Click to filter the tunnel list
below.

Tunnels 5! [ supertenan N

Tunnel State Distribution Aggregated Tunnel Connectivity Trend Over Time. Tunnel Connections
43 a1 02.25 2021 23:56:00
50

The line graph over the right shows the —
number of tunnels over different times. 86
Click on other Datapoints to check the £
status for that time. e ferhieb b
The Tunnels List shows the details of .
each Site and the tunnels. Site the e
Tun ne| names are retrieved f rom the Tunnel Name Prisma Access L.. Tunnel State (Cu... Tunnel Monitori Avg. Peak Connected Site Disconnections
Prisma Access Onboraded config. R ——-——, e
Canada-Branch-2-primary Canada West ® Up ® Up 146.48 Mbps 146.48 Mbps. Canada-Branch-2

Average Throughput: Amount of traffic e T = e e
Via the tu n nel Canada-Branch-5-primary Canada West NotAvailable ® uw 390.63 Mbps 390.63 Mbps Canada-Branch-5
Peak Throughput : peak amount of T T T T
traffic through the tunnel . Canada-Branch-&-primary  Canada Vst o up o ue CERLS DT CoundBranstef

i Announcements Canada-Branch-9-primary Canada West ® v ® 195.31 Mbps 195.31 Mbps Canada-Branch-9

Users Test

Disconnections: Number of times the i . . o ,

£33 All Applications

Sites disconnected from the Prisma
Access Nodes in the Time Range and at
the Datapoint selected.
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Alerts List

Insights alerts you when something is <‘x access I8 . — .
not right in your Prisma Access
environment. SO
View all the alerts generated in the o e
Prisma Access Environment by severity. .
The last category of alerts shown in
blue are ones for system upgrade — - ! w0
Drill down and filter to the category of E— I o— “ &
filters you wish to see by clicking on the Nl cm— 2§
5

bars in the widget

(=}

The line graph shows the number of
alerts for a specific time in the selected
time range.

S o— =

28.Jan  30.Jan 1.Feb 3.Feb 5.Feb 7.Feb 9.Feb 11.Feb 13.Feb 15Feb 17.Feb 19.Feb 21.Feb 23.Feb 25.Feb

The Alters Lists show the details of All

Severity Alert Name Prisma Access Loca... Type Generated Time Status Use Case Alert ID

the Alerts and Open Alerts of them. i T s Ao Locai, | 2/1912071 125000 Goen
? Help ”I Remote Network - The k  South Korea Remote Network Th... 2/24/2021 1:43:00PM  Open Remote Network 214530

. . A Remote Network - The k South Korea Remote Network Th...  2/24/2021 1:43:00PM  Open Remote Network 213509
Click on the Alerts link to get more e ::: Remote Network - The i India West Remote Network Th...  2/24/2021 1:43:00 PM  Open Remote Network 212489
details. a A"E'Ph”“‘”“'i jlest I Remote Network - The k  South Korea Remote Network Th...  2/24/20211:43:00PM  Open Remote Network 214300
”I Remote Network - The Ii  India West Remote Network Th... 2/24/2021 1:43:00 PM  Open Remote Network 213280

1] Remote Network - The F France North Remote Network Th...  2/24/2021 1:43:00PM  Open Remote Network 212264
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Alers Subscription

Insights enables you to set up
alert notifications so that you can
receive alerts directly in your
email inbox.

We can add an email address in
the settings page to receive Alert
Notifications.

The user should be a member of
the CSP Account.

The user must be an Insights
admin.

Q
<

Qf'} ACCESs REES Search Alerts for Last 30 Doys

@ Alert List Alert Subscription
® Ins

Follow steps below to subscribe users for alerts:

1 Create a CSP Account for the new Admins
Skir €SP Account

2 Give the new admin a Network Admin role on the Hub

3

=+ Add Users

1 Total Admins

Tenants Subscribed Action

1 [ ]

Admin Email ID

? Help Rows 10 Vv  Page 1 Vv | Of1

1 Announcements

& AdelphiTestUser5 Test
bvba

Ontex Internat

2% All Applications
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Alerts Subscription - Multi tenants (New)

With Multi-tenancy you should Add Users

be a b | e to se | eCt t h e s pec if i C Select Super-Tenants to subscribe users to corresponding Alerts Notifications
su b _te nan ts t h a t yo u wou | d | i ke Enter email addresses that you've used to register on the Palo Alto Networks HUB.
to receive notifications about rerEmanAddnsle)

Add the list of emails for users gb

All Sub-Tenants
you want to a get alerts for a
specific subtenant

O select Sub-Tenants

ontexinternationalbvba-1000
ontexinternationalbvba-1001
[ ontexinternationalbvba-1002
[ ontexinternationalbvba-1003
O 1004- i ionalbvba
O 1005-ontexinternationalbvba
[ ontexinternationalbvba-1006
O ontexinternationalbvba-1007
[0 ontexinternationalbvba-1008
[ ontexinternationalbvba-1009
[ ontexinternationalbvba-1010

[ ontexinternationalbvba-1011

Lancel m
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Alerts Details

Alerts Details describes the issue,
giving you contexts like if the issue
is on the Prisma Access
Infrastructure or customer side.

ik A c C E S s Alerts Search Alerts for Last 30 Days 3| supertenant

Remote Networks - The US West Prisma
Alert List Alert Subscription o
Access location is down x

Remote Networks - The US West Prisma Access location is down

[SNQ(e”\R This Prisma Access location has been down for more than two minutes, and we're working on a fix. Check the status of remote network sites in this location to see how they are impacted.

Alert will be resolved only when
the issue that triggered the Alert is
fixed. Alerts can not be resolved
manually. funnels

Alerts Alert Generation Timestamp 2/19/2021 12:50:00 AM

Health and Connectivity

@ A nous DEM

Alert Status Open

This alert indicates that the Prisma
Access location may be down and e Prisma Access Locaion Down
when the node went down. Also
view the tenant name now in
addition to the other details

Prisma Access Location @ Down  USWest

Tenant Name ontexinternationalbvba
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Alerts Email

The alert notifications emails describe
the issue and impact and include a link
to Insights where you can investigate
further.

The Palo Alto Networks email address
from which you receive alert
notifications is
noreply@paloaltonetworks.com.

You have a High Prisma Access alert. ©

€\ Reply » Forward
noreply@paloaltonetworks.com noreply@paloaltonetworks.com via sendgrid.net Thu, Nov 5, 3:11 PM (8 days ago)
tome «

November 5, 2020

A High Alert

- A tunnel connected to the AUTO-CGX_ecmp-1 site is down
Dear Valued Customer,

You have a new alert about an event in your Prisma Access deployment. Please login to"Prisma
Access Insights App" to find more details about what's going on.

ALERT DETAILS

The tunnel has been down for more than five minutes. Note that you do not have tunnel monitoring configured-turn on
tunnel monitoring to more proactively detect tunnel connectivity issues

Impacted Sites: AUTO-CGX_ecmp-1
Tunnel Name: AUTO-CGX_ipsec_tn-2-A
Tunnel Status .Down

Alert Timestamp: 11/5/2020 11:07:00 PM UTC
Alert Status: Open

Alert Type: Tunnel Downtime

Prisma Access Location: US East

Tenant: 8535

w €
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