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What is Prisma Access Insights?

The Prisma Access Insights gives you a way to continuously monitor your Prisma Access environment. When an event
or status requires your attention, Insights sends you alert notifications which helps you take proactive action or gain
visibility into the remediation measure by Prisma Access Team.

For every Prisma Access instance your organization owns, a corresponding Prima Access App instance is created be it
Cloud Managed or Panorama Managed.

Multiple dashboards give you focused views of your different deployments, alerts, and the Prisma Access

infrastructure. You can adjust and toggle your view to evaluate trends over time or examine data from a different
angle. Drilldown for details on specific users, sites, connections, or Prisma Access infrastructure components.

How to view Prisma Access Insights 2.0

Prisma Access Insights App is how integrated with Prisma Access App and will no longer TR el L T

Alvisofin Corp

be available as a standalone app on the Hub.

Prisma Access features like Logs and Reports will be available to all customers by default
»

Panorama Managed Prisma Access:
All the Supernatant/subtenant will be merged into a new Prisma Access App

001702TMEO0020 - US - Prisma Access

Cloud Managed Prisma Access: Alvisofin Corp - US - Prisma Access
All the tenants will merge into their existing Prisma Access Apps.
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Prisma Access App @ 108 | taveansuthcote? (aciteron) @v @ | Stakinan umar -

From Hub: @

Cortex Data Lake

The Hub is a single place where you can access all of the
Palo Alto Networks Cloud Services and Apps for your

Organization. {» PANORAMA
Use the credentials associated with your Palo Alto =i * | Meet the Dynamic Duo - Prisma Access Insights and Autonomous DEM

Networks Customer Support Account to log in to the Hub. Click ® i e
on the Prisma Access App. >

& Admin Roles
&3 Access Domain
(32, Authentication Profile

If you are not able to see the app, it might be because 3”"‘:“‘"_:"":““”“
you are not assigned the correct Hub App role

523 Data Redistribution

EZ Device Quarantine
v 3 Managed Devices

3 Summary
C3 Health
From Panorama: @fmmmﬁng '
Panorama > Cloud Services > Insights and Autonomous DEM i e Insights and Autonomous DEM

Managed Collectors
[ Collector Groups
(8 Certificate Management Prisma Access Insights enables you to monitor the health and performance o

R Log Ingestion Profle Prisma Access environment.
[& Log Settings

> [ server Profiles

[ Scheduled Config Export Autonomous DEM provides visibility on the overall application experience fo
@y Software organization. It provides segment-wise visibility with hop-by-hop monitoring
@& Dynamic Updates swiftly diagnose user experience issues.
% Plugins
v {3 Cloud Services - .
& status Use the Prisma Access App to access Insights and Autonomous DEM.
OB Configuration
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Cloud Managed PAI

Summary
<i A C C E s S This Page Gives You Visibility Into Your Complete Pri:
) . L. — Summal Map View (Re;
Each Prisma Access App manages an individual tenant and now PAI App & Overview b = s |
is integrated within the corresponding Prisma Access Apps. @ Insights o e
o Summary
App Permission: e Open Alert Status

The permissions from the existing Prisma Access App will be S
maintained. tobile Users

Remote Networks

Service Connections

Prisma Access Locations
Tunnels
Alerts
@ Autonomous DEM
o Manage
L Logs
E Reports Connectivity Status

Remote Networks
? Help

.
1 Announcements

3 Shaktiman Kumar
THG

=22 All Applications
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Panorama Managed PAI

{%aAccsss Manage

security rule,

Prisma Access app will not allow to provision and make config changes if the @®n

Prisma Access environment is managed by Panorama SUmmTATY
Panorama Managed Prisn

Remote Networks
Panorama Managed customers with the existing plugin (PA-2.0 preferred
plugin) and customers who have bookmarked the Insights 1.0 URL will be

automatically redirected to the hub

Mobile Users

Service Connections

Tunnels

Panorama customers with PA-2.0 Innovation plugin will automatically get
redirected to Insights 2.0 within the Prisma Access App.

Default instance name for the new Prisma Access App will be constructed with
<PanoramaSerialNumber - Region - Prisma Access>

£ Manage

L4 Logs

i Shaktiman Kumar._. v
App Permission: BB | i Ceap

The permissions for the new
Prisma Access will remain on the
.- | ¢
existing Panorama App like before.

' 001702TME0020 - US - Prisma Access ]

ﬁ Reports

Help

Announcements

Shaktiman Kumar
T™B

' Alvisofin Corp - US - Prisma Access '11

iz All Applications
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Navigate Prisma Access Insights



Navigate
Prisma
Access
Insights

MU: Mobile Users
RN: Remote Networks
SC: Service Connections

<LACCESS

Q Insights
Summary
Remote Networks
Mobile Users
Service Connections
Prisma Access Locatio
Tunnels

Alerts

@ Autonomous DEM v

? Help

B
1 Announcements

- AdelphiTestUser5 Test

Ontex International bvba

=:s All Applications

Summary

<
This Page Gives You Visibility Into Your Complete Prisma Access Service
Summary Map View (Real Time
° TimeRange = Last7Days
Monitors the health and All the Tabs reflect
performance of your Prisma the data based on
Access Environment the filters Selected
here. Time Range is
Verify Communications a Mandatory Filter.

between Prisma Access
Nodes to Mobile Users, Sites
and Data Centers via Tunnels

Zero in on issues that needs
your attention, Get alert
notification sent to your
email inbox

Reset Filters

Navigate between
Prisma Access
Super-Tenant and
all the Sub-Tenants

4y paloalto

NETWORKS



Prisma Access Insights - June 2021



Custom Time Range

° Time Range Custom v Connect Methc
< AUG 2021
Data displayed in all the Graphs and Charts depend on 58
the Time Range selected. Time has been localized so oo
you will be able to filter down based Remo 1 2 3 4 5 6 7
on the local time for your region. 8 9 10 11 12 13 14

15 16 17 18 19 20 21

Custom Time Range:

Problem: The relatives filters (last 15mins - last 30 days)
make it cumbersome for the users to drill into a

epe . . . Start: End:
specific time range, especially in the context of event T s (T
occurrence Con
caNcEL
Solution:

° Time Range 24 Aug 2021 12:00:00 AM - 26 Aug 2021 11:59:59PM v

Users can now choose a specific time range outside of
the predefined values.

Connect Method Global Protect v

Connected Users @

Users can get to Imin, 1 hour or 1 day of data

depending on the choosing of their time intervals X Compaesd T AR HALIZ00RM
Peak Average

3k

246k -

Global Protect Users

1k

Count

24. Aug 25. Aug 26.Aug
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Prisma Access Insights - July 2021



SPN node utilization

IPSec Termination Node Utilization Details X
Compute Location: Ireland Aggregated BandWidth: 300 Mbps
problem: Time Range Last1Hour IPSec Termination Node Ireland_elderberry v
Today there is no way to understand the bandwidth e R S R et
utilization on a SPN node and estimate the need for -—
more bandwidth or reallocate the added bandwidth. The
1500
current state only shows aggregated avg and peak % o
. . Q T T
bandwidth across all the sites. g 1000
-
3 750 Total Bandwidth: 1245.12 Mbps
é 500 irish-branch-1: 14.65 Mbps
Solution: @ 250 % « irish-branch-10: 102.54 Mbps .
12: 0 O L O L O S irish-branch-11: 112.3 Mbps L LCLLLLLL S
. . . . 5"?@?&?}’%‘*‘?}\3%_ irish-branch-12: 122.07 Mbps 9%90%%%“? b?&?&?i’fq
With this feature Users can now monitor the bandwidth NN . ich-branch-13 131.84 Mbps  (ISIICICHCICN
consumption for a time range on a SPN node irish-branch-14: 141.6 Mbps
irish-branch-15: 151.37 Mbps
. . . . . Sites: irish-branch-2: 24.41 Mbps
User will be able to determine if a SPN node is being IO - rh-branch-3: 34.18 Mbps
over utilized or not and will help make decisions to d BRI irish-branch-4: 43.95 Mbps
redirect the traffic or allocate required bandwidth SRR irish-branch-S: 53.71 Mbps
@ Irish-branch irish-branch-6: 63.48 Mbps
irish=branich irish-branch-7: 73.24 Mbps
e » irish-branch-8: 83.01 Mbps
@ lrish-branch irish-branch-9: 92.77 Mbps
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Prisma Access Locations for
Service connections

X . X Prisma A Locati Iz v
Shows all the Prisma Access Locations for ¢ tstenTs o ficcess Focations
Service Connections, Remote Networks el
and Mobile Users. © et Lo v ComeaMetod | Goipore v Reset Fiers
Prisma Access Locations Status for Remote Networks Prisma Access Location Status for Global Protect Mobile Users Prisma Access Locations Status for Service Connections
The Top 5 Locations for Remote Networks ,
is based on the total bandwidth consumed ‘ N\
for the selected time range / * o = o . o
The Top 5 Locations for Mobile Users is
based on the total Unique Login count TopS Locations TopS Locations
during the selected time range o -
The Top 5 Locations for Service Connection I
based on the total bandwidth consumed 1. I
for the selected time range T "
& & f°° ch yp‘@ & ”yf@ \,5“3 &
The Locations list below shows all the
onboarded Prisma Access Locations with R — e
Pristia pccass Lacation Stitus Far: Connected RN Sites LocationStatls for Users Logged In Location Statiss Fof Connected SC Sites
SC Or RN or MU Or Both. I;:c::::‘:l’:::e R.err::eNetworks - fPMoblIeUsers - S.erv:’;econnecnons -
Prisma Access Location Status:
® upP when all the nodes at the locations are up
® Down when all the nodes at the locations are down

® Warning If any one or more nodes are down
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Prisma Access Insights - September 2021



Explicit Proxy Summary - Prisma Access insights

Users can monitor the health and connectivity of Explicit Proxy usage, high level features
include -

° Real time health of Prisma Access Locations for Explicit Proxy
e  Top locations for Explicit Proxy users
e  Active usersi.e number of connected Explicit Proxy user in real time as well as historical

snapshot of users connected over time
° Trend of active logins /connection over time - assess the locations , browser details and

other information of users connected via Explicit Proxy
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Insights for Explicit Proxy

Problem:

Today large enterprises have their networks around an explicit proxy for a number of reasons. Such customers do not have the
ability to proactively monitor service infrastructure for Users that connect to Prisma Access environment via Explicit Proxy.

Solution:

With the latest update to Insights, customer will now be able to view the trend of connectivity for explicit proxy users and logins.
You will also be able to monitor the infrastructure for Users connecting via Explicit Proxy.

’ Mobile Users Search All Mobile Users £2!| Oontexinternationalbvba v
Monitoring Summary Map View Mobile Users List
° Time Range Last 3 Hours e Connect Method Explicit Proxy L Reset Filters
Connected Users @ Mobile User License Consumption
0% 4 Compared To01Sep, 2021 1:37 PM Peak Average
10 Unique (90 day) Licensed
12 500
; 5
€
Current Connections 3
o
o
B T P O I o I v I e
0 Sl AP S P I A L R Ll L L S R,
S S F I F PP FE P FFFFHFF
02 100
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Features Supported with Explicit Proxy

Connected Users

° View all the users that are currently connected to Prisma access via explicit proxy

e Trend - view the number of connected users trending over time to assess the peaks in the last 30 days . Evaluate the
consumption pattern for Explicit proxy mobile users . Toggle between peak and average for a better understanding the
trend of connected users

Monitoring Summary Map View Mobile Users List
° Time Range Last 1 Hour v Connect Method Explicit Proxy v Reset Filters
Unique Mobile Users @& Unique Mobile Users Connected Over Time ©

Unique Users
~N

7/500

Unique Users Connected

& P S S TeTeslesles el e S &
55 P 25 @ o o G (F o F oF 4 :sbq“\ _ t&Q‘Q ¢
Lol S g SN L LN G RN G N AN AN
7 Unique Mobile User Connections Export to CSV
2 User Src IP . = Prisma Access Last Used Prisma

Mobile User ID Addvass User Location Last Login Time Locations Used Accwsioeation Browser Connect Method
Gonsalves 34.100.55.246 santiago, chile 03 Sep, 2021 12:21 PM 1 Bahrain Chrome/92.0.4515.159 Explicit Proxy
cristiano.ronald loaltonetworks.com 90.119.151.251 lyon, france 03 Sep, 2021 12:21 PM 1 Bahrain Safari/605.1.15 Explicit Proxy
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Features Supported with Explicit Proxy

License Consumption

° View all the users that are currently connected to Prisma access via explicit proxy
e Trend - view the number of connected users trending over time to assess the peaks in the last 30 days . Evaluate the
consumption pattern for Explicit proxy mobile users . Toggle between peak and average for a better understanding the
trend of connected users
Monitoring Summary Map View Mobile Users List
° Time Range LastiHour Connect Method Explicit Proxy v

Reset Filters

Connected Users Mobile User License Consumption

0% “ Compared To 27 Aug, 20214:02 PM Peak Average
15 . .
Unique (90 day) Licensed
1 1 17 500
€ 0.5
Current Connections 8
(v]
S LS S & & fLEELSESS
Q"»Q RS qug%q oS Q\‘,Q.\bQ o9ond ,,qu ) o0 ,?stq o8 QQ RN DPQ@ e dedadds ,oQo;bQ
FFEF FF PR “o"‘o“o"‘ “o?o”‘e‘”e"‘o“o"‘o“o"‘o“o"‘o‘*d"o‘*o"‘ "o"‘
03

100
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3 L] o b—
Most Active Prisma Access locations| @

TimeRange ~ Last3Hours v Connect Method

ExplicitProxy v

Connected Users ©

View the Top 5 Most Active Prisma Access

0% 4 Compared To01Sep, 2021 1:37 PM

Reset Filters

Mobile User License Consumption

Peak Average
40 Unique (90 day) Licensed

: ) . 12 500
Locations for Mobile Users connected via P s
Explicit Proxy to assess the locations with ConemtComeiens s

. pr-n CC R RS AP R R R I R P I P I R R e
significant usage FARQE G G P *

02 100
Top 5 Open Alerts by Severity User Connections to Prisma Access Locations

View all Mobile User Alerts >

[I Top 5 Most Active Prisma Access Locations for Mobile Users

Explicit Proxy Mobile Users

8
6
E’
5 @ Bahrain
¢ & <&
e"'*& m"‘&

Up
W Needs Attention
¥V Down
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Map view to show connections

Monitoring Summary Map View Mobile Users List Gonsalves x

With the help of Map View you can see the Q TineRusge | Lastthow v Q| Comecttiad | Biltbrasy Resetiters
Flight Path for the Users connecting via ’ ;
Explicit Proxy to a Prisma Access Location

@ Users:Long Range Users (> 500 Miles)




Unique Mobile Users and Explicit Proxy Details:

View the unique explicit proxy mobile users

Monitoring Summary Map View Mobile Users List

° Time Range Last1Hour W

Unique Mobile Users &

Connect Method Explicit Proxy v

Unique Users
~

7/500

Unique Users Connected

Reset Filters
Unique Mobile Users Connected Over Time &
S f e ToeTlololololale & & &
I R S P P P .QVQ@ .0"69 .oq’q@ RO .s"’Q& .-@Q@ o
AN N N R AN AN A AR A A A

7 Unique Mobile User Connections

¥ User SrcIP . . Prisma Access
Mobile User ID Address User Location Last Login Time Locations Used
Gonsalves 34.100.55.246 santiago, chile 03 Sep, 2021 12:21PM 1
cristiano.ronaldo@paloaltonetworks.com 90.119.151.251 lyon, france 03 Sep, 2021 12:21 PM 1

Export to CSV
Last Used Pri.s ma Browser Connect Method
Access Location
Bahrain Chrome/92.0.4515.159 Explicit Proxy
Bahrain Safari/605.1.15 Explicit Proxy
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Localization

Problem:

Users today cannot interact with Prisma Access
Insights in their own language which can lead to
challenges like errors in configuration,
misunderstanding of a feature or poor user
experience.

Etat de la connectivité A

Réseaux distants Utilisateurs mobiles

7/11

Connected

B

Solution:

With the latest update for Insights users will now have the
ability to interact with product in their preferred language.

Translated Ul for French, German, and Japanese

Connexions aux services

2/80000 2/4

Currently Connected Connected

f\_S .

89% Yy Comparé ALa Derniére Période

+100% A Comparé ALa Derniére Période 25% Yy Comparé A La Derniére Période
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