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Receive Time Category ToZone  Source Source User Destination Application
03/10 23:01:03 | streaming-media www.youtube.com/ Corp-VPN untrust 172.16.99.7 (aane\ios-onﬁ 216.58.197.238  youtube-base
03/10 23:01:03 | search-engines www.google.com/ Corp-VPN untrust 172.16.99.7 | acme\jos-001 | | 172.217.27.68 google-base
03/10 23:01:03 | search-engines www.google.co.jp/ Corp-VPN untrust 172.16.99.7 | acme\ios-001 172.217.26.35 ssl
03/10 23:01:03 | computer-and-internet-info | play.googleapis.com/ Corp-VPN untrust 172.16.99.7 | acme\ios-001 172.217.25.74 google-base
03/10 23:01:01 | computer-and-internet-info | md-hq5rprig0kbm.blob.core.windows.net/ trust untrust 10.10.2.10 Jacme\ct7-001 52.239.145.20 ssl
03/10 23:01:01 | computer-and-internet-info | globalprotect001.japaneast.cloudapp.azure.com/ trust untrust 10.10.2.6 acme\w10-004 | 52.246.166.216  ssl
03/10 23:01:00 | computer-and-internet-info | play.go pjs.c - f m\ untrust 172.16.99.7 | acme\ios-001 172.217.25.74 google-base
03/10 23:01:00 | content-delivery-networks | geo2.g l/f_ﬁﬂ\b Corp-VPN untrust 172.16.99.7 | acme\jos-001 172.217.25.193 | ssl
03/10 23:01:00 | computer-and-internet-info | app-measurement.com/ Corp-VPN untrust 172.16.99.7 | acme\ios-001 172.217.26
03/10 23:01:00 | search-engines www.googleapis.com/ Corp-VPN untrust 172.16.99.7 | acme\ios-001 172.2 W KLA N -(‘:'é
03/10 23:01:00 | computer-and-internet-info | app-measurement.com/ Corp-VPN untrust 172.16.99.7 | acme\ios-001 172.2 _-Z _.b(.“__—'gé' 5//
03/10 23:01:00 | computer-and-internet-info | app-measurement.com/ \ Corp-VPN untrust 172.16.99.7 | acme\ios-001 172.217.26.46 e
03/10 23:00:59 | computer-and-internet-info | jpe-agentservice-prod-1.azure-automation.net/ trust < untrust 10.10.2.10 | acme\ct7-001 138.91.9.98 ssl
03/10 23:00:58 | computer-and-internet-info | zrdfepirv2tylprdstr02a.blob.core.windows.net/ trust untrust 10.10.2.10 Jacme\ct7-001] | 40.115.231.94 ssl
03/10 23:00:58 | computer-and-internet-info ﬁ WL A N ﬂ,\: 5 p trust ) untrust 10.10.2.10 Jacme\ct7-001] | 52.239.145.20 ssl
03/10 23:00:57 | content-delivery-networks leu t.cor Corp-VPN untrust 172.16.99.7 | acme\jos-001 | | 216.58.197.129  ssl
03/10 23:00:56 | content-delivery-networks | |h3.googleusercontent.com/ Corp-VPN untrust 172.16.99.7 | acme\ios-001 216.58.197.129  ssl
03/10 23:00:55 | computer-and-internet-info | zrdfepirv2ty1prdstr02a.blob.core.windows.net/ trust untrust 10.10.2.10 | acme\ct7-001] | 40.115.231.94 ssl
03/10 23:00:55 | computer-and-internet-info | md-hq5rprig0Okbm.blob.core.windows.net/ trust untrust 10.10.2.10 | acme\ct7-001 52.239.145.20 ssl
03/10 23:00:54 | computer-and-internet-info | jpe-agentservice-prod-1.azure-automation.net/ trust untrust 10.10.2.10 \acme\ct7-001) | 138.91.9.98 ssl

W22 | EDKIE? EIN? ECM? Enm?

73J(E1E)| URL (SSLTHFQDNER) — Y DI

15 | © 2018, Palo Alto Networks, Inc. All Rights Reserved.




GlobalProtectD#12 -
A EHT . REMNTEENTES

16 | © 2018, Palo Alto Networks, Inc. All Rights Reserved.



Windows 10045l :

H I P Ry Report Generated 03/21/2019 17:10:57
a I J User Information User: w10-002

FASY A—HH& KRR

s se_a Host Information Machine Name: WIN10-002
0S/\—Tax RAHD os Microsoft Windows 10 Pro , 64-bit B fata4 350l 155
. . \—0 Client Versiol 4.1.10-4
Host Information Profile GP Agent®/i——a~ . — — —
*xy[dj_g Microsoft Hyper-V Network Adapter 00-00-3A-51-A6-3€ &né:rmswsaw
(IHERDFWRITOT7AIL) | mncipsy) T wewemese . woaonn  SERE 0w
Software Loopback Interface 1 117.0.01

1

VE—RT7 IR TEL, e —
WgBLAN':BL\—C:E‘;\ HIPO) FUFIAIA Software Vendor Version  Engine Version Definition Version Date  Real Time Protection Last scanned

. (BFF. N—=DavRE) Windows Defender Microsoft Corporation 4.13.17134.1 1.115700.9  1.289.1652.0 372072019 &/ n/a
/8 LS
Hy 1=F 75\ —C % %) o

Ny T7yTRYIbGzT | oome vender version Last Backup

Hy?;af Lf:ﬁ#‘ﬁx'llﬁiﬁéﬁo—cs m:""”"m mm }g&:ﬁ: n/a
%6 o TARIEESE ‘:‘;"":'D"“E""W —— Microsoft Corporation 10.0.17134.1
(.;: unencrypted

ELNFDH: R
FRopREEh TG [ e = e —
Ry N T T T ) ] I === —— T
W'U'—/ {(:(iTO‘t’Xé'u't; Software Vendor Version Enabled

L \ ) Windows Update Agent Microsoft Corporation 10.0.17134.1 v
o Windows/ \'wF Missing Patches
Title KBArtideID  Severity
2018-09 Update for Windows 10 Version 1803 for x64-based Systems (KB4100347) 4100347 =

Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.289.1716.0) 2267602 =
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GlobalProtect Gateway Configuration ®

General
Tunnel Settings ~ Timeout Settings ~ Client IP Pool ~ Client Settings ~ Network Services ~ Video Traffic  HIP Notification
Authentication
video traffic from the tunnel (Windows and macOS only)
Agent
- ‘I| Applications
Satellite

D'youtube-streaming
\]'netﬂix-streaming

l'YouTube | &M Netflix | %
VPNER R IL DS BRSY

B8 Browse @ Add ©

Network > GlobalProtect > Gateways > external-gateway > Agent > Video Traffic

Authentication Override | User/User Group | IPPools | Split Tunnel

Access Route

Include Domain Ports

Enter port number or multiple port numbers separated by
comma.

Domain and Application

linstagram.com |%
VPNR RILDNG BRST

cwo lowom

'C:\Prog'am Files\Microsoft Office\root\Office16\lync.exe

Enter the full path and process filename. For example, to
add Skype on Windows, enter C:\Program Files\Microsoft
Office\root\Office16\lync.exe

lLync) 77 %
VPNR2 LDV BRI

N [T T

Domain and Application take precedence over Access Route. Application include and exclude list takes precedence over domain.
Domains support wildcard prefixes in the left-most position (such as *.example.com). When you specify a wildcard domain for both
include and exclude, the exclude domain takes precedence.

Network > GlobalProtect > Gateways > external-gateway > Agent
> Client Settings > Split Tunnel > Domain and Application
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Intra.paloaltgi6 A3 —Fwk

@ Portalh 55 7B >7=FQDN(intra.paloalto.local) A\ DNSfZR TE oM EiR A B,
(A2A—2 Vb —ERTONAF —MHSDHCP TR SN -DNSTRL AN, )
ZDOFQDNIZAEDNSLMNRELGEVWEDED T, KRBT 5,
—AgentlZI S ERIZULNS | &35

pTAIN

** intra.paloalto.local

PA Firewall @

. HLAN
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VPN Tunnel
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VPN Tunnel
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DT R VIEHREANTDBEIFEL,
Portal CA—4 385 % LT-#E R %Gatewayh'5 =
LD TES(CookieFkE).

=B LINRT—REEFITHEETES,

** intra.paloalto.local

-NECVPNEREIL T HEEHTED(AH T aY) @
PA Firewall

Thhd, VPNITHELLAL(X),
rofile(HIP : 7R A MDD I1EER) HYAgenth b Gateway ~NiEES D,
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@ Global Protect®Portal~a45' 1> (4> X;— L)

T P o x GlobalProtect?® Portali% %
&« C @ https//globalprotect001id@atisakt dcudapis aiis.com/global-protect/login.esp o~ % O '?i-f-d:OT:PA Firewallmwebj‘

paloalto e -

J ,’

I NETWORKS® 1 'U'\\% t/ \OZ' 7 P,&Ajj l/\
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GlobalProtect Portal
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@ GP Agentd &> a—K

WD GlobalProtect Portal x GlobalProtect Portal x  + - 8 ﬁﬁdﬁ EE i% iﬁ ‘ : é 2 T:
i comyglobal-protect/getsoftwarepage.esp % O : GlobalProtect Agenté‘lé‘(‘ Y

paloalto A—FLET,

| g A—RLEEARRT7
GlobalProtect Portal AIL(msi)EETLET

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
. Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

) 4

# GlobalProtectsamsi | A Showall X
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@ GP AgentO# H>A—Ek(1)
Nextz ') v ILEFT,

ﬁ GlobalProtect - x
Welcome to the GlobalProtect Setup Wizardm paloalto

The installer will guide you through the steps required to install GlobalProtect v4.1.10 on your
computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.
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@ GP AgentDh# 2 A—EF(2)
Nextz ') v ILEFT,

ﬂ GlobalProtect - X
Select Installation Folder m
paloalto

The installer will install GlobalProtect to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:

C:\Program Files\Palo Alta Networks\GlobalProtect', Browse...
Disk Cost...

Cancel ‘ ‘ < Back ‘I | Next > |
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@ GP AgentDF > O—EK(3)
Nextz=2JvOLET ,

ﬂ GlobalProtect - X
Confirm Installation
paloalto

The installer is ready to install GlobalProtect on your computer.

Click "Mext" to start the installation.

Cancel l ‘ < Back II | Next > |
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@ GP Agenth# > A—EK(4)
Closez ')y LEY

ﬂ GlobalProtect — X

Installation Complete

paloalto

GlobalProtect has been successfully installed.

Click "Close" to exit.

Cancel < Back
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@ GP Agenth oD 7ot X(1)

PA Firewall®Portal% %85t &
LTAALZET,

Connectx2')vo L%,

GlobalProtect

&

Welcome to GlobalProtect

Please enter your portal address

lglobalprotect001. s n ‘
——
sy
a d)) X
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@ GP Agenth'bDT7 It X(2)

A—HZENRT—FEANL

*9,
Sign In 22y LE9T,
- Sign In
B e 2 B AR IEA 7Y BT LR,
- — WindowsflD V)72l
EHRCTEHEMIZOS (TS
*9,

s, Inc. All Rights Reserved.
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OJ0A T HE BRURNAIZ
AYVFET,

Networks, Inc. All Rights Reserved.




@ GP Agenth oD 77X (4)

DUyHT Bl RENTERT
EET.

A TIE, REBLANIZ(VPNE
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GlobalProtect

VU G NS TteET toTorate
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BAAEERE TRETEXT,
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@ &R E

UTZ#AALET,

B% GlobalProtect
Portal DR AA > & F=ILIP7RLRZE A A
A Username
Portal(fR—#% JL):
gloont:alprotectootjapan re. Password

Enter login credentials

(A A2 1209 LFT,

jos-002

Passwor d
0000000000000O0
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©®-1 External Gateway~ DE§i5c T
@

GlobalProtect

Welcome to
GlobalProtect

O

External-Gateway
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Network |ERRENFET,
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o
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