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Palo Alto Integration

When the Palo Alto User Agent is configured in Network Sentry as a pingable device,
Network Sentry sends a message to Palo Alto each time a host connects to the network
or the host IP address changes, such as when a host is moved from the Registration
VLAN to a Production VLAN. The message includes User ID and IP Address. This
information identifies the user to Palo Alto allowing it to apply user specific policies.

Implementation

To integrate with the Palo Alto User Agent you should be aware of and configure the
following items:

Palo Alto

Palo Alto Networks User-ID Agent must be Version 4.0 or higher.

The XML API must be enabled to allow communication with Network Sentry.
Under User Identification > Setup make sure Enable User-ID XML API is set to
Yes. This option is configured on the Agent Setup dialog under the Agent Serv-
ice tab.

Network Sentry

*  Hosts that will be affected by or managed by the Palo Alto User Agent must
be registered to a User. If no user i1s associated with the host, only the
IP Address is sent to the Palo Alto User Agent and it cannot apply a policy
without a User ID. Make sure that registration methods such as, the Per-
sistent Agent, Device Profiler, or login scripts are not set to register hosts as
devices.

+ Add the Palo Alto User Agent as a pingable device in Network Sentry. See the
instructions below for the steps.

+  Network Sentry and the Palo Alto User Agent communicate via SSL. SSL cer-
tificates on the Palo Alto User Agent Server are automatically imported into
the .keystore file on your Network Sentry Control Server or Server.

+ In Event Management, the event Communication Lost With Palo Alto User
Agent is automatically enabled. This event is generated when the Palo Alto
User Agent cannot be reached. The Palo Alto User Agent is not being notified
when hosts connect to the network, therefore, policies may not be applied. See
Enable And Disable Events to disable the event if necessary.

In Alarm Mapping, you can map the Communication Lost With Palo Alto User
Agent event to an alarm if you wish to be notified when Network Sentry and
the Palo Alto User Agent are no longer communicating. See Add or Modify
Alarm Mapping.
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Palo Alto Integration
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Figure 1: Add Pingable - Palo Alto User Agent

1. Click Go > Topology.
2. Select the Domain icon.
3. Right-click the domain and select Add Pingable Device.
4, Use the table of field definitions below to enter the data for the Palo Alto User
Agent.
5. Click Apply to save.
Table 1: Field Definitions - Palo Alto User Agent
Field Definition

Device Name

User specified name for the Palo Alto User Agent.

IP Address

IP address of the agent.

Physical Address

MAC address of the agent.

Agent.

Domain Network Sentry domain that will contain this device.
Device Type List of types of devices that can be added as pingable devices in Network Sentry.
yp For this configuration select Server.
Port on the Palo Alto User Agent configured to receive messages from external
XML API Port devices. This port must match the XML API port configured on the Palo Alto User

Domain Name

Fully Qualified Domain Name for your network users' domain.
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