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Day 1 

Few things to keep in mind!



Check GP version and device support

Entity Supported version

Device OS MacOS 10.15 and newer

Windows Windows 10, Build 1809 
and newer

GlobalProtect       Version 5.2.11 or newer



Check that the network isn’t blocking ICMP tests



Whitelist application processes



Decide which apps to configure tests for



Enable ADEM for selected user groups 

Configure tests and associate users with tests



Reference links for ADEM registration and set up 

TechDocs : Get started with Autonomous DEM 

TechDocs : ADEM Monitoring and Tests

Video on ADEM registration and activation

https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/get-started-with-adem
https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/adem-monitoring-and-tests
https://paloaltonetworks.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=d1198a80-44f4-4ebf-86f3-af1c00f4c93c
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Week 1



Step 1 : Validate information on settings page 

Validate the number of 
users that have been 
registered

Are they updated to 
the right/latest 
version

Check if users are 
showing up as online 
if they are online



Step 2 : Validate information on applications page 

Average of MU 
experience for 
all apps

Check if app traffic 
looks accurate based 
on real usage of apps 
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Average MU 
experience for 
all apps

Total number of monitored users

Total number of  monitored applications

Time series 
graph of 
average MU 
experience for 
all apps

Based on the 
MU experience 
score across 
apps

Number of MUs for whom this segment is 
amber/red

Coloring based on average 
of segment health score 
for all MUs.

 Example:  Average of Device 
health score for all MUs. Color 
will be based on the range in 
which the average falls.

Step 3 : Summary page
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Summary page

Average of experience scores of MUs 
connected to this PA location Total number of MUs connected to this PA 

location

Total number of Applications monitored for 
all the MUs connected to this PA location



Summary page
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Average 
application 
experience score 
for all monitored 
MUs

User experience 
score of top 
monitored MUs 
across all apps 



Summary page
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Average 
application 
experience score 
for all monitored 
MUs

User experience 
score of top 
monitored MUs 
across all apps 



Summary page
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Average 
application 
experience score 
for all monitored 
MUs

User experience 
score of top 
monitored MUs 
across all apps 



Experience Thresholds
Entity Threshold Total Impact when 

threshold is out of range

Internet Jitter: 5 - 50 ms 20%

Loss: 0.5 - 10 % 50%

Latency: 20 - 250  ms 30%

Prisma 
Access

Jitter: 5 - 50 ms 20%

Loss: 0.5 - 10 % 50%

Latency: 20 - 250  ms 30%

Application TCP Lookup  : 50 - 500 ms 20%

Dns Lookup : 20 - 200 ms 20%

SSL Connect : 50 -  500 ms 20%

HTTP Latency : 50 - 1000 
ms

40%

Entity Threshold Total Impact when 
threshold is out of range

Device CPU usage: 20 -100 % 40%

Memory: 80-100% 30%

Disk Queue Length:  0 -8 20%

Disk usage: 90- 100 % 10%

Local Area 
Network

Jitter: 0 -4 ms 20%

Loss: 0 - 10 % 50%

Latency: 2 - 10 ms 30%

WIFI Rx : 0 - 200 Mbps 10%

Signal : 0 - 100 dBm 80%

Tx : 0 - 200 Mbps 10%



Experience Score

● Experience score is based on the HTTP/S “app/web” test results only.

     



Experience Score

● Experience score starts at 100.
● If Availability is 0 (app is unavailable), then the score is 0.
● DNS Lookup

○ If the DNS Lookup time is <20 msec, there is no impact.
○ If the DNS Lookup time is >200 msec, the impact is 20.

● TCP Connect
○ If the TCP Connect time is <50 msec, there is no impact.
○ If the TCP Connect time is >500 msec, the impact is 20.

● SSL Connect
○ If the SSL Connect time is <50 msec, there is no impact.
○ If the SSL Connect time is >500 msec, the impact is 20.

● HTTP Latency 
○ If the HTTP Latency time is <50 msec, there is no impact.
○ If the HTTP Latency time is >=1,000 msec, the impact is 40.

     



Summary page



Experience Indicators

Score range Icon Color 
Indication

Experience Level

Score >= 70 GREEN Good

30 < = Score < =70 YELLOW Fair

Score < 30 RED Poor

Examples of Color Indicator 
across portal

Internet segment 
has an experience 
score less than 30

Prisma Access 
segment has an 
experience score 
over 70

Application has an 
experience score 
between 30 and 70

Users are having a  
fair experience 
with the 
application  score 
between 30 and 70

Users are having a  
good  experience 
with the 
application  score 
over 70

Users are having a  
poor  experience 
with the 
application  score 
below 30



Synthetic Test Frequency 

● Network Performance Synthetics runs every 10 seconds, results sent to DEM portal every 5 mins, contains 
average delay, jitter and loss comprising of up to 30 measurements.

○ ICMP test to LAN
○ Underlay ICMP test to SPN
○ Overlay ICMP test to SPN
○ End-to-End TCP Ping test to IP/Domain

● Path Trace Synthetic Test runs 5 traces in 5 minute sample period, contains average delay, jitter and loss 
comprising of up to 5 measurements.

○ Underlay Path trace to SPN
○ End-to-End path trace to IP/Domain

● App (Web) Performance Synthetics Test uses HTTP/S to “GET” any user-defined IP/domain as part of a 
configured “test” once every 5 mins. Results sent to DEM portal every 5 mins, and contains HTTP/S timing 
metrics (DNS resolution, TCP Connect, SSL Connect, HTTP Latency     
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Month 1
Top ADEM use cases
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The latency from the user’s local router has caused 
application performance issues downstream.

Issue #1 : LAN
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The application struggled with TCP & SSL 
Connect at 5pm on September 13

But it wasn’t the PC

Issue #1 : LAN
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Rise in local network latency was 
correlated in time with the degradation 

in application performance

Issue #1 : LAN



Issue #1 : Wifi 



Issue #3 : High CPU 



Issue #3 : High CPU 



Issue #3 : High CPU 



Issue #3 : High CPU 



Issue #3 : High CPU
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Overall Salesforce performance in the Seattle 
Branch is Good. But 4 out of 7 paths are impacted.

All three of these poor performing links have 
one thing in common: Verizon Internet.

Issue #4 : ISP 
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And these three well performing links also have 
one thing in common: Comcast Internet.

Verizon also 
performing poorly on 

backup link as well

Issue #4 : ISP 



Issue # 5 : PA gateway 



Issue # 5 : PA gateway 



Issue # 5 : PA gateway 



Issue # 5 : PA gateway 



Issue # 5 : PA gateway 



Issue # 6 : Saas App  



Issue # 6 : Saas App  
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See the root cause of a user’s Zoom meeting quality issue
     

Quickly identify root causes 
including: 

● CPU/RAM Consumption

● WiFi Issues

● Network Packet Loss

● Jitter

● Latency

● Application availability and 

performance 
See the root cause 
of a user’s meeting 
quality issues 

Issue # 7 : Zoom  
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Thank you!


