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Day 1

Few things to keep in mind!
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Check GP version and device support

Device OS MacOS 10.15 and newer
Windows Windows 10, Build 1809
and newer

GlobalProtect Version 5.2.11 or newer




Check that the network isn’t blocking ICMP tests

[ BCN ) T msharma2 — -bash — 80x24
ping google.Last login: Wed Oct 26 14:07:02 on console

The default interactive shell is now zsh.

To update your account to use zsh, please run ‘chsh -s /bin/zsh".
For more details, please visit https://support.apple.com/kb/HT208050.
[cM-CO2FWDEAMD6M: ~ msharma2$ ping google.com ]
PING google.com (142.250.188.14): 56 data bytes

64 bytes from 142.250.188.14: icmp_seq=0 ttl=58 time=22.404 ms
64 bytes from 142.250.188.14: icmp_seq=1 ttl=58 time=13.387 ms
64 bytes from 142.250.188.14: icmp_seq=2 ttl=58 time=17.784 ms
64 bytes from 142.250.188.14: icmp_seq=3 ttl=58 time=80.191 ms
64 bytes from 142.250.188.14: icmp_seq=4 ttl=58 time=15.908 ms
64 bytes from 142.250.188.14: icmp_seq=5 ttl=58 time=25.069 ms
64 bytes from 142.250.188.14: icmp_seq=6 ttl=58 time=12.980 ms
64 bytes from 142.250.188.14: icmp_seq=7 ttl=58 time=18.694 ms
64 bytes from 142.250.188.14: icmp_seq=8 ttl=58 time=18.678 ms
64 bytes from 142.250.188.14: icmp_seq=9 ttl=58 time=16.693 ms
64 bytes from 142.250.188.14: icmp_seq=10 ttl=58 time=14.592 ms
64 bytes from 142.250.188.14: icmp_seq=11 ttl=58 time=14.833 ms
64 bytes from 142.250.188.14: icmp_seq=12 ttl=58 time=32.642 ms
64 bytes from 142.250.188.14: icmp_seq=13 ttl=58 time=15.308 ms
64 bytes from 142.250.188.14: icmp_seq=14 ttl=58 time=14.180 ms
64 bytes from 142.250.188.14: icmp_seq=15 ttl=58 time=14.768 ms
64 bytes from 142.250.188.14: icmp_seq=16 ttl=58 time=15.495 ms
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Whitelist application processes

MACOS PROCESS

PROCESS

DEM.app/Contents/MacOS/crypter

DEM.app/Content:

DemPath .xpc/Contents/MacO
S/mtr
DEM.app/C /DemPath .xpc/Contents/MacO
S/DemPathTestService
/Applications/GlobalProtect Autonomous
DEM.app/C ices/DemWebTestService.xpc/C o
S/DemWebTestService
DEM.app/C DemWebTe .xpc/C o
S/eurl

DEM.app/Contents/Services/DemUpdateService.xpc/Contents/MacOS
/DemUpdateService

DEM.app/C

.xpc/Contents/M
acoS/DemNetworkTestService

DEM.app/C ices/DemC _xpc/Contents/Mac
0s/DemCollectionService

DEM.app/C mPor xpc/C os/
DemPortalService

DEM.app/Cc DemTr .xpc/Contents/M

acOS/DemTransmissionService

/etc/sudoers.d/‘palo_alto_networks_dem.tmp’

PROCESS DESCRIPTION

(This is a debugging tool as of 3.0.0) In
previous versions it was used to read
encrypted data from GlobalProtect:
username, subtenant_id,certificate
password.

Path Trace test for showing path

visualization data on ADEM portal

Invokes the mtr process for path traces.

Runs the curl process.

Application Performance test using Curl

Endpoint DEM service software update
manager

Runs ICMP/TCP ping tests.

Collects local system metrics such as
cpu, memory, and wifi statistics.

Provides connectivity to the ADEM portal
for incoming configuration and
transmission of test results.

Runs periodically to collect test results
from the other services and transmits
them to the portal via the portal service.

File lists processes that requires sudo
access,

USER/PERMISSION LEVEL

_panwdem (sudo)

_panwdem (sudo)

_panwdem

_panwdem

_panwdem

root

_panwdem

_panwdem

_panwdem

_panwdem

_panwdem (sudo)

WINDOWS PROCESS

PROCESS

C:\Program Files\Palo Alto Networks\DEM\bin\curl

C:\Program Files\Palo Alto Networks\DEM\bin\mtr-packet

C:\Program Files\Palo Alto Networks\DEM\bin\mtr

C:\Program Files\Palo Alto Networks\DEM\bin\tcping

C:\Program Files\Palo Alto Networks\DEM\AgentProcess

C:\Program Files\Palo Alto

Networks\DEM\ utonon DEM
C:\Program Files\Palo Alto
Networks\DEM\ utor DEMUpdater

PROCESS DESCRIPTION

Application Performance test using Curl

Path Trace test for showing path
visualization data on ADEM portal

Invokes the mtr process for path traces.

Network Performance test for Applications
using TCP Ping

This is the main agent process that provides
portal connectivity and test coordination.

The main service that launches the
AgentProcess.

Endpoint DEM service software update
manager

USER/PERMISSION LEVEL

Netfwork Service

Network Service

Network Service

Network Service

Local System

Local System

Local System
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Decide which apps to config

Autonomous DEM

Summary

Applications

Mobile Users

Remote Site

Prisma Access Locations

Setting:

Applications

View enterprise-wide application performance and usage details. Drill-down to ac

° TimeRange | Past3hours v

Applications Application Tests

ss details for a specific application,

Traffic Distribution by Application

TOTAL DATA TRANSFER

‘web-browsing: 81.4%

90 Total Applications
Application Name
google-base

gmail

dropbox

workday

okta

200m

salesforce

square
amazon-aws-console

ms-teams

Mobile User Exper

ure tests for

Bandwidth Utilization

01:00PM 01:30PM

Remote Site Experience Score

Search Any User/Site/App or PA Location

02:00PM

Aggregate Data Usage for traffic traversing
Prisma Access.

3.65MB
N/A

NJA

N/A
101K8.
NJA

N/A

626 KB
13.9K8

7.96 MB

Rows

Reset Filters

02:30PM
WO J  AddNewAppTest
10 v | Page v lof9 >
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Configure tests and associate users with tests

Enable ADEM for selected user groups

Autonomous DEM [
New App Test
Name
Descrition
1. Select Mobile Users and/or Remote Sites A, 2.ChooseApps 3.Save
Source

MOBILE USERS

REMOTE SITES

Target

APPLICATION ENTITIES ;

Advanced Options

ADVANCED NETWORK TEST OPTIONS ~ -
ADVANCED WEB TEST OPTIONS A Insp nable Spit Turmelus
ADVANCED MOBILE USERS TEST OPTIONS »

ADVANCED REMOTE SITES TEST OPTIONS ~
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Reference links for ADEM registration and set up

TechDocs : Get started with Autonomous DEM

TechDocs : ADEM Monitoring and Tests

Video on ADEM reqistration and activation



https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/get-started-with-adem
https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/adem-monitoring-and-tests
https://paloaltonetworks.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=d1198a80-44f4-4ebf-86f3-af1c00f4c93c

Week 1
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Step 1: Validate information on settings page

Validate the number of
users that have been
registered

Auto Settings :

Summary

Applications o ¢ Ciltar
Mobile Users

Remote Sites

Endpoint Agent M

Prisma Access Locations

Settings 153 Total Endpoint Agents

Last Logged in User Device Hostname Last Seen ¥ First Seen User Status Monitoring State Endpoint Agent Version
CStewart@alvisofincorp.com Microsoft Windows 10 Prc  DESKTOP-8FR794F Less than a minute 2 6 days ago O oniine Enabled 317 Are they updated to
Microsoft Wind DESKTOP-3NS4NGK an a minute a 5 months ago O oniine 317 I the right/latest
version

0 Microsoft Windows 10 Prc than a minute a... 11 months ago I online Enabled 317
Dgell@a ofincorp.com Microsoft Windows 11 Pr¢ ALICE-PC 4 mins ago 4 days ago 9 Online Enabled 347
tishkondalam@alvisofincorp Microsoft Windows 10 Prc 4 mins ago 5 months ago O oniine Enabled 317
com macos M- 4 mins ago O onine 317
Aaronkd ds@alvisofincorp.co Microsoft Windows 10 Pr¢ DESKTOP-TAVIF7) 4 mins ago 5 months ago 9 Online Enabled 317
D Microsoft Windows 10 En  Nishit-Win-2 4 mins ago 6 months ago Online Enabled 317
HSimpson@alvisofincorp.com macos Mike's- 15 mins ago 6 days ago Offline Enabled 317
se Microsoft Windows 11Prc T 3 hour ago 1 months ago offline Enabled 7

Check if users are
showing up as online
if they are online
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Step 2: Validate information on applications page

Check if app traffic
looks accurate based
on real usage of apps

Autonomous DEM

Summary
Applications
Mobile Users
Remote
Prism

Settings

Applications

View enterprise-wide application performance and usage details. Drill-dow to access details for a specific application.

o Time Range ours v

Applications Application Tests

Traffic Distribution by Application

Others: 4.5%
ssk: 2.3%

http-video: 18.5%

208 MB

TOTAL DATA TRANSFER

web-browsing:
74.6%

Bandwidth Utilization

Search Any User/Site/App or PA Location  Q 4906864

Reset Filters

o e R
07:30 AM 08: 00 AM 08: 30 AM 09: 00 AM 09: 30 AM 10: 00 AM
29 Total Applications Show only Monitored Apps (THID) R T A
Application Name Mobile User Experience Score Remote Site Experience Score Usage
slack-base ®e62 @0 274 KB
dropbox ®e7 @33 N/A
okta ®es o-- N/A
zoom ®es o- N/A
Average of MU
ms-teams ONn—— e e o-- 2.56 MB N
experience for
ms-office365 on———— —— —  ——— @0 — ————— — NA
- — all apps
salesforce s —————————————— ®ss S R - N/A
google-base @7 T e ®-- 121KB
workday @76 i S ————— o-- N/A
gmail @7 TV .o — o- NA
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Step 3: Summary page

Total number of monitored users

Total number of monitored applications

Summary
Search Any User/App or PA Location Q alvisofincorp
Proactively monitor the digital experience for applications across your organization.
Experience Performance Trends for Mobile Users
© TimeRange | Past3hours v
MOBILE USER EXPERIENCE @ ACCESSED BY EXPERIENCE ACROSS NETWORK
Average MU Based on the
N ] Monitored Mobile Users. 6 Good Fair Poor R
experience for 68 } Monitored Applications [T a— S byves MU experience
all apps score across
Application Experience Score Trend for Mobile Users a pps
100 I
Time series g
graph of
-—
average MU ]
experience for
all apps 18:30 19:00 19:30 2000 20:30 2100
. Experience Score Across Network for Mobile Users
Coloring based on average
of segment health score
for all MUs. < )
-~ ® @ ®
Exomgle: Aver age of Device DEVICES WI-FI LOCAL NETWORK INTERNET PRISMA ACCESS LOCATION MONITORED APPS
health score for all MUs. Color 2 ted o impacted 4 s ted 2mabile 4 2 ted
. . due to efdpoint issues due to wifi issues due to routers issues due to Internet issues due to PAissues due to app issues
will be based on the range in
which the average falls. 17
Number of MUs for whom this segment is
amber/red
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Summary page

Average of experience scores of MUs

Total number of MUs connected to this PA

connected to this PA location )
A location
Global Distribution of Application Experience Scores for Mobile Users Grouped By: Prisma Access Location
Canada 5 +
—
AB p
" United K
oc SK N Kingdom
Ireland
ON e Germany
Aus
wA ND e -
MN PE rance
61 Us WEST ® s0 w ME - Ng
Total Mobile Users 2 L vt Italy
0 &
Total fpps Inited S:;tes o ow ;g Spain
- 0F
) co KS Mo Portugal
LA Ky VA
South Korea ~ J2P3N = ok am TN N
O AZ I NM o8 sc Tunisia
™ A oa Morocco
LA
FL Algeria
= Western
Mexico Sahara
Cuba
2 Pusrio Rice; Mauritania "
Mali Niger
Guatemala
mam Philippines Nicaragua Bgrkina
Guinea R Nigeria
Venezuela B 9
Guyana Ghana
Colombia Suriname
RR AP
Indonesia Ecuador ation
Papua New AM PA MA - CE RNPa
Cuinea AC Brazil Keyboard shortcuts ~ Map data ©2022 Google, INEGI ~ Terms of Use
v

2022 Palo Alto Network:

ights reserved. Proprietary and confid

Total number of Applications monitored for

all the MUs connected to this PA location
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Summary page

Top 20 applications with lowest to highest experience score @

DROPBOX OKTA MS TEAMS ZOOM OFFICE 365 SALESFORCE
Arerage 69
application >
experience score [NV M
for all monitored
MUs

View All 14 Monitored Apps >
Experience Score for Top Monitored Mobile User Devices
! AARONEDWARDS@A... SATISHKONDALAM@... JAHNAVIREDDY@AL... MEENASEHAR@ALVI...
User experience s L e b @
score of top { 42 VMware7,1 VMware7,1 VMware7,1 VMware7,1
. DESKTOP-TAV1F7J DESKTOP-G8G6F00 DESKTOP-7C06J4G DESKTOP-3N54NGK
monitored MUs

across all apps W\/\[
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Summary page

Top 20 applications with lowest to highest experience score @

DROPBOX OKTA MS TEAMS ZOOM OFFICE 365 SALESFORCE
Arerage 69
application >
experience score [NV M
for all monitored
MUs

View All 14 Monitored Apps >
Experience Score for Top Monitored Mobile User Devices
! AARONEDWARDS@A... SATISHKONDALAM@... JAHNAVIREDDY@AL... MEENASEHAR@ALVI...
User experience s L e b @
score of top { 42 VMware7,1 VMware7,1 VMware7,1 VMware7,1
. DESKTOP-TAV1F7J DESKTOP-G8G6F00 DESKTOP-7C06J4G DESKTOP-3N54NGK
monitored MUs

across all apps W\/\[
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Summary page

Top 20 applications with lowest to highest experience score @

DROPBOX OKTA MS TEAMS ZOOM OFFICE 365 SALESFORCE
Arerage 69
application >
experience score [NV M
for all monitored
MUs

View All 14 Monitored Apps >
Experience Score for Top Monitored Mobile User Devices
! AARONEDWARDS@A... SATISHKONDALAM@... JAHNAVIREDDY@AL... MEENASEHAR@ALVI...
User experience s L e b @
score of top { 42 VMware7,1 VMware7,1 VMware7,1 VMware7,1
. DESKTOP-TAV1F7J DESKTOP-G8G6F00 DESKTOP-7C06J4G DESKTOP-3N54NGK
monitored MUs

across all apps W\/\[
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Experience Thresholds

Internet Jitter: 5- 50 ms 20%
Device CPU usage: 20 -100 % 40%
Loss: 0.5 -10 % 50%
Memory: 80-100% 30%
Latency: 20 - 250 ms 30%
Disk Queue Length: 0 -8 20% .
Prisma Jitter: 5- 50 ms 20%
Access
Disk usage: 90- 100 % 10%
Loss: 0.5 -10 % 50%
Local Area Jitter: 0 -4 ms 20%
Network Latency: 20 - 250 ms 30%
Loss: 0 -10 % 50%
Application | TCP Lookup :50 - 500 ms 20%
Latency: 2 -10 ms 30%
Dns Lookup : 20 - 200 ms 20%
WIFI Rx : 0 - 200 Mbps 10%
SSL Connect : 50 - 500 ms 20%
Signal : 0 - 100 dBm 80%
HTTP Latency : 50 - 1000 40%
Tx:0 - 200 Mbps 10% ms
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Experience Score

e Experience score is based on the HTTP/S “app/web” test results only.

@ @ — @) ®

D
@

Device Wi-Fi Local Network Internet PRISMA ACCESS SALESFORCE

i




Experience Score

Experience score starts at 100.
If Availability is O (app is unavailable), then the score is O.
DNS Lookup
o Ifthe DNS Lookup time is <20 msec, there is no impact.
o Ifthe DNS Lookup time is >200 msec, the impact is 20.
e TCP Connect
o Ifthe TCP Connect time is <50 msec, there is no impact.
o Ifthe TCP Connect time is >500 msec, the impact is 20.
e SSL Connect
o Ifthe SSL Connect time is <50 msec, there is no impact.
o Ifthe SSL Connect time is >500 msec, the impact is 20.
e HTTP Latency
o Ifthe HTTP Latency time is <50 msec, there is no impact.
o Ifthe HTTP Latency time is >=1,000 msec, the impact is 40.

Application

TCP Lookup :50 - 500 ms

20%

Dns Lookup : 20 - 200 ms

20%

SSL Connect : 50 - 500 ms

20%

HTTP Latency : 50 - 1000 ms

40%




Summary page

Autonomous DEM

Summary
cation:

Mobil

Notifications

Application Health Score Metrics (Default)

Check the default thresholds and weightage that determine the experience score for

‘monitored applications and users. The metrics that constitute this score are: DNS
Lookup, TCP Connect, SSL Connect, and HTTP Latency.

v DNS LOOKUP
Lower Limit
20
Impact %

20

<

TCP LOOKUP

Lower Limit

<

SSL CONNECT
Lower Limit

50
Impact %

20

<

HTTP LATENCY

Lower Limit

Upper Limit

200

Upper Limit

500

Upper Limit

500

Upper Limit

1000

@
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Experience Indicators

Examples of Color Indicator
across portal

@ @

®

Score range Icon Color Experience Level
Indication

Score >=70 GREEN Good

30 < =Score <=70

Score <30 RED Poor

Internet segment Prisma Access Application has an
has an experience segment has an experience score
score less than 30 experience score between 30 and 70
over 70
PEOPLESOFT OKTA OKTA
40t 6 paths are impacted
wwe
Users are having a Users are having a Users are having a
fair experience good experience poor experience
with the with the with the
application score application score application score
between 30 and 70 over 70 below 30
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Synthetic Test Frequency

e Network Performance Synthetics runs every 10 seconds, results sent to DEM portal every 5 mins, contains

average delay, jitter and loss comprising of up to 30 measurements.
ICMP test to LAN

Underlay ICMP test to SPN

Overlay ICMP test to SPN

End-to-End TCP Ping test to IP/Domain

O O O O

e Path Trace Synthetic Test runs 5 traces in 5 minute sample period, contains average delay, jitter and loss

comprising of up to 5 measurements.
o Underlay Path trace to SPN
o End-to-End path trace to IP/Domain

e App (Web) Performance Synthetics Test uses HTTP/S to “GET" any user-defined IP/domain as part of a
configured “test” once every 5 mins. Results sent to DEM portal every 5 mins, and contains HTTP/S timing
metrics (DNS resolution, TCP Connect, SSL Connect, HTTP Latency

4 paloalto



Month 1
Top ADEM use cases
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Issue #1: LAN

MOBILE USER EXPERIENCE @
Monitored Apps 6
64 Device Model VMware7,1

Summary Device Hostname DESKTOP-TAV1F7J
Applications

Application Experience Details

o - " = S -

DROPBOX SALESFORCE OKTA ZOOM OFFICE 365 MS TEAMS

S L a1 = A =

DESKTOP-TAV1F7J'S EXPERIENCE ON DROPBOX GlobalProtect Disabled --- Experience on all Apps — Experience on Dropbox @ Significant Events
v 100 1
T T - e
T 0 == = === : 1o -
- > | RO ———
g 30 e m S
-
a 0 05:00 PM
< Sep 01 Sep 04 Sep 07 Sep 10 Sep Sep 16 Sep 19 Sep 22 Sep 25 Sep 28

Connected
55IDs

The latency from the user’s local router has caused

PATH TO DROPBOX AT 13 SEP 2022 05:00:00 PM LATENCY 370.49 ms H H H

il application performance issues downstream.
PACKET LOSS 0.0%
Click to see Trends B

(@) (¢.) (¢.) (@)
S/ N\ &8 =
Local Network Internet PRISMA ACCESS Service Connecti. DROPBOX
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Issue #1: LAN

App Performance Metrics @ . . .
tonomous DEM The application struggled with TCP & SSL
(m] Availability [ DNS Lookup TCP Connect SSL Connect [] HTTPLatency [ Time to First Byte ConneCt at spm on September 13
Summary
Applications TCP CONNECT LowerlhresholdSO' Upper threshold 500 I
Dil 1k
550 f NATCRIRRAINR A
Locations _
0
Sep01 Sep04 Sep07 Sep 10 Sep13 Sep Sep 19 Sep22 Sep25 Sep28
SSL CONNECT towerthreshold 50
2k
1k
0 & i
Sep01 Sep 04 Sep 07 Sep 10 Sep 13 Sep 16 Sep 19 Sep 22 Sep 25 Sep 28

Device Health Metrics

Memory ® CPU [J Battery [J DiskUsage [J Disk Queue Length

But it wasn’t the PC

MEMORY

Lower threshold 80 -

= Upper threshold 100

Memory: 35.8%
e N 3

R | e

—
Sep01 Sep 04 Sep 07 Sep 10 D16 Sep 19 Sep 22 Sep 25 Sep 28

CPU Lower threshold 20  =--- Upper threshold 100
Sep01 Sep04 Sep07 Sep 10 Sep 16 Sep 19 Sep22 Sep25 Sep28
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Issue #1: LAN

App Performance Metrics ]

] Availability [J DNSLookup [ TCP Connect SSL Connect [J HTTP Latency

Summary

Applications

TCP CONNECT
Mobile Users

m}

Time to First Byte [ Data Transfer [J Time to Last Byte

Lower threshold 50

------ Upper threshold 500
w1k
Remote Sites 5
500
Prisma Ac e
Setti 0

Sep01 Sep 04

\/\/\f\/k/\f\—\/\/ \A7A

Sep 07 Sep 10 Sep 16 Sep 19 Sep 22 Sep 25 Sep 28
SSL CONNECT - Lower threshold 50 === Upper threshold 500
v 2%

H
8 1
g % .
Sep01 Sep04 Sep07 Sep 10 Sep16 Sep 19 Sep 22 Sep 25 Sep28
. o
T ) Rise in local network latency was
etwork Performance Metrics for Local Networl . . . .
correlated in time with the degradation
. . .
¥ Network Latency [J Jitter Packet Loss Ina ppl ICatlon performa nce

NETWORK LATENCY Lower threshold2 === Upper threshold 10

, 400
g 192.168.120.1: 37049 m

g 200 13 Sep, 2022,05:00 PM
: |

Sep01 Sep 04 Sep 07 Sep 10 Sep 13 Sep16 Sep 19 Sep 22 Sep 25 Sep 28
PACKET LOSS Lower threshold 0 Upper threshold 10
0.4
§ 02 ‘

g 192.168.120.1: 0% I\
£ 13569, 2022,0500PM \

Sep01 Sep 04 Sep 07 Sep 10 Sep 13 Sep 16 Sep 19 Sep22 Sep 25 Sep 28
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Issue #1: Wifi

‘0@ Application Experience

=

Device

mal Usage

PO O r WiFi Connection

The WiFi network you are currently connected to, iPhone-hotspot, has poorer
connection quality than a WiFi network you were recently connected to, Home-WiFi-

Internet. This might impact application performance. Learn More ~

WiFi Connection
— WiFi Quality @ Notifications Sent

Fele WiFi Quality: Poor
Internet . WiFi Name: iPhone-hotspot
_ Past WiFi: Home-wifi .
0 AM 300 AM :30 AM 10:00 | 25 May, 2022 11:20 AM M

@ Connected

Recommendations

Try reconnecting to the WiFi network named Home-wifi or moving closer to your

WiFi router

More troubleshooting tips

4y paloaltor
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Issue #3 : High CPU

<\ Autonomous DEM  IETITNINETRY

Application Experience Score Trend for Mobile Users




Issue #3 : High CPU

Monitored Mobile Users Search Any User/App or PA Location c v
the applicat experi from your P na A ycatio
@ Time Range v Reset Filters
@ Autonomous DEM
£ Manage )
Overall Stats Experience Score
B8 Activity
USERS DEVICES é 2
C——
F Poor

7 Monitored Users

User Name Computer Name Devices Avg. Experience Score T User Location Prisma Access Locations Service Provider
tifications AaronEdwards DESKTOP-TAV1... Windows 139 Pleasanton, US US West Level 3 Parent, ...
? e SatishKondalam DESKTOP-G8G... Windows 143 Pleasanton, US US West Level 3 Parent, ...
JahnaviReddy k DESKTOP-7CO6... Windows |62] Pleasanton, US US Southwest Level 3 Parent, ...
joe DESKTOP-11EV... Windows Ls_a Half Moon Bay, US France North AT&T Services, |...
AnkurBhasin DESKTOP-EISH... Windows San Jose, US Singapore, US West Comcast Cable ...
Elizabeth LAPTOP-PMB Windows Sydney, AU Australia Southeast TPG Telecom Li...
W satish LAPTOP-V52011... Windows us US Southwest Google LLC
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Issue #3 : High CPU

ﬂ” A C C E s S OKTA SLACK

57 66
@ Insight

@ Autonomous DEM

£ Manage

JAHNAVIREDDY'S EXPERIENCE ON OKTA VPN disabled === Experienceonall Apps ~ — Experience on Okta @ Significant Events

100 I

ience Score
S
\

<

04:00 PM
13:30 14:00 14:30 15:00 15:30 3

Connected
SSIDs

CPU 83.6%

MEMORY 57.0%

Click to see Trends B

® ©

Device Wi-Fi Local Network Internet PRISMA ACCESS OKTA

Trends Path Visualization Device Details

A, i @

4y paloalto
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Issue #3 : High CPU

Autonomous DEM

Summary

Applications
Mobile Users
Remote Sites

Prisma Access Locations

ppTETT ToTeTTT

Availabilty [] DNSLookup [J TCPConnect (] SSLConnect [] HTTPLatency [ © TimetoFirstByte [] Data Transfer Time to Last Byte
AVAILABILITY

100

50

Percentage

TIME TO FIRST BYTE
10k

sk

05:40

06:00 06:10 06:20

Device Health Metrics

Memory ® CPU [J Battery [] DiskUsage [] Disk QueueLength

MEMORY
100
& Memory: 77%
£ 5 22Mar, 2022,06:15 AM
5 %0
05:40 06:00 06:10 06:20 06:30 06:40
CPU
, 10 -- -
® — — - — =
05:40 06:30 06:40
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Issue #3 : High CPU

PATH TO OKTA AT 08 NOV 2021 01:30:00 PM

— C
S a5 & 4, =
Device Wi-Fi Local Network Internet PRISMA ACC OKTA
T
Trends Path Visualization Device Details
App Performance Metrics °
© (@ Availabilty [ DNSLookup [J] TCPConnect [ SSLConnect (] HTTPlatency & ¢ TimetoFirstByte (] DataTransler & g Time to Last Byte
AVAILABILITY
° —_— - - — - ~
£ 50
13:40 13:45 13:50 13:55 14:00 14:05
DNS LOOKUP Lower threshold 20 ===~ Upper threshold 200
o 2%
g
¢ . 136kmsec N
13:35 13:40 13:45 13:50 14:00 14:05
SSL CONNECT Lower threshold 50 ---- Upper threshold 500
ol ik
2
] R ——
§ 500
Z 0
13:30 13:35 13:40 13:45 13:50 13:55 14:00 14:05

TIME TO FIRST BYTE
ak

3
2
§
g

13:30 13:35 13:40 13:45 13:50 13:55 14:00 14:05
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Issue #4 : ISP

Remote Site List » Remote Site Details

Search Any User/Site/App or PA Location  Q, 64906864 08279 v
Autonomous DEM .
‘@:‘ Site: Seattle (Branch 3)
Summary This page shows application experience and related trends for all devices.
Applications
Mobile Users ° Time Range Pa s v Application C v Reset Filters
Prisma Access Locations
Settings REMOTE SITE EXPERIENCE @ Monitored Apps 1
Device Model ion 3102v
7 5 Device Hostname Seattle - Branch 3
Application Experience Details o
Overall Salesforce performance in the Seattle
SAUESEGREE Branch is Good. But 4 out of 7 paths are impacted.

75)
'H“mehlw

4o 7 pths are fapacted All three of these poor performing links have

w«e one thing in common: Verizon Internet.

TOTAL PATHS - 7 (6 ACTIVE, 1 BACK

6 Active paths to Salesforce
PATH 1 PATH 2 PAT PATH 4 PATH S
: Stany = rnet k Secure Fabric — Standard VPN — Interr
51 53 54 3 | 80 ‘ 80

SEATTLE (BRANC... PRISMA ACCESS SEATTLE (BRANC... DIRECT ACCESS SEATTLE (BRANC... DC1-ION3K-1 SEATTLE (BRANC.. PRISMA ACCESS SEATTLE (BRANC...

Verizon Internet Verizon Internet Verizon Internet Comcast Internet Comcast Internet Comcast Internet
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Issue #4 : ISP

Remote Site List » Remote Site Details

Site: Seattle (Branch 3)

This page shows application experience and related trends for all devices.

Summary

Applications

Search Any User/Site/App or PA Location  Q 64906864 08279 v

Mobile U: ° Time Range Pa s v Application C v

Locations

REMOTE SITE EXPERIENCE @

73

Application Experience Details

SALESFORCE

Monitored Apps 1
Device Model ion 3102v
Device Hostname Seattle - Branch 3

75)
M“WWP‘“I“-M ’

4 of 7 paths are impacted

And these three well performing links also have
one thing in common: Comcast Internet.

e

TOTAL PATHS - 7 (6 ACTIVE, 1 BACKUP)

Reset Filters

Verizon also
performing poorly on
backup link as well

PATH4
{ao
gm ION3K-1 SEATTLE (BRANC..
st Internet Comcast Internet

PATH S PATH 6
— Internet stalls Secure Fabric
‘ 80 ‘ 84
PRISMA ACCESS SEATTLE (BRANC.. DIRECT ACCESS SEATTLE (BRANC... DC1-ION3K-1
Comcast Internet Comcast Comcast Internet

Internet

>

SEATTLE (BRANC... DIRECT ACCESS

Verizon Internet
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Issue # 5 : PA gateway

Summary

Applications

Mobile Users
Remote Sites
Prisma Access Locations

Settings

Summary

Proactively monitor the digital experience for applications across your organization.

Experience Performa

o Time Range

ankur|

Users - 1results

AnkurBhasin@alvisofincorp.com

MOBILE USER EXPERIENCE @

78]

for bile User P nance Ti is for Rem Si
Monitored Mobile Users 13
Monitored Applications 8
EEsTEEee—————————
Good Fair Poor

7 Apps 1Apps 0 Apps

Application Experience Score Trend for Mobile Users

100 g

Sites

Applications

Reset Filters

4y paloalto

NETWORKS




Issue # 5 : PA gateway

Search Any User/App or PA Location Q alvisofincorp

Monitored Mobile Users
View the application experience from your Prisma Access locations.

° Time Range 04 Nov 2021 10:37:30 AM - 04 Nov 2021 01:42:30 PM v Mobile Users AnkurBhasin v Reset Filters

Overall Stats Experience Score

Good Fair Poor
1Users 0Users 0 Users
1Monitored Users
User Name Computer Name Devices Avg. Experience Score T User Location Prisma Access Locations Service Provider
AnkurBhasin DESKTOP-EI1SHDJ Windows San Jose, US US West, Singapore Comcast Cable Communi...
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Issue # 5 : PA gateway

ANKURBHASIN'S EXPERIENCE ON OKTA VPN disabled - Experience on all Apps — Experience on Okta @ Significant Events
o 100 '
T (=" e e :
g 7 N et e T olte ST L L /] ] L A = i
G e I L ¢ ™ siiiimeaiins :
g I = ‘
Il
e e — ., =
b 09:30 10:00 10:30 11:00 11:30 12:00 2

Connected

= Lions_Guest
SsiDs

Trends Path Visualization Device Details

Show Tunnels ()

Show ISP Hops 36 hops (O) 0hops

First mile 37 total hops Last mile




Issue # 5 : PA gateway

ANKURBHASIN'S EXPERIENCE ON OKTA VPN disabled -~ Experience on all Apps — Experience on Okta @ Significant Events
L
o
b
8
e
4
g koo o o/
g
=
[}
g
< 10:00 10:30 11:00 11:30 12:00 12:30
Connected = Lions_Guest
SSIDs
Trends Path Visualization Device Details
Show ISP Hops 32 hops (O Ohops ~ GroupBy IPAddress v Fitter 1P @ Node
First mile 32 total hops Last mile
iehistit Nane
Show Hop Performance n Highlight None v Show Tunnels n Show Labels G’ {Paddress 72.14.232.235
Network Google LLC
DSCP 0 (Best Effort)
ASN 15169
Country us
P 2
o ATH TO OKTA City Shepherd
IAverage Latency 401.4 ms I
Average Jitter 2.51ms
Average Packet Loss 0.0%
DESKTOP-EI1SHDJ (2 jmm(= () (&) okta
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Issue # 5 : PA gateway

ANKURBHASIN'S EXPERIENCE ON OKTA VPN disabled ---- Experience on all Apps — Experience on Okta @ Significant Events
o 100
= 1 . e e ey sty sy
3
S 70
g | mmmm—eeeee;y 0V (BY-mm~——e— == S e ———————
2
g 30 A
b3
[}
;o = |
= 10:30 g 11:30 12:00 12:30 13:00
Connected “Z Lions_Guest
SSIDs
Trends Path Visualization Device Details
Show ISP Hops 26 hops (O Ohops ~ GroupBy IPAddress v Fil @ Node R
First mile 26 total hops Last mile
ighlight N
Show Hop Performance ‘D Highlight None v Show Tunnels (D Show Labels (D 1P address 72.14236.253
Network Google LLC
DscP 0 (Best Effort)
ASN 15169 plogy
Country us
@) PATH TO OKTA City Shepherd »rk Node
IAverage Latency 56 ms I
werage Jitter AT ms
Average Packet Loss 0.0%
DESKTOP-EI1SHDJ ()jmmn(= () E Okta
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Issue # 6 : Saas App

Summary
Search Any User/Site/App or PA Location Q 6490686403383082797 v
Proactively monitor the digital experience for applications across your organization.
Experience Performance Trends for Mobile Users Performance Trends for Remote Sites
° Time Range 15 Mar 2022 03:31:47 AM - 15 Mar 2022 08:20:56 AM v Application dropbox v Reset Filters
MOBILE USER EXPERIENCE @ Monitored Mobile Users 14 REMOTE S EXPERIENCE ©
—— Monitored Applications 1
‘ 5 ‘ Good Fair Poor
= —_— —_—
0Apps 1Apps 0Apps
Application Experience Score Trend for Mobile Users
100
2
)
8
8
1}
2
&
a 30
2
0
04:00AM 05:00AM 06:00 AM 07:00AM
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Issue # 6 : Saas App

App Performance Metrics @

AVAILABILITY
100

Availability DNS Lookup TCP Connect SSL Connect HTTP Latency

» Timeto FirstByte [ Data Transfer

50

Percentage

Mar 15

o
-4
v
-
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o
=
G
o

40

Milliseconds

Time to Last Byte

Availability: 100%
17 Mal ,C

Mar 15

=
[a)
o
(%)
o
z
F 4
m
2]
o

2k

Mar 16 Mar 17 Mar 18 Mar 19 Mar 20 Mar 21
Lower threshold 20 - Upper threshold 200
................................................ DS Lookup: 0.07 msec |
A A 17 Mar, 2022, 04:15 PM \ ‘
Mar 16 Mar 17 Mar 18 Mar 19 Mar 20 Mar 21

Milliseconds
=
o

Mar 15

73
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-
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o
z
r A
m
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=y

2k

Mar 16 Mar 17 Mar 18 Mar 19

SSL Connect: 912.7 msec
17 Mar, 2022,04:15 PM

Milliseconds

Lower threshold 50

Mar 20

Lower threshold 50

Upper threshold 500

Mar 21

Upper threshold 500
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Issue # 7 : Zoom

See the root cause of a user's Zoom meeting quality issue

Quickly identify root causes
including:

e CPU/RAM Consumption

° WiFi Issues

° Network Packet Loss

e Jitter

° Latency

° Application availability and

performance

42 | © 2020 Palo Alto Networks, Inc. All rights reserved.
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<‘ Autonomous DEM

| @

79 I Device Model MacbookProt 1
Device Hostrame M-CoRG81WLIMDEM
Application Experience Details
APPLE UPDATE SLACK-GLOBAL SMARTSHEET.COM ZooM GMAIL GOOGLE DOCS N/A
) (94) 96 96 97) 97 =
oo oy e e sl P i EA LY o p
[P— D)
Overall Zoom Performance Impact
Total Elapsed Time Total Number of Meetings Audio Video Screen Sharing
2858 s 80 receres 0 @) ©
- - . . ] -
0.5% 13 Poor Performing minutes 5% 4 Poor Performing meetings. 6 minutes 7 minutes 1 minutes
Poor erformance o Pertorm Poor erformane
Zoom Poor Performance Root Causes' See t h e root ca u se
Service Delivery Segnlent Root Caus| 9 . Percentage of Poor Performing Minutes Suggested Remedy
of a user’s meeti ng
" end User Dovice High CPU A as2% Closo computer intensive app.
: s UAlILY issues am
3 Local Network Figh LAN 5% Closo background applcations
4 Local Netwrk igh LAN Jiter 2 Minutes 5% Ctose baokgrour spplcations,
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Thank you!
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