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What is Changing in Emergency Update?

On December 31, 2023,

e The root certificate and default certificate for Palo Alto Networks firewalls and appliances running
PAN-OS software will expire.

e If you do not renew your certificates before they expire, your firewalls and Panorama appliances
will no longer establish new connections to Palo Alto Networks cloud services.

e Which will impact network traffic and potentially cause a network outage when existing
connections terminate and attempt to reconnect due to network changes, configuration changes,
or unforeseen events.

The root certificate will expire December 31 14:47:47 2023 GMT
The device certificate will expire December 31 20:14:14 2023 GMT
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Palo Alto Customers who have Firewalls or Panorama used for any of the below
following services will be impacted:

1. Scenario 1
e Data redistribution (User-ID, IP-tag, User-tag, GlobalProtect HIP, and/or quarantine list)
e URL PAN-DB private cloud (M-Series)
e WildFire private cloud appliance (WEF500/B)

1. Scenario 2
e WildFire/Advanced WildFire Public Cloud
URL/Advanced URL Filtering
DNS Security
ThreatVault
AutoFocus
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/user-id/deploy-user-id-in-a-large-scale-network/redistribute-user-mappings-and-authentication-timestamps/configure-user-id-redistribution
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/wf-500-wildfire-appliance
https://docs.paloaltonetworks.com/advanced-wildfire/administration/advanced-wildfire-overview/advanced-wildfire-deployments/advanced-wildfire-global-cloud
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-new-features/url-filtering-features/advanced-url-filtering
https://www.paloaltonetworks.com/network-security/dns-security
https://www.paloaltonetworks.com/blog/threat-vault/
https://docs.paloaltonetworks.com/autofocus

Target Upgrade Versions:

Current PAN-OS Version
8.1

9.0

9.1

10.0

10.1

10.2

11.0

111

Upgrade Target Version

8.1.21-h2
8.1.25-h1 or greater

9.0.16-h5 or greater

9.1.11-h4
9.1.12-hé
9.1.13-h4
9.1.14-h7
9.1.16-h3
9.1.17 or greater

10.0.8-h10
10.0.11-h3
10.0.12-h3 or greater

10.1.3-h2
10.1.5-h3
10.1.6-h7
10.1.8-hé
10.1.9-h3
10.1.10 or greater

10.2.3-h9
10.2.4 or greater

11.0.0-h1
11.0.1-h2
11.0.2 or greater

11.1.0 or greater
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Note:

All  hotfix releases have been
published for Firewalls, Panorama,
WF500/B, and URL Pan-DB
private cloud (M-series)
appliances.

For WF500/B and URL Pan-DB
private cloud (M-series) appliances
specifically, please use the
following hotfix releases:

8.1.25-h2,
9.0.16-h6,
9.1.16-h4,
10.0.12-h4,
10.1.11-h3,
10.2.7-h1,
11.0.3-h1,
11.1.0-h1




Action Required
Scenario 1
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Scenario 1 Required Steps

=> |If you are a customer with Data redistribution (User-ID, IP-tag, User-tag, GlobalProtect
HIP, and/or quarantine list) you will need to take one of the following two actions:

€ (1a) upgrade your affected firewalls, and Panorama (Management and Log Collector
modes),

€ (1b) deploy Custom Certificates to your affected firewalls, and Panorama
(Management and Log Collector modes).

=> |If you are a customer with URL PAN-DB private cloud (M-Series), or WildFire private
cloud appliance (WF500/B), you will need to take the following action:

€ (1a) upgrade your affected firewalls, WF-500s, M-Series, and Panorama
(Management and Log Collector modes).
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/user-id/deploy-user-id-in-a-large-scale-network/redistribute-user-mappings-and-authentication-timestamps/configure-user-id-redistribution
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-log-collection/configure-a-managed-collector
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/set-up-panorama/set-up-authentication-using-custom-certificates
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-log-collection/configure-a-managed-collector
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/wf-500-wildfire-appliance
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/wf-500-wildfire-appliance
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-log-collection/configure-a-managed-collector

* Panorama PAN-OS 10.0+
© Go to Panorama — Data Redistribution
= Under the Agents tab, you should see agents configured.

{» PANORAMA AC MONITOR  POLICIES NETWORK  DEVICE  PANORAMA

| Panorama v

|-
{As Setup

Agents | Clients nclude/Exclude Networks

& High Availability ——
E;] Config Audit ') Zitems | ->
@ Managed WildFire Clusters

= d D NAME ENABLED HOST PORT COLLECTORNAME HIP IP USER MAPPINGS IP TAGS QUARANTINE LIST USER TAGS CONNECTED
q Managed WildFire Applianc
2% Firewall Clusters { 10.6.112.76 10.6.112.76 5007 yes
’Z‘ Password Profiles { functest-vm500-56 10.6.112.56 5007 no
~  Administrators functest-vm500-57 10.6.112.57 5007 yes

:‘. Admin Roles

erlu Access Domain

3, Authentication Profile

| ;’ Authentication Sequence
User ldentification

s Data Redistribution

®  Under the Clients tab, you will see all the clients connecting to the Redistribution Agent.

c’ pANORAMA DASHBOARD ACC VONITOR S IBJECTS ) NORK Ol PANORAMA
Panorama v G @
{Aa Setup Agents Clients nclude/Exclude Networks
&) High Availability _
ELJ Config Audit » Jitems S
&R Managed WildFire Clusters
q X E] HOST INFORMATION PORT VSYS ID VERSION STATUS
Managed WildFire Appliant |
£ Firewall Clusters [] 10.6.11257 50372 vsysl 6 idle
E Password Profiles [] 10611277 42406 vsys1 6 e
= Administrators (] 10611273 60488 vsysl 6 idle
~£."| Admin Roles
&4

17) Access Domain

24 Authentication Profile
H Authentication Sequence
(2] User Identification

= Data Redistribution

[3 Scheduled Config Push
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® admin@PA-M200-Panorama-9> show redistribution service status

Redistribution info:

Redistribution service: up
listening port: 5007

SSL config: Default certificates
back pressure is: off
number of clients: 3

* admin@PA-M200-Panorama-9> show redistribution agent state all

Agent: 10.6.112.76(vsys: vsys1) Host: 10.6.112.76(10.6.112.76):5007
Status : conn:idle
Version : Ox6
SSL config: : Default certificates
num of connection tried =
num of connection succeeded =1
num of connection failed :0
num of status msgs sent : 191416
num of status reply msgs rcvd : 191416
num of request of ip mapping msgs sent : 0
num of request of all ip mapping msgs sent =
num of user ip mapping msgs rcvd :0
num of user_id_command msgs rcvd : 0
num of hip update msgs rcvd :0
num of hip report get messages sent =1
num of hip report get msgs rcvd :0
num of iptag post msgs rcvd :0
num of usertag post msgs rcvd : 0
num of all quarantine msgs sent : 0
num of quarantine msgs rcvd : 0
Last heard(seconds ago) 1
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admin@PA-M200-Panorama-9=> show redistribution service client all

Device ID

10.6.112.57/50372
10.6.112.77/42406
10.6.112.75/60488

Vsys-ID Version Status Redistribution

Redistribution: I IP User Mapping

Redistribution: T": IP Tag
Redistribution: "U": User Tag
Redistribution: 'H’: HIP Report
Redistribution: 'Q": Quarantine




Firewall PAN-OS 10.0+
© Got to Device — Data Redistribution

= Under the Agents tab, you should see agents configured.

VIONITOR

NETWORK

DEVICE

(& Setup Agents Clients Collector Se ; ude/Exclude Netw

= High Availability ——

E‘E] Config Audit \

“S Password Profiles ‘ -

) e R
PEOIsh sty [ | Nname ENABLED zeu::aLER HOST PORT

9 Admin Roles () PA-M200 1061129 5007
i Authentication Profile Panorama¥

: Authentication Sequence ®
EE] User Identification
ok, loT

= Data Redistribution

®  Under the Clients tab, you will see all the clients connecting to the Redistribution Agent.

POLICIES

litem S W
COLLECTOR IP USER QUARANTINE
NAME LDAP PROXY HIP MAPPINGS IP TAGS LIST USER TAGS CONNECTED
yes
NETWORK DEVICE

)

[

Setup

Clients | Collector Sett
& High Availability

Fir)

Config Audit

Ih

Password Profiles

[C] HOST INFORMATION
Administrators

PORT
: « y Admin Roles 106.112.9
"+ Authentication Profile

46364
s
% Authentication Sequence

User ldentification

of., loT

= Data Redistribution
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VSYS 1D VERSION

STATUS
vsysl

6 idle
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Detailed (1a) Steps:

Upgrade your impacted firewalls, WF-500, M-Series, and Panorama

=> |f you do not have Custom Certificates installed, you must upgrade all of your firewalls, WF-500s,
M-Series, and Panoramas (Management and Log Collector modes) that participate in data
redistribution (User-ID, IP-tag, User-tag, GlobalProtect HIP, and/or quarantine list), URL PAN-DB
private cloud (M-Series), and/or WildFire private cloud (WF500/B) to one of the PAN-OS
versions Ig the Target Upgrade Version table above on Slide-4.

=> Customers must upgrade their WF-500/B appliance to the releases mentioned below:
€ Released: 8.1.25-n2, 9.0.16-h6, 9.1.16-h4, 10.0.12-h4, 10.1.11-h3, 10.2.7-h1, 11.0.3-h1,

11.1.0-h1
=> Customers must upgrade their URL PAN-DB private cloud (M-Series) appliances to the releases

mentioned below:
€ Released: 8.1.25-h2, 9.0.16-h6, 9.1.16-h4, 10.0.12-h4, 10.1.11-h3, 10.2.7-h1, 11.0.3-h1,

11.1.0-h"1
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https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-log-collection/configure-a-managed-collector

Detailed (1b) Steps:
Data redistribution (User-ID, IP-tag, User-tag, GlobalProtect HIP, and/or quarantine list):

If all firewalls and Panorama on your network are running PAN-OS version 10.0 or above,
you can switch to Custom Certificates for data redistribution instead of default device and
root certificates. To know more about Customer Certificate: Link

Important:
> You must switch to custom certificates on the data redistribution agent and client for secure server and client communications.
-> If you use data redistribution between firewalls and Prisma Access, you must also apply a hotfix or upgrade your impacted firewalls. You do

not need to make changes to Prisma Access—you need only upgrade your firewalls to a targeted upgrade version.

WildFire private cloud (WF500/B): Custom Certificates are not an option.

URL PAN-DB private cloud (M-Series): Custom Certificates are not an option.

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/user-id/deploy-user-id-in-a-large-scale-network/redistribute-user-mappings-and-authentication-timestamps/configure-user-id-redistribution

= Once you have imported or generated the certificates, go to Device — Certificate Management — SSL/TLS Profile
® Click Add, provide a name for the object, select the appropriate certificate, and then select the min and max TLS versions.

SSL/TLS Service Profile @

Name | UIA-Redis-cert
Certificate | FW-253
Protocol Settings
Min Version | TLSv1.2

Max Version | Max

= Then Go to Device — Certificate Management — Certificate Profile
® Then click Add and Name the certificate profile, then click Add again under CA Certificates and add all CA Certificates that signed leaf certificate.

Certificate Profile ®
Name | UlA-redis-Cert-prof
Usemame Ficld  None
User Domain
CACertificates  [7] | NAME | DEFAULT OCSP URL OCSP VERIFY CERTIFICATE TEMPLATE NAME/OID
[[] ulArcotCa
[] utAinterCA
@ Add
Detaudt OCSP U misst start with hetp-d or hitps
I_J Use CRL CRL Receive Timeout {sec) 5 j Block session if certificate status is
. oo unknown
m Use OCSP OCSP Receive Timeout seg) 5

takes precedenc or CRL Block session if certificate status cannot be

Certificate Status Timeout (sec) ' 5 retrieved within timeout

:] Block session if the certificate was not
issued o the authenticating device

;] Block sessions with expired certificates
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= Go to Device — Setup — Secure Communication Settings
® Click on the gear in the top right corner to edit Secure Communication Settings
* |f configuring the firewall or Panorama as a server only for Data Distribution
© Check the box for Customize Secure Server Communication, then select the correct SSL/TLS Service Profile and the Certificate Profile.
© Under the Customize Communication, check the box for Data Redistribution

Secure Communication Settings @

Secure Client Communication

Custom Certificate Settings

Certificate Type | Predefined v

Customize Secure Server Communication
SSL/TLS Service Profile | UIA-Redis-cert v
Certificate Profile | UlA-redis-Cert-prof v
Customize Communication

Data Redistribution

* |f configuring the firewall or Panorama as a client only for Data Redistribution
© Under Secure Client Communication — Custom Certificate Settings, select the Certificate Type as Local, and select the appropriate Certificate and Certificate Profile.
= Under Customize Communication, check the box cn Data Redistribution.

Secure Communication Settings @

Secure Clhient Communication
Custom Certificate Settings
Certificate Type | Local W

Certificate | AEEH ~ ]

Certificate Profile | UIA-Redis-Cert-prof

Customize Communication
D Panorama Communication I:l PAN-DB Communication I:] WildFire Communication
D Log Collector Communication Data Redistribution

| ] Customize Secure Server Communication

SSL/TLS Service Profile v |

Certificate Profile | None v
Customize Communication

D Data Redistribution
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® |f the firewall or Panorama is acting as a Redistribution Agent and Client for bi-directional Data Distribution, then Both settings need to be configured on both firewall and/or Pancrama, with the appropriate server and client certificates.

Secure Communication Settings ©)

Secure Client Communication
Custom Certificate Settings
Certificate Type | Local
Certificate | FW-253 v

Certificate Profile | UlA-redis-Cert-prof

Customize Communication

D Panorama Communication D PAN-DB Communication D WildFire Communication
[[] Log Collector Communication (B Data Redistribution

Customize Secure Server Communication
SSL/TLS Service Profile | UlA-Redis-cert
Certificate Profile | UlA-redis-Cert-prof v
Customize Communication

Data Redistribution

“ C;‘”L“..:
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Action Required
Scenario 2

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Scenario 1 Required Steps

=> |f you are a customer with WildFire public cloud, Advanced WildFire public cloud, URL
Filtering, Advanced URL Filtering, DNS Security, Threat Vault, or AutoFocus, you must
perform one of the following three actions before your certificates expire on December 31, 2023:

€ (2a) install a specific content update on your impacted firewalls and Panorama appliances OR
€ (2b) upgrade your impacted firewalls and Panorama appliances OR
€ (2c) enable device certificates on your impacted firewalls and Panorama appliances.

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


https://docs.paloaltonetworks.com/advanced-wildfire/administration/advanced-wildfire-overview/advanced-wildfire-deployments/advanced-wildfire-global-cloud
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-new-features/url-filtering-features/advanced-url-filtering
https://www.paloaltonetworks.com/network-security/dns-security
https://threatvault.paloaltonetworks.com/
https://docs.paloaltonetworks.com/autofocus

Detailed (2a) Steps:

Install a specific content update on your affected firewalls and Panorama appliances

=> You must install the following content update version (8776-8390 or later) on your firewalls and
Panorama.

€ |[f you have automatic content configured, this update will be automatic
€ |If you manually update your content, please update your content to the content version above

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/install-content-and-software-updates

Detailed (2b) Steps:

Upgrade your affected firewalls and Panorama

=> Upgrade your firewall and Panorama to one of the PAN-OS versions in the Target
Upgrade Versions 8776-8390 or later

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Detailed (2c) Steps:

Enable Device Certificate on your affected firewalls and Panorama

=> |If you have firewalls and Panorama appliances running PAN-OS 8.1, PAN-OS 9.0, or PAN-OS

9.1, we do not recommend that you use this option.
=> |If you have firewalls and Panorama appliances running PAN-OS 10.0.5, PAN-OS 10.1.10,

PAN-OS 10.2.5, or PAN-OS 11.0.2 or any later versions or releases
-> Steps to enable the device certificate are: Link

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/obtain-certificates/device-certificate

Impacts, If not upgraded
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Impacts:

For Scenario 1:
. If you do not upgrade your impacted firewalls and Panorama appliances by December 31, 2023, your firewalls

and Panorama appliances will no longer be able to establish new connections to data redistribution (User-ID,
|IP-tag, User-tag, GlobalProtect HIP, or quarantine list),

. URL PAN-DB private cloud (M-Series) appliances or WildFire private cloud (WF-500 or WF-500-B)
appliances: If your existing connections terminate (such as when you make network or configuration changes
or experience any unforeseen network events), you will experience an outage of the impacted services when

they fail to reconnect due to expired certificates

For Scenario 2:
If you do not complete the recommended actions above before December 31, 2023, your WildFire public cloud,

Advanced WildFire public cloud, URL Filtering, Advanced URL Filtering, DNS Security, Threat Vault, and
AutoFocus services will no longer be able to establish new connections after that date.

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/pan-db-private-cloud-overview
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/wf-500-wildfire-appliance
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/wf-500-wildfire-appliance
https://docs.paloaltonetworks.com/advanced-wildfire/administration/advanced-wildfire-overview/advanced-wildfire-deployments/advanced-wildfire-global-cloud
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-new-features/url-filtering-features/advanced-url-filtering
https://www.paloaltonetworks.com/network-security/dns-security
https://threatvault.paloaltonetworks.com/
https://docs.paloaltonetworks.com/autofocus

Common concerns / queries :

1. Config assistance
Please find the below document for your reference:

https://live.paloaltonetworks.com/t5/customer-advisories/emergency-update-required-pan-os-root-
and-default-certificate/ta-p/564672

2. Functionality query

++ Production devices doesn't have userid, iptag, usertag, globalprotect, urlpandb private cloud so
scenario 1 is not applicable Scenario 1 Data redistribution (User-ID, IP-tag, User-tag, GlobalProtect
HIP, and/or quarantine list) URL PAN-DB private cloud (M-Series) WildFire private cloud appliance
(WF500/B) Mitigation: Upgrade PAN-OS on your affected devices, OR Deploy custom certificates to
replace the expiring certificates. ++ For scenario 2 we could resolve this by installing Content Update
(8776-xxxx or later) Scenario 2 WildFire/Advanced WildFire Public Cloud URL/Advanced URL
Filtering DNS Security ThreatVault Auto Focus
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https://live.paloaltonetworks.com/t5/customer-advisories/emergency-update-required-pan-os-root-and-default-certificate/ta-p/564672
https://live.paloaltonetworks.com/t5/customer-advisories/emergency-update-required-pan-os-root-and-default-certificate/ta-p/564672
https://live.paloaltonetworks.com/t5/customer-advisories/emergency-update-required-pan-os-root-and-default-certificate/ta-p/564672

Global Customer Support - Palo Alto Networks

For any further technical assistance, please contact support numbers listed below:
https://www.paloaltonetworks.com/company/contact-support
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