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Three Trends Reshaping Organizations Today

71% of organizations expect
to have their security mostly or 

completely in the cloud over the 
next two years*

62% of organizations are 
planning a permanent hybrid 
work posture for employees*

By 2024, more than 
60% of SD-WAN customers 

will have implemented 
a SASE architecture**

Cloud Adoption Remote User Mobility Digital Transformation

*The State of Hybrid Workforce Security 2021 ** Gartner WAN Edge Infrastructure MQ 2020



Heterogeneous Transport User Locations ChangeApps being Refactored

IT is losing visibility across the service delivery chain

No control over the home Wi-Fi 
and local network

Limited visibility on the endpoint

SD-WAN transport with no SLAs 
from ISP

No visibility into ISP performance

No visibility into cloud stack

No tools to benchmark Application 
performance from user’s 

perspective



WiFi

ISP

Visibility Challenges With Endpoints and Home Wi-Fi Network

User
Work Laptop

Internet

SaaS Apps

Enterprise Apps

On the Go

Home

Router

High CPU, Low Memory, Low Battery

Too many browser tabs open

Some apps take up too much 
memory or CPU

Contention with gaming &  streaming

Low WiFi Signal (working from garage)

Wi-Fi Interference (working from 
Starbucks)

Local network latency and loss

Consumer grade modem

App connectivity 
issues, 
availability, 
outages  



WiFi

ISP

Visibility Challenges With ISP and App Availability

User
Work Laptop

Public Cloud 
Hosted VPC

SaaS Apps

Enterprise Apps

On the Go

Home

Router

App availability

App latency and response time

Latency in connecting to pvt data center apps

Compare performance of apps hosted on 
different locations

ISP Outages

Latency and packet loss across 
multiple hops in the ISP path



Visibility Challenges With Branch Device Experience

Internet

SaaS Apps

Enterprise AppsBranch

Apps

Devices

Users

Branch 
Router

Visibility into performance of branch 
devices like IoT, POS, Security Cameras, 
Ordering Systems, and more.

Visibility into multiple transit paths 
through multiple ISPs / 5G 

Proactive visibility into which apps 
are performing well in which path

ISP



Digital Experience Monitoring (DEM) places user and branch 
experience at the center of monitoring 

Endpoint

Wi-Fi & LAN

Apps

ISP Paths
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Palo Alto Networks Prisma Secure Access Service Edge (SASE)
SASE Native DEM delivers exceptional user experience 

SaaS
Public
Cloud

HQ Data 
CenterInternet

Branch/
Retail

Home Mobile

Security
as a service

Network
as a service

Experience
for the user

ZTNA
CASB

FWaaS
Cloud SWG

SD-WAN Autonomous Digital 
Experience 

Management



Redefining User Experience Monitoring with Unrivaled ADEM  

Gain detailed performance insights 
across the entire SASE service 

delivery chain.

The endpoint, WiFi, router, ISP, 
Prisma Access, and application 

Integrated visibility from 
GlobalProtect clients, Prisma 

SD-WAN & Prisma Access Cloud

Easy to deploy and operate

Single dashboard for 
cloud-delivered security, network 
and user experience monitoring

Rapid problem isolation and root 
cause analysis 

SASE-Native DEM Segment-Wise Insights Comprehensive Visibility



WiFi Router ISP

ADEM for Users

Work Laptop

User

Internet

SaaS Apps

Enterprise Apps
On the Go

Home

Prisma Access

Endpoint Agent in GP client 
performs endpoint, WIFI and 

synthetic monitoring

Real user traffic analysis & 
additional synthetic vantage 

point  from within Prisma 
Access Cloud locations

A Comprehensive Monitoring Approach
Endpoint |  Synthetics  | Real User Traffic 



ADEM for Remote Networks

Overlay Path ISP Hops 

Native DEM integration into the 
Prisma SD-WAN provides digital 

experience for remote sites across 
multiple WAN paths

Branch

ADEM
HQ / Data Center

SaaS / Public Cloud

Prisma Access Path

HQ / Data Center

Native DEM integration into 
the GlobalProtect Clients 

adds visibility 
into end-user device, 

WiFi, LAN performance

Native DEM integration 
into the Prisma Access 

Cloud provides real 
user traffic visibility & 

additional vantage point 
for synthetics 

Secure Fabric Path

Direct Access Path
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Autonomous DEM Overview - Log 
into Prisma Access for ADEM



Get to Prisma Access Autonomous DEM

Prisma Access Autonomous Digital Experience Management (ADEM) is integrated the Prisma Access App 
itself.

We can get to Prisma Access App from:

The Hub:

The Hub is a single place where you can access all of the Palo Alto Networks Cloud Services and Apps for 
your Organization.



Prisma Access App: The Hub

Open The Hub

URL:
https://apps.paloaltonetworks.com/ 

https://apps.paloaltonetworks.com/


Prisma Access App: The Hub

Login to The Hub:

Use the credentials associated with your Palo Alto 
Networks Customer Support Account to log in to the Hub.



Prisma Access App: The Hub

The Hub: Dashboard

If the The Hub user is part of multiple CSP 
accounts, use the drop down on the top 
right corner to select the appropriate 
Account Name.

Click on the Prisma Access Icon to access 
the Autonomous DEM.

If you are not able to see the Prisma Access 
App, it might be because you are not 
assigned the required Hub role.

Account administrators can access any of 
your organization’s apps (including Prisma 
Access), and can assign roles to other users 
by selecting Settings > Access 
Management

The Account Administrator role on the hub 
is automatically assigned to the first user 
from your organization to register on the 
Palo Alto Networks customer support 
portal.



Prisma Access ADEM App: The Hub

The Hub: Open ADEM App

The users who have the correct roles 
should be able to see the Autonomous 
DEM in the Prisma Access navigation 
bar. Click on the summary tab to 
access ADEM



ADEM License Lock Dashboard - No ADEM License
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ADEM License activation

ADEM is an add-on purchase/license to 
prisma access. If the right license is not 
purchased and activated then the 
ADEM application is not accessible 



ADEM Licensed for Mobile Users and Remote Networks
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ADEM License activation

Upon the activation to the license the 
ADEM application becomes accessible 
to the users



ADEM Licensed for Mobile Users Only
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ADEM License activation

If only the ADEM Mobile users license is 
purchased only the Mobile users 
screens are activated



ADEM Licensed for Remote Network Only
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ADEM License activation

If only the ADEM Remote Networks  
license is purchased only the Remote 
Network screens are activated



ADEM Solution Overview - High 
Level Overview



Autonomous DEM High Level Solution Overview
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Endpoint
(Windows / 

macOS)

GP Client

ADEM Agent

Cloud Managed 
 ADEM Portal

Mobile 
Users

Mobile 
Users

Synthetic Test Configs
Synthetic Test Metrics

DEM  

DEM  
DEM  

Network 
Probe

Prisma 
Access

Probe VM
Traffic 
Logs

Synthetic Test Configs
Synthetic Test Metrics

Branch

Synthetic Test Configs
Synthetic Test Metrics

Prisma 
SD-WAN ION

ADEM Agent



Autonomous DEM Telemetry Data Storage
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● All ADEM data is stored in one of 8 DEM regions for a given tenant
● These map to existing CDL regions
● All DEM data is contained in a single region (DEM data for a single tenant never leaves its region)

DEM Country (AWS) DEM Region

US Ohio (us-east-2)

Europe Frankfurt (eu-central-1)

UK London (eu-west-2)

Singapore Singapore (ap-southeast-1)

Canada Canada Central (ca-central-1)

Japan Tokyo (ap-northeast-1)

Australia Sydney (ap-southeast-2)

India Mumbai (ap-south-1)



Prisma Access Configuration To 
Enable ADEM for Mobile Users and 

Remote Networks



Prisma Access Configuration to Enable ADEM for Mobile users
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1

2

3

5

Generate Client Certificate and select the certificate in Portal Agent Configuration

Enable “Log Collection for Troubleshooting”

Enable DEM in App Portal Settings 

6

Four simple steps to enable ADEM on Prisma Access

Note: If Prisma Access is already deployed, there is a possibility Step 1, 2 is already configured

Optional-Add Security policies to make sure agent registration to DEM portal is allowed - 
if no other allow policies match this https traffic 

Optional- Add Decryption policies to make sure traffic to DEM portal is allowed if 
Decryption is enabled

4 Enable DEM for Remote Networks



Panorama Configuration to enable ADEM

● Generate Client Certificate for the endpoint agent to authenticate with DEM Portal. DEM 
uses the same endpoint certificate used for the GP App log collection feature.
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Panorama Configuration to enable ADEM

● Set “Enable Log Collection for Troubleshooting” to Yes 
● Enable DEM. Default value is “Do Not Install”
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Panorama Configuration to enable ADEM

● Select the Client Certificate in Portal Agent Configuration 

● Add Security policies to make sure traffic to DEM portal is allowed. DEM endpoint 
registers to agent.dem.prismaaccess.com (prod). The policy should allow SSL traffic to 
the DEM portal
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Fawkes Configuration to enable ADEM

● Fawkes also support DEM configuration. Log collection and DEM should be enabled as 
shown below:
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DEM EndPoint Agent: Windows

● DEM install package is part of the GlobalProtect 5.2.6 
● DEM gets installed once GP connects to Prisma Access Portal if enabled on Portal
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DEM EndPoint Agent: Mac
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EndPoint Registered in DEM Portal
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Starting GlobalProtect 5.2.8, admin will have the flexibility to suppress receiving all ADEM 
endpoint update notifications (Install, Uninstall, Upgrade)



Autonomous DEM for Remote Networks
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Minimum Release

Prisma Access 2.2 Preferred

Prisma SD-WAN 5.6.1-b12

CloudBlade Panorama 2.1.2

CloudBlade Fawkes 3.1.1

● Software Version Matrix

● ADEM for Remote Network is only supported with Prisma Access and Prisma SD-WAN integrated 
deployments. No support for 3rd party Remote Network deployments.

● CloudBlade is required for Prisma Access and Prisma SD-WAN integration to enable ADEM
● Remote Network for Prisma Access should be configured with Aggregate Bandwidth.
● ADEM for RN can be enabled on Prisma Access on one or more compute locations.

● Supported for all Prisma SD-WAN Hardware and Virtual appliances



Deployment Facts for ADEM Remote Networks
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● To enable ADEM for Remote Networks, ADEM bandwidth should be allocated on Prisma Access compute locations following 
existing remote network aggregate bandwidth workflow

○ Supported from Panorama and Cloud Management App 
○ ADEM bandwidth allocation should match allocated remote network bandwidth on each compute location 



Prisma SD-WAN Site Registration on ADEM 
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● Following are the criterias for a successful ADEM agent registration with ADEM portal:
○ SD-WAN ION - 5.6.1

■ SD-WAN IONs deployed in Branches will have a new process “adem” after upgrading to 5.6.1 software
■ SD-WAN IONs deployed in DataCenter will not have this “adem” process

○ CloudBlade (CB) - 2.1.2 and 3.1.1:
■ CB-2.1.2 provides the following information to the SD-WAN controller

● Prisma Tenant-ID
● All SPN and RN information where tunnels are established

■ SD-WAN controller provides these information to the SD-WAN ION
○ ADEM agent in the SD-WAN ION will use the following information to register with the ADEM portal:

■ SD-WAN ION CIC certificate
■ Prisma Tenant-ID
■ SPN/RN information (SPN should have the ADEM enabled)

○ ADEM Portal will validate these information and successfully registers the ADEM agent



Prisma SD-WAN Site Registration on ADEM Portal
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Prisma Access Security Policy for Agent Registration



Prisma Access Decryption Policy for Agent Registration
(When SSL Decryption is Enabled)
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● When URL filtering capability is enabled, the URL filtering logs within Prisma Access will 
log all of the call-home entries by the ADEM Agents. 

● If we need to suppress them - Create an allow rule for *.dem.prismaaccess.com that 
doesn’t log those entries.

Prisma Access URL Filtering Policy to Suppress Agent Registration Logs

http://dem.prismaaccess.com/


ADEM License Usage Visibility on ADEM Portal
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Autonomous DEM Agents 
Overview



Autonomous DEM Endpoint Agents - Overview
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● Available for Windows and macOS
● Auto-installed by GP client
● Runs in the background, as a service (no UI)
● Connects to ADEM portal via HTTPS
● All connectivity via *.dem.prismaaccess.com  domains
● Sends up telemetry every 5 minutes



Autonomous DEM Endpoint Agents - Windows
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● Currently Intel-based Windows 
● Supports Windows 10 (and newer)
● Low footprint (<1%CPU, < 50MB RAM, <50MB disk)



Autonomous DEM Endpoint Agents - macOS
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● Currently Intel-based Macs 
● Supports OS X / macOS El Capitan (10.11) and newer
● Low footprint (<1%CPU, < 50MB RAM, <50MB disk)
● Search for “Dem” in Activity monitor



Autonomous DEM Prisma SD-WAN Agent - Overview
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● Bundled with SD-WAN ION software
● Auto-enabled by ADEM license
● Runs in the background, as a service (no UI)
● Connects to ADEM portal via HTTPS
● All connectivity via *.dem.prismaaccess.com  domains
● Sends up telemetry every 5 minutes
● Auto-update independent of SD-WAN ION software



Autonomous DEM Prisma SD-WAN Agent - Metrics
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● Collect element/device metrics
○ CPU, RAM
○ Device, Site Name and details

● Runs synthetic tests *
○ VPN Overlay - Delay, Jitter, Loss 
○ VPN Underlay - Delay, Jitter, Loss AND Hop-by-hop
○ User-defined tests

■ End-to-end delay, jitter and loss
■ End-to-end hop-by-hop
■ End-to-end web

* All tests are run over all possible paths.



Autonomous DEM Application 
Test Creation



ADEM Application Test configuration on ADEM Portal
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ADEM Application Test configuration - Select Remote Sites
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ADEM Application Test configuration - Select Mobile Users
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ADEM Application Test configuration - Select Application
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ADEM Application Test configuration - Advanced  Config Options



ADEM RN Application Test Summary - Assigned/Excluded Sites
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Assigned Remote Sites:
● When an App test is 

configured and the 
SD-WAN site is able to 
run the test, it is 
counted towards the 
Assigned Remote site 
count.

Excluded Remote Sites:
● When an App test is 

configured and the 
Sd-WAN site is unable 
to run the test because 
it has reached its max 
supported capacity it is 
counted towards the 
Excluded Remote Site 
count.



Autonomous DEM Synthetic Tests - Device Capacity
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Prisma SD-WAN ION Platform Application Test*
ION-1000 Upto 20

ION-1200 Upto 20

ION-2k Upto 30

ION-3k Upto 40

ION-7k Upto 50

ION-9k Upto 75

ION-3102V Upto 30

ION-3104V Upto 40

ION-3108V Upto 50

*Note: Each platform can run upto defined number of application test presuming each application is configured to use max 4 paths. If 
number of paths configured per application increases, it will reduce the overall application test per platform. Admin has flexibility to 
enable app performance monitoring on active paths only while creating app test on ADEM portal



Autonomous DEM Product 
Workflow



Organization Experience Dashboard for Mobile Users and Remote Sites
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Unified Application Experience Dashboard for Mobile User and Remote Sites
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Experience Dashboard for all Monitored Mobile Users 
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Mobile User Experience Dashboard with Per Application Experience 
Visibility 
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Mobile User to Application Path Visualization (Hop-By-Hop Node Experience 
Visibility)
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Experience Dashboard for all Monitored Remote Sites
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Remote Site Experience Dashboard with Per Application Per Path 
Experience Visibility
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Provide performance experience for all WAN paths (Active and Backup)

Per application Per Path Connectivity and Experience visibility



Remote Site Experience Dashboard - Per App Path Topology 
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Remote Site to Application Path Visualization (Hop-By-Hop Node 
Experience Visibility)



Thank you

paloaltonetworks.com
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BackUP Slides



Autonomous DEM for Mobile 
Users - Segment Wise Test Details



Segment-Wise:  Synthetics Cover Multiple Segments & Layers
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User

FQDN/IPMU SPN

ICMP test to default router

ICMP test to MU SPN 

Underlay traceroute-style test to MU SPN  => 
per hop loss, latency, jitter & path visualization 

ICMP test to MU SPN 

TCP test to target

Traceroute test to target 

HTTP  test to target E2E App

E2E Path

LAN

E2E Net

Underlay Path

Underlay Net

PA App

PA Path

PA Net TCP  test to target

Traceroute test to target 

HTTP  test to target 

Overlay Net



Autonomous DEM Synthetic Tests
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Endpoint Agents

● Local Network/Router - Delay, Jitter, Packet Loss 
● VPN Overlay - Delay, Jitter, Packet Loss 
● VPN Underlay - Delay, Jitter, Packet Loss and Hop-by-hop
● User-defined tests

○ End-to-end Delay, Jitter and Packet Loss
○ End-to-end hop-by-hop
○ End-to-end web

Network Probes

● User-defined tests
○ PA-to-service Delay, Jitter and Packet Loss
○ PA-to-service hop-by-hop
○ PA-to-service web



Network Metrics
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● Availability is calculated by measuring the duration each sample 
period had 3 or more of consecutive loss events.

● Delay is the time taken, in msec, to complete a round trip 
request/response circuit.

● Jitter is the variation in delay, in msec, and is calculated by taking the 
median absolute deviation (MAD) of the delays for each sample 
period.

● Loss is the number of packets lost, per sample period represented as 
a percentage.



Web HTTP/S Metrics
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● Availability is the number of successful transactions expressed as a percentage. A 
transaction is considered successful if no connection errors were encountered and the 
HTTP return code started with a 2 or a 3 (e.g. 200, 302, etc).

● DNS Lookup is the time taken, in msec, to complete the DNS resolution of the target 
URL's domain.

● TCP Connect is the time taken, in msec, to complete the TCP 3-way 
handshake/connection establishment.

● SSL Connect is the time taken, in msec, to complete the SSL handshake and establish a 
secure connection between the client and the server.



Web HTTP/S Metrics (cont’d)
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● Time To First Byte is the time taken, in msec, from the start of the DNS lookup to 
receive the 1st byte of data from the server. It is effectively the same as DNS Lookup + 
TCP Handshake + SSL Handshake + Waiting.

● Data Transfer is the time taken, in msec, to receive all of the data from the server.
● Time To Last Byte is the total time, in msec, of the entire transaction. It is effectively the 

same as DNS Lookup + TCP Connect + SSL Connect + HTTP Latency + Data Transfer.
● HTTP Latency is the time taken, in msec, for the server to process the HTTP request and 

send the first part of the response back.



Autonomous DEM Synthetic Tests
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Endpoint Agents

Local Network/Router - Delay, jitter, loss

● Uses ICMP to “ping” the local network router/firewall once every 10 secs.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss 

comprising of up to 30 measurements.

Endpoint Agent Local LAN Router
ICMP



Autonomous DEM Synthetic Tests
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Endpoint Agents

VPN Overlay - Delay, jitter, loss

● Uses ICMP to “ping” the remote end of the VPN tunnel (the private tunnel IP) once every 
10 secs.

● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss comprising 
of up to 30 measurements.

Endpoint Agent PA Gateway
ICMP

VPN Tunnel



Autonomous DEM Synthetic Tests
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Endpoint Agents

VPN Underlay - Delay, jitter, loss

● Uses ICMP to “ping” the PA gateway public IP once every 10 secs.
● Traffic to the gateway’s public IP is always routed outside the tunnel.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss comprising 

of up to 30 measurements.

Endpoint Agent PA Gateway
ICMP

Internet



Autonomous DEM Synthetic Tests
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Endpoint Agents

VPN Underlay - Hop-by-hop

● Uses ICMP to “ping” the PA gateway public IP with incrementing TTLs to discover the 
hops along the path.

● The path trace is run once every 5 minutes.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss for each 

discovered hop in the path.

Endpoint Agent PA Gateway
ICMP

Internet



Autonomous DEM Synthetic Tests
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Endpoint Agents

User defined test - End-to-end delay, jitter, loss

● Uses TCP to “ping” any user-defined IP/domain as part of a configured “test” once every 10 
secs.

● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss comprising 
of up to 30 measurements.

Endpoint Agent Any IP or Domain
TCP
PA



Autonomous DEM Synthetic Tests
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Endpoint Agents

User defined test - End-to-end hop-by-hop

● Uses ICMP to “ping” any user-defined IP/domain IP with incrementing TTLs to discover 
the hops along the path.

● The path trace is run once every 5 minutes.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss for each 

discovered hop in the path.

Endpoint Agent Any IP or Domain
ICMP

PA



Autonomous DEM Synthetic Tests
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Endpoint Agents

User defined test - End-to-end web

● Uses HTTP/S to “GET” any user-defined IP/domain as part of a configured “test” once 
every 5 mins.

● Results sent to DEM portal every 5 mins, and contains HTTP/S timing metrics.

Endpoint Agent Any IP or Domain
HTTP/S

PA



Autonomous DEM Synthetic Tests
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Network Probes

User defined test - PA-to-service delay, jitter, loss

● Uses ICMP to “ping” any user-defined IP/domain as part of a configured “test” once every 
10 secs.

● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss 
comprising of up to 30 measurements.

Prisma Access Any IP or Domain
TCP



Autonomous DEM Synthetic Tests
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Network Probes

User defined test - PA-to-service hop-by-hop

● Uses ICMP to “ping” any user-defined IP/domain IP with incrementing TTLs to discover the 
hops along the path.

● The path trace is run once every 5 minutes.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss for each 

discovered hop in the path.

Prisma Access Any IP or Domain
ICMP



Autonomous DEM Synthetic Tests
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Network Probes

User defined test - PA-to-service web

● Uses HTTP/S to “GET” any user-defined IP/domain as part of a configured “test” once 
every 5 mins.

● Results sent to DEM portal every 5 mins, and contains HTTP/S timing metrics.

Prisma Access Any IP or Domain
HTTP/S



Autonomous DEM Split Tunneling for Mobile Users
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Network 
Performance 

Application 
Performance 

Network Path 
Visibility

Traffic Destined to 
Prisma Access

TCP HTTP/HTTPs ICMP 

Split Tunnel DIA 
traffic

TCP HTTP/HTTPs Not Supported



Autonomous DEM for Remote 
Networks - Segment wise Test 

Details



Synthetics to Cover Multiple Segments and Layers - Prisma Access Path
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FQDN/IPRN SPN

ICMP test to RN SPN 

Underlay traceroute-style test to RN SPN  => 
per hop loss, latency, jitter & path visualization 

ICMP test to RN SPN Gateway 

TCP test to target

Traceroute test to target 

HTTP  test to target E2E App
E2E Path
E2E Net

Underlay Path

Underlay Net

PA App
PA Path
PA Net TCP test to target

Traceroute test to target 
HTTP  test to target 

Overlay Net

Branch



Synthetics to Cover Multiple Segments and Layers - Secure Fabric Path

FQDN/IP

ICMP test to Prisma SD-WAN in DC  

Underlay traceroute-style test to Prisma SD-WAN in DC  => 
per hop loss, latency, jitter & path visualization 

TCP test to target

Traceroute test to target 

HTTP  test to target E2E App
E2E Path
E2E Net

Underlay Path

Underlay Net

Overlay Net

Branch Datacenter

LQM test to Prisma SD-WAN in DC



Synthetics to Cover Multiple Segments and Layers - Direct Access Path
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FQDN/IP

TCP test to target

Traceroute test to target 

HTTP  test to target E2E App

E2E Path

E2E Net

Branch



Autonomous DEM Synthetic Tests
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Prisma SD-WAN ADEM Agents

● VPN Overlay - Delay, Jitter, Packet Loss
○ (except Secure Fabric overlay, that uses LQM)

● VPN Underlay - Delay, Jitter, Packet Loss and Hop-by-hop
● User-defined tests

○ End-to-end Delay, Jitter and Packet Loss
○ End-to-end hop-by-hop
○ End-to-end web

* All tests are run over all possible paths.
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● Only “Active” paths are used when calculated rollup/aggregate experience scores.
● The same path could be active or backup for different applications, based on policy.
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● Availability is calculated by measuring the duration each sample period had 3 or more of 
consecutive loss events.

● Delay is the time taken, in msec, to complete a round trip request/response circuit.
● Jitter is the variation in delay, in msec, and is calculated by taking the median absolute 

deviation (MAD) of the delays for each sample period.
● Loss is the number of packets lost, per sample period represented as a percentage.
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● Availability is the number of successful transactions expressed as a percentage. A 
transaction is considered successful if no connection errors were encountered and the 
HTTP return code started with a 2 or a 3 (e.g. 200, 302, etc).

● DNS Lookup is the time taken, in msec, to complete the DNS resolution of the target 
URL's domain.

● TCP Connect is the time taken, in msec, to complete the TCP 3-way 
handshake/connection establishment.

● SSL Connect is the time taken, in msec, to complete the SSL handshake and establish a 
secure connection between the client and the server.
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● Time To First Byte is the time taken, in msec, from the start of the DNS lookup to 
receive the 1st byte of data from the server. It is effectively the same as DNS Lookup + 
TCP Handshake + SSL Handshake + Waiting.

● Data Transfer is the time taken, in msec, to receive all of the data from the server.
● Time To Last Byte is the total time, in msec, of the entire transaction. It is effectively the 

same as DNS Lookup + TCP Connect + SSL Connect + HTTP Latency + Data Transfer.
● HTTP Latency is the time taken, in msec, for the server to process the HTTP request and 

send the first part of the response back.
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Prisma SD-WAN ADEM Agent

VPN Overlay - Delay, jitter, loss

● Uses ICMP to “ping” the remote end of the VPN tunnel (the private tunnel IP) once every 
10 secs.

● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss comprising 
of up to 30 measurements.

Note: Secure Fabric VPN connections use CGX LQM in place of ADEM synthetic tests.

Prisma SD-WAN 
ADEM Agent PA Gateway

ICMP
VPN Tunnel
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Prisma SD-WAN ADEM Agent

VPN Underlay - Delay, jitter, loss

● Uses ICMP to “ping” the PA gateway public IP once every 10 secs.
● Traffic to the gateway’s public IP is always routed outside the tunnel.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss comprising 

of up to 30 measurements.

Prisma SD-WAN 
ADEM Agent PA Gateway

ICMP
Internet
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Prisma SD-WAN ADEM Agent

VPN Underlay - Hop-by-hop

● Uses ICMP to “ping” the PA gateway public IP with incrementing TTLs to discover the 
hops along the path.

● The path trace is run once every 5 minutes.
● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss for each 

discovered hop in the path.

Prisma SD-WAN 
ADEM Agent PA Gateway

ICMP

Internet
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Prisma SD-WAN ADEM Agent

User defined test - End-to-end delay, jitter, loss

● Uses TCP to “ping” any user-defined IP/domain as part of a configured “test” once every 10 
secs.

● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss comprising 
of up to 30 measurements.

● Each test is run over each path.

Prisma SD-WAN 
ADEM Agent Any IP or Domain

TCP
xN Paths
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Prisma SD-WAN ADEM Agent

User defined test - End-to-end hop-by-hop path trace

● Uses ICMP to “ping” any user-defined IP/domain IP with incrementing TTLs to discover 
the hops along the path.

● Results sent to DEM portal every 5 mins, contains average delay, jitter and loss for each 
discovered hop in the path.

● One test is run per 5 mins, for each path.

Prisma SD-WAN 
ADEM Agent Any IP or Domain

ICMP

xN Paths
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Prisma SD-WAN ADEM Agent

User defined test - End-to-end web

● Uses HTTP/S to “GET” any user-defined IP/domain as part of a configured “test” once 
every 5 mins.

● Results sent to DEM portal every 5 mins, and contains HTTP/S timing metrics.
● One test is run per 5 mins, for each path.

Prisma SD-WAN 
ADEM Agent Any IP or Domain

HTTP/S
xN Paths
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