Feature List

Product Delivery

Security Controls

App-ID

Custom App-ID

User-ID

Dynamic User Group
Dynamic Address Group / Tag based policies
Custom URL Category
App-ID group/port groups
Security zones based policies
Policy Optimizer

Content ID

External Dynamic Lists

IPS and Spyware Threats Protection
IPS

IPS Default profile

IPS Strict Profile

Anti-Spyware

Malware and File-based Threat Protection

Antivirus
FileBlocking

Web based Threat Protection
URL Categories and Filtering

Additional Security Services

Cloud NGFW

Managed Cloud
Service

Yes
No
No
No
No

Yes
No
No
No
No

Yes

Yes
Yes

No
Yes

Yes
Yes

Yes

VM-Series

Self-managed Virtual
Appliance (DIY)

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes

Yes
Yes

Yes



WildFire

DNS Security
DLP

IOT Security

Panorama Management

Consistent policies (multi-cloud) using Panorama

Networking

Overlay Routing

DHCP

IPsec Site-to-Site VPN

Global Protect (User VPN)

Packet Capture

Local DNS resolution

RBAC for Cloud Console/Panorama

Routing Protocols
NAT

Decryption
Outbound Decryption
Inbound Decryption

AWS Native Services Support
AWS Firewall Manager Support
S3 Bucket Logging

Cloud Watch Log Group

Kinesis Data Firehose

Cortex Data Lake support

Native Splunk Integration
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No
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No
No

Yes
Yes

Yes
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No
No

Yes
Yes
Yes
Yes

Yes

Yes
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Yes
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No
No
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Yes
Yes ( via Panorama)


https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin/set-up-panorama/set-up-administrative-access-to-panorama/configure-administrative-accounts-and-authentication/configure-local-or-external-authentication-for-panorama-administrators

Automation Support
CloudFormation template Yes Yes (Deployment Only)
Terraform Yes Yes



