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Cl’yptOWa I I version 3

RANSOMWARE

BB u Security vendors join together and reveal lucrative ransomware attacks affecting
.|'|:'l. I L. | |":'l. I"'-. C F hundreds of thousands of users:

CYBER THREAT ALLIANCE CRYPTOWALL DASHBOARD

DASHBOARD DETAILEDDATA in estimated damages
i across the globe
Tﬁm’& e +PER CAMPAIGN §

SELECT TIME PERIOD
Fabruary 5, 2015 | ——— October 28, 2015

TOTALMALWARE COMMAND-AND-CONTROL  COUNTRIES

““ -, crypti3
4,382 1015 55 command and second-tier IP
R —— control URLs addresses used for
. command and control
# PER SAMPLE
campaign code attempted infections of CryptoWall
identifiers version 3
hitp-//beybladeoyunlari.org
http:/idag. ntent/pl
hitp-/idemandgenerator co.ul pr‘cum!nL‘f\lu malware samp |es
hitp:/imicroforge andfiting. in/wi /o % o flang 9

hitp:/idelgadillo.com.mx/imnafr2.ph

hitp/inationautopar com/1 php
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CRYPTOWALL RANSOMWARE
COST USERS $325 MILLION IN 2015

by NewsEditor on November 2nd, 2015 in Industry and Security News.
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| @ CryptoDefense |

| @ Cryptowall

| @ CryptoLocker |

@ CryptoFF | | CryptoJoker | > 20 Families
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pop3 2.895%
imap .256%

web
browsing
18.201%

ftp 0.129%

SMTP http-proxy 0.9%
78.291%
flash 0.036%

webdav 0.017%
soap 0.014%

| unpan 0.014%
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NEXT GENERATION SECURITY PLATFORM



