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Introduction

With the introduction of the Gateway Load Balancer (GWLB) in mid-November 2020,
AWS provided its customers with any port, load-balancing router. Prior to that, Azure
and GCP were the only public clouds that had such a construct. Customers use these to
provide a security layer that is scalable, resilient, and adaptable. In the AWS
implementation, endpoints are an integral part of the solution but are not a new concept
in AWS. They connect elastic network interfaces (ENIs) to targets (e.g. GWLB) via
"worm holes" in the fabric and and have been used with network load balancers (NLBs)
for some time. These worm holes in the fabric bypass the usual routing constructs and
can perforce result in some difficulty when troubleshooting. In this blog post, we will
trace the flow of a request originating from a client on the internet to a server in the
AWS infrastructure. The infrastructure was deployed using the following TerraForm
template:

https://github.com/wwce/terraform/tree/master/aws/GWLB-Demo

and follows current best practices regarding architecture:
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This architecture also supports east-west and outbound traffic flows, although they will
be treated separately in subsequent blog posts. Today, we will focus on the following
request flow:
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And the corresponding response flow:

Note that AWS assigns unique resource identifiers to each resource in the environment.
Examples include tgw-attach-0b86ac38ab82dfff9 or subnet-0e1119f6fc333eabd. Every
resource created is assigned one of these unique identifiers. This means that although
the template creates the environment using identical resources, the individual resource
identifiers will be different.
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N.B. - Routes to the 104.219.136.0/21 and 107.64.0.0/10 subnets
pointing to the internet gateway (IGW) in the APP VPCs are the
author's primary/secondary ISP subnets and were added post-
deployment to facilitate direct access to the hosts in the VPCs for
troubleshooting. They do not exist in the publicly-available
templates and can be ignored.

Request Step 1 - Can We Talk?

The process begins when a user wishes to connect to our web server. The FQDN (or
Alias or CNAME) of the application load balancer (ALB) is resolved to the relevant public IP
address and the browser initiates the connection.

Load balancer: | app-alb-PANW-b4c2 |_J Q=]
Description ~ Listeners ~ Monitoring  Integrated services  Tags
Basic Configuration
Name app-alb-PANW-b4c2
ARN : i ing:us-east-1:48485700 pp-alb-PANW-bdc2/e427b4c229752196 (7]
DNSname  app-alb-PANW-bdc2-1 .us-east-1.elb. com )

(A Record)
State  active
Type application
Scheme internet-facing

IP address type ipvé

Request Step 2 - Internet Gateway (IGW)

The request is arrives at the IGW, which translates the public IP address of the load
balancer (LB) to the corresponding private IP address. Although it is possible to use the
AWS CLI to see this mapping, searching for the LB name in the Network Interfaces
section of the GUI is somewhat easier:

Network interfaces (1/2) info l C ] [ Actions ¥ I m

Q 1 @
search: app-alb-PANW-b4c2 X ‘ Clear filters

v Availability Zone v Security groups ¥ Description v Instance ID v Status v Public IPv4 address v Primary private IPv4 address v

381106f6b84640d [4 us-east-1c app-data-sg-PANW... ELB app/app-alb-PAN... - @ In-use 52.200.216.12 10.102.0.68

i81106f6b84640d [4 us-east-1a app-data-sg-PANW... ELB app/app-alb-PAN... - @ In-use 18.235.66.193 10.102.0.46

There may be multiple IP address combinations present. This is because it is possible
(and best practice) to use multiple availability zones for resiliency.
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Once the address translation is complete, the IGW uses ingress routing to send the
request to the local GWLB endpoint. The easiest way to see this is to copy the Internet

gateway ID from the interface:

Internet gateways (1/3) info

Q

-] Name

v

app-vpc-igw-PANW-77d3

sec-vpc-igw-PANW-f975

app-vpc-igw-PANW-b4c2

Internet gateway ID

igw-01c49479188ae080e
igw-08b6f2589bae33447
igw-0bb33f319d240e9c4

v Sta

@© Attached
@© Attached
@© Attached

te v VPCID

(0] (o~ | IR

vpc-08321c49862545523 | app-vpc-PANW-77d3
vpc-006987452e8ad629a | sec-vpc-PANW-f975

vpc-0f681106f6b84640d | app-vpc-PANW-b4c2

v Owner

484857004050

484857004050
484857004050

1 @

v

And search for the IGW ID in the VPC route tables. Looking at the routes, we see that

the IGW sends the request to an endpoint as the next hop to the target subnet(s):

Q  search : igw-0bb33f319d240e9c4 Add fiiter

Name

app-gwibe-t-PANW-bdc2

app-main-t-PANW-b4c2

B  igw-n-PANW-bic2

Route Table: rtb-055484518¢272b609

Summary

Edit routes

Destination
10.102.0.0/16
10.102.0.32/28
10.102.0.48/28
10.102.0.64/28
10.102.0.80/28
10.102.0.96/28

10.102.0.112/28

Request Step 3 - The GWLB Endpoint

- Route Table ID

rtb-0ccfc780516520¢06
rtb-02eae9f0eb7ce9dd 1
b-055484518¢272b609

Explicit subnet assoclatior  Edge associations

subnet-01c599227b8e1ab39 -

subnet-0709ac7ea08f1e5a3 -

Route

Routes Subnet

View  All routes

Edge

Igw-0bb331319d240e9c4

Tags

Status

Vpc-0168110616084640d |

~  Owner

484857004050
484857004050
484857004050

Propagated
No
No
No
No
No
No

No

o % @

1to30f3

_J_N=]

Recall that Endpoints are ENIs that provide direct access to services within the VPC.
ENIs are AZ-specific constructs and are instantiated in every AZ where service access
is required. Clicking on the target (vpce-Oe2eefa12c0e4bb5c) we can see additional
information about the Endpoint, including the associated Endpoint Service:
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Create Endpoint .Y g

(), Endpoint ID : vpce-Oe2eefal2c0edbbsc

Name Endpoint ID

Endpoint: vpce-Oe2eefal2cOedbbSc

vpce-Oe2eefal2cOedbbSc

Add filter

VPC ID

vpc-0f681106f6b8..

Details Subnets Notifications Tags
EndpointID  vpce-Oe2eefal2cOedbbSc
Status  available
Creation time  February 12, 2021 at 2:01:58 PM UTC-6 )
Endpointtype  GatewayLoadBalancer

Private DNS names enabled

o % 0
1to1of1
Service name -« Endpoint type Status Creation time
com. vpce.us-east-1.vp 157b95a6d GatewaylLoadBala... available February 12, 2021 at 2:01:58 PM UT...
_J =]
VPCID  vpc-01681106/6b84640d | app-vpc-PANW-bdc2

Status message
com.

b95a6d

Service name
DNS names

Vpce.us-east-1.vpc

If we then look at Endpoint Services, we can see that this service is associated with a
multi-AZ load balancer in addition to multiple AZs:

Create Endpoint Service J-Y LU o % @
Q com pos.us-east-1.vpx edd157b95a64 to1of1
us-east-1b
® Name - ID Types Service name status JONIE us-ceet-1c es
O] poe-sve-0dcBoedd157b9586d  Gatewayl com VDCe.us-east-1.vp: 4ceedd157b95a6a Avallable 2Avallabilly Zones  No
Endpoint Service: vpce-svc-04c6cedd157b95a6d [_N=Q=]
Detalls Load Balancers  Whitelisted principals |~ Endpoint Connections  Notifications Tags
Manage the Load Balancers assoclated with your endpoint service. Load Balancers accept requests recelved from endpoints that are created for the endpolnt service and route those requests to targets hosting your service.
Load
1102012
Avallabllity Zone Load Balancer names
us-east-1c (use1-az2) sec-gwlib-PANW-f975
us-east-1b (uset-az1) sec-gwib-PANW-975
Clicking on the loadbalancer, we can see more detailed information:
B: Actions v
Create Load Balancer o & O
Q, search : sec-gwib-PANW-975 Add fitter 1totof1
®  Neme - DNSname state vec D Availability Zones Type Created At Mor
B sec-awlb-PANW-1975 active vpc-006987452e8ad629% us-east-1c, us-east-1b oaleway February 12, 2021 at 1:55.4...
Load balancer: | sec-gwib-PANW-1975 _N-Q=]

gwib-PANW-1975/de1a0c 1545630101 (2]

Description ~ Listeners ~ Monitoring  Integrated services  Tags
Basic Configuration

Name  sec-gwlb-PANW-1975

ARN  am:aws:elast -east-1:484857004¢

State  active

Type  gateway

IP address type  Ipv4
VPC  vpc-006987452e8ad629a (7

Availability Zones

Creation time

Attributes

Deletion protection

Cross-zone load balancing

Pro Tip: If it has not already been done, "Cross-zone load balancing”

be18e6e0 - us-east-1c (7
5374 - us-east-1b (7'

subnet:

a5b’

subnet:

February 12, 2021 at 1:55:47 PM UTC-6

Disabled

Enabled

Edit attributes

should be enabled

in the attributes. This ensures that the GWLB can use any backend pool member in any
availability zone and facilitates resiliency.
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Request Step 4 - The Firewalls

The GWLB uses Generic Network Virtualization Encapsulation (GENEVE) to create an
overlay network between the load balancer and the firewalls. At present, this overlay
network is not connected to the firewalls virtual router, which improves packet handling
efficiency but requires that all traffic ingress/egress the FW via the GENEVE tunnel.
Under the hood, the GWLB is a souped-up NLB and the configuration is very similar.
Once the traffic reaches the GWLB, it is distributed amongst the available backend pool
members. Looking at the listeners for the GWLB, we see one of the first differences
between the GWLB and a standard NLB:

), search : arn:aws:elasticloadbalancing:us-east-1:... Add filter 1to1of1
® Name < DNS name State VPCID Availability Zones Type Created At
@  sec-gwlb-PANW-f975 active vpc-006987452e8ad629a us-east-1c, us-east-1b gateway February 12, 202
Load balancer: | sec-gwlb-PANW-f975 [_N=N=]
Description  Listeners  Monitoring Integrated services  Tags

A Gateway Load Balancer consists of an IP listener that receives all connection requests and routes them to the target group you specify. You can edit the listener to change the target group to which requests get forwarded.
Edit  Delete
Listener

ARN arn:aws:elasticloadbalancing:us-east-1:484857004050:listener/gwy/sec-gwlb-PANW-f975/de1a0c 1b4563010f/716d330feead50db (2]

Forwarding to target group  sec-gwlb-tg-PANW-975

The GWLB is an any port load balancer and consequently no port(s)are
specified/required. All TCP/UDP traffic is load balanced to the associated target group.

Selecting the target group, we see that it is comprised of the FW in the security VPC:

EC2 > Targetgroups > sec-gwlb-tg-PANW-f975

sec-gwlb-tg-PANW-f975 Delete |

arn:aws:elasticloadbalancing:us-east-1:484857004050:targetgroup/sec-gwlb-tg-PANW-f975/008571474a4c908966

Basic configuration

Target type Protocol : Port VPC Load balancer
Instance GENEVE: 6081 Vpc-006987452e8ad629a [4 sec-gwlb-PANW-f975 [
Group details Targets Monitoring Tags

Registered targets (2) [ Cc ]

Q 1 @
Instance ID v Name v Port v Zone v Status v Status details
i-0e6¢62c3020a82cee FW-us-east-1c-PANW-f975 6081 us-east-1¢ @© healthy
i-Obc983cBae20aceS5a FW-us-east-1b-PANW-f975 6081 us-east-1b © healthy

The FW are targeted by instance ID, which ensures source IP preservation but requires
that the management and first data plane interface be swapped.

Selecting one of the targets, we can see the firewall details:
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(G ][ comert ][ mstancestate v | [ actions + | [ HIER

Instances (1/1) info

Q 1 @
Instance ID: i-0e6c62c3020a82cee X Clear filters
Name v Instance ID Instance state v Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v Public IPv4 ...
FW-us-east-1c-PANW-f975 i-0e6c62c3020a82cee © Running @@ ms.xlarge @ 2/2checkspasse¢  Noalarms +  us-east-Tc - -
E = @

Instance: i-0e6¢62¢c3020a82cee (FW-us-east-1c-PANW-f975)

Details Security Networking Storage Status checks Monitoring Tags

¥ Instance summary Info

Public IPv4 address Private IPv4 addresses

- F 10.10.0.28

Instance ID

(3 i-0e6c62c3020a82cee (FW-us-east-1c-PANW-f975)
10.10.0.100

Public IPv4 DNS Private IPv4 DNS

- ip-10-10-0-100.ec2.internal

Instance state
@ Running

Instance type Elastic IP addresses VPCID

Vpc-006987452e8ad629a (sec-vpc-PANW-1975) [4

m5.xlarge 52.7.218.8 (fw-mgmt-eip-us-east-1c-PANW-f975) [Public IP]

AWS Compute Optimizer finding IAM Role Subnet ID

G})'Opt»in to AWS Compute Optimizer for recommendations. | Learn more iam-role-PANW-f975 [4 subnet-06d1664ebbe18e6e0 (sec-data-subnet-us-east-1c-PANW-
f975)[4

¥ Instance details Info

Request Step 5 - Return to the GWLB
Endpoint

The permitted request is returned to the GWLB via the GENEVE tunnel and then back
to the Endpoint. Recall that the ID of the Endpoint is vpce-0e2eefa12c0e4bb5c. If we
take a closer look at that Endpoint, we can determine the subnet that it resides in:

(R Actions v o % 0

Q search : vpce-Oe2eefal2c0edbbSc Add filter 1to1of1
@ Name - Endpoint ID -~ VPCID Service name - Endpointtype - Status - Creation time
(] Vpee-Oe2eefal2cOedbbsc VpC-01681106{6b84640d | app-vpe-PANW-bdc2 com pe.us-6ast-1.vp 04c6 GatewayLoadBala... available February 12, 21
Endpoint: vpce-De2eefal2c0edbbsc [N =N =]
Detalls Subnets Notifications Tags

Manage Subnets

Subnet ID Avallability Zone IPv4 Addresses IPV6 Addresses Network Interface ID Outpost ID

subnet” us-east-1c (use1-az2) 10.102.0.23 eni-074e767706087de2

01c599227b8e1ab39

The private IP of the LB is on the same subnet and the traffic is delivered directly to the
LB:
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Subnets (1/1) infe l C [ Actions v m

Q 1 @
‘ search: subnet-01¢599227b8e1ab39 X Clear filters
Name v Subnet ID v State v VPC v IPv4 CIDR v IPV6 CIDR v Available IPv4 addresses v
app-gwlbe-subnet-... subnet-01¢599227b8e1ab39 @ Available vpc-0f681106f6b84640d | ap... 10.102.0.16/28 - 10
E = @

subnet-01¢599227b8e1ab39 / app-gwlbe-subnet-PANW-b4c2

Detalls | Flowlogs | Route table Network ACL | Tags | Sharing

Edit route table association

Route table: rtb-0ccfc78051b520¢06 / app-gwlbe-rt-PANW-b4c2

Routes (2)
Q 1 @
Destination Target
10.102.0.0/16 local
0.0.0.0/0 igw-0bb33f319d240e9c4

Request Step 6 - The ALB

Once the request arrives at the ALB, it is processed by the local listener:

Q Filter by tags and attributes or search by keyword 1to30f3
Name + DNS name ~ State ~ VPCID ~  Availability Zones ~  Type ~  Created At
@  app-alb-PANW-bac2 app-alb-PANW-b4c2-175835730.us-east-1.elb.amazonaws.com active Vpc-0168110616b84640d us-east-1c, us-east-le, ... application February 12, 20;
Load balancer: | app-alb-PANW-b4c2 N -} =]

Description | Listeners ~ Monitoring  Integrated services  Tags

Alistener checks for connection requests using its configured protocol and port, and the load balancer uses the listener rules to route requests to targets. You can add, remove, or update listeners and listener rules.

Listener ID Security policy  SSL Certificate  Rules
HTTP: 80 N/A N/A Default: forwarding to app-tg-PANW-b4c2
am...e7321a7377087a0 ~ View/edit rules
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And sent to a viable target pool member:

EC2 > Targetgroups » app-tg-PANW-b4c2

app-tg-PANW-b4c2 [ petete |
Dar i ing: t-1:48485700 g-PANW-b4c2/ab386f02305ae702

Basic configuration

Target type Protocol : Port VPC Load balancer

Instance HTTP: 80 vpc-0f6811066b84640d [4 app-alb-PANW-b4c2 [4

Protocol version
HTTP1

Group details Targets Monitoring Tags

Registered targets (1) c m

Q 1 @
Instance ID v Name v Port v Zone v Status v Status details

i-049eb3bcdb0d6951f app-PANW-bac2 80 us-east-1c @ healthy

Response Step1 - The GWLB Endpoint

The response from the server is returned to the ALB and then the subnet route table
determines where to send the packet. Looking at the ALB, we can see the associated
subnets:

Network interfaces (2) info l C ] Actions ¥ ‘m

Q 1 @
search: app-alb-PANW-b4c2 X ‘ Clear filters
Name v Network interface ID ¥ Subnet ID v VPCID v Availability Zone ¥ Security groups ¥ Description
eni-05bc26471b22b713b subnet-02f7cf4c7f45ed8al [4 vpc-0f681106f6b84640d [ us-east-Ta app-data-sg-PANW... ELB app/app-alb-PANW-b4c2/e427b4c229.
eni-06ef68c8bfch89242 subnet-010c64afb39e4a672 [4 Vpc-0f681106f6b84640d [2 us-east-1c app-data-sg-PANW... ELB app/app-alb-PANW-b4c2/e427b4c229.

Looking at one of the subnets, we can see that the default route sends the response
back to the endpoint. The other subnet will show a similar route configuration except the
Endpoint ID will be different.
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Subnets (1/1) info

Q 1 &
[ Subnet ID: subnet-02f7cf4c7f45ed8a1 X‘ Clear filters
Name v Subnet ID v State v VPC v 1Pv4 CIDR v IPv6 CIDR v Avail
l app-alb-0-subnet-PANW-b4c2 subnet-02f7cf4c7f45ed8a1l @© Available vpc-0f681106f6b84640d | ap... 10.102.0.32/28 - 10
- E = @
subnet-02f7cf4c7f45ed8a1 / app-alb-0-subnet-PANW-b4c2
Details Flow logs Route table Network ACL Tags Sharing
Route table: rtb-08773d66293529f2b / app-alb-rt-PANW-b4c2 Edit route table association
Routes (2)
Q 1 @
10.102.0.0/16 local
0.0.0.0/0 vpce-Oe2eefal2c0edbb5c
Response Step 2 - The GWLB Endpoint
The traffic arriving at the endpoint is sent on to the GWLB via the associated endpoint
service. Clicking on the target (vpce-0e2eefa12c0e4bb5c) we can see additional
information about the Endpoint, including the associated Endpoint Service:
)

(), Endpoint ID : vpce-Oe2eefal2c0e4bbsc Add filter

February 12, 2021 at 2:01:58 PM UT...

_J =]

@ Name ~ Endpoint ID ~ VPCID Service name -« Endpoint type ~ Status ~ Creation time
e vpce-Oe2eefal2cOedbbSc vpc-0f681106f6b8...  com. vpce.us-east-1.vp 157b95a6d GatewayloadBala... available
Endpoint: vpce-Oe2esfal2c0edbbsc
Details Subnets Notifications Tags
Endpoint ID  vpce-Oe2eefal2c0edbbSc VPCID  vpc-068110616b84640d | app-vpc-PANW-bac2
Status  avallable Status message
Creation time  February 12, 2021 at 2:01:58 PM UTC-6 @) Service name  com. vpce.us-east-1.vpce

Endpointtype  GatewayLoadBalancer

Private DNS names enabled

DNS names

If we then look at Endpoint Services, we can see that this service is associated to a
multi-AZ load balancer in addition to multiple AZs:

10
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Q, com poe.us-east-1.vpoe-s 157595064 to1of1
us-east-1b
@  Name ) Types Service name Status PR us-east-1c es
(] vpce-sve-04c6oedd157b95a6d  Gatewayl com VPCe.us-east-1.vp 4cbcedd Avallable 2Availability Zones  No
Endpoint Service: vpce-svc-04c6cedd157b95a6d [_N—Q=]
Detalls Load Balancers  Whitelisted principals ~ Endpoint Connections | Notifications Tags
Manage the Load Balancers assoclated with your endpoint service. Load Balancers accept requests recelved from endpoints that are created for the endpoint service and route those requests to targets hosting your service.
Load
1102012
Avallability Zone Load Balancer names
us-east-1c (use1-az2) sec-gwlb-PANW-1975
us-east-1b (uset-az1) sec-gwib-PANW-1975

Clicking on the loadbalancer, we can see more detailed information:

Create Load Balancer JLUILLURG o % @

Q, search : sec-gwib-PANW-975 Add filter 1to10f1

® Name - DNS name - State - VPCID - Availability Zones - Type -~ Created At - Mor

@ secawb-PANW-975 active Vpc-00698745208ad629 us-east-1c, us-east-1b cateway February 12, 2021 at 1:65:4.
|_N_N=]

Load balancer: | sec-gwib-PANW-1975
Description  Listeners ~ Monitoring  Integrated services  Tags

Basic Configuration

Name sec-gwib-PANW-1975
ARN amn:aws:el -east-1:484857004 0 gwib-PANW-1975/de1a0c 1545630101 (2]

State active
Type  gateway
IP address type  Ipvd
VPC vpc-006987452e8ad629a (7'

Availability Zones  subnet-06d1664ebbe18e6e0 - us-east-1c (7

subnet-0c

Creation time February 12, 2021 at 1:55:47 PM UTC-6

Attributes

Deletion protection Disabled

Cross-zone load balancing Enabled

Edit attributes

Response Step 3 - The Firewalls

As mentioned earlier, there is no port associated with the listener on the GWLB. Al
TCP/UDRP traffic is load balanced to the associated target group.

11
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1, search : arn:aws:elasticloadbalancing:us-east-1:... Add filter

1to1of1
® Name < DNS name State - VPCID - Availability Zones Type Created At
@  sec-gwlb-PANW-f975 active vpc-006987452e8ad629a us-east-1c, us-east-1b gateway February 12, 202
Load balancer: | sec-gwlb-PANW-f975 _N=N=]
Description  Listeners  Monitoring  Integrated services  Tags

A Gateway Load Balancer consists of an IP listener that receives all connection requests and routes them to the target group you specify. You can edit the listener to change the target group to which requests get forwarded.

Edit Delete
Listener

ARN arn:aws:elasticloadbalancing:us-east-1:484857004050:listener/gwy/sec-gwlb-PANW-f975/de1a0c 1b4563010f/716d330feead50db (2]

Forwarding to target group  sec-gwlb-tg-PANW-975

Selecting the target group, we see that it is comprised of the FW in the security VPC:

EC2 > Targetgroups » sec-gwlb-tg-PANW-f975

sec-gwlb-tg-PANW-f975 Delete

arn:aws:elasticloadbalancing:us-east-1:484857004050:targetgroup/sec-gwlb-tg-PANW-f975/008571474a4c908966

Basic configuration

Target type Protocol : Port VPC Load balancer
Instance GENEVE: 6081 Vpc-006987452e8ad629a [ sec-gwlb-PANW-f975 [
Group details Targets Monitoring Tags

Registered targets (2) [ Cc |

Q

1 @
Instance ID v Name v Port v Zone v Status v Status details
i-0e6¢c62c3020a82cee FW-us-east-1c-PANW-f975 6081 us-east-1¢ @ healthy
i-0bc983c8ae20aceSa FW-us-east-1b-PANW-f975 6081 us-east-1b @ healthy

The FW are targeted by instance ID, which ensures source IP preservation but requires
that the management and first data plane interface be swapped.

Selecting one of the targets, we can see the firewall details:
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Instances (1/1) info

[ Connect Instance state v H Actions v | Launch instances -

Q 1 @
Instance ID: i-0e6c62c3020a82cee X Clear filters
Name v Instance ID Instancestate v Instancetype ¥  Status check Alarm status Availability Zone v Public IPv4 DNS v PubliclPva...
FW-us-east-1c-PANW-f975 i-0e6¢62c3020a82cee © Rumning @@ msuxlarge @ 2/2 checks passec  Noalarms +  us-east-1c - -
- E = =
Instance: i-0e6¢62¢c3020a82cee (FW-us-east-1c-PANW-f975)
Details Security Networking Storage Status checks Monitoring
¥ Instance summary Info
Instance ID Public IPv4 address Private IPv4 addresses
i-0e6c62c3020a82cee (FW-us-east-1c-PANW-f975) - 10.10.0.28
10.10.0.100
Instance state Public IPv4 DNS Private IPv4 DNS
© Running - ip-10-10-0-100.ec2.internal
Instance type Elastic IP addresses VPCID
mS.xlarge 52.7.218.8 (fw-mgmt-eip-us-east-1c-PANW-f975) [Public IP] Vpc-006987452e8ad629a (sec-vpc-PANW-975) [4
AWS Compute Optimizer finding 1AM Role Subnet ID
G})'Oubin to AWS Compute Optimizer for recommendations. | Learn more iam-role-PANW-f975 [4 subnet-06d1664ebbe18e6e0 (sec-data-subnet-us-east-1c-PANW-
975) 2

¥ Instance details Info

Response Step 4 -

Return to the GWLB

Endpoint

The response is returned to the GWLB via the GENEVE tunnel and then back to the
endpoint.Traffic leaving the endpoint is dropped off into the local subnet and based
upon the subnet route table is then sent to the IGW as the next hop:

Subnets (1/1) info

Q 1 &
| search: subnet-01c599227b8e1ab39 X | [ clear filters
Name v Subnet ID v State VPC v IPv4 CIDR v IPv6 CIDR v Available IPv4
‘ app-gwlbe-subnet-... subnet-01c599227b8e1ab39 @© Available Vpc-0f681106f6b84640d | ap... 10.102.0.16/28 - 10
- E = @

subnet-01c599227b8e1ab39 / app-gwlbe-subnet-PANW-b4c2

Details Flow logs Route table Network ACL Tags Sharing

Route table: rtb-0ccfc78051b520c06 / app-gwlbe-rt-PANW-b4c2

Edit route table association

Routes (2)
Q 1 @
Destination Target
10.102.0.0/16 local
0.0.0.0/0 igw-0bb33f319d240e9c4
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Et viola:

& C | A Not Secure | app-alb-panw-b4c2-175835730.us-east-1.elb.amazonaws.com

3 Personal B3 ACI B3 Automation B3 BoxLinks B3 CElnfo B3 Clouds B3 Docker B3 Imported B3 Monitoring B3 Roadmaps B Kalli @ SSLVPN @ GlobalProtect Portal B ESXI B Imported From Fir.. @

The following headers were sent to the server:

local IP: 10.102.0.5

HTTP_X_FORWARDED_FOR: 104.219.139.193

HTTP_X_FORWARDED_PROTO: http

HTTP_X_FORWARDED_PORT: 80

-alb-panw-bdc2-175835730.us-cast-1.elb.amazonaws.com
2893fc-3941Sc880cS12d1a1f44d8dd

37.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safa

=08 =09

Note that the IP of the host matches the host IP. The traffic can be seen at the F\W as
well:

Q) (addrsrcin 104.219.139.193 )

SESSION END
GENERATETIME | TYPE | FROM ZONE | TO ZONE | SOURCE DESTINATL.. | SOURCE USER | NAT APPLIED | NAT SOURCE IP | NATDESTIP | TO PORT | APPLICATION | ACTION | RULE REASON BYTES
[E® end Trust Trust 104.219.139.193 | 10.102.0.46 no 80 web-brows| allow Allowed-traffic | tcp-fin
[E® start  Trust Trust 104.219.139.193 | 10.102.0.46 no 80 web-browsi allow Allowed-traffic | n/a 764
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