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Single File Multiple Files (in ZIP)

Description:  Upload a Panos or Panorama configuration XML file. Export it from your device. Description: Upload a ZIP file with all the configurations to import

XML File: - ZIPFile:

] DEvicEs )\ SNIPPETS

Image Name Hostname Serlal# Port Type Panos Description

E VMSeriesFW 10.30.11.1 007051000019156 443 vm-series KL
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6 rulel none universal g trust any any any fi) untrust any 2018-01-25 12:18:24  2017-12-22 13:31:27 | any any

7 testl none universal g vrfl any any any £ vrf2 any any any

8 | test2 none universal R vrf2 any any any ) vrfl any any any
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Policies

No App Specified 5240
Unused Apps 0
Rule Usage
Unused in 30 Days 5604
Unused in 90 Days 5602
Unused 5602

Policy Optimizer

13
816

5519

973

829

5585
11

12

Allow www port 80 443

Catch All

Other Internet Services

Partner Portals

Remote Access

DNS outbound

SSH outbound DevOps

Temp Troubleshooting

Supplier Portals

FTP port 21 to partner

Service

service-http
service-https

any

port 22

port 25

port 123 tcp
port 143

service-http
service-https

service-http
service-https
tcp5500

dns-tcp
dns-udp

port 22

service-http
service-https

service-http
service-https

port 21 20

Traffic (Bytes, 30 days)
701.3G (D

542.4G (B
237.8G @

11316 4

572G 1

235G |

119G |
57G |

3.6G |

136 |

5240 items DY

Apps Seen

376

297
236

187

117

88
53

37

19
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Policy Optimizer (Step1)
el |

Policy Optimizer Q 5240 items —> X

No App Specified 5240

Unused Apps 0 Service Traffic (Bytes, 30 days) | Apps Seen
Rule Usage 4 Allow www port 80 443 service-http 701.3G (D 376
Unused in 30 Days 5604 service-https
Unused in 90 Days 5602
Unused 5602 13 Catch All any 542.4G (8 297
816 Other Internet Services port 22 237.8G @ 236
port 25
port 123 tcp
port 143
5519 Partner Portals service-http 113.1G 9 204
service-https
973 Remote Access service-http 572G | 187
service-https
tcp5500
829 DNS outbound dns-tcp 235G | 117
dns-udp
5585  SSH outbound DevOps port 22 119G | 88
11 Temp Troubleshooting service-http 5.7G \ 53
service-https
12 Supplier Portals service-http 3.6G \ 37
service-https
9 FTP port 21 to partner port 21 20 1.3G \ 19
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Policy Optimizer (Step2)
s

Q > X
3::::22 i':::ﬁed 5248 Service Traffic (Bytes, 30 days) | Apps Seen
Rule Usage 4 Allow www port 80 443 service-http 701.3¢ (D 376
Unused in 30 Days 5604 service-https
Unused in 90 Days 5602 i
4 Allow www port 80 443 service-http | 701.3G (D 376

service-https

(| port 145 T

5519 Partner Portals service-http 113.1G 3 204
service-https

IHER—NES80. 443%AllowEL TLVSPolicyZ &t 95

dns-udp
5585 SSH outbound DevOps port 22 11.9G6 | 88
11 Temp Troubleshooting service-http 57G | 53
service-https
12 Supplier Portals service-http 3.6G | 37

service-https

9 FTP port 21 to partner port 21 20 1.3G | 19
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Policy Optimizer (Step3)

Policies

Applications & Usage - Allow www port 80 443

No App Specified

Unused Apps

Rule Usage
Unused in 30 D3
Unused in 90 D3

Unused
(] web-browsing internet-utility 6.7G
(] sharepoint-online social-business 4.6G
(] youtube-streaming photo-video 4.3G
[ ] boxnet-editing file-sharing 2.1G
[:] dropbox-uploading file-sharing 2.1G
D google-docs-uploading office-programs 1.3G
[ ] netflix-streaming photo-video 1.3G
(] zippyshare file-sharing 934.2M (1)

E] ms-update software-update 160.8M [.

+ Add to Rule ®Create Cloned Rule 2 Match Usage

ERISRNTODIS 7107 DR RER TR

—
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Policy Optimizer (Step4)

Applications & Usage - Allow www port 80 443

Apps Seen 376

1 file-sharing 20/ 376 il

(] zippyshare file-sharing

(] ms-onedrive-base file-sharing 118.4M |
E] gc-storage-download file-sharing 57.4M |

+ Add to Rule @ Create Cloned Rule 2 Match Usage

“file-sharing”b 57499 DHTI4 AL, BIZHET IV —3a>
DHZEAllowEd 3

e E‘,won\(e'
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Sanctioned SaaS Apps

4 Approved Web Email

5 Software Updates

6 Other Web Traffic
URL Filtering

Sanctioned SaaS Apps

Policy Optimizer (Step5)

corp-users

Source User

Corp-users

corp-users

corp-users
marketing
contractors

corp-users
contractors

Source User

Application

boxnet
concur
confluence
dropbox

Application

boxnet
concur
confluence
dropbox

jira
ms-office365
slack

gmail

icloud
yahoo-mail

apple-update
google-update
java-update
ms-update
paloalto-updates

ssl
web-browsing

Service

application-default

Service

application-default

application-default

application-default

application-default

70 items

Security Profile

— X

Action

FIIIAR

FIIIER

FIIIER

Allow

Security Profile

FIIIER

Action

Allow

Allow

Allow

Allow
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External Dynamic List

External Dynamic List (LAFEDL) &(&. LT D1EHREIEELZURLMNSEIRIICERFL., 7
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Dynamic IP List
Dynamic Domain List
#®IRDNSS o U7R—ILEERETHI A
Dynamic URL List
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Malicious IP Address Feeds (PANOS8, 0& Y)

EDLIZT. L FMD2DMDPre-definedDIP feed!) A & iR
DEYIP TSIV RLDT4—F
Known malicious IP addresses
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