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| Policies

Q - X
No App Specified 5240 -
Uriised Apis 0 Name Service Traffic (Bytes, 30 days) | Apps Seen
Rule Usage 4 Allow www port 80 443 service-http 701.3G 376
Unused in 30 Days 5604 service-https
Unused in 90 Days 5602
Unused 5602 13 Catch All any 542.4G 297;
816  Other Internet Services port 22 237.8G @ 236
port 25
port 123 tcp
port 143
5519  Partner Portals service-http 113.1G 4 204
service-https
973 Remote Access service-http 57.2G6 1 187
service-https
tcp5500
829 DNS outbound dns-tcp 235G | 117
dns-udp
5585  SSH outbound DevOps port 22 119G | 88
11 Temp Troubleshooting service-http 576 | 53
service-https
12 Supplier Portals service-http 3.6G | 37
service-https
9 FTP port 21 to partner port 21 20 136 | 19
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Policy Optimizer Q - X

Mo A__eF___c_a raan

4 Allow www port 80 443 service-http ~ 701.3G 376
service-https
Unused 5602 rrany 4L r—
816 Other Internet Services port 22 237.8G @ 236
port 25
port 123 tcp
port 143
5519  Partner Portals service-http 113.1G 14 204
service-https
973 Remote Access service-http 57.2G6 1 187
service-https
tcp5500
829 DNS outbound dns-tcp 235G | 117
dns-udp
5585  SSH outbound DevOps port 22 119G | 88
11 Temp Troubleshooting service-http 576 | 53
service-https
12 Supplier Portals service-http 3.6G | 37
service-https
9 FTP port 21 to partner port 21 20 136 | 19
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Applications & Us. Allow www port 80 443

W Apps Seen

Rule Usage
Unused
Unused in 90 D3
Unused

D web-browsing internet-utility 6.7G
[ ] sharepoint-online social-business 4.6G
D youtube-streaming photo-video 4.3G
[:] boxnet-editing file-sharing 2.1G
D dropbox-uploading file-sharing 2.1G

C] google-docs-uploading office-programs 1.3G

[:] netflix-streaming photo-video 1.3G
(] zippyshare file-sharing 934.2M (10
(] ms-update software-update 160.8M [

+Add to Rule (O Create Cloned Rule 2 Match Usage
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STEP3: 274 INEFF7ZTVr—3a D745 ) 254

Applications & Usage - Allow www port 80 443

No App Specified Apps Seen 376

Unused Apps

Rule Usage C1 file-sharing 20 /376 Rl
Unused in 30 D
Unused in 20 D3
Unused

(] boxnet-editing file-sharing 21¢ 7B
[ ] dropbox-uploading file-sharing 216 7
D zippyshare file-sharing a 9342M T
[ ] dropbox-base file-sharing 322M |

I

[ | boxnet-base file-sharing 5.5M

C] ms-onedrive-base file-sharing 14M |
[ ] gc-storage-download file-sharing 774.0K |
D dropbox-downloading file-sharing 12.0K |
D dropbox-sharing file-sharing 9.9K |

+Add to Rule (O Create Cloned Rule 2 Match Usage
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Applications & Usage - Allow www port 80 443

No App Specified Apps Seen -

Unused Apps

Rule Usage C1 file-sharing — X
Unused in 30 D
Unused in 20 Da
Unused

boxnet-editing file-sharing
dropbox-uploading file-sharing

216 A
216 N

9342M T
4322M [

226.7M [
118.4M |
57.1M |
23.3M |
14.3M |

D zippyshare file-sharing
dropbox-base file-sharing
boxnet-base file-sharing

[:] ms-onedrive-base file-sharing

[:] gc-storage-download file-sharing
dropbox-downloading file-sharing
dropbox-sharing file-sharing

BB B

+Add to Rule (O Create Cloned Rule 2 Match Usage
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Name Source User Y (e Service SNSRI Y meed

1 Sanctioned SaaS Apps corp-users boxnet application-default BIIIEZ Allow
concur
confluence
dropbox

jira
ms-office365
slack

Policy Optimizer

- :
Q Traffic (Bytes, 30 days) Hit Count

No App Specified 5240

Unused Apps 0

Rule Usage 4 Allow www port 80 443 service-http 0 0
Unused in 30 Days 5604 service-https
Unused in 90 Days 5602
Unused 5602
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1 Sanctioned SaaS Apps corp-users boxnet application-default FIIIEZ  Allow
concur
confluence
dropbox
Jjira
ms-office365
slack

2 Tolerated SaaS Apps corp-users docusign application-default FIIFEZ  Allow
contractors evernote
google-base
google-cloud-storage
google-docs

3 Approved Social Media marketing facebook application-default FIIEIRH  Allow
glassdoor
linkedin
twitter

4 Approved Web Email corp-users gmail application-default FIOIFEZE  Allow
icloud
yahoo-mail

5 Software Updates corp-users apple-update application-default FIIEITH  Allow
marketing google-update
contractors java-update
ms-update
paloalto-updates

6 Other Web Traffic corp-users ssl application-default FIIIEZ  Allow
URL Filtering contractors web-browsing

20 | ©2019 Palo Alto Networks. All Rights Reserved.
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WildFire 2 5% FofT oV DL

/.<Dynamic Unpacking> <\

Static

qivw

Dynamic
Analysis

EWSTES

—
—
—

Find new zero-day exploits
& malware through
execution

Detect known exploits,

malware, and variants Heuristic Engine

Steer evasive malware
to bare metal

Network traffic profiling

§
[ In-memory analysis

Machine learning Custom hypervisor

File anomalies Behavioral scoring

Malicious patterns

Multi-version analysis

Known malicious code

.

Signature generation

Early verdict determination
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Bare Metal

Analysis

Identify VM-aware threats
using hardware systems

-

"

Full dynamic analysis ]

N\

Real desktop hardware

No virtual environment

No hypervisor




WildFiren® 2 74 L7 v 70— FHIBDOHLIE

7741547

pe 16MB 1-50MB
apk 10MB 1-50MB
pdf 3,072KB 100 - 51,200KB
Ms-office 16,384KB 200 - 51,200KB
jar 5MB 1-20MB
flash SMB 1-10MB
MacOSX 10MB 1-50MB
archive 50MB 1-50MB
linux 50MB 1-50MB
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PA- 7Tk ) —XIZUTDED 21— )L % BN
New SMC
Mobilex 7B ~aJL (GTP) Hrik—Fk
LFC : Log Forwarding Card
€& DLPC (Log Processor Card) hSZEH.
A4 &5 & ~Forwardings# €2 1—)L
NPC

8 X SFP/ SFP+ & 4 x QSFP/ QSFP28E<a1—JL
» A=y TA—IUR

=  App-ID:100Gbps (100Gbps/ AppOverride)
= Threat:30Gbps
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PAN-OS 9.0: 60% 8 % A EHaE

App-ID

* Policy Optimizer

* HTTP/2 inspection

+ SIP enhancements

» App-default with decryption

User-ID
* Increased terminal services capacity
* Improved scalability with virtual systems

& BB

* New DNS Security Service

+ Multi-dimensional URL filtering

Realtime URL category updates

» EDL capacity and performance
improvements

* GTP security for loT

More flexible data filtering

FN—FHx7
* PA-7000 Series: New cards

Panorama

* Manage up to 5,000 NGFWs with single
Panorama instance; up to 30,000 NGFWs
with Panorama Interconnect

 Device group/template config management

» Optimized bulk onboarding of NGFWs

RR—TAUE

» Dynamic Address Groups: increased
capacity, performance, and visibility

» API security

+ API simplification

Wildcard Address Support for policy match

* Rule audit comments

» Tag-based rule management

Policy/infrastructure testing in Ul

Policy UUID

GlobalProtect
* Managed/unmanaged device identification
* HIP redistribution

RrYET—2

* DHCP/FQDN support for dest NAT

* FQDN refresh responsiveness
improvement

* VXLAN inspection

* GRE tunneling

* TrustSec SGT Tag support

WildFire

* Larger file size support

* Rapid analysis and signature
generation

» Network traffic profiling and analysis

* FedRAMP-ready designation

* New file types (scripts, tar, cab, dex)

VM 1)—X

» Oracle Cloud, Alibaba Cloud, Nutanix,
Cisco ENCS support

» Up to 2.5x performance increase on
AWS and Azure

* Plugin architecture on VM-Series

s Reserved.
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