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Apr 5th 2019 11:23:03 - Apr 5th 2019 11:33:27

WINWORD.EXE | 1292
Showing 5 Instances Al

w H 24H 7D M Al

11:28 Ve

P

Alerts |@;
N

i

Dropper
Execution

Exfiltration

Process Execution [}

Dutgoing Connections

BALSAY

*RALI=T75—hk

Upload

e

Apr5th 2019 11:23:03 - Apr 5th 2019 11:33:27 Found 15 Results

TIM- USER NAME INITIATED- ACTION TY-

Apr 5th... EXAMPLEWwictimuser powershell.exe Dropper

Apr 5th... EXAMPLEWwictimuser powershell.exe Network Qutgoing
Apr 5th... EXAMPLEWwictimuser powershell.exe Exfiltration

Apr 5th... EXAMPLEWwictimuser cmd.exe Process Execution

Apr 5th... EXAMPLEWwictimuser WINWORD.EXE

Process Execution

PR

3112

3112

3112

1444

1292

TH-

4068

4068

4068

3568

2544

DESCRIPTION

(A File [ action type = all AND name = “exe , “.scr, *dll, "sys, %

(A Type : Network Qutgoing Source: 192,168.157.12:55501 H

TILDITD

EBEHREII—XEIC

CTEEIS AR

[ A Suspicious macro detected

(A Process : C:\Windows\System32\WindowsPowerShellw 1.0

[ A Process : C:\Windows\System32\cmd.exe Started with CM
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" Vi =3
O 172.16.20.253 4 ~ E EE it
Anomalous - Dec 23, 2017 3:50 AM - Dec 23, 2017 5:10 PM Q Failed Connections (None) =-
v [= Open Dec 23,2017 4:00 AM - Dec 23,2017 5:10 PM Alert ID: 19

Q Failed Connections (None) :

Dec 23, 2017 4:00AM - Dec 23, 2017 5:10PM = Alert Description —_— *ﬁ{ I } EE E

‘@ New Administrative Behavior .

Dec 23,2017 3:50 AM - Dec 23, 2017 6:00AM ) ® The device 172.16.20.253 failed to connect to 201 nonexistent destinations, most common App-ID: P §

incomplete

o Peer group baseline: 7 destinations

o Total number of failed sessions: 2,653

< Overview Steps to Verify Audit Log Network v z’+

o BIEEDIFEHGE
: : A E DFER

172.16.0.0-172.31.25... ¢ _1. 192.168.0.0-192.168....

mv\e\u.
o edince ’
Private network mp,.. 2 fallel Private network
et 51 fa
finations 172.16.20.253 faileq
@ aledineompe= <Locomy, (=
H :

Baseline 100.0.0-10.255.255.2... — Ej.] 1I|E 0) E.r *ﬁ 1 I:

Private network

48 failed inco
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PC 13 PROCESS HIERARCHY PROCESS ID PARENT ID USER NAME
10.201.113.143
- [ Searchindexer.exe 1116 528 NT AUTHORITY\SYSTEM
nnect
Actions v spoolsvexe 1204 528 NT AUTHORITY\SYSTEM
| [ svchostexe 1244 528 NT AUTHORITY\LOCAL SERV
Isolate Host [ cyserverexe 1440 528 NT AUTHORITY\SYSTEM
. i 4
= Remote Connection CyveraService.exe 1496 528 NTAUTHORITY\SYSTEM
[ taskhost.c . 1556 528 ENV21\Sauron
powershell.exe Task M Terminate process
| o v [ tlaservice. 1612 528 NT AUTHORITY\SYSTEM
) Suspend process
File Explorer [ tlawor 1840 1612 NT AUTHORITY\SYSTEM
m— ﬁ Resume process
Command Line [ tlawol 1848 1612 NTAUTHORITY\SYSTEM
2 Openin VirusTotal
@ Python [ VGAuthse 1704 528 NT AUTHORITY\SYSTEM
cmd.exe I [ vmtoolsd, CetWildfirescore 1752 528 NTAUTHORITY\SYSTEM
/-\ svchostex AddSHA256as1OC b 2164 528 NT AUTHORITY\LOCAL SERV
R E E [ svchostex Download Binary 2232 528 NT AUTHORITY\NETWORK ¢
w [ svchostex Markasinteresting 2700 528 NT AUTHORITY\SYSTEM
powershell.exe test123.exe [ msdtcexe  Copy Value 2980 528 NT AUTHORITY\NETWORK ¢
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+" Resolve
(%) Dismiss

B Add to Whitelist
® Executable: winscp.exe

O WildFire verdict: Benigh m High

O Seenon this host only

O Signed by: Martin Prikry| (Verified) M Medium

O MD5: 29604f4e3a63aa568afd160d2863fc7c v @ Low

oSHA25¢: (= [

@ Add to Block List

bdc366e6df98612badéda%fBe16e1bd168036cB444¢c : ;
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