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Correlation Log Detail - Compromised Host - Match #1 ® EEHE User pancademolshannanj —
Match Information _ Match # 1 - Beacon Detection v Address  10.154.8.200 Address  202,93.87.249
Country 10.0.0.0-10.255.255.255 Country JP
Obtector ~orama- Port 50670 Port 80
Title Beacon Detection Zone TAP Zone TAP
ID 6005 Interface ethernet1/2 Interface  ethernet1/2
Detailed Description This correlation ebject detects likely compromised hosts based on activity that resembles command-and-contrel (C2) beaconing,
such as repeated visits to recently registered domains or dynamic DNS domains, repeated file downloads from the same location,
generation of unknown traffic, etc.
Category compromised-host and-
758
— ——
Match Time 2015/07/01 19:17:58 Eela Praxy Transaction
Last Update Time 2015/07/03 00:25:23 - Repeat Count 1 Decrypted
Title Beacon Detection URL www.geodities.jp/gim... Packet Capture

Client to Server

Severity MEDIUM}

Summary Host repeatedly visited a dynamic DNS domain (103 times). Server to Client
Device Name Evidence

| us3demo.paloalton. . | URL: www.geocities.jp/gimproject/gimp2.0.html
us3demo.paloalton... | URL: www.geocities.jp/gimproject/icon/bg01.gif

us3demo.paloalton...  URL: www.geocities.jp/gimproject/icon/wilber.gif
us3demo.paloalton URL: www.geocities.jp/gimproject ficon/new.gif
us3demo.paloalton...  URL: www.geocities jp/gimproject/book/14.jpg
us3demo.paloalton...  URL: www.geocities.jp/gimproject/book/09.jpg
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So

-~/

Detailed Log View

[F.7B 0| WildFire Analysis Report

Session ID
Action
Application
Rule

Category
Virtual System
Device SN

1P Protocol
Log Action
Generated Time
Receive Time

FRENIE mE (1)

1187

alert

web-browsing
ALLOW_ALL
malicious

QA

001801000009

tep

Panorama
2015/02/23 22:44:22
2015/02/23 22:44:22

User
Address
Country

Port

Zone

Interface

Details

Threat/Content
Type

D

Dopoot Foln

panga\bangalore
192.168.62.2 192.168.61.150
Unknown Unknown

80 53768

2 71

ethernet1/3 ethernet1/4.61

panga\anantapur

wildfire

2000807

1
-

T
Receive Time »

|Lng |Dev|t=hme

Evidence

2015/02/23 22:44:07
2015/02/23 22:44:10
2015/02/23 22:44:22

2015/02/23 22:44:24

traffic
traffic
‘ wildfire

wildfire

PA-3020-SYSTEM-PA-3020-SYSTEM12
PA-3020-SYSTEM-PA-3020-SYSTEM12
PA-3020-SYSTEM-PA-3020-SYSTEM12

PA-3020-SYSTEM-PA-3020-SYSTEM12

IP: 192.168.62.2, port: 80

IP: 192.168.62.2, port: 80

submitter_user_id: panqa\anantapur,
790745d6d512102m093§6a579ee79dﬂd73§605f487)52ﬂs158&2dnba
cloud: 10.5.100.64

submitter_user_id: panqa\anantapur, File Digest:

790745d6d512102ca073562579ee79df1d729 96605f4ﬂ?252f981588dd1aha
cloud: 10.5.100.64
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BEHEET Y RAEE(2)

Detailed Log View

Match Information

Title WildFire Correlated C2
ID 6001

Detailed Description This correlation object detects hosts that have received malware detected by WildFire, and have also exhibited command-and-
control (C2) network behavior corresponding the detected malware.

Category compromised-host

Match Time 2015/02/23 22:43:53
Last Update Time 2015/02/24 11:14:13
Title WildFire Correlated C2
Severity

Summary Host received malicious file (sha256:6241940f8a13fc5098ebc77ea4ca19d095dc4026366f065ab9d975aaf39d350f) and performed
associated callbacks, visiting 96 IPs including: 192.168.62.2,192.168.62.2,192.168.62.2,192.168.62.2,192.168.62.2

22 | ©2015, Palo Alto Networks. Confidential and Proprietary.
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Compromise Activity Sequence 8B A7 ok

» COMBEATOIME VE—IDODREEZRT AX VYU TWRESFIETIT4

ET4270—E2 T  FEBRAANEETL. BHMOEBLGRAM ORI INYD
LTWABEERRAMNEBELET,

» ZOFATOIME RV T—IRADBREEZITI-ARAMIEDVTVET,

.@‘
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Compromise Activity Sequence D773y

L&l

‘W

o IRARADIZR o« RIZHEBEIL., « RRAMERES

INOE FUZBLDTIL NnbdE KB
e J)IL—rIF—  OITEADIL FHIFATURE
2 O—F9 58  KUHIE®DT-
1<, HEs5tE% Hiza—)L
= INVULET,
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Beacon Detection ¥ A7z ok
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GUI - B8t =-fEEAT OV

=  Monitor tab has new field
M paloaltio (e | o BT

NETWORKS.

Policies Objects Network B & @ save Q search

v & Logs Category Description
E?bTFEfﬁC Compromise Lifecycle compromised-host active This correlation object detects a host involved in a complete attack lifecycle, starting with scanning or
probing activity, progressing to exploitation, and concluding with network contact to a known malicious
B Threat domain.
F" URL Filtering C2 Detected compromised-host active This correlation object detects hosts that have exhibited command-and- cuntrul (C2) network behavior
Qwildﬁre Submissions corresponding to malware detected by WildFire elsewhere on your network.

@ Data Filtering Beacon Detection compromised-host active This mrrelatlon object detects likely compromised hosts based on activity that resembles command-and-

control (C2) beaconing, such as repeated visits to recently registered domains or dynamic DNS domains,
Q HIP Match repeated fi e downloads from the same location, generation of unknown traffic, etc.
'3 Configuration Worm Activity compromised-host active This correlation ub]lect detects a worm spreading throughout the network by identifying hosts that are
% System targeted by an exploit, perform command-and-control communications, and finally download a known

malware variant.

B Alarms
v [ Automated Correlation Engine
2 Correlation Objects
I% Correlated Events {b
7> Packet Capture
v (& App scope
Summary
|84 Change Monitor
EThraat Menitor
@ Threat Map
(B8 Network Monitor
QTra‘Fﬁc Map
4§) Session Browser
&8 Botnet
v [ POF Reports
a Manage PDF Summary
Q4 User Activity Report
By Report Groups
B¢ Email Scheduler

WildFire Correlated C2 compromised-host active This correlation object detects hosts that have received malware detected by WildFire, and have also
exhibited command-and-control (C2) network behavior corresponding the detected malware.
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=  Name column

aJr—avAIid

k(1)
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Name

v Logs

Dashboard

| Title

Monitor

&

E:I Traffic
5'3 Threat
[@ URL Filtering

attack-lifecycl

| Columns

d

O

c2-detected

Adjust Columns

(5, wildFire Submissions
Data Filtering
[ HIP Match
Configuration
System
Alarms
¥ =] Automated Correlation Engine
(ﬂ Correlation Objects

]

beacon-
heuristics

O

worm-activity

wf-corr-c2

Ol

Correlated Events
45- Packet Capture

v @ App Scope
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Beacon Detection

Worm Activity

WildFire Correlated C2

Nam,

—
11D

Category
State
Description

Policies

Category

Objects Network

State

)compromised -host

compromised-host

compromised-host

compromised-host

compromised-host

active

active

active

active

active
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Correlation Object ® E .

n 1 v <entry id="6005" name="beacon-heuristics" minver="7.0"> ~
O bJ eCt D etal IS 2 <category>compromised-host
3 </category>
4 <description>Beacon Detection
I a lo a lt O 5 </description>
'!I" p 6 <detailed-description>This correlation object detects likely compromised hosts based on activity that resem
RETIORS Dashboard 7 </detailed-description>
8 v <inputs>
9 <input source="opaque" type="botnet.db"/>
10 </inputs>
11 <filters>
12 ~ <filter name="f1" log-type="data">
- oas . Name 13 <match>(file_url in '/botnet.db:malware_domain/') and|((threatid eq 52020) or (threatid eq 52060))
Eﬁg — 14 ffi’lmatch>
&, Traffic F i 15 </filter>
g D hee Sl |_ 16 ~ <filter name="f2" log-type="url">
E& Threat 1 17 <;natchh>(url in '/botnet.db:malware_domain/")
i Itari 18 </match>
B LR [ c2-detected 19 </filter>
WiIdFire Submissions 20 »  <filter nﬁm?‘T“B"llog- bpe:"dgﬁa'b 4 i p . y
21 <match>(file_url in '/botnet.db:recent_domain/") and ((threatid eq 52020) or (threatid eq 52060
Data Filtering = Eeac_on_- d 22 </match>( - f — /and( q Yor( a )
F CUrISiES 23 </filter>
EIPfMatch K g et pgnperturs
% Configuration = » <match>(url in '/botnet.db:recent_domain/’
9 [l worm-activity %6 </match>
System 27 </filter>
Alarms 28 v <filter name="f5" log-type="url">
— [F| we-corr-c2 29 <match>(url in '/botnet.db:ddns_domain/)
v Automated Correlation Engine 30 </match>
: . . 31 </filter>
2 Correlation Objects 32 v <filter name="f6" log-type="traffic">
Correlated Events 33 <match>app eq "irc"
_ 34 </match>
+=r Packet Capture 35 </filter>
V@A S 36 +  <filter na = =
DRSCORE 37 <match (app eq unknown-tcp ) or (app eq "unknown-udp")
e ——————— 33 </match
39 </filter>
40 ~ <filter nanre="f8"tug=type="data">
41 <match>(category eq "unknown") and ((threatid eq 52020) or (threatid eq 52060))
42 </match
43 </filter>
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45 <r,natch>category eq "malware"
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= Correlated Events
M paloalto

feSnf-taE@T>> o>

-

P
ST Dashboard ‘ Monitor Policies Objects Network Device = & Bsae Qsearch
Manual v B @Help
v [ Logs “l ‘@@E\f@
g’ jeaific | Match Time Update Time Object Name Source address Source User Severity Summary |
Threat
E URL Filtering @ 2015/03/12 11:49:39  2015/03/12 11:49:39  Beacon Detection 10.0.0.53 medium Hest has made use of Internet Relay Chat (IRC),

[, WildFire Submissions
Data Filtering
B HIP Match
a Configuration
System
B Alarms
w [ Automated Correlation Engine
rﬂ Correlation Objects
[) Correlated Events
5 Packet Capture
v [@ App Scope
Summary K
[R4 Change Monitor
) Threat Monitor
QThreat Map
(B Network Maonitor
@ Traffic Map
@ Session Browser
&% Botnet
v (4% POF Reports
% Manage PDF Summary
Q3 User Activity Report
ﬁ Report Groups
B¢ Email Scheduler
[} Manage Custom Reports
[ Reports

a protocol popular with command-and-control
activity.

11 [_] Resolve hostname
admin | Logout
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v Logs
E{‘, Traffic
[13 Threat
[ URL Filtering
[, WildFire Submissions
[ Data Filtering
B HIP Match
a Configuration
System
B Alarms
v @ Automated Correlation Engine
& Correlation Objects
[) Correlated Events
5 Packet Capture
v @ App Scope
Summary
[R4 Change Monitor
) Threat Monitor
ﬁ Threat Map
(B Network Maonitor
g Traffic Map
ﬁ}) Session Browser
&3 Botnet
v L-ﬁ PDF Reports
E] Manage PDF Summary
Q3 User Activity Report
m Report Groups
B Email Scheduler
88 Manage Custom Reports
[l Reports
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Detailed Log View

e
Match Information (.01 R0 LT

ftSn=-fHEI T (2)

Correlated Events Detailed Match Information

(O] ks

B save Q search

Object Details
Title
1D

Detailed Description

Category

Match Time
Last Update Time
Title

Severity [EEENLI]

Summary Host has made use of Internet Relay Chat (IRC), a protocol popular with command-and-control activity.

Beacon Detection
6005

This correlation object detects likely compromised hosts based on activity that resembles command-and-control (C2) beaconing,
such as repeated visits to recently registered domains or dynamic DNS domains, repeated file downloads from the same location,
generation of unknown traffic, etc.

compromised-host

2015/03/12 11:49:39
2015/03/12 11:49:39

Beacon Detection
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= Correlated Events Detailed Match Evidence
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v Logs
&, Traffic Session ID 30311 User User
[13 Threat
= § Action  allow Address 10.0.0.53 Address 64.161.255.2
[ URL Filtering
B, WildFire Submissions Action Source  from-policy Country }ggsosoz_ss 255 Country US
[ Data Filtering Application irc-base . 14'24 o Port 6667
rt
% HIP Match Rule Allow-trust-untrust ° Zone  untrust
Configuration . ) Zone  trust
Syste?‘n Session End Reason  tcp-rst-from-client e . R Interface  ethernetl/12
¢ etl/11
B Alarms Category any e ermet/
v [ Automated Correlation Engine Virtual System  vsysl _D _
% Gﬂ"e":;:' ;:J:ﬂs Device SN 001701000018 Captive Portal
Correl its B 901
- Packet Capture IP Protocol  tcp yt: Proxy Transaction
Bytes Receiv
v [ App Scope Log Action iz ¢ Decrypted
Summary Generated Time 2015/03/12 11:49:39 Bytes Sent 501 Packet Capture
%::B"DEMM“‘“ Start Time  2015/03/12 11:49:37 AEEEHETE B Dummy Direction
t Monito
ﬁrh'e“‘ M“"' ' Receive Time 2015/03/12 11:49:39 SEED B Client to Server
e § Packets Received 0 .
(BB Network Monitor Elapsed Time(sec) 15 Server to Client
@ Traffic Map Packets Sent 15

ﬁ}) Session Browser
&3 Botnet
w £ POF Reports

Detailed Log View

Match Evidence

® E & B save Q Search

EE N C

E] Manage PDF Summary Receive Time Log
Za User Activity Report 2015/03/12 11:49:39  traffic PA-3050 Application: irc-base
m Report Groups

2015/03/12 13:11:01
2015/03/12 13:12:01

traffic PA-3050

PA-3050

B Email Scheduler Application: irc-base

88 Manage Custom Reports
[l Reports

traffic Application: irc-base
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