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Repeatedly (22) downloads executables from the same unknown URL 15.1.0.101/malware01.exe .
Repeatedly visited (46) the same URL 168.143.169. 168/twirl images/word_area_sm.png

IRC traffic

IRC traffic

Repeatedly (6) visits the same URL 78.24.220.98
Repeatedly (20) visits the same URL 212.227.96.110/rpc.htmi?e= [ | Virtual System
Repeatedly (28) visits the same URL 218.93.210.82/api/tj/idonline_700T. 1t
Repeatedly (24) visits
Repeatedly (6) visits th
Repeatedly (56) visits
Repeatedly (7) visits the same URL 78.24.220.98/
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Repeatedly (5) visits the same URL 112.90.136.41/GetFile [im] victims

Repeatedly (6) visits the same URL 121.14.102.15/ [ Victim Countries
Repeatedly (6) visits the same URL 119, 145, 146, 203/63%92d55.html? [ viruses
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Repeatedly (9) visits the same URL 67.244.96.75/

Repeatedly (8) visits the same URL 134, 154.183.25/

Repeatedly (40) visits the same URL 82. 165.142.210/rpc.html?e=bl
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BEHAVIORAL SUMMARY *
HTTP REQUESTS )
This sample was found to be malware on this virtual machine. A
e mod URL " User-Agent

Sussssdessssssssnnsu@unssENNNNNNEEEEENNE NS N SR EEEE

GET sh ontent/uploads/2014/03fip_of_the_day_home.jpg =
POST | 14MMM 47 77/callback/bo.php H
GET eveIN e c.com/evcs crl H
POST | 14N 77/callback/bo.php H
POST | 1/NENN77/callback/bo.php H
H
H
H
H
H
H

Created afile in the Windows folder

Created an executable file in a user folder

Created or modified a file Microsoft-CryptoAP1/5.131.2600.5512

Started a process

Created an executable file in the Windows folder

Modified the Windows Registry GET o m/pca3-g5.crl

POST | 14NN 7/callback/bo.php

GET csI . com/CSC3-2010.crl

Microsoft-CryptoAP1/5.131.2600.5512

Modified the Windows Registry to enable auto-start

Modified Internet Explorer security settings

Microsoft-CryptoAP1/5.131.2600.5512
=

Used a short HTTP header
r
Used the HTTP POST method

Connected directly to an IP address over HTTP
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