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1. [FLOHIZ

AHAKRIZT. PAFirewall TD SAML OB FEHEEZBNLET,

PA Firewall TlE. LT DHEREEFI B9 BHHRIZ SAML ZBEFF1THEMTEET,

@ Captive Portal 525

@ GlobalProtect MiZE

QB TR—T AT HOEREDOFREE

PA Firewall [& SAML SP ELTEIMELET DT, SAML IdP (X B:REFITIHENHYET,

AHARTIX, #—TF>V—ZK® Shibboleth3d % IdP &L THEZEL . PA Firewall @ SAML SP #1{E(LEEDH KUV Q)%HE
ATEHESIZLTLET,

AHAREMAIREDOERXRF AV GALTIEE., IR REFECHANERBOREETRERDSERT LAY
FELTITRALESLY,

¥)  AHARE, LLTD 0S N—2avERIALTLET,

PAN-OS: 9.1.3
GlobalProtect Agent: 511

BRTAN—VavARAHIEE(F, ZETEHN—2aVDRFaAVMESRLTZEN,



2. SAML BjfEA A=
21, RYbT—DRERL

AAARTIEE AT DEIGRYET =IO T, SAML FRREDEEEHERLET .

Web Server
Ilﬂ www.abc.co.jp

eth1/1

10.99.1.4
LDAP IdP(Shibboleth) SP(PA Firewall)

10.10.222.111 Trust zone

10.99.2.7 samk-idp.acme.com 10.99.2.4
trust.acme.com

eth1/2

10.99.2.5

DNS
10.99.2.6

L

Client
Browser

BIEHE:

D 2547 kH Web 595 Tlwww.abe.co jpINT I RER#A D,

@ SAML MFBEEY YT AMAUthN Request)hs, Web TS50 HEZHL T IdP ~N&EdN D,

@ 1dP MR TA—LHESNTLDD T, Y5472 hE Username & Password # A 19 %,

@ |dP TOERIA AT H& . SAML Response(Assertion)ht Web 7595 #HL T SP ~&EbNh 3,
® Twww.abc.co.jpINTIERTES,

® |dP(Shibboleth)d/\—2 3> (F, 13.4.6 1ZFIALET,
® USATr®D Web T5H(E, TChromelZFIALET



2.2. SAML EBiE70—

LTI, 70— F##TJ (Captive Portal DI5E),

E E l®\ .

-
LDAP | [IdP(Shibboleth) 1099.26) (1) GET to www.abc.cojp I SP(PA Firewall) Web
10.99.2.7 Client - Server

Browser| (2) 302 Redirect to PR
o trust.acme.com:6082

.".; (3) GET to trust.acme.com:6082_

com (4) 200 OK (JavaScript)
Regegt SAML AuthN Request

www.abc.cg.jp

SAML AuthN Request

by Jslcrlpt
sealk 74 Captive m
i 2 < (1) POST (Username/Password) | Portal z
oK \"_ m

(8) 200 OK (JavaScript) (9) POST to trust.acme.com:6082 |
Reglrect

SAML Response C SAML Response
by JScript}

L (J0) 302 redirect to www.abc.co.jp
(11) GET to www.abc.co.ip

(12) Response from www.abc.co.jp

(1) 9547 b® Web 7594 T, Twww.abc.co.jpI N7V,

(2) PAFirewall @ Captive Portal 2=V, lhttps://trust.acme.com:6082~®M 302 YZ AL IrHREND,

(3) O34 7k PC M Web 594 (&, lhttps://trust.acme.com:6082 I ~NJZ (LI T It X,

(4) SAML FBEEDELE A T4 1= Captive Portal Y, SAML F2EE') VTR (AuthN Request)&#iRZE 3 %,

(5) ThER{ELI- Web TS5V H TIE, JavaScript IZ&kY . Z® SAML AuthN Request % 'saml-idp.acme.com (=
Shibboleth-IdP)~ POST 3%,

(6) Shibboleth-IdP &, 7547 t®D Web TS0 HFAZBIT+—LERET D,

(7) 954 T7UMEFDERFE T4 —LIZ Username & Password # A H9 5%,

(8) EREEMHELINT HLIE. Shibboleth-1dP [&. SAML Response &&&9 %,

(9) EFhEZ{ELT= Web TS0HI&. JavaScript [Z&Y . Zd SAML Response % [trust.acme.com:6082 | ~NE{ET
%o

(10) SAML Response #5{5L1= SP T#&5 PA Firewall (&, (1) TZ{EL1=Iwww.abc.co.jpi%. 302 UF AL YVFTRE
5,

(11) Web 75 (EMwww.abc.co.jpINT It R,

(12) Twww.abc.co.jplASM HTTP LRRU A BN S,



3. Shibboleth-IdP D&
Shibboleth & SAML IdP &L THIFALE T DT, DA AM—ILEITVET,
3.1. CentOS7 MD#{H

Shibboleth #4 > A h— LT B H—/3—&L T, CentOS7 Z#KLET,

® AE:3GB LLEAHRELEINTLET,
® LDAP H—/\[&, Bl &EEEAHDRIIRTT .

3.2. Shibboleth [CILEZZI T I T DAV AL—IL

CentOS7 IZUATEA 2 AR—ILLET,

# yum -y install httpd
# yum -y install mod ssl

# yum -y install java-1.8.0-openjdk

# yum -y install tomcat

3.3. Tomcat DE®ILE

# systemctl enable tomcat
3.4. Tomcat MHXTE
3.4.1. Tomcat DIRIEEHELE

(1) UTDRNET., Tomcat DIRBEHEEZE I7MIIVEHRITEVET .

# vi /etc/profile.d/java-tomcat.sh

# /etc/profile.d/java-tomcat.sh

JAVA HOME=/usr/lib/jvm/jre

#export MANPATH=$MANPATH:/usr/java/default/man

CATALINA HOME=/usr/share/tomcat

CATALINA BASE=$CATALINA HOME

PATH=$JAVA HOME/bin:$CATALINA BASE/bin:$CATALINA HOME/bin:$PATH
export PATH JAVA HOME CATALINA HOME CATALINA BASE

(2) BRIREHERARAHET
# source /etc/profile
3.4.2. Tomcat DEENA TV DERE

UTDORIIHHRELES

# vi /etc/sysconfig/tomcat

#JAVA OPTS="-Xminf0.1 -Xmaxf0.3"
JAVA OPTS="-server -Xmxl1500m -XX:MaxPermSize=256m -XX:+UseGlGC "




3.4.3. Tomcat M server.xml %5
# vi /usr/share/tomcat/conf/server.xml

UTFZIAANTINET,

-~

L

s
\

>
N
NG
5

<l--

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

-~

-——>

L

s
\

>
N
NG
5

UTFDIEIAVRT IR OE—LT . UTFOLIITEZTHZIFT,

<l-- AT I
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />
> aAVRT N

<Connector port="8009" protocol="AJP/1.3" redirectPort="8443"
enableLookups="false" tomcatAuthentication="false" address="127.0.0.1"
maxPostSize="100000" />

3.5. Apache MHE
Web 4 —/3\Tdh 5 Apache DHREEZITLET,
3.5.1. httpd.conf DERTE

# vi /etc/httpd/conf/httpd.conf

ServerName saml-idp.acme.com:80
ProxyPass /idp/ ajp://localhost:8009/idp/

3.5.2. ssl.conf DEFE

# vi /etc/httpd/conf.d/ssl.conf

ServerName saml-idp.acme.com:443
ProxyPass /idp/ ajp://localhost:8009/idp/

3.5.3. httpd Y—E XD HITE
httpd ZBEEEILE T,

# systemctl restart httpd



3.6. Shibboleth W& E

3.6.1. Shibboleth3 @& H>O—Fk

Web 7579+ Tl http://shibboleth.net/downloads/identity-provider/latest3 IN7 2t AL . &/ N\—a 2 FERELTL
=80y,

RFHRD Shibboleth3(A & ¥HE R s DB H : version 3.4.6)Z A FTDIRUR T oo O—RLET,

# wget http://shibboleth.net/downloads/identity-provider/latest3/shibboleth-identity-
provider-3.4.6.tar.gz

3.6.2. Shibboleth3 M &R

A2 O—K L7z shibboleth3 D7 —hA T #REALET

# tar xzvf shibboleth-identity-provider-3.4.6.tar.gz
3.6.3. AVARR—ILRYYT DEST

BEALI=TALIRMIICHEEIL. AV RN—ILRY) T EETLET,
# cd shibboleth-identity-provider-3.4.6

# ./bin/install.sh -Didp.conf.filemode=640

Source (Distribution) Directory (press <enter> to accept default): [/home/admin-admin/shibboleth-
identity-provider-3.4.6]
(Enter)

Installation Directory: [/opt/shibboleth-idp]
(Enter)

Hostname: [saml-idp.acme.com]
(FRRAM%E% 1dP TfES FODN IZZEEL T Enter)

SAML EntityID: [https://saml-idp.acme.com/idp/shibboleth]
(Enter)

Attribute Scope: [acme.com]
(FAM%IEEL T Enter)

Backchannel PKCS12 Password: ({FE&)

Re-enter password: ({FE)

Cookie Encryption Key Password: ({£&E)

Re-enter password: ({FE)

Warning: /opt/shibboleth-idp/bin does not exist.

Warning: /opt/shibboleth-idp/edit-webapp does not exist.

Warning: /opt/shibboleth-idp/dist does not exist.

Warning: /opt/shibboleth-idp/doc does not exist.

Warning: /opt/shibboleth-idp/system does not exist.

Generating Signing Key, CN = saml-idp.acme.com URI = https://saml-idp.acme.com/idp/shibboleth ...
...done

Creating Encryption Key, CN = saml-idp.acme.com URI = https://saml-
idp.acme.com/idp/shibboleth ...

...done

Creating Backchannel keystore, CN = saml-idp.acme.com URI = https://saml-
idp.acme.com/idp/shibboleth ...

...done

Creating cookie encryption key files...

...done

Rebuilding /opt/shibboleth-idp/war/idp.war ...

...done

BUILD SUCCESSFUL
Total time: 1 minute 0 seconds




3.6.4. N—IVIIavEIUVA—F—1ERDEE
LTFDOESIZ. TALORIDIN—20 30 BLUA—F—1ERELTHLET,

chown -R tomcat:tomcat /opt/shibboleth-idp/logs/

chgrp -R tomcat /opt/shibboleth-idp/conf/

chmod -R g+r /opt/shibboleth-idp/conf/

find /opt/shibboleth-idp/conf -type d -exec chmod -R g+s {} ¥;
chgrp tomcat /opt/shibboleth-idp/metadata/

chmod g+w /opt/shibboleth-idp/metadata/

chmod +t /opt/shibboleth-idp/metadata/

FHRHFHRHHRH

3.6.5. idp.war DERFE

war 774 )L &l Java BD Web 77 r—2ar TEMT 5 serviet RERET7MIL JARBERDSATFIAFEEDHS
NTWBT—HATI7MILTY,
Shibboleth BFIFALTLVS Tomceat [& Java TELNTLNSD T, COEENKETT,

(1) idp.war 774 ILDE LRIZHBIZ /IS —2SF AV AM—ILLET,
# yum -y install jakarta-taglibs-standard
(2) VT —=UICEENDBER jar T7AILDI Ry I) o OEERLET,

# 1ln -s /usr/share/java/jakarta-taglibs-core.jar /opt/shibboleth-idp/edit-webapp/WEB-
INF/lib/jakarta-taglibs-core. jar

# 1ln -s /usr/share/java/jakarta-taglibs-standard.jar /opt/shibboleth-idp/edit-
webapp/WEB-INF/lib/jakarta-taglibs-standard. jar

(3) Idp.war @ Build Z1FLVET,

# /opt/shibboleth-idp/bin/build.sh

Installation Directory: [/opt/shibboleth-idp]
(Enter)

Rebuilding /opt/shibboleth-idp/war/idp.war ...
...done

BUILD SUCCESSFUL
Total time: 6 seconds

(4) Tomcat IZ idp.war DEREEBIMLET L TFTOFHRMI7AIEERLET,

# vi /usr/share/tomcat/conf/Catalina/localhost/idp.xml

<Context docBase="/opt/shibboleth-idp/war/idp.war"
privileged="true"
antiResourceLocking="false"
swallowOutput="true">

<Manager pathname="" />

<!-- For Tomcat 8.0: work around lack of Max-Age support in IE/Edge -->
<CookieProcessor alwaysAddExpires="true" />

</Context>




3.6.6. 7ULEARHFRIDETE

Shibboleth ~ND TV REHALIzWVEER Y TRIMEEELET,
AAAFTIL.10.0.0.0/8 ZEFAITHIEICLFET,

# vi /opt/shibboleth-idp/conf/access-control.xml

<entry key="AccessByIPAddress">
<bean id="AccessByIPAddress" parent="shibboleth.IPRangeAccessControl"
p:allowedRanges="#{ {'127.0.0.1/32', '::1/128', '10.0.0.0/8"'} }" />
</entry>

3.6.7. Tomcat 4 —E XD EAtE

(1) Tomcat #BAtELET .

# systemctl start tomcat

(2) Tomcat DATICTIS—AHTIVENWIEZHEELET (AT 774)LD YYYYMMDD (BT 1).
# tail /usr/share/tomcat/logs/catalina.YYYY-MM-DD.log

3.6.8. ENfFRERR

TORARHFAEHRELT 10.0.0.0/8 YT RYRDIHRD Web TZ0Hh b, FREATIEALET,

https://saml-idp.acme.com/idp/status

LUTD&SHEL AR ZMEoNNIE, Shibboleth [FEIMELTLVET

### Operating Environment Information

operating system: Linux

operating system version: 3.10.0-1127.10.1.el7.x86 64
operating system architecture: amd64

jdk_version: 1.8.0_252

available cores: 1

used memory: 186 MB

maximum memory: 1500 MB

### Identity Provider Information

idp _version: 3.4.6

start time: 2020-06-13T16:48:14+09:00
current time: 2020-06-13T16:48:16+09:00
uptime: 1823 ms

service: shibboleth.LoggingService
last successful reload attempt: 2020-06-13T07:48:002
last reload attempt: 2020-06-13T07:48:00Z

service: shibboleth.ReloadableAccessControlService

last successful reload attempt: 2020-06-13T07:48:03%
last reload attempt: 2020-06-13T07:48:03%

~EE~
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3.7. LDAP H—/ L&

Shibboleth & LDAP H—/\EDEED - DFREEITLVET

(LDAP IREBZFRITHEET 5B EI1Z(E. Appendix D URL #SBL T LDAP A2 Ab—)LLTLZELY, )
3.7.1. Openldap 951472 rDAVRA—IL (EFETADI=8)

(1) CentOS7 IZ Openldap 7547 bEAAM—ILLET,

# yum install -y openldap-clients

(2) LDAP H—/\HoIFHMABTELHLEHRELET,

# ldapsearch -h 10.99.2.7 -x -b 'dc=acme,dc=com' '(objectclass=*)'

LTI, LEEOITURTHLNT LDAP fEHRO Y TILTT,

extended LDIF

LDAPV3

base <dc=acme,dc=com> with scope subtree
filter: (objectclass=*)

requesting: ALL

HFHR W HHF R

# acme.com

dn: dc=acme,dc=com
objectClass: top
objectClass: dcObject
objectClass: organization
o: Server World

dc: Acme

(&)

3.7.2. Shibboleth @) LDAP &M #4558 5E

Shibboleth A% LDAP H—/ &G d D=0 DREEZITLVET .
(UTFIEHUTILTY, CEEM LDAP BIEIZH =B EEIToTEEL,)

# vi /opt/shibboleth-idp/conf/ldap.properties

## Connection properties ##

#idp.authn.LDAP.1ldapURL = ldap://localhost:10389
idp.authn.LDAP.1ldapURL = ldap://10.99.2.7:389
#idp.authn.LDAP.useStartTLS = true
idp.authn.LDAP.useStartTLS = false
#idp.authn.LDAP.useSSL = false

# Time in milliseconds that connects will block
#idp.authn.LDAP.connectTimeout = PT3S

# Time in milliseconds to wait for responses
#idp.authn.LDAP.responseTimeout = PT3S
#idp.authn.LDAP.baseDN = ou=people,dc=example,dc=org
idp.authn.LDAP.baseDN = ou=people,dc=acme,dc=com
#idp.authn.LDAP.subtreeSearch = false
idp.authn.LDAP.subtreeSearch = true
idp.authn.LDAP.userFilter = (uid={user})

# bind search configuration
# for AD: idp.authn.LDAP.bindDN=adminuser@domain.com

#idp.authn.LDAP.bindDN = uid=myservice,ou=system
idp.authn.LDAP.bindDN = cn=Manager,dc=acme,dc=com
#idp.authn.LDAP.bindDNCredential = myServicePassword

idp.authn.LDAP.bindDNCredential = LDAP NAURAD/INRT—F

11



3.7.3. Tomcat Y—E XD HILE)
(1) Tomcat ZEEEILET,

# systemctl restart tomcat

(2) Tomcat MAJZTS—AHTLVENZEEZHERLET,

# tail /usr/share/tomcat/logs/catalina.YYYY-MM-DD.log

(3) UTOITURT, BiEsREELETS .

# wget -0 - https://localhost/idp/status --no-check-certificate

UTDESIEREAFONNIE OK TS,

(RITER)

### Operating Environment Information

operating system: Linux

operating system version: 3.10.0-1127.10.1.el17.x86_64
operating system architecture: amd64

jdk_version: 1.8.0_252

available cores: 1

used_memory: 152 MB

maximum memory: 1500 MB

### Identity Provider Information
idp_version: 3.4.6

start_time: 2020-06-13T17:19:47+09:00
current_time: 2020-06-13T17:25:37+09:00
uptime: 349706 ms

service: shibboleth.LoggingService
last successful reload attempt: 2020-06-13T08:19:212
last reload attempt: 2020-06-13T08:19:21Z

service: shibboleth.ReloadableAccessControlService
last successful reload attempt: 2020-06-13T08:19:252
last reload attempt: 2020-06-13T08:19:25Z

service: shibboleth.MetadataResolverService
last successful reload attempt: 2020-06-13T08:19:2472
last reload attempt: 2020-06-13T08:19:247Z

service: shibboleth.RelyingPartyResolverService
last successful reload attempt: 2020-06-13T08:19:2472
last reload attempt: 2020-06-13T08:19:247Z

service: shibboleth.NameIdentifierGenerationService
last successful reload attempt: 2020-06-13T08:19:2472
last reload attempt: 2020-06-13T08:19:247Z

service: shibboleth.AttributeResolverService

last successful reload attempt: 2020-06-13T08:19:232

last reload attempt: 2020-06-13T08:19:23Z
DataConnector staticAttributes: has never failed

service: shibboleth.AttributeFilterService

last successful reload attempt: 2020-06-13T08:19:232

last reload attempt: 2020-06-13T08:19:23Z

1008

-.-K/s IF[# os

2020-06-13 17:25:37 (111 MB/s) - stdout ~HH5ET [1431/1431]

>] 1,431

12




4. SAML FREEMDERTE (Captive Portal)
FT (L. NP DE R 1% SP B REE T 572 TDERTE(TSP DER 1% IdP MREELEVEEE)EEELTLEET,

@ SPAZT—4 (SPOY—/\GEBAEL) £
IdP~A 2 R—h

— i
LDAP | |IdP(Shibboleth) 1%?9'2{6 (1) GET to www.abc.cojp __ I' SP(PA Firewall) Web
10.99.2.7 1=l R Server
Browser| (2) 302 Redirect to < www.abc.cg.
trust.acme.com:6082
7 (3) GET to trust.acme.com:6082_
l -j com (4) 200 OK (JavaScript)
@ SAML AuthN Request Redirect SAML AuthN Request
% by JScript}
g
sl
8
— 3 (6) 200 OK e _
SPART—% 2 e e — BT—4 ﬁ
3 pyl
@__‘ /\ = <L POST (Username/Password) . ﬁ
o
(| [opmza] 2 - | ©.POST lo tustacmeconic0sy
|dPHK % 8 = | ___(8)200 OK (JavaScript) _| 9) POST to trust.acme.com:6082 |
S SAML Response bReJ&l;revctt SAML Response "
BB i R S N Cri H —
EEFEE g v T ke T
= IdPEEBAE IdPEERE
N AP AT —4 p ({10) 302 redirect to www.abc.co.jp AP AR T —4
( GET to www.abc.co.ip * _
—JASFEE=E L% / >
iy 2) R )i .abc.co.j
@ IdP A% 8 DiRE (12) Response from www.abc.co.jp /

Q) IdPABRT—A %
SPAAUR—K

@ IdP DY —/\GEEAE LB DORTE

EDY—/N\WERTMNIP OER 1ZT50 M. EDIdP FEEAE 1% SAML Response TSP IZESDMEFIEELE
ER

@ 1dP A T—ADiRE

Shibboleth 42 Xb—ILEFIZEEIBIICE R END IdP A2 T —48% [ SP(PA)TAUR—rLTHIATES LSICHREL
EXR

@ IdP A*8F—%% SP ~{vR—k
IdP A8F—%% , SP(PA)IZ/ > R—rLET, (&R, SML IdP Server Profile MR ENET, )
@ SP AT —#5% IdP ~{vR—k

SP(PA Firewal) TAE B EN B AFT—4% IdP NI UR—bLFE T,
FT 1L SP DY —/ FEAEERF-AVVREC U TVERKE) TOEREEZTVET,

13



4.1. 1dP QY —/\FIEAZ LR B DT

NdP ME A 1Z2E DY —/\WERTITL. EDTdP FEBAE 1% SAML Response TSP NELDMEFIEELET,
411, Y—N\BEROA—FT—HtERRUL/NN—IvIavDER

COBMTEBRMNIC, TIHINCHET Y —/ GIRE RBREEILITLET,

Y—N\HEBROA—F—ERZERBLTHEET, T4 AL Shibboleth-IdP D TS5—% AT 51-6TY .
ABhET/8I—3vyiard Read-Only ICEBELTHEET,

lopt/shibboleth-idp/credentials 7L ZkJIZ, LT 3 FEOMEEILFEELET,
@ idp-backchannel.crt  idp-backchannel.p12
@ idp-signing.crt idp-signing.key
@ idp-encryption.crt idp-encryption.key
M55, QEFEH>T. . IdP DELFITVET,
(1) LLFOavoREESTL. idp-signing.key DA —F—HERE/RA—I VL3 ETELET,

# chown tomcat:root /opt/shibboleth-idp/credentials/idp-signing.key
# chmod 400 /opt/shibboleth-idp/credentials/idp-signing.key

(2) idp-encryption.key [&. SAML 7H—3> DEESIEDT=OIZFEHNEHELDTT A, PA Firewall AA%REL TLVELY
DT REFALFEA,
LAL. Shibboleth MERFEELTIEHETHY . F—F—HEREZZELTEMNGENETS—AHL-H. CHLLEEL
THEEFET,

# chown tomcat:root /opt/shibboleth-idp/credentials/idp-encryption.key
# chmod 400 /opt/shibboleth-idp/credentials/idp-encryption.key

4.1.2. idp.propereties MR FE(FEZDH)

idp.properties.xml MEXE T, IdP DERELE DY —/\WERTITIH . EOH—/\GEAAEZE SAML Response T SP
~NELDMEIRELET,

CDBRRBETIE. TI4ILTHEET Slidp-signing.key I T IdP DELEITHIEICLET .
LT DIREEICI>TWND I EERERLET

# less /opt/shibboleth-idp/conf/idp.properties

# Settings for public/private signing and encryption key(s)

# During decryption key rollover, point the ".2" properties at a second

# keypair, uncomment in credentials.xml, then publish it in your metadata.
idp.signing.key = %{idp.home}/credentials/idp-signing.key
idp.signing.cert = %{idp.home}/credentials/idp-signing.crt
idp.encryption.key = %{idp.home}/credentials/idp-encryption.key
idp.encryption.cert = %{idp.home}/credentials/idp-encryption.crt

® idp-encryption.key [&{ELVEHR A A, Shibboleth DERFEEL TITMALL>TVET DT, COFFAMILTHEEF
ER
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4.2. |dP A3 T—HDiRE

Shibboleth 1> Ah—LEFIZERSIN TS IdP AT —4%aE—LTHRELET .
J74IL%: lopt/shibboleth-idp/metadata/idp-metadata.xml

BDRTYT T, COREZRDIT7A L% SP(PAFirewall)lIZf > R—kLET,

ZDT74IVERK &, lopt/shibboleth-idp/credentials 7L ZM)IZT 74 LN THEET S 3 DO H—/\FIBAEN LT D
BB TELGS>TWAEMN ZERHYET . COMAEH/ELET .

@ idp-backchannel.crt —HIBRLET,
@ idp-signing.crt —INEELT. ChEFEVFET,
@ idp-encryption.crt

(1) —Z&ELEDFIAZE (idp-backchannel.crt)[EfEHLLD T, HIBRL TSN,
(32H. 3 &H(idp-encryption.ct) LA EHYFHAD T, HIBRLTEEBUOVEFAL. BoTWTEXEHYFEE A, )
(2) ZEFTELREBRDTBEEITHEOTIZEL,

~H~

<!-- First signing certificate is BackChannel, the Second is FrontChannel -->

ReyDeseript "gigning® | Bikg
Reybescriptor use="signing 2

] X T £
S TReYyInro

/Keybescriptor 1 IR
<KeyDescriptor use="signing">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MIIEMDCCApigAwIBAgIVANgMoMaTeVPML6h5+erQj9Lpjxg6MAO0GCSQGSIb3DQEB
CwUAMBwWXGJjAYBgNVBAMMEXNhbWwtaWRwLmMF jbWUuY29tMB4XDTIwMDYXMzA3NDAW
~B~
@ idp-signing.crt
~B~
DwUXLYLXJjW3ZDSskYGaFDwc9hQEoh4mUerBMOGV3ZvAsvctItDuEvbPsX0+vbgN4
2EKmR98g6kCPiEGXgABN+BDjVWE=
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>

</KeyDescriptor>
<KeyDescriptor use="encryption">
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MIIEMDCCApigAwIBAgIVAIynJUkg27pGNOyUytliOw+tXn21MAOGCSGGSIb3DQEB
CwUAMBwWXGJjAYBgNVBAMMEXNhbWwtaWRwLmMF jbWUuY29tMB4XDTIwMDYXMzA3NDAW
~m§~
@ idp-encryption.crt
~m§~
Uee+qlx6BvgwqIEyI06RphOygZMgY1lhWfgpOVKMQa3RWKHhAOSdFYGFm/MWFvLAY
RZ1WOjSG/ivZ2ZwY¥5+/q/0WR6gw=
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>

</KeyDescriptor>
~BE~
(2 BB LRRITEIE)
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4.3. SP (PAFirewall) M%E

4.3.1. IdP A3T—%% SP ~A2iR—bk (=SAML IdP H—/\7 0774 LD EKE)
BIDRT VT TIRELL |dP A8 F—4% AV R—F BZET, SAML IdP 4 —\TOT7( L EREShET,
(1) a)lDevice] — b)ISMAL Identity Provider] — c)lImport]&4wsLET,

(2) d)Profile Name I Shibboleth-IdP(fEE) .. )T IdP A4 F—5 774 LERIRLET .

5 DOEERETIX. f)l Validate Identity Provider Certificate IO F =y (ZHLTHEEET,
g)fOK1ZZ )y ILETY,

#2 paloalto

NETWORKS

Dashboard Monitor Policies Objects Network

I Response Pages
U] Log Settings

] Name ) ) : Identity Providel
o Eewe' AL SAML Identity Provider Server Profile Import ®
5) SNMP Trap

;43 Syslog Profile Namel Shibboleth-IdP d)l
LS4 Email
& HTTP [) Administrator Use Only
) Netflow Identity Provider Configuration
(@ RADIUS Identity Provider Metadatd | C:\fakepath\idp-metadata_2nd.xml e)
E';TACACSO :\fakepath\idp-metadata_2nd.xm Browse...
G5 LDAP [] validate Identity Provider Certificate f)
— [ Validate Metadata Signature
(% SAML Identity Provider D)
L2 MuTD Factor Authentcaton Maximum Clock Skew (sec) 60
¥ (& Local User Database

S Users

@ User Groups
\Z] Scheduled Log Export
@5 Software
& GlobalProtect Client

@ Add B 0ckeie @Clone < Import Exs PDF/CSV

(3) (RERM#): TShibboleth-IdP IZBILNTH 5L, [dP AT —2RDIERAERSIN . LT D &ESREIZA>TS
$9°T9,
( b)DTcrt.Shibboleth-IdP.shared 1Dt —/\ZEBAZ (L. Shibboleth-IdP D Tidp-signing.crt1 TY . )

SAML |dentity Provider Server Profile ®

Profile Name Shibboleth-IdP
["] Administrator Use Only

Identity Prov‘der conﬂguraﬁm LR N N N RN N RN RN RN RN RN RN RN RN R RN RN RN NN LY FRNRNRN Y
Identity Provider I https://saml-idp.acme.com/idp/shibboleth a)

Identity Provider Certificate crt. Shibboleth-IdP.shared - b)

SenIR LRHficars that TOP USHnd Siq SAML esedgag *rrrmmrsrmasss s en e

Identity Provider SSO URLE https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO C)_

Idmu.ty va'de SLO URL'- lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

SAML HTTP Binding for SSO Requests to (®) Post () Redirect
IDP

SAML HTTP Binding for SLO Requests to (®) Post () Redirect
IDP
F R IR

i[] Validate Identity Provider Certificate d);

[ sign SAML Message to IDP e)

16



432 EBEI7OJ7AILDETFE
PA Firewall A SAML SP ELTEIMET B1=0(ZI1E. R TATI7AIILDERENDETY,

(1) a)lDevice] — b)lAuthentication Profile] — c)lAdd1&2J)voLET,

(2) d)Name IZTSAML-Auth({£E) 1. e)Type TISAMLIZEIRL. f)IdP Server Profile [Z[&. §%FE L=l Shibboleth-
ldP1ZEIRLET
5 DE&RETIX. g)Certificate for signing Requests(TSP ME & 1)I&INone IO FFICLTEZET,
(BOETEHEMICLT. SEEHERELET,)

Device

#2 paloalto

NETWORKS Dashboard

ACC Monitor Policies Objects Network

I Setup
=1 High Availability
5 Config Audit Authentication Profile

& Password Profiles
£ Administrators Name | SAML-Auth
€ pdmic Raloc

5 Authentication Profile b) Authentication || Factors = Advanced acme,de=com
¥4 Authentcation sequence
User Identification Typel R e) v acme,dc=com
121 VM Information Sources 1dP Server Pmﬂlel Shibboleth-IdP f) e
2% Troubleshooting Certificate for Signing: None g)E ¥ | Roalto,dc=local
V g2 Certificate Management Requests: Sptacts tive Tentifate s shr Sy sy po (OP e e
&l Certificates ["] Enable Single Logout
& Certificate Profile
9 OCSP Responder Certificate Profile None v
£ SSL/TLS Service Profile User Attributes in SAML Messages from IDP
[T; sedy _ , Username Attribute username
3 SSL Decryption Exclusion
[ Response Pages User Group Attribute
! Log Settings Admin Role Attribute
v L) Server Profiles . }
) SNMP Trap Access Domain Attribute
) Syslog
& Email
R HTTP
) Netflow
(% RADIUS
(5 TACACS+ Add (3Delete @ Clone EpsPDF/CSV

) o=

(3) h)[Advanced1#7 @ Allow List TI&. i)lall1Z#RL. )IOKI1ZED v ILET,

Authentication Profile

®
Name | SAML-Auth| |
h
Authentication  Factors Advagced

Allow List
M| Allow List
S a i)
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4.3.3. Captive Portal M:%5E

SAML (2%} LT=52EE (% . Management, Captive Portal, GlobalProtect @ 3 DA% YFET A, ZZ Tld Captive Portal
DEEETO>TVEET,

43.3.1. CAGIRAZEDAER

Captive Portal Z25E Tl SSL A FIAEIN S8, H—/FIAENRBELLYFET,
NERDIERAERTHENSIRBSNDSG Y —/FIAETLRVTI M KAMFTIEEHHIC PA TERL-LDOZEFIA
THIEICLET,

(1) TDevicel — TCertificate Management]® T Ml Certificates] — [Device Certificates |27 — [Generate %%
o LET,

(2) a)Certificate Name [ZIPA-Certificate-Authority({E&) I EAHALET,
b)Common Name |24 PA-Certificate-Authority({E &)1 EA FILE T,
c)Certificate Authority (CFzvoZANET,
d)'Generate 1% 9') v LET,

Generate Certificate

Certificate Type © Local () SCEP

Certificate Name| PA-Certificate-Authority Ia_)
Common Name| PA-Certificate-Authority b)
e
Signed By v
[V Certificate Authority C)
OCSP Responder v
[+] cryptographic Settings |
Algorithm RSA
Number of Bits 2048 v
Digest sha256 v

Expiration (days) 365

Certificate Attributes

G Add @ Delete

(3) EMAHULI-CEERT Avt—UhHhEht=5, TOKIZVYILETS,

18



4.3.3.2. Captive Portal ADH—/\—iEBHED AR
E LRI HEIBAE % # > T, Captive Portal HMES3H—/\—SEBAZEZ A KL ET .

(1) a) Certificate Name [Zltrust.acme.com_cert (F&)I1EAALET,
b) Common Name (&, RyrT—I8RKIZHELY. Mrust.acme.com]EAALET,
c) Signed by (I p L1525 BT PA-Certificate-Authority | Z5&RLE T,
d) ladd]1&2")v2LT. e)[Host Name |Z:&RL . Mtrust.acme.comlZ AHLFET,
f) TGenerate &9 vILET,

Generate Certificate ®

Certificate Type ® Local O scep

Certificate Name] trust.acme.com_cert a)

Common Name| trust.acme.com b)
IP or FODN to appear on the certificate

Signed By| PA-Certificate-Authority v | ©)
T Certificate Authority
OCSP Responder v
[+] cryptographic Settings
Algorithm RSA v
Number of Bits 2048 v

Digest sha256 v
Expiration (days) 365

Certificate Attributes

(/)" Host Name "trust.acme.com € )I

G Add @ Delete

2N

4.3.3.3. SSUTLS —ERTOTI7AILDHTE

SSL/TLS H—ERXTAT74/LEHERAL T, Captive Portal TERAY 59—/ \—FIBAEDIEEL. AT 5 SSL/TLS
DTARINN—DaVERET HENTEEY,
AHARTIL, SSLTLS TR N—=23V [ETIHILMDEFELET,

(1) TDevicel — TCertificate Management1® T MDISSL/TLS Service Profilel — TAdd1&9J)voLET,
(2) Captive Portal FI0 SSL/TLS #—E X TOT7 A LEERHLET .

a)Name [Z[Captive_Portal SSL _Profile({E&E)1EANLFET,

b)Certificate (L 1ERFH DI trust.acme.com_cert)Z:&RLET,

c)OKIZEV)VILET,

SSL/TLS Service Profile

trust.acme.com_cert

Protocol Settings
Min Version TLSv1.0

Max Version Max

19



4.3.3.4. Captive Portal BifEDEEE

REL-EIBAZ PRI IO 771 L% {E > T, Captive Portal AMFEZ5KSIZHRELET .

(1) a)lDevice] — b)l'User identification] — c)lCaptive Portal Settings] — d)[8&§E | #5)vILET,

#2 paloalto O

NETWORKS Dashboard ACC Monitor Policies Objects Network Device

Admin Rol
g Autl:::ntizaiison Profile User Mapping | Connection Security | User-ID Agents | Terminal Server Agents | Group Mapping Settings | Captive Portal Settings

Auth it i Componco C t‘ P rt I ¢
[l User Identification b)l aptive ot m{

.IVM Information Sources Enable Captive Portal
% Troubleshooting L Timer (min) 1
v lT@_Cer‘ciﬂcate Management Idle Timer (min) 1
& Certificates SSL/TLS Service Profile Captive_Portal_SSL_Profile
& Certificate Profile Authentication Profile  SAML-Auth
&7 OCsP Responder GlobalProtect Network Port for Inbound Authentication Prompts  a=n1

(2) a)lEnable Captive PortalJICFzvo&% ANET,
b)E% L= SSL/TLS Service Profile: [Captive_Portal SSL_Profile |Z:#iRLET .
c)5% % L 1= Authentication Profile: [SAML-Auth |Z:&RLET,
d)Mode [&lRedirect)Z:&RLFET
e)® Redirect Host [&, PA @ Trust ] IP [Z##DU f=ltrust.acme.com|Z A HLET,
HITEETIN, JIPD 1 RICLTHLILET, REEERYBRI TR T HIGRICIIERTY,
g)fOK1Z2 )y ILETY,

Captive Portal ®

[ Enable Captive Portal ~ a)
Idle Timer (min) 1 )l sSUTLS Service Profile | Captive_Portal_ssL b)
Timer (ming 1 : Authentication Profile | SAML-Auth v C)

GlobalProtect Network Port for 4501
Inbound Authentication Prompts
(UDP)

Mode () Transparent I(') Redirect d)l

Session Cookie
[V Enable
Timeout (min) 1440
(v Roaming

Redirect Hostl trust.acme.com e)l
Certificate Authentication
Certificate Profile  None v

NTLM Authentication
Attempts 1
Timeout (sec) 2
Reversion Time (sec) 300
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4335 A A—DJx—REBTOT7AILDETE

PA Firewall A\ Captive Portal ® Web BEIE#IRE T 51=HIZIE, /04— —REBTOI7 M ILDREHNLETT,

Trust Y —2 BT 5422 7x—X12(F1Z Captive Portal ##EALzL\D T, FiRICA4—7z—REBTOT7/ L%
ERLT, % Trust V—VISERLET,

(1) a)lNetwork] — b)lnterface Mgmt] — c)lAdd1Z&2J)voLET,
(2) Name [Z d)[MGMT-TRUST({£E).. e)[Response PageslIZFzvIZE ANFET,
(3) HroKIx2)vILET,

#2 paloalto

METWORKS

&3 Interfaces
£ Zones
# Virtual Routers
a2 1PSec Tunnels
5% GRE Tunnels
& DHCP
%% DNS Proxy
v @& GlobalProtect
@ Portals
@, Gateways
“Qvom
]EyDevice Block List
Clientless Apps
53 Clientless App Groups
# QoS
& Lopr
¥ UZ] Network Profiles
& GlobalProtect IPSec Crypto
It IKE Gateways
& 1PSec Crypto
& IKE Crypto
Q Mooitor

& Interface Mgmt b)
T
&% QoS Profile
& LLDP Profile
#5% BFD Profile
@, SD-WAN Interface Profile

Dashboard ACC Monitor Policies Device

| Network

Objects

SNMP Response Pages User-ID

Interface Management Profile
Name | MGMT-TRUST
Administrative Management Services
[ wrTP
[ HrTPS
[ Telnet
[ ssH

Network Services
[V Ping
[] HTTP OCSP
[ ] snwp
I@ Response Pages e)|
[] user-ID
[] user-ID Syslog Listener-SSL

["] user-ID Syslog Listener-UDP e

Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6
2001:db8:123:1::1 or 2001:db8:123:1::/64

@ Add @0elete @ Clone Eyé PDF/CSV

(4) a)Network] — b)lInterface ® ethernet1/2 2, B ELF-A V271 —REBETOT74 )LIMGMT-TRUST 1% # A

LET.

paloalto

NETWORKS

@9 Virtual Routers
a2 1PSec Tunnels
#5¢ GRE Tunnels
5 DHCP
2 DNS Proxy
v @ GlobalProtect
@ Portals

Dashboard ACC

| Network |

Monitor Policies Objects

Ethernet

A
rfa rface Type Profile Link State  IP Address Virtual Router ~ Tag VLAN / Virtual-Wire  Security Zone
mwethernetl/1 Layer3 MGMT 10.99.1.4/24 default Untagged none Untrust
10.99.1.101/32
@ ethernet1/2 | Layer3 MGMT-TRUST C) 10.99.2.4/24 default Untagged = none Trust
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4.3.3.6. TrustYy—>T® User-ID DFEHIL
User-ID E#EXT5=OIZIE. YV —0 TaA—HERIBEEE AT ILERHYET,

(1) a)lNetworkl — b)[Zone] T.&&EFHD c)l Trust]V—2ZHEFET,
(2) d)lEnable User Identification |[IZFvoZ& AN, e)[OKI1ZED)vILET,

D paloalto | — T -
NETWORKS Dashboard ACC Monitor Policies Objects Network Device

a1 [ §
) Zones b)

% Virtual Routers
o unnels K
C User Identification ACL

£ DHCP Name; Trust

Ol

Sasssssssssssnsssssnmnnnnnn
DNS

& DNS Proxy

| [¥ Enable User Identification d)l

&
O Log Setting None v
@ Portals B Type Layer3 v ‘ ‘ S
eJGateWBYS (| Interfaces Select an address or address group or type in your own
'ﬁMDM B address. Ex: 192.168.1.20 or 192.168.1.0/24

[ Device Block List ethernet1/2
Clientless Apps
53 Clientless App Groups

4% QoS
e
- Add| ©
¥ I[Z] Network Profiles =
& GlobalProtect IPSec Crypto Users from these addresses/subnets will be identified.
T IKE Gateways Add O
& 1PSec Crypto
a8 Select an address or address group or type in your own
IKE Crypti

a Monit::’p o address. Ex: 192.168.1.20 or 192.168.1.0/24

& Interface Mgmt

@Zone Protection Zone Protection
<% QoS Profile Zone Protection Profile ZP001 v
& LLDP Profile )
e o [ Enable Packet Buffer Protection M O
@, SD-WAN Interface Profile Users from these addresses/subnets will not be identified.

)
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43.3.7. BRI —DEE
Captive Portal ZB1{ES € 5(Z(E. 25 (Authentication)R1) S — DR ENKLETT,

Trust A 5 Untrust ~D&E{E DFEIZ Captive Portal B&I1ET BE5. LTFDKSITHRELET,

| Policies

paloalto

Dashboard ACC

Monitor Objects Network Device

B3 Security
2% NAT

&4 QoS

[+ Policy Based Forwarding
& Decryption 1 |captive-auth | none | ga Trust | any any  any 8 Untrust  any 3R service-http  default-web-form C)
@ Tunnel Inspection
EEl A ealicabion Do

Name Tags  Zone Address User  HIP Profile  Zone Address  Service Authentication Enforcement

& service-https

"

Authentication b)
| 3¢ DoS Protection

433.8. SSLESDHETE

9S54 TR HTTPS YA bARM SR Captive Portal DEEEE 74— L% RTIZIE, SSL ESHANBEELYET,
(X, Captive Portal (&, HTTP 302 YA ALY+ &E51=6TT,
SSL S ENT-RETIEI HTTP AYALEES SN TLNST=6, HTTP 302 YA AL I EIELEH AW

HEEF SSL BB T HILEBIT-LMEE . EET1—HIZTUnknown 1 Z$EE T HZET. SAML [ZXH1—HHAINTE T
TEHETOREIT, —FHIIC SSL BB ZERATAZENTEET .

)
LUTDEIIHRELET
a
paloalto , , ,
NETWORKS Dashboard ACC Monitor Policies Objects Network Device
B8 Security X
3 NAT
&% QoS
]:—-:So“ Bacad " Name Tags  Zone Address User Zone Address  URL Category  Service  Action Type Decryption Profile
5 Decryption b)I ||1 Dec_Rulel none g Trust any © unknown £ Untrust  any any any decrypt ssl-forward-proxy  default C)I

SSL B FICET A ZFDMDEEMIL. T2 Link DTPA Firewall EZEH MR 12 SBAESL,
https://live.paloaltonetworks.com/t5/7F- L K 3 1 A2 Mpa-series-firewall-£% F 4 A F-pan-0s-8-1/ta-p/209905

Commit Z#EELET .
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4.4. SP AZT—H% IdP ~NA2R—k
4.4.1. SPAET—BDIHANR—F

(1) a)lDevice] — b)lAuthentication Profile | T&RR& 7= SAML-Auth1® c)l Metadata & 2')vILET .

paloalto . _ , 2
NETWORKS: Dashboard ACC Monitor Policies Objects Network Device

AdmaineRiok
™
£ Authentication Profile b)I
o= 4
Usef Identification [C] Name Location Failed Attempts (#) Lockout Time (min) Allow List Authentication Server Profile
LJVM Information Sources
# Troubleshooting ) Auth-Profile01 . @ cn=domain users,cn=users,dc=acme,dc=com  PAP acme-klap-server
v g Certificate Management [0 RADIUS-OTP-Profile 0 B cn=domain users,cn=users,dc=acme,dc=com EARILS RADIUS-OTP
& Certificates [E] RADIUS-Cent-Profile 0 S RADIUS RADIUS-Cent
&2 Certificate Profile
&% OCSP Responder Lo | @I Y 8 cn=group001,0u=group,dc=paloalto,dc=local L OpenLDAP
£ SSL/TLS Service Profile
5 scep [ SAML-Auth 0 % C) SAML Shibboleth-IdP
8 sSL Decryption Exclusion Metadata
R Response Paces

(2) ATF—ADOA Y O—REENRFTINET,
a)l captive-portal 1Z:&#R L . b)ltrust.acme.com:60821%#iRLE T,
c)fOKIZFIRT &, SP AT —4M XML e X TH Hoa—REhFET,

SAML Metadata Export

ServioeI captive-portal a)I

Captive Portal Subsets

Authentication Profile SAML-Auth

1P or Hostname| trust.acme.com:6082 b)I

(38) F7AIL&%saml-auth-simple.xml ({£&)1&L T, —BaryY—IL PC NMRELET,
ZD SP AZTF—RID7A)%E [P A UiR—hF B2 EIZEST 1P [FTDIEFEHRIZLF-A>TEIMELE T,

CDIFANERNTHDE LLTDESIZ, SP A IdP ~3%% AuthN Request RDISP ME & 1% . IdP I TIEHREEL AR
WERTE (BN ITESTLET , (FERDH)

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://trust.acme.com:6082/SAML20/SP">
<md:SPSSODescriptor AuthnRequestsSigned="false"
WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor>
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
</ds:KeyInfo>
</md:KeyDescriptor>
<md:AssertionConsumerService index="0"
Binding="urn:oasis:names:tc:SAML:2.0:bindings :HTTP-POST"
Location="https://trust.acme.com:6082/SAML20/SP/ACS" />
</md:SPSSODescriptor>
</md:EntityDescriptor>

4.42. SP A3T—43% IdP ~RTE
ZD SP A37—R774 )LIsaml-auth-simple.xml 1% Shibboleth-ldP D FEETALZR)ANREFELET,

T1L2K) :Jopt/shibboleth-idp/metadata/
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4.4.3. Metadata-providers MEXE

metadata-providers.xml 77 LT, ED SP A3 T—R%&FESHERELET .

# vi /opt/shibboleth-idp/conf/metadata-providers.xml

<l--

<MetadataProvider id="LocalMetadata" xsi:type="FilesystemMetadataProvider"
metadataFile="PATH TO YOUR METADATA"/>
-—>

(LREAE—(FFEEFE)L T, TELEOMIZEE,)

<AV FF YOI
<MetadataProvider id="LocalMetadata" xsi:type="FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/saml-auth-simple.xml" />

=AU T RDBIR

4.4.4. Relying-party DE&E

relying-pary.xml 274 JLC, {E38T&% SP &L T. PA Firewall #E/MLET,
SP A2 T—RKD entity ID DIEZFE>T, UTEREDSIITHRELET,

# vi /opt/shibboleth-idp/conf/relying-party.xml

<l--
<bean parent="RelyingPartyByName" c:relyingPartyIds="https://sp.example.org">
<property name="profileConfigurations">
<list>
<bean parent="SAML2.SSO" p:encryptAssertions="false" />
</list>
</property>
</bean>
—-—>

(LREAE—(FFEEFE)L T, TELEOMIZEE,)

<AV FF YOI
<bean parent="RelyingPartyByName"
c:relyingPartyIds="https://trust.acme.com:6082/SAML20/SP">
<property name="profileConfigurations">
<list>
<bean parent="SAML2.SSO" p:encryptAssertions="false" />
</list>
</property>
</bean>

=AU T DB

4.45. TomcatH—EXDEIRE)
(1) Tomcat ZEEEILET,

# systemctl restart tomcat

(2) Tomcat DAJIZIS—MHTWVENWIEERERELET,

# tail /usr/share/tomcat/logs/catalina.YYYY-MM-DD.log
(3) UTDIFZANITHIS—DRNEEHELET .

# tail /opt/shibboleth-idp/logs/idp-process.log
# tail /opt/shibboleth-idp/logs/idp-warn.log
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4.5. SAML EEHE:R
SAML SREEABIE S D%, U517k PC HBRERELET .

(1) 93472 r®D Web 754 T, www.paloaltonetworks.com ~79+EALET,

(2) 1dP(Shibboleth)~)& (LIS ET DT, ID £/8XT—KEA AL LoginiESUvILET,

@ Web Login Service x o+

& > C A Notsecure | saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1

Our Identity Provider
(replace this placeholder with your
organizational logo / label)

Username
test0002 ‘
> Forgot your password?
Password > Need Help?

(J Don't Remember Login

O clear prior granting of
permission for release of your
information to this service.

Insert your footer text here.

(3) EREEASE T ¥ %<&, www.paloaltonetworks.com @ Web BEIEARRSNET

%% Global Cybersecurity Leader - P2 X =+

& > C @ paloaltonetworks.com
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4.6. User-ID O &E#E

CZETDERETIL, PAFirewall L® User-ID [Z[&. SAML Response R0 NamelD: AAdzZWNyZXQxkkqH6y7 ~
B&~ShYHBWVBIQZRZ 1D K5 RV FIIAFEHONIIRETT

TEEX. 9547k PC M Chrome 7574 ® Plugin:TSAML-Tracer | O EIE TY

& SAML-tracer — m} X

GET hitps:/irust. acme.com:6082/php/uid. php?vsys=1&rule=1&uri=http:/Awww. paloaltonetworks.com%2f

GET https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1

GET https://saml-idp. acme.com/favicon.ico

POST https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1

POST https:/ftrust. acme.com:6082/SAML20/SP/ACS SAML

HTTP  Parameters SAML Summary

IdP M5M SAML Response T, CNB/NTA—R%EZ(TE>TWVATEIT T, 954 TV MO EEERICF| B LT- username
FZITH->TWERE A,

PA Firewall [(18E SN T/ \TA—EIDFELLELMEE)T 74 /LR TIE, NamelD # User-ID [CRIFALTWLVET,

LIF% . SAML S2EE#EHEL 1= username T. User-ID E#TE 5 LS/ ELET,
4.6.1. Username % SP N&E A= DEKTE

4.6.1.1. attribute-filter D& E

Shibboleth-IdP @ attribute-filter.xml Z#RE 3D ET. V54T U O EREERFIZFIFHL - username HAESN B K524
Y%7,

(1) Z7AMILEwRELET,

# vi /opt/shibboleth-idp/conf/attribute-filter.xml

<!-- Release an additional attribute to an SP. -->
<AttributeFilterPolicy id="examplel">
<PolicyRequirementRule xsi:type="Requester" value="https://sp.example.org" />

<AttributeRule attributeID="uid" permitAny="true" />
</AttributeFilterPolicy>

[EREaE—LT. UFDLSIHRE

<AttributeFilterPolicy id="examplel">
<PolicyRequirementRule xsi:type="Requester"
value="https://trust.acme.com:6082/SAML20/SP" />

<AttributeRule attributeID="uid" permitAny="true" />
</AttributeFilterPolicy>

(2) Tomcat #BieHLET .

# systemctl restart tomcat
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4.6.1.2. #R(1)
(1) 547>k PC ® Chrome 7594 T SAML-Tracer # AL T, £$5—E. SAML FEEETULVET,

(2) EEEERFICFIFAALT= username A%, Attribute Statement &L T, IdP MSESNDKSIZHYET,

& SAML-tracer — (m] X
X Clear & Autoscroll & Export & Import

GET hitps:/ftrust.acme.com:6082/php/uid. php ?vsys=18&rmule=1&uri=http:/Avww. paloaltonetworks.com%2f

GET hitps://saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1

GET https://saml-idp.acme.com/favicon.ico

POST https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1

hitps:/firust. acme.com:6 AML20/SP/ACS

GFT httns-/ivaaw nalnaltonetworks com/

HTTP Parameters SAML Summary

Issuer

aml-idp.acme.com/idp/shibboleth -

subject - XQXLEMN+HTUGQK 5y djXy@Z5KSDEC50VS4PVSSpabwiDLUQaIKe+UES JQIj7ERSUAVKEODSE,
Attributestatement:
C * urn:oid:@.9.2342.192e2200.1¢0.1.1 = testees2

4.6.1.3. SP(PAFirewal)lDHRELE

I[dP M5 EEh S username D ZEE 4 A3Turn:0id:0.9.2342.19200300.100.1.11 D T. FNIZEDHE T Firewall I+
BREEEELFET,

(1) TDevicel — TAuthentication Profile] T& RSz SAML-Auth | ZBZFE T,

(2) a)Username Attribute (. Turn:0id:0.9.2342.19200300.100.1.1 % A AL, c)[OK1ZEH v HLET,

Authentication Profile ®

Name SAML-Auth

Authentication |~ Factors = Advanced

Type SAML N/
1dP Server Profile ' Shibboleth-IDP N
Certificate for Signing | Internal-Gateway v

Requests Select the certificate to sign SAML messages to IDP
["] Enable Single Logout

Certificate Profile None v

User Attributes in SAML Messages from IDP
Username Attributel urn:0id:0.9.2342.19200300.100.1.1 a)I

User Group Attribute
Admin Role Attribute

Access Domain Attribute

(3) Commit LEY,

28




46.1.4. HRQ2)

(1) ¥5—E. V54720 PC TSAML BBEEEITLVET .

(2) LUTDESZ, ROWXFHZofza—F M, BEERFIZHI AL Tz username=ltest0002 127U E T,

paloalto -

NETWORKS Dashboard ACC Monitor Policies Objects Network Device

& HIP Match e

e B B T ——r—
B user-ID b)l @ 07/11 09:55:40 10.99.2.6 § test0002 §60 captive-portal SS0

S Tunnel Inspection Cp 07/11 09:43:01 = 10.99.2.6 5 aadzzwnyzxqgxltmn+htuqqkSydjxy0z5k8d6c... 560 captive-portal Sso
%g;);flgr;:raﬁon ‘ gj 07/11 09:40:52  10.99.2.6 § aadzzwnyzxqxkiby95h8ycm1tsgbi8xioyubbgj... §60 captive-portal Ss0

46.2. [BEIZE#HL%ETusername]lZTB=HDETE
4.6.2.1. attribute-resolver D& FE

Shibboleth-IdP @ attribute-resolver.xml Z#R&E T2 ET, T A% username [ZEZBTENTEET,
(1) F7AIEHwRELET,

# vi /opt/shibboleth-idp/conf/attribute-resolver.xml

<AttributeDefinition id="uid" xsi:type="PrincipalName">
<AttributeEncoder xsi:type="SAML1String" name="urn:mace:dir:attribute-def:uid"
encodeType="false" />
<AttributeEncoder xsi:type="SAML2String" name="urn:0id:0.9.2342.19200300.100.1.1"
friendlyName="uid" encodeType="false" />
</AttributeDefinition>

[EsE£aE—L T UTFDLSICiRE]

<AttributeDefinition id="uid" xsi:type="PrincipalName">
<AttributeEncoder xsi:type="SAML1String" name="urn:mace:dir:attribute-def:uid"
encodeType="false" />
<AttributeEncoder xsi:type="SAML2String" name="username" friendlyName="uid"
encodeType="false" />
</AttributeDefinition>

(2) Tomcat ZEiEEILET,

# systemctl restart tomcat

(3) LLTD&KIIZ, &M Tusernamel[TEDLYET,

& SAML-tracer

= [m] X
X Clar 2 B0 &impor
GET hitps:/itrust. acme.com:6082/php/uid.php?vsys=18&rule=18&uri=http:/Avww.paloaltonetworks.com%2f -
GET hitps://saml-idp.acme. com;}dp/proﬁ»le/SAMLZ‘POST/‘SSO7executlon=els1 m

GET https://saml-idp.acme.com/favicon.ico
POST hitps://saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1
hittps:/ftrust. acme.com:6082/S 0/SP/ACS

HTTP Parameters SAML Summary

Issuer s://saml-idp.acme.com/idp/shibboleth

Subject ZXQx1eYs rt6x3suuXtmpRNAh+kmS7qsiYqYH2NDOPssaIt/xyFoedk+txptpaubrrdB jKPHOUWSXSWPhE+1GY IWOodIS6FmgJ+inQ+he/RNOXINY yOf/ eWKdZKTC8XACC+XuS7RUWDDQHDS
NameID Ny ZXQX1eYS5: rt6x23suuXtmpRNAh+kmS7qs1YqYH2NDOPssaIt/ xyFoedk+txptpaubrrdB jKPHOUWSXSWPhE+1GY IWOCdIS6Fmg J+inQ+he/RNOXINY WKdZKTC8XACC+XUS7RUWDDQHDS
cattributestatement:

 * username = testeeo2




4.6.22. SP(PAFirewal)lDHRELE

IdP M i5iEEN S username DEHE M. LERDEFEIZL>Tlusername 145D T, PA Firewall I FhIc&ht
THREEELFET,
(1) TDevicel — TAuthentication Profile] T& RSz SAML-Auth | ZBZFE T,

(2) a)Username Attribute [Z, TusernamelZ A AL, c)[OK1EH)vILET,

Authentication Profile Q]

Name SAML-Auth

Authentication | Factors = Advanced

Type SAML N
1dP Server Profile ' Shibboleth-IDP N
Certificate for Signing ' Internal-Gateway 2ot

Requests Select the certificate to sign SAML messages to IDP
[] Enable Single Logout
Certificate Profile None v
User Attributes in SAML Messages from IDP

Username Attribute|| username a) I

User Group Attribute
Admin Role Attribute
Access Domain Attribute

(3) Commit LEY,

(4) ZOFZIELRHRIZ, User-ID (&, SAML B5EM username:Ttest000211ZHYET,

#2 paloalto

NETWORKS Dashboard ACC Policies Objects Network Device

& HIP Match

GlobalProtect
%IP-Tag " Receive Time P User Timeout  Data Source  Source Name  Source Type
B8 user-ID B 07/1110:29:57 10.99.2.6  test0002 60 captive-portal Ss0
r(__%TunneI Inspection [_}) 07/11 10:22:26 | 10.99.2.6 aadzzwnyzxqx1ey68yzw2rt6x3suuxtmprnah... | 60 captive-portal SS0
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5. SAML n:unIEODt'#‘:LUT’fgﬁ"th;E
51. SP ME &% |dP W RELT ST

SP A5 IdP ~i%% SAML FBEE") 7 TAMAuthN Request)lZ SP WE &L, IdP N EDELZREE T H LT, SP D4
YYELEHSTENTEL T (TRD@E)~B)DED), EDREEITVET

[ A ="
LDAP | |IdP(Shibboleth) 109926 (1) GET to www.abe.cojp SP(PA Firewall) Web
1099.2.7 Client (2)302 Redirect & Server
Browser| edirect to_ .
trust.acme.com:6082 Rl -abe.cd.jp
( i _?4_ 4) 200 OK (JavaScrip SP key
17 SAML AuthN Request Redirect SAML AuthN Request et
= ERIRGE < by JScript| T e T
\ SPEEEAE [« 3 SPOES SPOEZ [a-we SPIIBIE
& SPEEFAE SPIEEAE &
¥ “gf o
SPAST—4 3 —(01.200 OK SPABT—# =
z 8 BT —L g 7 &
@ : : -
<LLLPOST (Username/Password) | z
-y N - A
) S
IdPRRE 52 S (8) 200 OK (JavaScript) (9) POST to trust.acme.com:6083 |
E SAML Response Reglrect SAML Response N
= » by JScript sl -
-
|dP AR T —% L (10) 302 redirect to www.abc.co.jp AP AR T —4
‘j]HEE mwwwahrrn i .

(12) Response from www.abc.co.jp

5.1.1. SP(PAFirewal)/lIOFRETAI7MILDEREER

EDY—/NFIRAZE LB HERTISP DER IZTIDNEHRELET .
Tz, SOY—NELZEM SP M0 SAML FBFFJ U TAM(AuthN Request)IZilZ b ET

(1) TDevicel — TAuthentication Profile] T& RSz SAML-Auth | ZBZFE T,

(2) a)Certificate for Singing Requests T. ltrust.acme.com_cert1Z:&RL. b)[OKIZVJvILET,

Authentication Profile ®

Name SAML-Auth
Authentication | Factors = Advanced

Type SAML v
1dP Server Profile ' Shibboleth-IdP v

Certificate for Signing| trust.acme. com_ cert a) v
Reque:

[ Enable Single Logout

Certificate Profile None v
User Attributes in SAML Messages from IDP
Username Attribute username
User Group Attribute
Admin Role Attribute

Access Domain Attribute
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51.2. SP A3FT—%4% |dP ~NA 2 iRk—F
51.21. SP A3T7T—ANDITHYRAKR—k

(1) a)lDevice] — b)lAuthentication Profile | T&RR&N 7= SAML-Auth1® c)l Metadata & 2')vILET .

paloalto . . , )
NETWORKS: Dashboard ACC Monitor Policies Objects Network Device

AdmaineRiok
™
£0 Authentication Profile b)l
o) et
Usef Identification [C] Name Location  Failed Attempts (#)  Lockout Time (min) Allow List Authentication ~ Server Profile
L2 VM Information Sources
# Troubleshooting ) Auth-Profile01 U @ cn=domain users,cn=users,dc=acme,dc=com  PAP acme kiapseover
v [@ Certificate Management [E] RADIUS-OTP-Profile 0 B e tomain users,cn=users,dc=acme, dc=com RADIUS RADIUS-OTP
& Certificates [F] RADIUS-Cent-Profile 0 L an RADIUS RADIUS-Cent
& Certificate Profile
&% OCSP Responder [ Crmr i Y 8 cn=group001,0u=group,dc=paloalto,dc=local L OpenLDAP

& SSL/TLS Service Profile

(5 scep [E] SAML-Auth 0 D C) SAML Shibboleth-IdP
& SSL Decryption Exclusion Metadata

[R Resonse Paces

(2) AT—ADSFHUO—FEENIRTSNET,
a)lcaptive-portal JZ:&RLET
b)ltrust.acme.com:6082 1%:&RLE T,
Cc)FOK Z#T &, SP 22T —4M XML X TTHRKR—tEShFET,

SAML Metadata Export

ServioeI captive-portal a)I

Captive Portal Subsets

Authentication Profile SAML-Auth

1P or Hostname| trust.acme.com:6082 b)I

(3) Z7A L& %EIsaml-auth.xml (EE)1&ELT. —Ba2Y—)L PC ~ARELET,

(4) COIT7ANERNT, UBIDAZT —RELELT, 77/VRISEAED A B TSI EERHEREL TS
(ENH SP OH—/\FEAETY),

5.122. SP A2T—%% IdP ~MRFF
ZD SP AR T—2T774 JLTsaml-auth.xml 1% Shibboleth-IdP D FETALVMI~NREFELET,
T1L2k) :Jopt/shibboleth-idp/metadata/

5.1.2.3. Metadata-providers D&

metadata-providers.xml 774/ JLE#REL T, 2D SP A2 T—3%SBTHEL5I2LFET,

# vi /opt/shibboleth-idp/conf/metadata-providers.xml

(RAHAFTEREL-, BREDIKE

<MetadataProvider id="LocalMetadata" xsi:type="FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/saml-auth-simple.xml"/>

(LT DORICER)

<MetadataProvider id="LocalMetadata" xsi:type="FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/saml-auth.xml"/>

32



5.1.3. SP DERREICKKT SEEDHER

F9 . SP(PA)ILXTSP DE R 1ZESLEWNA. [P BIIEISP DEL IORIEILNELT HFREZEITL. SP DELIRIEICK
B DIREEHERELET

51.3.1. SPAIT—HDERE

(1) 1dP [Z#&7FLT= SP A#T—4 (saml-auth.xml) MTAuthnRequestsSigned=1%I"true’ JICEELET,

# vi /opt/shibboleth-idp/metadata/saml-auth.xml

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://trust.acme.com:6082/SAML20/SP">
<md:SPSSODescriptor AuthnRequestsSigned="true"
WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor>

~EE~

(2) Tomcat ZHBiEHLET .

# systemctl restart tomcat
51.3.2. %
(1) 2547k PC ® Chrome 7594 T SAML SREZ1TLVET,

(2) SP(PAFirewal)h\TSP OE%£ 117> TLVELD T, IdP (X, T5—%BELET,

@ Web Login Service - Message Se. X 4

&« C A Notsecure | saml-idp.acme.com/idp/profile/SAML2/POST/SSO

Our Identity Provider
(replace this placeholder with your
organizational logo / label)

Web Login Service - Message Security Error

The request cannot be fulfilled because the message received does not meet the security
requirements of the login service.

Insert your footer text here.
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5.1.4. SP MERZKRILIZAINT DEEDHER

SP(PA Firewal)A TSP ME & 1Z1T3LIITEREL T, SP DERBRIAA BN T HREBEHRLET .
5.1.4.1. SAML IdP Server Profile D& EZEE

(1) TDevicel — 'SMAL Identity Provider] — [Shibboleth-ldP JZFZEET

(2) a)lSign SAML Message to IDPJICF v oEANET,
b)fOK1Z#2)vILET,

SAML Identity Provider Server Profile

Profile Name  Shibboleth-IdP
[} Administrator Use Only
Identity Provider Configuration
Identity Provider ID https://saml-idp.acme.com/idp/shibboleth

Identity Provider Certificate crt.Shibboleth-IdP.shared hd
Select the certificate that IDP uses to sign SAML messages

Identity Provider SSO URL https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO
Identity Provider SLO URL

SAML HTTP Binding for SSO Requests to (®) Post () Redirect
1DP

SAML HTTP Binding for SLO Requests to (®) Post () Redirect
1DP

[] validate Identity Provider Certificate
|!Z Sign SAML Message to IDP a)|

Maximum Clock Skew (seconds) 60

(3) Commit LEY,

514.2. #E:R
(1) 93472k PC @ Chrome 754 T SAML BFEEITVET .

(2) SP(PAFirewall)h\ ISP ME# 1&1To1=D T, ERREENTHN. AP FIEEICERFE I+ —LERELFES

@ Web Login Service x  +

< C A Notsecure | saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1

Our Identity Provider
(replace this placeholder with your
organizational logo / label)

Username

> Forgot your password?

Password > Need Help?

(J pon't Remember Login
O clear prior granting of

permission for release of your
information to this service.
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52. |dP QY —/\FIBRZENDEFEMEIRII T 5K E

SP(PA Firewall)TlZ. BEIZTIdP DE & IOREFEELTULVET .
FORIECA T, MNdP OH—/\EEBAZE (X, SP(PA Firewal)h\# 2 CAERIIR) A HRITIN-L DM 1EHERT S
EMTERLSIZHOTVET , ZDHREFITLET,

5 @
.
. [N C ="
LDAP | |IdP(Shibboleth) 109926 (1) GET to www.abc.cojp [ SP(PA Firewall) Web
10.99.2.7 BC“E“‘ (2302 Redirect " Server
rowser| edirect to A .
S trust.acme.com: 6082 R w-abe.cq.jp
“.»| (3) GET to trust.acme.com:6082
-j com (4) 200 OK (JavaScript) SP key
_ SAML AuthN Request Regre_ct SAML AuthN Request 2L .- 2
= ERIRAE by JScriptf e T -
SPEEBAE > SPOES SPDEL [ SPEFBEE
SPEEEAE SPEEEAE
= (6) 200 OK = —
PX = e SPART—4 =
SPAeT s REATA—L 2 =]
L ‘Z) ESESI ( §§:ﬂam§!Eﬁ§§m}ﬂil g
m
—
" [iaPmzma]| N (8) 200 OK (JavaScript) (9) POST to trust.acme.com:6082 | CAGEBEZ
'< >§% SAML Response bReJ%rez_:tt SAML Response - Bl
; T ER L Cri al = "
HINIEEZE ) A - S IPOEZ yoe IPOEE |dpam§
Wl m— IPEERAE [o
e 10) 302 redi b.coj \
IdPA%T—% | 410). 302 redirect to www.abc.cojp IdPA&T—4
11) GET to www.abc.co.ip
(J2) Response from www.abc.co.jp

521. IdP QY —/\FIEAZD1ERK
IdP DY —/\SFBREDEFEMEREIT AIZIE. ZD IdP H—/\SEBHEZEX HITLT= CA DIFREANRETY,

Shibboleth MT I+ NTERLI=H—/FEAEX, CAERFLVBCERMAZT TH S0, ik, CA &4 —/N\GE
BHEZEMLET,

LTI, CentOS7 @ OpenSSL TR T HFIETT,

® OpenSSL #f#H 3 . PA TERL T, Shibboleth ~f U R—rLTEENEE A,
® OpenSSL [FFTIHINTAUVAR—=ILENTVSERBNETH, BiFhIE yum BETAURR—ILLTLEELY,

52.1.1. CA(L—FREER) DR
(1) CAARDIAILE~BELET,

# cd /etc/pki/ca/

(2) F7AILDER

BEERICLDAHERTICBDELGIITLESEIVAVTIVIRAEED-ODIT7AIIVEERLET
LUTOavUrEETLEY,

# echo "01" > ./serial :openssl AF|FAT 5. VIT7ILBEESEEDOLDI7AIL
# touch ./index.txt :openssl BNFIATEH. AVTYVIREEDHODIT7AIL
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(3) CADMHERLEELYHIIRANCSR)DAER

CABEMN. MEREERIVIAMNCSR)ZEMLET,
LUTDavTrERITLES (T-subj ILIRIFEETY),

# openssl req -new -newkey rsa:2048 -nodes -sha256 -keyout ./private/cakey.pem ¥
-out ./careq.pem ¥

-subj "/C=JP/ST=Tokyo/L=Minato-ku/O=PANJ-CA, Ltd./OU=CA/CN=panjca.panjp.local"
(4) CAIZLHBECEA

CADIIAEICBCEEALEY,
LUTDOavUrEETLEY,
# openssl ca -md sha256 -in ./careq.pem -keyfile ./private/cakey.pem ¥

-out ./cacert.pem ¥
-selfsign -extensions v3 ca -batch -days 3650

CADERIFETTY .
52.1.2. H—/\FIFAED1ERK
(1) Y—/\GERAEEREFTSTALIMNZEHEVET,

# mkdir SERVER

(2) saml-idp.acme.com 0. EHEHEEE R VT ANCSR)ZERKLET,
UTDOaTUREETLET (T-subjl LI IFEETYT),

# openssl req -new -newkey rsa:2048 -nodes -sha256 -keyout ./SERVER/samlidp-key.pem ¥
-out ./SERVER/samlidp-req.pem ¥
-subj "/C=JP/ST=Kanagawa/L=Yokohama/O=ABC-Company, Ltd./OU=IT/CN=saml-idp.acme.com"

(3) LETHRLEERVIIAMNCSR)IN,.CANERLFET,
LUTDOavUrEETLET,

# openssl ca -md sha256 -in ./SERVER/samlidp-req.pem -out ./SERVER/samlidp-crt.pem ¥
-keyfile ./private/cakey.pem -batch -policy policy anything ¥
-config /etc/pki/tls/openssl.cnf -days 3650

N T, saml-idp.acme.com DY —/\EEBAZDERLIEE T TY,

(4) SERVER ToLIRJIZBEIL T, £ SNz —/\GIBAELMEREREIRLET,
# cd SERVER/

# 1ls -1

-rw-r--r-- 1 root root 4515 6H 13 11:32 samlidp-crt.pem

-rw-r--r-- 1 root root 1704 6H 13 11:31 samlidp-key.pem
-rw-r--r-- 1 root root 1025 6H 13 11:31 samlidp-req.pem
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522. HERLE-Y—/\BWERETIIP ODERZEITIHRTE

AL 1dP BH—/\IZH T, |dP A¥ SAML Response AN EZEZITADEIIHRELET .
5221, A—F—HEREN—ZIVIaVDERE
(1) HERLT= IdP Y —/\GIBAE L% | /opt/shibboleth-idp/credentials/ ~aE—LZEY,

# cp /etc/pki/CA/SERVER/samlidp-crt.pem /opt/shibboleth-idp/credentials/
# cp /etc/pki/CA/SERVER/samlidp-key.pem /opt/shibboleth-idp/credentials/

(2) 1dP AY—N\WEBEROA—F—HERE/N—IVIaVELEELET,

# chown tomcat:root /opt/shibboleth-idp/credentials/samlidp-key.pem
# chmod 400 /opt/shibboleth-idp/credentials/samlidp-key.pem

5.2.2.2. idp.properties DZEE

idp.properties # A FTDESICEETHET, EFLI= IdP H—/\BER TER SN, £RLT IdP Y —/\ZEEHEN
SAML Response T SP NiEbN D LSIZHYET,

(1) Z7AMILEwRELET,

# vi /opt/shibboleth-idp/conf/idp.properties

#idp.signing.key=%{idp.home}/credentials/idp-signing.key —OARTON

#idp.signing.cert=%{idp.home}/credentials/idp-signing.crt —OARTON

idp.signing.key=%{idp.home}/credentials/samlidp-key.pem
idp.signing.cert=%{idp.home}/credentials/samlidp-crt.pem

(2) Tomcat ZBi#EHLET .

# systemctl restart tomcat
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5.2.3. SP (PAFirewall) D&E
52.3.1. IdP 4 —/\fEBAE L CA SIBAE% SP N UR—k
OpenSSL TAMLT= IdP MY —/\iEBAZ L CA SEBIE % SP(PA Firewal)~NA U iR—kLET,

® CAIHEDI7AIL: /etc/pki/CA/cacert.pem
® H—/\FIBAEMT7AI): /etc/pki/CA/SERVER/samlidp-crt.pem

paloalto

NETWORKS Dashboard ACC Monitor Policies Objects Network Device

LZ1vM Information Sources

Device Certificates | Default Trusted Certificate Authorities

oY,

; [C] Name Subject Issuer CA  Key
&% OCSP Responder

& SSL/TLS Service Profile O v g@sAMLIDP-CA C = JP, ST = Tokyo, O = "PANJ-CA, Ltd.", OU = CA, CN = C = JP, ST = Tokyo, O = "PANJ-CA, Ltd.", OU = CA, CN = 7

@SCEP panjca.panjp.local panjca.panjp.local

& SSL Decryption Exclusion 8 §EISAML-IDP-Cert %’ =C.LR=S£;n &n§£$(&: Yokohama, O = "ABC-Company, Ltd.", OU = c;_g; s];| = .mo, 0 = "PANJ-CA, Ltd.", OU = CA, CN =
z:;pso:;n:ges ] g crt.Shibboleth-IdP.shared CN = saml-idp.acme.com CN = saml-idp.acme.com

v [ Server Profiles

% Generate = Import HAKey = Export HA Key E_- PDF/CSV

AVR—FLIEEAE R UTOARIZLTOET (ER).

® CAGEHAZE: SAML-IDP-CA
® |dP OH—/\iEBAE: SAML-IDP-Cert

5232, FHAEITOTIFAILDEE
SEBAZETRT77A/IL T, ED CAEAZEZEE ST IAP DY —/\FEBAZEDRIEITSIDMIEIRELET .
(1) a)lDevicel — b)lCertificate Profile] — c)[Add1&%')vILFET,

d)Name [ZTSAML-IDP-CA_profile(f£&)]. e)CA Certificates TISAML-IDP-CA |%&RLET .
fHroK1ZE2)voILET,

M2 paloalto

NETWORKS Dashboard ACC Monitor Policies Objects Network Device

148 Setup LY
= High Availability
5% Config Audit

Z Password Profiles

€ Administrators NameISAML-IDP-O\ _profile d)l ISP
£ Admin Roles

Certificate Profile

Username None v
Field

{8 Authentication Profile
ﬁfl\uthentication Sequence .
User Identification User Domain

: v

LZlyM Information Sources CA Certificates |[=|FFHS | Default ocsP URL OCSP Verify Certificate Template Name/OID

#% Troubleshooting SAML-IDP-CA e

V &=l Certificate Management T

orti o
&3 Certificate Profile b)
£ SSL/TLS Service Profile

(i scep Add © (+] (%]
3 SSL Decryption Exclusion

— Default OCSP URL (must start with http:// or https://)

@Response Pages D CRL ive Ti T D -

(& Log Settings Use CRL Receive Timeout (sec) 5 Block session if certificate status is

v L Server Profiles [] use oCsP OCSP Receive Timeout (sec) 5 unknown
&) SNMP Trap e e Certificate Status Timeout | 5 [ Block session if certificate status
? Syslog (sec) cannot be retrieved within timeout
&4 Email
R HTTP ["] Block session if the certificate was not
issued to the authenticating device

@ Netflow
g. RADIUS [ Block sessions with expired certificates
& TACACS+
(% LDAP
@;. Kerberos

(% SAML Identity Provider

[__,é Multi Factor Authentication @Add G)Delete @ cClone Egé PDF/CSV
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52.3.3. BEITOTFMILDERE
HRELAERETOI7MIILERRL T, IdP O —/\FERAZEDORIIN TR D EIICLET,
(1) TDevicel — TAuthentication Profile] T& RSz SAML-Auth | ZBZFE T,

(2) a)Certificate Profile T, [SAML-IDP-CA_profile |%3®#4RL . b)fOK1ZH)voLET,

Authentication Profile ®

Name SAML-Auth

Authentication | Factors = Advanced

Type SAML v
IdP Server Profile Shibboleth-IdP 2t
Certificate for Signing | trust.acme.com_cert v

Requests Select the certificate to sign SAML messages to IDP
[ Enable Single Logout

Certificate Profile| SAML-IDP-CA_profile a)l v
User Attributes in SAML Messages from IDP

Username Attribute username
User Group Attribute
Admin Role Attribute

Access Domain Attribute

(Foc] cnce |

5.2.3.4. SAML IdP Server Profile DR EZLE

—~
BN
~

lDevice] — T['SMAL Identity Provider] — [Shibboleth-IdP1%BiEE 9,

(2) a)lValidate Identity Provider Certificate 1|IZFxvo% A, b)ldentity Provider Certificate TI SAML-IDP-Cert %
BRLET,

c)OKIZEV)VILET,

SAML |dentity Provider Server Profile

l

Profile Name  Shibboleth-IdP
[} Administrator Use Only
Identity Provider Configuration

Identity Provider ID  https://saml-idp.acme.com/idp/shibboleth

Identity Provider Certificate] SAML-IDP-Cert b) e
L messages

Identity Provider SSO URL https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO
Identity Provider SLO URL

SAML HTTP Binding for SSO Requests to (®) Post () Redirect
1DP

SAML HTTP Binding for SLO Requests to (®) Post () Redirect
1DP

|2 validate 1dentity Provider Certiicate )|

[V Sign SAML Message to IDP
Maximum Clock Skew (seconds) 60

D
(38) Commit Z#=EMELET,
524. BiEMERR

(1) 547>k PC ® Chrome 7594 T SAML SREEITLET,
(2) ELLEIEMNTETLT. Web 7OERANTESZEEXHERLET,
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6. SAML FRFEDEETE (GlobalProtect)
GlobalProtect T SAML F2EEZTIHADERETY
AH AL TIL, GlobalProtect MEEEIEZSTETLTLNAEDEL T, SAML FREEIZEH L DA EEEHLET,

GlobalProtect ME&EIZBIL TIL. [GlobalProtect 2 EH A K 1( T 52 Link)Z S B,
https://live.paloaltonetworks.com/t5/7F-L v K3 2 A2 Mglobalprotect-5% & 5 4 F-pan-o0s-8-1/ta-p/280308

GlobalProtect
Agent
cicicls)
S.5.8.8 9.9.9.9
saml-idp.acme.com gp011.japaneasst.cloudapp.azure.com
LDAP IdP(Shibboleth) SP(PA Firewall)
Trust zone ki
10.99.2.7 10.10.222.111 10.99.2.4 Web Server

| 10.99.2.5

6.1. BRERTYT
GlobalProtect DIHA D E KL HREAT VI XL T TY (Captive Portal DIFE EMRRILTY),

(1) SP(PA Firewall)f
@ Portal $&U Gateway DFREEA X% SAML IZERE,
@ GlobalProtect @ SP A2 T—4%% IO AHKR—Fk,

(2) 1dP(Shibboleth)l
D SP A3T—3%T4LYMIZRTE,
@ Metadata-providers.xml ~M X EEM,
® Relying-party.xml ~D & EEM,
@ Attribute-filter.xml ~D X E B,

(3) GlobalProtect DIHFEDEFER
IdP @ HTTPS H—/\ (XA A KTl Apache) MDH—/\FEBAZE % GlobalProtect Agent(LAB%. GP Agent)h\E38
TEHREITEO>TVAIENWMETY , THE>TWEITNIEIS LY, BAYFER A,
(BIIRBETHYDELENSTILRAUNTY, B 1dP —/N\TIEEARMICHKELEFEA,)

BEMICIEUTOEESNLETT,

@ CANRITLEY—/GIRETHIIE,

@ %@ CA MFEBAEAMS. GlobalProtect Agent #2054 7>k PC MEIBAER N7 DI{EfESN =S BE T
EIDIHILFICREFENTNSIE,
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6.2. SP(PA Firewal)D%E

6.2.1. Portal XU Gateway DR AH K% SAML TR E

Portal U4V B Gateway T SAML SRSEMFTHNBESIZHRELET .

6.2.1.1. Portal

(1) a)lNetwork] — Globaprotet T b)lPortals] — c)REFHDKR—RILES)vILET,

(2) d)lAuthentication] — e)Name [ZTSAMLAuth(f£&)1 — f)Authentication Profile [Z5% 7€ & & DI SAML-Auth 1%
ZRL. g)fOKIEVwILET,

| g

b) Genera Server A
Name JSAMLAuth
SSL/T]
0s
Portal Data Collection = Client A Authentication Profile L-Auth f)lv

Agent GlobalProtect App Login Screen
Username Label Username
Clientless VPN
Password Label Password

Satellite

ge Enter login cr

Authentication message can be up to 256
characters.

{+) Allow Authentication with User No (User Credentials AND Client Certificate ¥
Credentials OR Client Certificate To enforce dlient certificate authentication, you
must also select the certificate profile in the

Client Authentication configuration.

6.2.1.2. 4}&B Gateway
SAML EBiIEE%TE I % Gateway (21, Portal ERHFDHREEZITVET,
6.2.2. SP A3T—ANOIHRKR—k
(1) TDevicel — TlAuthentication Profile | T&R R 7= SAML-Auth 1D Metadata &)y ILET,
(2) a)lglobal-protect] &R L. b)T SAML :2iE% 175 Gateway Z:&IRLE T,
c)OKIZ#T &, SP A48T —4H XML R TTHRR—bEhET,

SAML Metadata Export ®

ervice| global-protect a) v
Global Protect Subsets

Authentication Profile SAML-Auth

IP or Hostname 4 items
10.99.1.4:443

10.80.2.4:-443

I gp011.japaneast.cloudapp.azure.com:443 b)I

J74 L& % saml-auth_for GP.xmI({EE)IELTRELET,
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6.3. IdP(Shibboleth){BI D% *E

6.3.1. SP A2T7—%% IdP ~R#F
ZD SP AT —42T74 )LIsaml-auth_for_GP.xmli%. Shibboleth-IdP D FETALIMINRFLET
T 4L %K) :Jopt/shibboleth-idp/metadata/

6.3.2. Metadata-providers D& E

metadata-providers.xml 77 )L T, ED SP A3 T—R%&FESHERELET,

# vi /opt/shibboleth-idp/conf/metadata-providers.xml

<MetadataProvider id="LocalMetadata" xsi:type="FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/saml-auth.xml" />

[Efi&aE—LTEML. FRORIEE,

<MetadataProvider id="LocalMetadata2" xsi:type="FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/saml-auth_for GP.xml"/>

6.3.3. Relying-party D& E

relying-pary.xml 274 JL G, {E38T&% SP &L T. PA Firewall #E/MLET,
SP A2 T—RRD entity ID DIEZE>T, UTEREDSSITHRELET,

# vi /opt/shibboleth-idp/conf/relying-party.xml

<bean parent="RelyingPartyByName"
c:relyingPartyIds="https://trust.acme.com:6082/SAML20/SP">
<property name="profileConfigurations">
<list>
<bean parent="SAML2.SSO" p:encryptAssertions="false" />
</list>
</property>
</bean>

[EfZaE—LTEML. FTRORIEE,

<bean parent="RelyingPartyByName"
c:relyingPartyIds="https://gp0ll.japaneast.cloudapp.azure.com:443/SAML20/SP">
<property name="profileConfigurations">
<list>
<bean parent="SAML2.SSO" p:encryptAssertions="false" />
</list>
</property>
</bean>
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6.3.4. attribute-filter MEFE

Shibboleth-IdP ® attribute-filter.xml Z#RE 3D ET. V54T U O EREERFIZFIFHL - username HESN B K524
UEY,

GlobalProtect M54 . Portal TEREEL 1= username %, Gateway CORIIFFICZITET HENHDID T, TIHILLD
[NamelD HEDFE TIFFRIEAT T LEE A £oT. GlobalProtect DIFE &, COXRTEIFNHETY,

(1) Z7AMILEwRELET,

# vi /opt/shibboleth-idp/conf/attribute-filter.xml

<AttributeFilterPolicy id="examplel">
<PolicyRequirementRule xsi:type="Requester"
value="https://trust.acme.com:6082/SAML20/SP" />

<AttributeRule attributeID="uid" permitAny="true" />
</AttributeFilterPolicy>

[EsEgaE—LTEmL. UFDLSI<iRE

<AttributeFilterPolicy id="example3">
<PolicyRequirementRule xsi:type="Requester"
value="https://gp0ll.japaneast.cloudapp.azure.com:443/SAML20/SP" />

<AttributeRule attributeID="uid" permitAny="true" />
</AttributeFilterPolicy>

6.3.5. HTTPS #—/\(Apache)D & E
(FEROY—/ERELFIALTVZOTHNIE. ZORTFYTRFETT,)

IdP @ HTTPS #—/3\ (KX#H A K TIE Apache) OH—/\FEBAZE% . GlobalProtect Agent AMERE TEHIKAEICAESTLY
BiThlE, EHENTEEE A, GlobalProtect Agent DY —/\iEBAZ DRI EFEMNIL TELUV=6HTT,
ThERETHEEETLET,
6.3.5.1. S —/\FEBAEZEND AR
BRI DR T T CERFEAHDY—/\GIBAERUVMERENATHIEICLET,
# cd /etc/pki/CA/SERVER/
# 1ls -1
-rw-r--r—-- 1 root root 4515 6 A 13 16:51 samlidp-crt.pem

—r——————— 1 root root 1704 6 A 13 16:51 samlidp-key.pem
-rw-r--r-- 1 root root 1025 6 A 13 16:51 samlidp-req.pem

6.3.5.2. ssl.conf DEB{FE

UTDI7MIVEHRELT HTTPS 4—N\HD LEOY—/\IRAZERUMEREFIRATEDXLSICLET,

# vi /etc/httpd/conf.d/ssl.conf

€:"))
SSLCertificateFile /etc/pki/tls/certs/samlidp-crt.pem |<—"j'—/ EE%%O)*%%W%
€:"))
SSLCertificateKeyFile /etc/pki/tls/private/samlidp-key.pem |<—"j'—/ \FREE B DL AR 5'E|
€:"))
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6.3.5.3. httpd U Tomcat —E RN BT H)

(1) httpd/Tomcat ZB£EILET,

# systemctl stop httpd
# systemctl restart tomcat
# systemctl start httpd

(2) Tomcat DAJIZTIS—AHTLVENZEERERLET,
# tail /usr/share/tomcat/logs/catalina.YYYY-MM-DD.log
B) UTDIZAILICTEIS—HRNIEEFRHERLET,

# tail /opt/shibboleth-idp/logs/idp-process.log
# tail /opt/shibboleth-idp/logs/idp-warn.log

6.3.5.4. GP Agent ~ CA S[BHZZ A R—b
@ OpenSSL THEMFEHD CAFEBAE% . GP Agent #2954 7 >k PC ~AaE—LE T,
T7AI%: /etc/pki/CA/cacert.pem

@ ZOCAZIRREZ. 7547k PC MFEAEX M7 (Windows Dl : [{ERETEHIEBAERITHE ) ~MoR—FLFE
ER

6.4. BN{ERERR
6.4.1. GPAgent WhoD7o+EXR

GP Agent Z## D954 72k PC 15 Portal N7 9€RT5E, LTDESLEE T+ —LARTEINET,
ZZIZ username E/XRT—RZEAALT, MNoginiE2)yoLET,

@ GlobalProtect Login

Our Identity Provider
(replace this placeholder with your
organizational logo / label)

Username

> Forgot your password?

Password

> Need Help?

[0 pon't Remember Login

[ clear prior granting of
permission for release of your
information to this service.

GlobalProtect

o -
Insert your footer text here.

Connecting...

Still Working...

A RMT HE. R TEEY,
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7. TOM[SERH]

7.1. LDAP 7+ E 1—F% SAML Response TERFLI-LMEES
LDAP A4 Da—H DEMHER(ZHE 2—k)%E. SAML Response THEBLIZLMEAELHYET,
B Z (X, Management /227 —XT SAML FBEE%1ToT. ZRJE 2a— b TRILADFHIEZE T LS EICHEH T,
ZOHREEITVET,

7.1.1. attribute-resolver.xml

(1) TIAILNTHEHET 5 attribute-resolver-full.xml %, attribute-resolver.xml [CEZ#ZFT,

(2) EDIFANEUTDORIIESHAFTY,

# vi /opt/shibboleth-idp/conf/attribute-resolver.xml

<!-- Schema: Core schema attributes-->

<= [TAURTIEHEIBR

<AttributeDefinition xsi:type="Simple" id="uid">
<InputDataConnector ref="myLDAP" attributeNames="uid"/>
<AttributeEncoder xsi:type="SAML1String" name="urn:mace:dir:attribute-def:uid" encodeType="false"
/>
<AttributeEncoder xsi:type="SAML2String" name="urn:0id:0.9.2342.19200300.100.1.1"
friendlyName="uid" encodeType="false" />
</AttributeDefinition>

<AttributeDefinition xsi:type="Simple" id="mail">
<InputDataConnector ref="myLDAP" attributeNames="mail"/>
<AttributeEncoder xsi:type="SAML1String" name="urn:mace:dir:attribute-def:mail"
encodeType="false" />
<AttributeEncoder xsi:type="SAML2String" name="urn:0id:0.9.2342.19200300.100.1.3"
friendlyName="mail" encodeType="false" />
</AttributeDefinition>

<AttributeDefinition xsi:type="Simple" id="homePhone">
<InputDataConnector ref="myLDAP" attributeNames="homePhone" />
<AttributeEncoder xsi:type="SAML1String" name="urn:mace:dir:attribute-def:homePhone"
encodeType="false" />
<AttributeEncoder xsi:type="SAML2String" name="urn:0id:0.9.2342.19200300.100.1.20"
friendlyName="homePhone" encodeType="false" />
</AttributeDefinition>
(HE8)
<AttributeDefinition xsi:type="Simple" id="organizationName">
<InputDataConnector ref="myLDAP" attributeNames="o"/>
<AttributeEncoder xsi:type="SAML1String" name="urn:mace:dir:attribute-def:o0" encodeType="false"
/>
<AttributeEncoder xsi:type="SAML2String" name="urn:o0id:2.5.4.10" friendlyName="o"
encodeType="false" />
</AttributeDefinition>

(€1:))
== [TAURTIREHEIBR
(€1:))
<!-- Example LDAP Connector -->

<= [TAURTIEHEIBR

<DataConnector id="myLDAP" xsi:type="LDAPDirectory"
ldapURL="%{idp.attribute.resolver.LDAP.ldapURL}"
baseDN="%{idp.attribute.resolver.LDAP.baseDN}"
principal="%{idp.attribute.resolver.LDAP.bindDN}"
principalCredential="%{idp.attribute.resolver.LDAP.bindDNCredential}
useStartTLS="%{idp.attribute.resolver.LDAP.useStartTLS:true}"
connectTimeout="%{idp.attribute.resolver.LDAP.connectTimeout}"

responseTimeout="%{idp.attribute.resolver.LDAP.responseTimeout}">
<FilterTemplate>
<![CDATA[
${idp.attribute.resolver.LDAP.searchFilter}
11>
</FilterTemplate>
<ConnectionPool
minPoolSize="%{idp.pool.LDAP.minSize:3}"
maxPoolSize="%{idp.pool.LDAP.maxSize:10}"
blockWaitTime="%{idp.pool.LDAP.blockWaitTime:PT3S}"
validatePeriodically="%{idp.pool.LDAP.validatePeriodically:true}"
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validateTimerPeriod="%{idp.pool.LDAP.validatePeriod:PT5M}"

expirationTime="%{idp.pool.LDAP.idleTime:PT10M}"

failFastInitialize="%{idp.pool.LDAP.failFastInitialize:false}" />
</DataConnector>

— QAT UREHIR

7.1.2. Attribute-filter.xml
SAML Response T SP NELT=L\7 M) E 12—k, attribute-filter.xml [ZIBMNLET

# vi /opt/shibboleth-idp/conf/attribute-filter.xml

<AttributeFilterPolicy id="examplel">
<PolicyRequirementRule xsi:type="Requester" value="https://trust.acme.com:6082/SAML20/SP" />

<AttributeRule attributeID="uid" permitAny="true" />

<AttributeRule attributeID="mail" permitAny="true" />

<AttributeRule attributeID="homePhone" permitAny="true" />

<AttributeRule attributeID="organizationName" permitAny="true" />
</AttributeFilterPolicy>

Tomcat #BEEBILET .

# systemctl restart tomcat
7.1.3. BhERERR

(1) 25472k PC TSAML SREFEEMELET,
(2) SAML-Tracer T. D7 F)E 1—kA SAML Response TSP ANZESLNTWVDHIEEERLET,

& SAML-tracer — m} X

POST https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO?execution=e1s1
hitps:/firust.acme.com:6082/SAML20/SP/ACS

GET vw.paloaltonetworks.com/

GET ww.paloaltonetworks.com/etc/ ijpan/fonts/! at/montserrat-v14-afin-700.woff2
GET ww.paloaltonetworks.com/etc) fpan/fonts/! at/montserrat-v14-latin-regular.wof2
GET ww.paloaltonetworks. J p | at/montserrat-v14-1afin-600.woff2
GET ww.paloaltonetworks.com/_jcr_content/globals/expandedHeader. ful Renderer.html

GET httos:/fwwaw.paloaltonetworks.comicol /dam/oanfen US/micrc f hero.ipa

HTTP Parameters SAML Summary

Issuer
Subject
NameID
FusssssmsssssEssssEnEnnnnn
=attributestatement:

d:8.9.2342.192@@200.1€2.1.1 = testeesl

2 = acme
= testoool@acme.com
3-3333-1111

UePwzSSKSsdmFSQCVSbwiwu@5sBuwBho
EueUePwzSSkSsdmFSQCVSbwiwueS5BuwBhO:

72. BEEIE
7.2.1. Assertion DE L IFIEXTIE

lopt/shibboleth-idp/metadata/saml-auth.xml @ WantAssertionsSigned="True"(Z3 % &, IdP M5 SP ANESh b
SAML Response M Assertion IZE &M IThNET,

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://trust.acme.com:6082/SAML20/SP">
<md:SPSSODescriptor AuthnRequestsSigned="true"
WantAssertionsSigned="True"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor>

LML.SP TH5 PAFirewall [£. ZNEFvILELD T, RETIDEIIHYFLAN, RESNTOWTEHRESHY
FH A,
PA DEEELTLNB DX, HETIMIAP DEL 1THY. [Assertion DER ITIEIHYEE A,
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7.2.2. Assertion DEES1EIXIERT I

SAML IZIZ. Assertion DRESLBEENRESNTLVET,

Assertion BlE S DA A—:

LDAP | [idP(Shibboleth) [oieRas
10.99.2.7 Client
Browser|
@ SAML AuthN Request bRngé?r%t
SPEEEIE 2 SPOES '
g SPEEBAE
g
3 (6) 200 OK
3 BEETA— L
2 <(ZLPOST (Username/Password) |
-y -
S
[=}
E SAML Response bRngslre'dt
Cr|
2 e
= IdPEERRZE
_
EPPER=5 %2 1L (AES256)
[AES2564# 1%
SPEEBAZE D
SRR TS

(9) POST to trust.acme.com:6083 d

SAML Response

[idPiEEE
218y L=
= AES256
7Y —>ay THEFIE
¢ —

%2 1L (AES256) ldPAZT—%
TAES2568 1%

SPEEBRED ERfELT
ARETRES TAES2568 1ZERYHL

L

=]
(1) GET to www.abc.co.jp SP(—#8%) Web
(2) 302 Redirect t H server
edirect to_ S
trust.acme.com:6082 i v-abe.c
(3) GET to trust.acme.com:6082
SAML AuthN Request
SPDEH
SPEEEAE
4
=5
m
)
z
m
=

PA Firewall [&. Z® Assertion BEEIZIExELTUOVETAD. FORDYIZ SAML FSUH o3V D@EE
HTTPS BB &% T 577 0—F&E-oTLVET,

BiAD

Palo Alto Networks requires HTTPS to ensure the confidentiality of all SAML transactions instead of alternative
approaches such as encrypted SAML assertions.

DOWNLOAD PDF

LAST Tue Jun 30 21:16:36
UPDATED: PDT 2020
CURRENT VERSION: 8.1 vV

JUMP TO CHAPTER v |

CURRENT CHAPTER

Authentication

TOPICS

Authentication Types

Plan Your Authentication Deployment
Configure Multi-Factor Authentication
C i SAML icati

Document:

Configure SAML

PAN-OS® Administrator’s Guide

Authentication

STRATA

To configure SAML single sign-on (SSO) and single logout (SLO), you must register the firewall and the IdP with each other to enable
communication between them. If the IdP provides a metadata file containing registration information, you can import it onto the firewall to

register the IdP and to create an IdP server profile. The server profile defines how to connect to the IdP and specifies the certificate that the

IdP uses to sign SAML messages. You can also use a certificate for the firewall to sigh SAML messages. Using certificates is a requirement

to secure communications between the firewall and

the IdP.

Palo Alto Networks requires HTTPS to ensure the confidentiality of all SAML transactions instead of alternative approaches such as
encrypted SAML assertions. To ensure the integrity of all messages processed in a SAML transaction, Palo Alto Networks requires digital

certificates to cryptographically sign all messages.

The following procedure describes how to configure SAML authentication for end users and firewall administrators. You can also configure

SAML authentication for Panorama administrators.

https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/authentication/configure-saml-authentication.html
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8. & XWA(URL)

PRI TL— 3y
https://www.gakunin.jp/

Nanako-Network.Informations
https://secure.nanako-net.info/redmine/projects/know-how/wiki/Shibboleth

Qiita
https://qiita.com/Blue2012/items/45c87ac16ad8df69bd89
https://qiita.com/Blue2012/items/d45342ab17592168cd72

9. Appendix
9.1. LDAP O#RAA+—IL

e OpenLDAP 1> Ak—JL
o https://www.server-world.info/query?0s=CentOS_7&p=openldap&f=1
o EKXMIZ,ZO Link [CEESN-FEDAHETOKTY,
e OpenLDAP Q#EE (FEEFKERIZHHMELI-LE)
o https://www.nomade.biz/mtarchives/2017/01/centos-7-ldap.php
e Apache A2 Ar—JL (phpLDAPadmin F)
o  https://www.server-world.info/query?os=CentOS_7&p=httpd&f=1
e PHP MDAV RF—JL (phpLDAPadmin /)
o  https://www.server-world.info/query?os=CentOS_7&p=httpd&f=3
e phpLDAPadmin @42 X+—JL
o https://www.server-world.info/query?0s=CentOS_7&p=openldap&f=7
e SELINUX {1t
o vi/etc/selinux/config
o  SELINUX=enforce >> SELINUX=disabled
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@ SP—IdP (SAML AuthN Request)

<html>

<head>

<style>

#dError {
color: #E10000;
margin-top: 10px;
padding-top: 10px;
padding-bottom: 10px;
margin-left: 10px;
margin-right: 10px;
padding-left: 10px;
padding-right: 10px;
font-weight: bold;
overflow: auto;

</style>

</head>

<body>

<form id="myform" method="POST" action="https://saml-idp.acme.com/idp/profile/SAML2/POST/SSO">

<input type="hidden" name="SAMLRequest"
value="PHNhbWxwOkF1dGhuUmVxdWVzdCB4bWxuczpzY¥W1lscD0idXJuOm9hc21z0m5hbWVzOnRjO1INBTUw6Mi4wOnByb3RvY29sIiBBc3NlcnR
pb25Db252dW11lclNlcnZpY2VVUkw9Imh0dHBz0i8vdHI1c3QuYWNtZS5jb206NjA4Mi9ITQUIMMjAVUIAVQUNTIiBEZXNOaW5hdGlvbj0iaHR0cC
~[E~

1FkZEEzM3N6S1orQT09CjwvZHM6WDUWOUNl1cnRpZml jYXR1PjwvZHM6WDUWOURhAGE+PC9kczpLZX1JbmZvPjwvZHM6U21nbmF0dXJ1Pjwvc2F
tbHA6QXV0aG5SZXF1ZXNOPg==" />

<input type="hidden" name="RelayState" value="GuMAAGlLBV9BQUVBQUFBQkFBQUFBQUFBQUFveE1DNDVPUzR5TGpZQQ==" />
<div id="dError" class="dError" ></div>
</form>
<script>
try {
if (typeof(Storage) != "undefined") {
var orig url = "http://www.paloaltonetworks.com/";

sessionStorage.setItem ("isoffline", 0);
if(orig_url !="")
sessionStorage.setItem("origurl", orig url);
}
document.getElementById( 'myform').submit();
}catch(e) {
var privatebrowsing = "This page is not compatible in private browsing. <br> Please turn off private
browsing and reload this page";
derr = document.getElementById('dError');
derr.innerHTML=privatebrowsing;
}
</script>
</body>
</html>

@ IdP — SP (SAML Response)

<html>
<head>
<meta charset="utf-8" />
</head>
<body onload="document.forms[0].submit()">
<noscript>
<p>
<strong>Note:</strong> Since your browser does not support JavaScript,
you must press the Continue button once to proceed.
</p>
</noscript>

<form action="https&#x3a;&#x2f;&#x2f;trust.acme.com&#x3a;6082&#x2f; SAML20&#x2f; SP&#x2£f;ACS"
method="post">
<div>
<input type="hidden" name="RelayState"
value="L&#x2b; QAAG1LBVIBQUVBQUFBQkFBQUFBQUFBQUFveE1DNDVPUzZR5TGpZQQ&#x3d; &#x3d; " />

<input type="hidden" name="SAMLResponse"
value="PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZzGluZz0iVVRGLTgiPz4KPHNhbWwycDpSZXNwb252ZSBEZXNOaW5hdGlvbj0iaHROCHM6LY9
0cnVzdC5hY211LmNvbTo2MDgyL1NBTUwyMC9TUC9BQIMiIE1EPSIJfOGEWZMMSMTBhZTdmM2NiZ jUOZWE3YTdjYmV1Y2ZmM2QiIEluUmvVzcGouc
~B&~
yOkFOdHIpYnV0ZVZhbHV1Pjwvc2FtbDI6QXROcmlidXR1Pjwvc2FtbDI6QXROcmlidXR1U3RhdGVtZW50Pjwvc2FtbDI6QXNzZXJ0aW9uPjwve
2FtbDJwOl1J1lc3BvbnN1lPg=="/>
</div>
<noscript>
<div>
<input type="submit" value="Continue"/>
</div>
</noscript>
</form>
</body>
</html>
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