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(3) TRole-based or feature-based installation 1%:#RL . INext1Z 5y oILET,
[ Add Roles and Features Wizard - (o]

- : esTivaron server
Select installation type Winzorza
e Select the installation type. You can install roles and festures on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role senvices, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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(4) TNext)&#2)vILET,
B

DESTINATICN SERVER

Select destination server in0i2
Befare You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Faatures
Filter:
Name 1P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offling servers and nawly-added servers from which data
collection is still incomplete are not shown.

<Previuus| Next > I [ sl | [ Cancel |

(5) TActive Directory Domain Services |ICF Ty o9& ANET,

DESTINATION SERVER

Select server roles Winamizne

Before You Begin Select ane or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes.
Features sk this information available to users
and network administrators. AD DS
uses domain controllers to give

[ Active Directory Rights Management Services network sers access to permitted

[ Application Server resources anywhere on the network
[ DHCP Server =|  through a single logon process.

[ DNS Senver

[ Fax Server

[H] File And Storage Services (Installed)
[ Hyper-v

[ Network Policy and Access Services .

[
>

[ Active Directory Lightweight Directory Services

=

[ Print and Dacument Services
[ Remote Access
[[] Remote Deskiop Services

[<previous | [ Meas> | | sl [ cancel

Add Roles and Features Wizard

(6) TAdd Features &)oL %ET,

DESTINATION SERVER

x
Add features that are required for Active Directory
i ices?
Domain Services? Lion
‘You cannot install Active Directory Domain Services unless the irectory Domain Services
following role services or features are also installed. stores information about
bn the network and makes
[Tools] Group Policy Management pmation available to users

ork administrators. AD DS

4 Remote Server Administration Tools i’ :
nain controllers to give

4 Role Administration Tools e T
4 AD DS and AD LS Tosls ko anywhere on the network
Active Directory module for Windows PowerShell asingle logon process.

4 ADDSTools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-lns and Command-Line Tocls

Include management tools (if applicable)

<previous | [ Nea> | [ instal | [ Cancel
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(7) TDNS ServerlI[SFzyoEANET,

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

[>

[ Active Directory Certificate Services

Active Directory Domain Services
[ Active Directory Federation Services

AD DS [ Active Directory Lightweight Directory Services
Confirmation [J Active Directory Rights Management Services

Features

[ Application Server

-

[B] File And Storage Services (Installed)
[] Hyper-v

[ Network Policy and Access Services |
[ Print and Document Services
[[] Remote Access

[[] Remote Deskiop Services

v

DESTINATICN SERVER
Win2012DC

Description
Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

[ < Previous | | MNext>

| [ instail | [ Cancel

(8) TAdd Features1&9'vILET,

Add Roles and Features Wizard

==l =]

Add features that are required for DNS Server?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

S DESTINATION SERVER
S YT =TT -
x

tion
Name System (DNS) Server
name resolution for TCP/IP

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] DNS Server Tools

DNS Server is easier to
when itis installed on the
ver as Active Directory
Services. If you select the
irectory Domain Services
can install and configure
er and Active Directory
Services to work together.

Include management tools (if applicable)

< Previous | [ Next>

| [ instal | [ cancel

(9) AHLALT, INext1Z9vILET,
3

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection

b [H] .NET Framework 4.5 Features (Installed)
b [ Background Intelligent Transfer Service (BITS) |

Server Roles

ADDS BitLacker Drive Encryption (Installed)
DNS Server [ BitLocker Network Unlack ]
Confirmation [ BranchCache

[ Client for NFS

[ Data Center Bridging

Enhanced Storage (Installed)

[ Failover Clustering

Group Policy Management

[ Ink and Handwriting Services

[ Internet Printing Client

[ IP Address Management (IPAM) Server

<[ m |

[

< Previous Next >

DESTINATION SERVER
Win20120C

Description
NET Framework 3.5 combines the
pouwer of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protact
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

17




(10) TNext1&=49)voLET,
=)

Active Directory Domain Services S

Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users. AD DS is alsa required for directory-enabled applications

server Selection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Installaticn Type

Server Roles Things to note:

Features

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

DNS server * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.
Confirmation

* Installing AD DS will alse install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS.

[ st | [ cancel
(11) INext1Z2)vILFET,
&
DNS Server DEsTwmloNV;ir;\;f:
Before You Begin Domain Name System (DNS) provides a standard method for associating names with numeric Internet

sddresses, This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides @ hierarchical namespace,

cerver Selection ensuring that each host name will be unique across a local or wide-ares network. Windows DNS services
<an be integrated with Dynamic Host Configuration Protacel [DHCP) services on Windows, eliminating

Installation Type

Server Roles the need to add DNS records as computers are added to the network.
Features

Things to note:
AD DS

* DN server integration with Active Directory Domain Senvices automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

Confirmation

= Active Directory Domain Senvices requires 3 DNS server to be installed on the network. If you are
installing a domain contraller, you can als install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

[ nstal | [ Cancel
1) 9 35
(12) MNnstalll1z ')y ILEY,
- - - DESTINATION SERVER
Confirm installation selections i
Refore Vou Bagin To install the following roles, role services, or features on selected server, click Install
Installation Type [ Restart the destination server automatically if required
Server Selection Optional features (such as administration tools} might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.
Features
AD DS Active Directory Domain Services =~
DN Server DNS Server

Group Policy Management

Remote Server Administration Tools
Role Administration Tools

AD DS and AD LDS Tools :
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Cammand-Line Tools L]
v

Export configuration settings
Specify an alternate source path

18




(13) IClose &2y LET ,
[ Add Roles and Features Wizard - [a ]

DESTIMATION SERVER

Installation progress Win2S1250

View installation progress

O Featureinstaliation
—
Installation started on Win2012DC

Active Directory Domain Services
DN Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
DNS Server Toals v

You can close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next >

6.2. ADDS MDHE
RAS & lETacme.com | ELTERELTLEET,

(1) EDO<—o%%')vo — TPromote this server to a domain controller1=2')voLEY,
Server Manager \;‘_-

- (_@| FA Manage Tools View  Help

Past-deployment Configura... |

Configuration required for Active Directory Domain

Promote this server to  domain controller I

rver

Feature installation

S

Configuration required. Installation succeedsd on
Win2012.

nage Add Roles and Features

Task Details

oud ser
Hide

(2) TAdd a new forest]%E4RL T. IRoot domain name: (<, lacme.com({EF&)IEAHALET,
[Next1Z#2')vILES,

= Active Directory Domain Services Configuration Wizard == -
a TARGET SERVER
Deployment Configuration Win2012

Select the deployment operation

) Add a domain controller to an existing domain

dd a new domain to an existing forest

dd a new forest

Specify the domain information for this operation

Root domain name: acme.com

Mare about deployment configurations
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(3) TPassword: IICEEE/NNRT—RFEAALT, NextIZV)vILET,

. . TARGET SERVER
Domain Controller Options o
Deployment Configuration
Select functional level of the new forest and oot domain
e Forast functional level Windows Server 2012 R2 []
P Domain functional level: Windlows Server 2012 R2 ]
Paths a A .
Specify domain controller capabilities
HeveniapEons Domain Name System (DNS) server
Prerequisites Check Global Catalog (GC)
[ Read anly domain controller (RODC]
Type the Directory Services Restore Mode (DSRM) password
Password: cessesnsesens
Confirm passward: cessesnsesens
Mars about demain contraller aptions
<Previous || Next> [ mstai | [ cancel |

(4) RESNIZEEAYE—DEATAFTOEBEERICHEDHYFLEADT, Next1ZVvILET,

DNS Options TARGET SERVER

Win2012

‘ M\, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare x

Deployment Configuration B .
Specify DNS delegation options

Domain Controller Options

[] Create DNS delegation

Additional Options
Paths
Review Options

Praraguisites Chack

More about DNS delegation

< Previous || MNext> [ nstall | [ Cancel

(5) TNexti&%voLET,
=

2ng g TARGET SERVER
Additional Options Win2012

Depleyment Configuration R .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNSs Options

The NetBIOS domain name: ACME

Paths
Review Options

Prareguisites Check

More about additional options

<Previous |[ MNext> || | mstal | [ Cancel
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(6) Nexti&2)vILFET,
B

Path TARGET SERVER
aths Win2012

Deployment Configuration B R
Specify the location of the AD DS database, log files, and SYSVOL
Demain Controller Options

DNs Options Database folder: C:\Windows\NTDS E
Additional Options logiEl=Sfaldes CAWindows\NTDS E
SYSVOL folder: CAWindows\SYSVOL E

Review Options

Prereguisites Check

More about Active Directory paths

< Previous || MNext> [ mstai | [ cancel
K
(7) TNextiZ&YUwsoLET .
q 5 TARGET SERVER
Review Options Win2012
Deployment Configuration | Review your selections:
Domain Controller Gpugns | Configure tis server as the first Active Directory domain controllr n a new forest. -
DNS Options The new domain name is “scme.com”. This is also the name of the new forest
Additional Options
5 The Net210S name of the domain: ACME
Paths
Forest Functional Level: Windows Server 2012 R2
Prerequisites Check Domain Functionsl Level: Windows Server 2012 R2
Additional Options:
Global catalog: Ves
DIS Server: Ves
Create DNS Delegation: No <
These settings can be exported to @ Windows PowerShell script to automate
zdditional installations
More about installation options
<previous || Nea> || [ nstal | [ Cancel
K
(8) Tinstallz2'JvyILFEY,
- TARGET SERVER
Prerequisites Check Winz012

[ @ Allprerequisite checks passed successfuly. Click Tnstall to begin instalation. Showmore X

Deployment Configuration . N N L 5
Prerequisites need to be validated befare Active Directory Domain Services is installed on this
Domain Controller Options | computer

DME Options Rerun prerequisites check

Additional Options

Paths ~ View results

Review Options 4. Windows Server 2012 R2 domain controllers have a default for the security setting ~
named "Allow cryptography algorithms compatible with Windows NT 40" that prevents

weaker cryptography algorithms when establishing security channel sessions.

Far more information about this setting, see Knowledge Base article 942564 (hitpi//
gomicrosoftcom/fulink/Linkld=104751).
4. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “acme.com’. Otherwise, no action is required. v

A\ If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

[ <previous | [ nedt> | | nstal | Cancel

(9) 1URh—ILR. BBIMICEREBNITOIES,
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6.3. [BEIIRT—FOEMRSODEE

REFIRIEIZHULVTIL, Active Directory L—H DT 74U SRT—RRYS—AE#TE T RIELISLMEAAHYE
T ZDHEEIF. UTORTYIT. EBTEET,

(1) TServer Manager D% L1285 Tools] — [Group Policy Management1%:ZRLE T,

v /) | F1 Manage Tools View Help
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Update
5
Component Services

Computer Management

nq Defragment and Optimize Drives
M DNS
ol

ST —

=
| I Group Policy Management

—
Internet Information Services (115} Manager

(2) TGroup Policy Management | T M Forest: acme.com|—TDomains |—acme.com |—TDefault Domain
Policy1#H%')v-L T, lEdit1ZRIRLET,

& File Action View Window Help £
@ 2[E X d
= Group Policy Management Default Domain Policy
4 4 Forest: scme.com Scope | Detals | Settings | Delegation
4[5 Domains

Links
Display links in this location

4 i acme.com

‘acme.com v

= Default Domain Policy,

a1 Domatn Lontrofters Edit... | |1 are nked to this GPO:
I [ 5 Group Policy Objects

Enforced Enforced Link Enabled Path

T WMI Filt
_ Save Report...
[ H_h Sites P I—| -
s Group Policy Moedeling View 4 '

[ Group Palicy Results New Window from Here

ply to the following groups, users. and computers:
Delete

Rename

Refresh

Help

I T T T Properties

WMI Filtering
This GPO is linked to the following WMI filter:

<nonez v Open

Open the GPO editor

(3) TPolicies1—TWindows Settings 1—ISecurity Settings 1— I Account Policies |—TPassword Policy | TR RSN 1=
INRAT—FRR) —%, BFADEEICERL TS,
= Group Policy Management Editor = [ = -

File Action View Help

o= 1 =
4 (& Computer Configuration # || Pelicy - _Policy Setting
4 || Policies || Enforce password history 0 passwords remembered
b [ Software Settings 1) Maximum password age 0

a4 [ Windows Settings
[ || Mame Resolution Policy
= Seripts (Startup/Shutdown)
] f_é Security 5ettings
F] :d Account Policies
| == Password Policy
I =24 Account Lockout Policy
[ :d Kerberos Policy
I j Local Policies
[ j Event Log

1) Minimum password age 0 days
2z Minimum password length T characters

Password must meet complexity requirements Disabled

| Store passwords using reversible encryption Disabled
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6.4. Active Directory 1—H—®DERK
KAARDHISAT R PCx4 BHD AD 1—HF—EBRLET,

(1) Win2012 ®T Administrative Tools] — TActive Directory Users and Computers 1% BiEE 3,
a)lacme.com] — b)lUsers]&#H4')vY — c)[New] — d)stng’éO'J‘yOLiTo

B EActive Directory Users and Computers = = |[= -
Fle Action View Help S aaamssssmEssssmEssssAEsssssEssssAEEEEEs
| 2 fBXEBd= HE 2eEavEaR
] Active Directory Users and Computers [Win2012.acme.com] Name “ Type Description ~
- i ?JAdm\mstrator User Built-in account for administering the computer/domain
82, Allowed RODC Password Replication Group Security Group - Domain Local  Members in this group can have their passwords replicated
] B2, Cert Publishers Security Group - Demain Local  Members of this group are permitted to publish certificate!
b & Computers 82, Cloneable Domain Controllers Security Group - Global Members of this group that are domain controllers may be
4 al Dormzin Controllers 52, Denied RODC Password Replication Group  Security Group - Domain Local Members in this group cannot have their passwords replics
4 - ForelgnSecurlt.)fF'rln(Ipals 52, DnsAdmins Security Group - Domain Local  DNS Administrators Group =
Dﬂ“ﬂfe”'ce Accounts 2, DnsUpdateProxy Security Group - Global DNS clients who are permitted to perform dynamic update
— User_buDEIEgatE Control... 52, Domain Admins Security Group - Global Designated administrators of the domain
Find... 52, Domain Computers Security Group - Global All workstations and servers jeined to the domain
“ Security Group - Global All domain controllers in the domain
| I c) 4 Computer Security Group - Global Alld t
p - Globa omain guests
HNEsT " Eoniact Security Group - Global All domain users
View 3 Group Security Group - Universal Designated administrators of the enterprise
Refresh InetOrgPerson main Controllers  Security Group - Universal Members of this group are Read-Only Domain Controllers
Gl msDS-ResourcePropertyList ners Security Group - Global Members in this group can modify group policy for the do
P : mslmaging-PSPs User Built-in account for guest access to the computer/domain
Properties MSMO) Queue Alias ISlecurlt)r Group - Domain Local -
3 Printer L s
Create a new object... User d

(2) Tw10-001@acme.com(fF&E)I1EVVSI—HEH/ELET,
New Object - User -

2 Createin:  acme.com/Users
did

First name:

Last name:

Full name:

User logon name:
w10-001 C | @acme.com v |

User logon name (pre-Windows 2000):
[AcuEn | [wio-001 |

(38) a)/SRT—K#% A AL. b)[User must change password ad next login/A—H—(xXREOS AU BEIZ/SRT—KDZE
BEABEIOFvIENLET, c)FNextJ’éﬁ‘y7L$To

New Object - User

2 Createin:  acme.com/Users

Hid
Passwaord: |o.oo.oo.ooooo a) |
Confirm password: |..ooooooooooo| |

I [] User must change password at next logon b)l

[[] User cannot change password
[] Password never expires
[] Account is disabled

<Back || Net> ||[ Cancel
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(4) TFinish1Z22UvILET,

Mew Object - User -

; Createin:  acme.com/Users
did

When you click Finish, the following object will be created:

Full name: w10 001 ~

User logon name: w10-001&acme.com

| <Back | Fmsh ||| cancel |

(5) [HERDHA] R (Member Of) [+, F74 /L0 Domain UsersIDEET OK TF,
w10 001 Properties ILILI

Remote control | Remote Desktop Services Profile | COM=
(General Address | Account | Profile | Telephones | Organization
Member OF I Dialin | Environment | Sessions

Member of:
) L Active Directory Domain Sepvices,Felder, ...,
Domain Users acme com/Users

Primary group: Domain Users

o P B There is no need to change Primary group unless
2= Ay you have Macintosh clients or POSIX-compliant
applications.

(6) RHRDAET. ®3ID2DA1—H—%28F =R 4 201——BEFETLET.

w10-001
w10-002
w10-003
w10-004

OO
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7. GlobalProtect D EARILEETE
71, RYNI—DOHTE
711, J—2DHKRE

PA Firewall [Z Corp-VPN ¥V —>%#L<3BAIL . GlobalProtect Agent X VPN #4859 5&. ZD U RILAB—T A
ZHY Corp-VPN YV —UIZEIYETONSKIICLET .

Trust V=2 FIATAHIEHTEETA. FHHOLPLTEOEmMS. VPN ADY -V FER T HIEEHRLET,
(1) a)lNetwork] — b)'V—r] — c)l:BMIEVIVILET,

paloalto

NETWORKS: Dashboard ACC Maonitor Policies Objects Network Device &Ha3w b & @Boonfigy AMER

= ®ALF

o 0 EOHEEs (]

T
B {—F v )b T — AVE—TxAR] V—¥ TAFHY vk KvIF SENDBRUET BRASNIRVE
B GumL—5 — “ o7 A 45167 A no8E A b 20
1@ 1pPSec kw2l
5 DHCP
FDNS FO%
> @, GlobalProtect
A Qo5

ELop
pExyk7—4 FO7 71 c)
Dam 2

(2) RRSNI-EIET. a)&RIZCorp-VPN]. b) 24T TILA¥Y—31%:&RLFET,
o)l a—H—ID dFEMEIZFvIE AN, d)OKIZVVILET,

ganl Corp-vPN a)l a—#—1ID ACL
n#&E  None = | ¥ 2—4— 1D oFHIL C)I
ﬂ—r—fl LAP—3 bﬂ W) ¥FEYA b
RLRAZIRT KL A FL—FERRT S0, B

YV PRLAEAALTLIEEW, Ex: 192.168.1.20 or
2.168.1.0/24

W r»9—7zAR

=

INSOFFLAMM T2y b SOI—Y—RBREZIE

o

o BRAYR S

FRLAFRERFZFLA ZIL-7EBRTSH, B
DFFLAEAALTLIEE Y, Ex: 192.168.1.20 or
192.168.1.0/24

QEm @

Y= FOFIvay

Y—2 F7OF%4 %3 None A4
»ZO77I
[l ey b Ity 2 7 EMOED
> OEm O

IhsOF FLAYIxy bhso1—H—R@GRHEShZ
Hhie

(3) [HEEDHA] LATFIE. Corp-VPN J—UhBMEShIzIREETT,
paloalto

ETWoRKS Dashboard ACC Monitor Policies Objects Network Device Sz vk & B Cofig> AT

G W H—T AR 3 3 BEoEEs IoNx]
=2
B ERL— 5 —

a8 1psec kI f¥¥=7z V-r70OF . o
£ brcp 0 547 1xjEEs 7yav7n SO2EIY noem oam axnszyho—y FOOTEFYRD
S ons Toxy T ——— o ——" B e T —
v & GlobalProtect [[=Corp-vPN layer3 =5 BL 5
@a-—vI [F]= Trust layer3 v 18 L
[ N R Diunuus‘t layer3 k=38 Bl E
T - H



712, PURILAVE—DTIARADEKRE

GP Agent D39 M5 VPN 9 212D RILA U A—TTAREHREL. ThE Corp-VPN V=2 IZEY HTE
ER

HHOD Agent A VPN ## T HH A TH, P RILAUB—TA RIE—DEIFTTEINTT,

(1) a)lNetwork] — b)Y /2A—TxA R — c)[koRILI1FZT — d)EBMIZEI)VILET,

paloalto

Dashboard ACC Monitor Policies Objects | Network Device a2y k £ WBConiig~ QABRE

v— g
s | enenet | 17185

B EIL—y —

uB1psec kAN

< DHCP

SEDNS FO%F3

v &, GlobalProtect

@ R—5
& y—pozo
“OMom
B7/A2F0vs UR

RBISAFYRLAFT!
RBo547Y L LRATT
% 0o
= 2iem o Ex4 POF/CSV

(2) )M U3—JzARBOKREIZ. MI(ER)EANLET,
FTO)IEEIZTHOEREEZTVET,

c)
4 /] 0 EOREs| & 6

TY§—T TR BRIO771 prrLz L= — AT B

e Axxk

c)R A8 )L—4—Tldefault &R LET
d)ytFa)F4Y—2IFCorp-VPNIZEREIRLET,

bYRILAVE—T AR Q]

A wF—T A% tunnel J1
JAv R

!ﬂeﬁhw:'il:l??—ﬂb Nane

L e e

2= r1ADEDYTS

l iR/ — % — default CZI

I‘tf—*r:L'J'v_—{ Wf—z Corp-VPN d)I

i 5

(3) TIPv4142T7TlE. AIEERELEE AL

]

rYRIVAYF—T AR

AVY—T 1A%

AV

:
[=)
=
N
juj
N
N
N
=
z
5
s §
o
4

Qem Suk Ot~ QT

EneED
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(4) a)fIPv6ZTTIL.b)[ 12 B2—D A ATH IPv6 BEMLIICFTVvIEANTT,
(AZYREED Warning Ay t—C %8 50 TOBMTHY . AHARTIX IPV6 [FELERA,)

]

rRILAVE5—T (R

AVT—T 1 R%E

XV bk

Netflow 707 7 gl ).\., e v
a
RE P4 | s |
|V 1>v5—71—2c0 P 0BEME b)| rvy—7x EUM64 v
-« X ID
L7 | I=—
W 7rLZ 1>9—7z(A D 1v7 | FvAR
z N

Qem © (+) (+)

(5) ME#MIZTTIE ALRELEE A
YR LV5—TxAR

AVI—T A R%

]

Xk

Netflow 707 7 JL. None v

e Pu PG B

ZOHDEE
BE7O774)L None v
MTU | [576 - 1500]

(6) LLTFIE. o RIAVB—DIAAN—DERSINI-IRETT,
paloalto

HETWORKS Dashboard ACC Monitor Policies Objects ETT Device

Gl of F—T 1 A

1y~
& RRIL—5 — 3
a@1pSec k2RI
+ DHCP TUF—Tz1R EEIOIFN PFELZ EEL—9— EF1UFc V= e Ak
5 DNS 70F Y 2ol s s s n s nsn s s n s naaaann s [1's'1"- N DO ssnnnnnnns B e T T T T T T TP TS
¥ @ GlobalProtect : tunnel.1 none default Corp-VPN '
@ ni—s L . PUCUONACNCNNCCNCNNDONCNNINCNCHCNIONG00E0000000000GNO0 U0 N000NEON0000NO00000000000000000000000a000000H

(7) [FEEDOH] RBEIL—F—IZ,oRIAVEZ—TIA R MDHYET,
CDIET. VPN EHGLEISATURDAUA—TIAANMREIL—F— DA F—T A REREY . Trust 42 Untrust
=2 bR —T AT N REICIEYET,

paloalto

Device Sa3y bk & @oonfigr AHRE

Network

Dashboard ACC Maonitor Policies Objects

A F—T1TA

AIF=F AR BE TIFFrAL Sy Lk
DT T adadeasstsssasssananan,
[F] default = ethernet1/1 BRIT AT —bi1 S 51 LR
= ethernet1/2 SECMP iRM: &2
H H
S ONS FO%Y = tunnel.l :
¥ & GlobalProtect fassssssssssssssssnnast
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7.1.3. Active Directory ~@ BIND

21—

Aai—Y—0®%E

PA Firewall A% Active Directory > 1 —H—1EHREZIIFG T S-ODTHIUME 1 DERLET,

(1) Win2012 @l Administrative Tools] —

a)lacme.com| — b)[Users]€H%"vY — c)

['Active Directory Users and Computers |ZBEET .
New) — d)lUseri&2')vIL%ET,

] = Active Directory Users and Computers = == -
Fle Action View Help S nassassmssmssaEsEssssssEssEsssssAEAEEEl
@2 4B XEZ HE 3eETaR
] Active Directory Users and Computers [Win2012.acme.com] Mame - Type Description ~
L2 aysd Querie 3_, Administrator User Built-in account for administering the computer/domain
2, Allowed RODC Password Replication Group Security Group - Domain Lecal - Members in this group can have their passwords replicatec
e 82, Cert Publishers Security Group - Domain Local  Members of this group are permitted te publish certificate:
4 — Computers 52, Cloneable Domain Controllers Security Group - Global Members of this group that are domain controllers may be
F :—_ Damain Controllers .gadDemed RODC Password Replication Group  Security Group - Domain Local  Members in this group cannot have their passwords replics
4 — ForeignSecurityPrincipals .giDnsAdmins Security Group - Domain Local DNS Administrators Group =
bﬂaﬂﬁd{em(e,&((ounts 52, DnsUpdateProxy Security Group - Global DMS clients who are permitted to perform dynamic update
= Use’_bleelegate Control... 52, Domain Admins Security Group - Global Designated administrators of the domain
Find... 2, Domain Computers Security Group - Global All workstations and servers joined to the domain
= Security Group - Global All domain controllers in the domain
ILte <)l ' Ly Security Group - Global Alld +
p - Globa omain guests
HlEss ' Eonlact Security Group - Global All domain users
View 3 Group Security Group - Universal Designated administrators of the enterprise
Refresh InetOrgPerson main Controllers  Security Group - Universal Members of this group are Read-Only Domain Controllers
X msDS-ResourcePropertyList ners Security Group - Global Members in this group can medify group policy for the de
Err s mslmaging-PSPs User Built-in account for guest access to the computer/domain
Properties MSMQ: Queue Alias .Slecurity Group - Domain Local -
Help Printer m >
Create a new object... ‘ I User d)l |

Shared Folder

(2) Tpanagent@acme.com(fFE)1&EVVSA—H—ZFERLET,

New Object - User

Createin:  acme.com./Users

&

L/

First name: Initials:

Last name:

Full name: pansgert |
|[paragentd C)| |[@acmecom v]

User logon name (pre-Windows 2000):

|ACME¥ | |panagerrt |

LT a)~c)DEFAHNLT. d)TNextJ”éU'-J‘ybl,iTo

cel |

< Ea:ld) | Mexd = |I | Can

(3) a)yS\RT—FZA AL, b)[User mustc
c)Next1&Z Vv ILET,

hange password ad next login|OF v &5 LET,

Mew Object - User

'-.;J Createin:  acme.com/Users
Password: |uuuu a) |
Confirm password: |uuuu |

|

[] User cannet change password

[] Password never expires
[] Account is disabled

< Back MNes =

| Cancel
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(4) TFinish1Z2)vILEY,

& Createin:  acme.com/Users

When you click Finish, the following object will be created:

Full name: pan agent

User logon name: panagent @acme.com

(5) EF/™ELT- panagent 1 —H—%#BHEET,

(6) Member Of |27 T, TAdd1ZE5")v¥ L. [Server Operators 1ZEBMLET

Remote Desktop Services Profie | COM-=
I Account I Profile I Telephones I Organization
| Environment | Sessions

Primary group: Domain Users

. There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant

applications.
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72, A—H—RIDETE
PA Firewall A%, Win2012 Z385E 9 —/N\—&ELTRIETESLSICHRELET .
7.21. H—EX)IL—FELU DNS DEFE
PA Firewall T4 /LMREETIL. DNS 8L U LDAP DB BEIETR—S AV U B—T A A AlIZHE->TLVET,
AHARDERETIE, Win2012 (& Trust Y —>(eth12)l[ZEREBE SN TSN T, N AMEIZ DNS & LDAP DS EE%E
FELEY,
7.21.1. DNS H—N—DSHBEFE
9. PAFirewall NS BB 9 % DNS H—/3—%_ Win2012 (SR ELE T,

(1) a)lDevice] — b)lEvk7vyF] — o)l H—ER] TERESAEIF—EZ D d) Ed 299vs0Lx7,

nnnnnn Dashboard ACC

Monitor Policies Objects Network Device

AVH—TAR | FLARY—
C

HE | #F

mEERE

Exar—rFO7rT 0L
8 wms
DowmeEn—L E#itt—/{— updates.paloaltonetworks.com

BEI7/OTF I
Eamy—rv2
m=a L -

E¥it—/{— 1D OFEE
DNS H#—/{—

(2) a) FS54<1) DNS H#—/3— (2, Win2012 @ IP PRLREHJELET,
b) TOKI1ZEVYILET,

Bt —ri— | updates.paloaltonetworks.com
VI =4t —/\— ID DR

DNS BE
DNS (@) #—/X— () DNS ZFOF¥ AV x4k

|7’-t-—fvu DNS #—/¥— 10.9.2.5 a)I

thv 4 U DNS H—/i—
FQDN E#iH5 (#) 1800

Proxy Server
H—Ji—
—k | [1-65535]
Al
JERT—K
BARD AT —F
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7212, H—ERIL—FDEE

PA Firewall ® LDAP & DNS OH#—E R JL—h% eth1/2 ~EELET,

(1) a)lDevice] — b)[wk7vF| — c)[ 4—ER] — d)IH—ERL—+D

BREITRRSN-EE T, e)D&LD

IZ.DNS 8L U LDAP OFEETAVA—TIARABLVEETTRLAZ eth1/2 IZEELET,

HIOKIZI)YILET,

#2 paloalto

HETWORKS

ERo—K FOTFrAIL

8 wms

DEEEo—L

BaEarniz~1
BEE—4 v R

vIE SRR EE
& T
EEERTO7 7L
FP0CSP LA
8 ssuTIS $—¥2 a7 F AL
[ scep
& SSL mELsIS
BDts~c—y
nYsE
vl@4—ic— zazz10
SNMP k Zw 7
Syslog
B ara—i
& HTTP
Netﬂow
% rADIUS
[ TACACS+
[ LDAP
% Kerberos
[k SAML A Fy 5+ 7+ FO/A
RBvlF 2709 —8T
VEEO—h)L 24— F—F~R—2
L a—w—
_ Bav -7

YT F

(2) TazvkILEY,

Dashboard

ATV LEEEHOYDIY.

ACC Monitor

EFit—i—
Efd— /11— 1D OFEE
DNS

754U DNS B—/(—
AU DNS H—)4—

FQDN Bl (#)

Proxy Server

FSARUNTP I PELR
R Y NTPY—)—FFLZ

Policies

Objects

Netwaork Device

updates. paloaltonetworks.com

T
10.9.2.5
6.8.8.8
1800

H—F2Z JL— hOHE ®

(O ANTEEBRS »F— 717 A%EFER & hA¥TIZ

Pt IP6  FR%E

|RETAYI—TxAR | RETFELR

AutoFocus F74lbhEER F74ILkEER
CRL Status FIA I EREE FIAIkEED
| gﬁag_ogga OFwiaE | FIAIMEER FIAILhEER
| bNs ethernet1/2 10.9.2.4/24 e)
O #@173y2 VR FIANEERR F7ILkEER
|E BFA—L FIAINEES FIALNERES
| FIAILNEEE FIAILREER
F74ILkEER 74k EER
FIA I EREE FIA I EED
|| Loap  ethernet1/2 | 10.9.24/24
T MDM ToALRERR ToALRERD
| [ Mra FIAILNEFEE FIAILNEFER
| [ Netflow FI4IEEES FIAILREER
|E NP F7AIL R EREE F7AILkEER

BREWLY—EZ L—hOBE
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7.2.2. LDAP H—/N\—LDEHEHRTE
SREI Y —/\—ELTHIAT S Active Directory (Win2012)& DR EEITLVET,

(1) a)lDevicel — b)[LDAP] — c)lBMIZEI)YILET,

# paloalto
p NETWORKS Dashboard ACC Monitor Policies Objects Netwark Device A 33wk & @config~ AR

vi@y—r— 77710 a JLEEEH © ©

) sump k5w
[ sysieg

B mzi—u

R Hrre

L_iﬂ Netflow

& rapus
[}

% Kerberos
By s P FUT T T
BwLs 7709 —8
vEEn-hn 1—F— F—5~-
9 a—v— c)

B a—t— s—7
= DiEn 0 a2

[l &m B H—yi— 2048

(2) a)g&Hilclacme-ldap-server({EE)IEANLET,
b)[SSL/TLS TRESN-EHEEERIOFIVIENLET ., (AD BIOREIKELET,)
c)liBM1ZEY")vIL. d)RFIZTAD({ERE)]. LDAP H—/3—[2110.9.2.5]EAHALET,
e)? 4 7 Tlactive-directory | Z:#3RL . f)X—X DN [£IDC=acme,DC=com |&:ERLET
(LDAP H—N\—LDEHEMNTETLVEITNIX, R—X DN BEREFTELEVD T ERTEEEA,)
9)IZ AD L TERFEH D 1 —H —Ipanagent@acme.com]. h)ITFD/INRT—FEHRELET,
WOK1ZE2)vILET,

LDAP H—/—FOT 71 O]
ZJO7 7 L% acme-ldap-server a)
L] gmEEmos
T=ITUZ T —IT—EE
|z [ LoAP #—s¢— M=k 447 active-directory e
"AD "10.9.2.5 Q)] 389 ~—3 DN DC=acme,DC=com - f)
Ji- > K DN panagent@acme.com g
JEAT— | | eennsasnsansn h)
(-1 FAD JEZAT— K sensrensrnnse
LDAPH —/N\—@IPF K L A T FFQDNEAN LT IEE W St R@Y AL 30
FIk
WMEOQS LTV 30
[
AR 80
A——
SSLtewigrot—/(—EERORESE
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7.23. TIL—TIVELT DERE
Active Directory (LDAP H—/A\—)\5, A—H—&5 I —T DI VEL T EREMBLET .

TIN—TTIELT L. HAEEDYT IIL—TIFREELT VPN RS EIMEE O YV IIL—TEHEDOEX 1) Tq
RY—FRELIZL, EVWVSBRICHELLDRETY .

(1) a)Device] — b)lA—H—ID] — )V IL—TIVELTEE] — d)EBMIEIIVILET,

paloalto

Dashboard ACC Manitor Policies Objects Network Device A=y kb & [¥configr ABRE

?’_‘_’J;?W A-H-IybEvsd | EHOEF1UFs | Y- DI-Fvh | F-IFLY-EAI-Vzvbh | ST IvErTEE | $r7T T R-FILOEE
= ETRE o)
Shmenw 4 2 0 H0%Es| 3) (9
@Fezo—Kk ZO7P A0
8 mEsn O] % s HF—si— FOT AL EHHE ()
fowman—u

BrE7n7 0L
o <

PEEW'!'#E d
Dtg~—y
- &M

(2) a) fH#il=ldc-for-group-mapping(E&)I1ZAALET,
b) H—/I—FAT77AILIERTEFHDIacme-ldap-server | Z#IRLET,
c) FAq>vizTacmelZ AHLET,
d) LDAP LOE#H RN T 74 /L& 3600 FERVLD T, RIEBITKREDI60IFIZLTHEET . (IEFR)
e) TOK1ZEV)vILET,

TN—F3vEVS ®
%ﬁTJI de-for-group-mapping a ;I

HY—N—7O770) A—HY-ELCVIL—TREE HFAJYXLOSNL—TE ARASLTL—TF

H—n—=2707 ?I acme-ldap-server b)l bl Eﬁﬂﬂd 60 d)l
Il

Domain Setting

D—H— R ‘/I acme C*

Group Objects
WEI <Ly
S ok 45 group
A
User Objects
WEI <Ly

FSG ok 45 person
A

v B3

(3) MazvhIZRMELFES .
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(4) a)lMonitor] — b)[L XT LD c)EFEI+— LI (subtype eq userid) IEAALET,
dong M AShTLINIE OK TY,
ARk Tconnect-Idap-server |
AT 1x4R:710.9.2.5] (AD(LDAP)H—/3A—® IP FRL R)
M7 :Tldap cfg dc-for-group-mapping connected to server 10.9.2.5:389, initiated by:10.9.2.4
(10.9.2.4: PA Firewall @ eth1/2 @ IP 7FL X)

paloalto

HETWORKS Dashboard ACC

I Monitor I

Policies Objects Network Device EEEDY

LB (subtype eq userid)

RELR g7 2SS 2l

R URL Z A L& U s 03/28 02:01:11  userid connect-ldap-sever 10.9.2.5 Idap cfg dc-for-group-mapping connected to server 10.9.2.5:389, initiated by: 10.9.2.4 d

[, WildFire~m3%(E 03/27 02:41:56  userid e 5 : =

F—5 7405 UvY | 032702:4156 userid  [ameaidl | connect-client

@ HIP % wF 03/27 02:40:07  userid m disconnect-client User-1D Client is disconnected from collector {null): IP panorama2, port 0, vsys_id 1

Elz2—v—1D 03/27 02:40:07  userid disconnect-client User-1D Client is disconnected from collector (null): IP panorama, port 0, vsys_id 1

& krmE 03/27 01:46:36  userid connect-client User-1D Client is connected to collector (null): Serial-number panorama2, vsys_id 1
03/27 01:46:36  userid connect-client User-1D Client is connected to collector (null): Serial-number panorama, vsys_id 1
03/27 01:43:54  userid m disconnect-client User-1D Client is disconnected from collector (null): IP panorama2, port 0, vsys_id 1
03/27 01:43:54  userid m disconnect-client User-1D Client is disconnected from collector (null): IP panorama, port 0, vsys_id 1
03/27 00:38:02  userid connect=client User-1D Client is connected to collector (null): Serial-number panorama2, vsys_id 1
03/27 00:38:02  userid Pl | connect-client User-1D Client is connected to collector (null): Serial-number panorama, vsys id 1

(5) a)lDevice] — b)fa—H—ID] — c)[FIL—TIYELTEREL — d)dc-for-group-mapping &2 voILET,

M paloalto

HETWORKS Dashboard ACC Monitor Policies Objects Network

L03zvh & @

1-—H—vvErd | GHOEF2UFs | Y- IDT—Yzvbh | F-IFLY—EIAT-Yzvb | TL-TFIvErTEE

c)
A

FvIF 1 T R—FILOBE

A

O] & % H—i— FaFF I EMFE (1)

de-for-group-mapping d v acme-ldap-server default

[=k=0 = E g

(6) a)lFRIYRLD Y IL—TF k] — b)[DC=acme,DC=com] — c)lcn=users|#ELET.

TN—FIvEvs ®
£8) dc-for-group-mapping
FAUR RS IL—TFE
a

H—N—FO7rCI A—Y—BLUTIL—TEE
gENIN-T

ARG LT I—F

ERAHERSIL—7

¥ 53 DC=acme,DC=com

P (] en=computers

¥ (Jou=domain controllers

[ 4 CIcn:fore\gnsecuriwprincipals
[ Dcn:managed service accounts
B [Clen=program data

Q@

v Sen=users

T TEPMCIION group
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(7) RZA—ILE LT, a)lcn=domain users |Z&IR — b)HEHyvs — c)DIREEIZLT.
dfoK1=2)vILEY,

TN—FIvEVY O]

%81 dc-for-group-mapping

HY—N=TO771) I-—HF-BLGITL-—TEE HFATUVRNOIIL—TFt HARILTIL—F

fERTEERTIL—TF aFhkIIN—7
L} [ %] 9 acme\domain users C

9 cn=domain computers
Q cn=domain controllers

in.quasts.

; b
Q cn=domain users a
Lga:m;mﬁﬁmmr-j =)
an:enterprise read-only domain controllers
9‘; cn=group policy creator owners
9cn=ms and ias servers

an=read-only domain controllers
Q cn=schema admins
o - . .

=D

(8) MasyhbIZEEMBLET,
(9) [#ERDHA#] CLITUTOARUREEFTLT. FIL—TIvEL T REFHRTEET,
admin—admin@PA-VM> show user group-mapping state all

Group Mapping (vsys1, type: active-directory): dc-for—group—mapping
Bind DN . panagent@acme. com
Base . DC=acme, DC=com
Group Filter: (None)
User Filter: (None)
Servers > configured 1 servers
10.9.2.5(389)
Last Action Time: 1733 secs ago(took 0 secs)
Next Action Time: In 1867 secs
Number of Groups: 1
cn=domain users, cn=users, dc=acme, dc=com

35



7.24. BITOTFAILDERTE

RET 0774 )LEERTEL T, GlobalProtect Portal & U Gateway A%, Active Directory(=LDAP H—/\—)&1—4#—
nnunﬁﬂ_l\_tbf*llm_cgé;j( ngz‘d-o

(1) a)lDevicel — b)IEBFTOT7AIL] — c)[BMIZVIVILET,

paloalto ‘ . , , .
NETWORKS Dashboard ACG Moniter Policies Objects Network Device 3= XN

ey 7y
B a st
mEEE
BNRAT—R FO77 1L

[ %8 B sEnsvEg G777 gay g = I TRT mmoros—  zom

D%mﬁlwm

[Fh et 027

(2) a)BHIl<lAuth-Profile01(EE)IZAHALET,
MEBEE12T T,
b)2 A FIETLDAPIZERLET .
) —N\—=FaT77 /TR EFHDIacme-ldap-server |2 #IRLET,
dyas 1o EHIZIsAMAccountName JEA HILET
e)fAf v Tacmel]EANLET,

EEFOTF A ®

#3i|| Auth-Profile01] a)| |

57| LDAP b v
#—/\— F07 74 JL | acme-ldap-server (o] v
04+« > &M | sAMAccountName d

IRKZAT—REHOES 7
XA T—REYOEE%E 1—F—|CBHT 5% COAK

A=Y= KXA Y I acme e)l

1—H—REMTF  %USERINPUT% —
0 B 72
Kerberos L JL Ly
Kerberos ¥—4 7 | [T Vil—h]1 &7 Vv T LT, COT7«—ILFE X 4=k
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(3) a)zi g7 — FHFEURLOD b)LEMIESYYILET,
)T IN—TIVEL T DIHFRALD Y IL—T 1 I THRELI=Y )L—FTdomain users 1Z:#IRLFET
dfoK1#2)vILEY,

FEFO7710 ®

2,31 | Auth-Profile01 |

ek B |

HCP>Y

Ol 9 cn=domain users,cn=users,dc=acme,dc=com C)

[ b) |
SEm O
FAYYEOAYITY b
HEAYA VEH 0
Ay o7 N (4) 0

(4) TasvhIZERBELES .

7.25. FEETAK
REETOT7 AL DBRENELLEMES 50 %, CLI TTRARTEET,
(1) A—Y—JIL—T=HALET.
admin-admin@Azure-PA-VM> show user group list
cn=domain users, cn=users, dc=acme, dc=com

Total: 1
*  Custom Group

(2) JIL—TAOI—F—%WHRELET,
admin-admin@Azure-PA-VM> show user group name “ch=domain users, ch=users, dc=acme, dc=com”
short name: acme¥domain users

source type: ldap

source: dc—for—group-mapping
[1 1 acme¥admin-admin

[2 1 acme¥panagent

[3 1 acme¥w10-001

[4 1 acme¥w10-002

[5 1 acme¥w10-003

(6 1 acme¥w10-004
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(38) EELIZ.acme¥w10-003 T AL THZET,

admin-admin@Azure-PA-VN> test authentication authentication—profile Auth-Profile01 username acme¥w10-
003 password
Enter password : (USRT—FK#Z#AHDLZET)

Target vsys is not specified, user “acme¥w10-003” is assumed to be configured with a shared auth
profile.

Do allow list check before sending out authentication request. .

user “acme¥wl10-003” is a member of allowed group “ch=domain users, ch=users, dc=acme, dc=com” on vsys
“vsys1”

Authentication to LDAP server at 10.9.2.5 for user “acme¥w10-003"

Egress: 10.9.2.4

Type of authentication: plaintext

Starting LDAP connection. .

Succeeded to create a session with LDAP server

DN sent to LDAP server: CN=w10 003, CN=Users, DC=acme, DC=com

User expires in days: never

Authentication succeeded for user “acme¥w10-003” (RS L= EZRLTLVET, )

@) [BF] JIL—TIvELT DT I+ILEOBEHMMRIL 3600 ¥ =18RTT,
(RAHARTIEEERDEZRE T, 60 FFE@MmBLELT=.)
AD 1 —H—ZHLGBMLIzEE, BIEIZY IL—TTyELTITRBREET-LMEEIZIE. PA Firewall DLLFDIwY
RC.BHMNICESRAAHTIDLERHYET,

admin-admin@Azure-PA-VNM> debug user—id refresh group-mapping all

group mapping 'dc—for—group—mapping’ in vsysl is marked for refresh
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7.3. SSLEIBAZEDAEM

GP Agent /5 Portal 4> Gateway ~DE#E(Z[L HTTPS AMEHNED T, ZD1=HIZ(E SSL FIBAZNBHETT,
Zhio% PAFirewall NCTERKLET,

7.3.1. FRARAEREDE

(1) a)lDevice]l — TFEBAEDNEEINTD b)IFEBAE] — o) THAAREAE I~ dIERIZVIVILET,
M2 paloalto

Dashboard ACC Monitor Policies Objects Network

=Ll TIA ZERE | 77 )L b OERS NI
& Enn s
=JI

g w g
FOCsP L AR>S
8 ssymis y—z 7oz || |C &6 HFr ok Ri7E cA F—
g scep
B ssL s esI
B eEc—y
Boyaz
v@ys—n—znzrs0

FIsump k5w 7
@Syslog

= uli—F R&ER - = HAF—Dr wii— bk & HAF—oT o ZA—~ BsPoFcsy

(2) a)iEBAE % IZIPA-Certificate-Authority(fE &) IEAHLFET,
b)t & 4 2+ PA-Certificate-Authority({E &) IEA DL ET .
CFBERIZFIVIEANTET,

A ERIED)vILET,

gEms 7 ® A=Al O scep
sraRm 4| PA-Certificate-Authority a)
2384| PA-Certificate-Authority b)
HeE -
WV BB c
0Csp L A4 -
[« mrsme
FILAUZ L RSA -
Ew k¥ 2048 -
4z A shalse -

HER (B) 365

EEER DM it

Wy 1

B @ EER

(3) EMAHULI-CEERY AvtE—UAHAENT=5, TOKIZV)YILET,
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7.3.2. GlobalProtect BDHY—/\—5FEAZE DA K
AR L= /EIBAE % # > T, GlobalProtect Portal &1 Gateway 2R E TS —/N\—FIBAEEERLET,
7.3.21. SNEBRAY—N\—IIBAZED 4/ (Portal & External Gateway 3 i)

AH AL DR TIE, Portal & External Gateway TRIL IP PRLRZHETED T, Y—N\—SIRAZELHETHILIC
L. OMBAIZ DY —N\—REEERLET . (EhEN. A ROY—N—SIAEZETLTLREHYEEA.)

(1) a) iEBAZ 4 IZ[External-Gateway({E&E)IEAHDLET,
b) #£HL (X, FYrT—OERIZHEL). Tgp011.japaneast.cloudapp.azure.com]&EAHALET,
c) BLHTHE R LT-525I /3 PA-Certificate-Authority 1Z&RLE T,
d) MEmi&2")voLT. e)[Host Name |Z:&RL . [gp011.japaneast.cloudapp.azure.com & A ALFET,
f) TERIZED )V ILET .

;qu.gy,{;r'\'"j a—AL () SCEP

seA @4 | External-Gateway a)

#HiE#| gp0ll.japaneast.cloudapp.azure.com b)
m =i u«u_EruuH

= 4% | PA-Certificate-Authority -
[ 2Em
OCSP L At 4 hd
[~ mmmE
FILIUZ L RSA v
Ew ¥ 2048 -
2z Ak sha2se -
HHAE (8)
(Ll ol §.d

'Host Name r-;n::tl:11.ja;:r.'ane:ast.clm.lnl:iapp.azure.(.‘:ar'ﬂ e)

iem O HER

(2) EBABYLI-CEERT Avt—UMHAhShf=5. TOKIZVYILETS,

¥ Portal DY —/\—ZIBAZE D £1&4 :[gp011.japaneast.cloudapp.azure.comlé&.
D347k PC £® GP Agent [Z, 585k &L TERE S 4 Portal ® FQDN N —HI 5 EABHYET,
(EH: GPAgent &, Web I5 0¥ ERERIZ, H—/\—FEBAE D £:& 4% : Common Name (CN) #Fxv/ILTH
Y. 58% FQDN & CN A—HLGHTNISFERETS— L4 T B TEEEA,)

&oT.Z? FQDN:Igp011.japaneast.cloudapp.azure.coml(d. 4&8 DNS T7FL RfRRTEBIREEIZH-T
WOREABHYET,

AHAKTIE. Azure ZFE-THY . 20 FQDN A Azure @ DNS H—/A—|ZT k) —EhBESIZEELTLET,
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7.3.22. WERAY—/\—FEBAZE DA (Internal Gateway F)

Internal Gateway M FIfA$ Y —/\—FEBAEZEZAERLET,

(1) a) iEBAZ4(lInternal-Gateway({EE)IEAHLET,
b) £H&IX, RybT—I#RIZHEL, Ttrust.acme.com]EANLET
c) BLHTHE R L= /3 PA-Certificate-Authority 1Z&RLE T,
d) NEmi&2")voLT. e)[Host Name |Z:&$RL . [gp011.japaneast.cloudapp.azure.com1Z A ALFET,
f) TERIZD)vILET,

SEEmy <7 ® O—hl O scep
ErHR £ | Internal-Gateway a)
#3854 | trust.acme.com b)
4% | PA-Certificate-Authority £)
U @R
OCSP L A4 -
Bl
FILIUZ L RSA -
Ew ¥ 2048 -
A iz A sha2b6 -
BEHEM (B) 265
i {o] §id
[ Host Name trust.acme.com e)
| d) |
B B

(2) EHEABULIZCEERY Avt—UDHAhShf=5, TOKIZYYILETS,

X Internal Gateway Mt —/\—iEBAEZE D @4 : ltrust.acme.coml &,
Portal /5 GP Agent [Z# 515 Internal Gateway ® FQDN W—H 3T 2L ELAHYFET .
(EH: GP Agent (&, Web IS5 0H EE#IC, —/N\—FEBAED &4 : Common Name (CN) #FvILTH
Y. 58% FQDN & CN A—HLGHT N ISFERETS— LT BB TEEEA,)

&> T, FQDN:[trust.acme.com ], A& DNS T7RL RBRTEDIREIZH->TWWARELAHYFET,
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7.4. SSL/TLS H—ERTAOI7AILDEKRTE

SSL/TLS #—ERXTOT774)LZEFEAL T, GP Agent~GP Portal/Gateway I CEHT 59—/ \—iIBHAZENIEEL.
#rald 3 SSUTLS TR N—S3 E 8T T AIENTEET,

AHARTIEZ, SSL/TLS ZAraNN—23v g T I4IRDEFELET,

(1) a)lDevice] — TEIBAZENEEIDOTD b)ISSLTLS H—ER FAI7AIL] — o) BIIEIVVILET,

paloalto

Dashboard ACC Monitor Policies Objects Network

Elvm my—2
vignRouE
o A m

FHERIOT AL

ocap 1 2 i A

LS SSL/TLS #—EA 7771 b)l

sy SCEF

£ ssLEE{kaIN
Bmz~—y
Boyes

LA BT e TR

[ %80 AT EEEH

Ey4 POF/CSV

(2) Portal & External-Gateway FA® SSL/TLS —EXTOT77A/ILEERLET,
a)&aiIZlExternal_SSL_Service_Profile({E&)IEAHNLET,
b)ZEBAZE (L EfiF & DI External-Gateway 1% #IRLE T,

c)fOK1ZEVvILET,
#.81| External_SSL_Service_Profile a)
oA M| External-Gateway b)~
ZORILEE
BAUi—373 > TLSV1.0 b 4
BAS— 3> Max v

(3) Internal-Gateway F® SSL/TLS Y—ERTOT77AILEERLET,
a)%&HillInternal_SSL_Service_Profile(fE&E)1EAALET,
b)iEBAE (X EREH DT Internal-Gateway | ZRIRLET,
c)OKIEVILET,

SSUTLSH—ER FO7 7L

I

#5i| Internal_SSL_Service_Profile a)
ZFHR | Internal-Gateway b) hd
FOrRJLEE
BSi—F 3> TLSvLOD v
BAN—T 3> Max -
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7.5. Gateway D&EE
2 D0 Gateway (External & Internal) ZE&XELFET .
7.5.1. External Gateway D% E
A2 58—yMMAlAD VPN ##5i 9 H R &3S Gateway DERETY .

(1) a)lNetwork] — [GlobalProtecti®TF® b)[7F—koxA] — c)lEBMIEV)VILET,

paloalto

Dashboard ACC Monitor Policies Objects Network W Device AH0zyk & @Coniigy ABRF

g =T R L) Y ER © ©

yy—x

B EWRL—— [ &8 18 BAl 12571 a_nne RuRIL BAL—t— P

u@1pPSec bR

5 DHCP

SEDNS 7OF Y
7 @ GlobalProtect

@r7—kuzt b

BFrcx Favs uz
Ro34FURLAFT

RIFIFULLATT c)
e @Em 19505 Erorcsv

(2) a)f =147 T.b)&HIIZIExternal-Gateway({E&E)IEAHDLET,
)M A—2x4 RILlethernet1/11%:#RLET,
d)IPv4 7RL A1X110.9.1.4/24 1%:8RLET,

GlobalProtect 4*— b %7 = - 5%5E

m‘l‘ External- Gateway b ;I
B Fv b 7—THE

4‘19—7141' ethernet/1 C)I -
IPPELR 97 1Pvd Only =

IPv4 7 ¥ LrAI 10.9.1.4/24

Fraeil

(3) a)lFEEIHT T, b)SSL/TLS H—ERTAT7AILTRE FHDIExternal_SSL_Service_Profile jZ#IRLET
o)l Bz )vILET,

GlobalProtect 4*— b =7 = - B&3E

=i H—)V—EREE

B a) SSUTLS 4—E2Z 70 7| External_SSL_Service Profile
FAI

I—¥Jzvh
23147 FBE

BEIOZ77AIL KAT—FF< | BEXvE—

CEm 295 @au— Okn

HAEFO7 7 )L None
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(4) a)&HTZTADAUth(fEE)IEA AL, b)RBFEETAT7 A ILIFERTE FH DT Auth-Profile01 12 #IRLET
o) OKIZEVIYILET,

GlobalProtect 4#'— b %7 = - &

H—I—BE
SSLYTLS ¥ —=E A 07 | External SS5L_Service Profile
7217 B

#81| ADAuth

G5 Any
B0 7?-(JLIAum-Pmﬂleﬂl

GlobalProtect 77 QO ¥ EE
a—HF—£D 5~ Username
JEAT—E 3L Password

EBEF s wz—2f Enter login credentials

BEHAYE—VORZIRK 256 XFTT,

EERRM 707 7 7L | WIN2012-CA-Profile

e

(5) afT—Yxb14T — DI PURIIVERFEIFT T )N b RILE—F IIZFTvoEAN, Ntunnel. 1 1Z#IRLET,
d)NIPSec DB IZF TV INA> TSI EEHRLET,
Z(MZET,.SSL-VPN &KW1 IPSec AEEMIZFEHNET,

GlobalProtect #*— = = - A€

b)
Fuxilie | Tmeonsetngs  4SAPYRPT—IL  4IAPVIOME FyhT—s7—EX B

b2l =K
kFI ¥ =T o tunnel.l

5

[ X-puth #H— ~ OB
-T2
F—F KAT—F

B\AH FN—T IRAT—
I
v IKE ¥ -BERTOBTEAF v T

Froeil

6) af T—2xb 3T — b ISATURDEREIZT T, o)l BMIEI)VILET,

GlobalProtect 4*— b %7 = -1 B¥3E

b
k> RILEKE  TimeoutSettings 254 F kP F—IL 95-(7JHD&E FyhT—IH—EX H

:I-;'f—.i:.—ﬂ'— I | s FOER h—hERS
= 3

Froel
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(7) a)FEBEEA—/\—FAK 12T T, b)&HIIZ[Auth-Override((F&E)IEADLET,

ob ote {7E ®
k3
kRIJLEEE  TimeoutSettings | 2SA PRI T—IL | 4SA P ROEE R RI—4H—EX §

EiC .. &

= x
T—

BEA—N=FCF | a—HF—a—H—ISN—7 | PT—Ib | bYFILOHE
o

z.ﬁijl Auth-Override b)l
BEA—IT—31F

[ sus—ssgLTRILBS
[ ovt—s2AnTBELRE

2y —DESL/ WELADEE None =
&

Frotil
oK ES
(8) ayfIP7—JL142T — b)\EMIZYIYY — c)T—ILTFRLARI172.16.1.1-172.16.1.991EA HLET,

D IP 7RLRHY, GP Agent @ VPN FEIL#, V54T R PC D VPN A1V 2—DJxA/ RIZEIBTONETS,
d)IOK1ZEY )y ILFET,

GlobalProtect #'— b 7 =1 &

FoRILEEE  TimeoutSettings I SAFPURIPT—IL TIAFVRDEE Ry hI7—99—EX §

BEA—/—Z1F | 24— 717 h U RILOBE

I [ 172.16.1.1-172.16.1.99 CI

[] EBEEH —/U—$"5 0 Framed-IP-Address i DERS

@m B mun 0~ 0

D P, 771 PO —LDl—7 12T F—FNIEE ChEO P, 774 P95 —L@l—71 4 F—FILICHE
m&EhEsd m&hxd

9) af T—Yxob18T7 — b RYrIT—9H—ER BT T, c)F54<!) DNS [Z[10.9.251EAHLET,
ZDEREM. GP Agent ® VPN #EIL ik, V5472 PC D VPN A/ 3—DxA(RIZEYETONET,
d)FOKIZE V) wILET,

GlobalProtect 4"— b =7 = -1 S

28
BIE

h2RILEE  TimeoutSetings  2SAFVhPT—IL  IS5AFVOBRE

" Heif/ —2 None
z—vryvra)

B
R

ARy —ARWOF T v T

7542 DNS| 10.9.2.5 c)I -

tzh %) DNS None

7Z Y WINS None
THi 41U WINS None
[ DNs 7 1 v & ADEEF
DNSH 7 wH A |91 F RO DONS ¥ 7 4w o 2AEHYIELDTATD (H: hrmycompany.com, mycompany.com)
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=1 —]

7.5.2. Internal Gateway D&%

#t ™A LAN H5 GP Agent H¥#E#i 9% Gateway DEXETT ,
VPN b #LIZBEI LAV DA TT, (VPN bR LERL T 2BELTEETT . )

(1) a)lNetwork] — [GlobalProtecti®TF® b)[F—koxzA] — c)[EBMIEI)VILET,

paloalto

HETWORKS Dashboard ACC

Sy b & B@Configr AT
= ®AL7

Monitor Policies Objects

oug

2FDoNs FOF
v @ GlobalProtect

O] 8 ]AF O—HlLA¥¥—F 1A o—AiL P [ =30 BA1—— 1R
@ |[[ External-Gateway ethernetl/1 10.9.1.4/24 tunnel.1 Ug—h 2—%—

B7roszFovs Uk
RDISAFYRLAFIY
RDUSAFYRLATIY

&.qos

e 2 Eys POF/CSV

(2) a)£f& 127 T. b)&HiTInternal-Gateway(fE&E)IEAALET,
)M A—T x4 RlLlethernet1/2 1% #RLET
d)IPv4 7RL R(1£110.9.2.4/24 1%:8RLET,

GlobalProtect #"— b 7 = - BRE

Zgl) Internal-Gateway

Fvh7—7RE

Sl ] 14,1' ethernetl/2

IPFRLA &7 IPvd Only

Pvd 7 K L,zl 10.9.2.4/24

Frvel

(3) a)FBEEIZT T.b)SSL/TLS H—ERTAT7A/ILTHREFH DI Internal_SSL_Service_Profile |Z:EIRLET
c)l&mni%%5')voL T, d) External-Gateway EE# D AiE T, B —/\—FHELET,
e)fOKIZEV)vILET,

GlobalProtect 4*— b %7 = - B&3E

o —1—EBE

SSUTLS #—EF A 70 i Internal_SSL_Service_Profile
7l

9317 FRE

‘liE?'ITW?»rJl- ‘i""’a”a"' ‘J(ZU—F-}N}L ‘ﬂﬁxvt—*)

Auth-Profiled1 Username Password Enter login d)
credentials

#0771 )L None

S]]

(4) TasvhIZERBELES .
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7.6. NER DNS DERE

Portal 5% DRI, NEB DNS DR EEITLVET S

GP Agent [&. BEMNSWLSIEFMNNEHNAEBL DFFE . Gateway DH—/\—FEERED CN LB G ERLLIEL
TULV5%E5% FQDN M—HL TWAMNEINEF Ty T BIZDNS #F|IBTHDT,.DNS BEIZELIEZILSVELNDH
UEY,

AH AR TIE. Win2012 2R # DNS ELTHRIFALTHY. Internal Gateway EDIEHRIZIX, 20D DNS AELERES
NTVWERLENHYET,

7.6.1. DNS QO#F5|ZERE

GP Agent [Z. RESNBICLZDHNREICWLZDHDEIWET 51=6HIZ. DNS D#3|1EZEFIALET .

GP Agent h' Portal (Z7272XLTBIZ. Portal /5 DNS #5|E M IP 7RLRAZZ(TEY . 20 IP PRLRADFEF|EH
BRI B EITEoT, GP Agent (&, TRERIZWND JEHIBLET,

Lo T, NEL DNS BN #5IEITEBETEASIITERELTHEET .
(1) Win2012 T, FAdministration Tools] — TDNS] #:&RLET,

(2) F=RESh7= DNS Manager T. a)lReverse Lookup Zones1&H%')v% — b)INew Zone |Z:&#IRLET,

o

DMNS Manager
File Action View Help

e« nE o= HmE §EE

| & DNs
| 4 F win2012
3 Imw_
s Reverse Lookup Zones g
[ [ Trust Points New Zone... | b)l
I: || Conditional Forwarder -
I Global Logs =T '
Refresh
Export List...
Help

(3) a)lPrimary zone1%E&A T. b)[Next1&2)voLET,

New Zone Wizard -
Zone Type l_; ‘
The DNS server supports various types of zones and storage. !
L~

Select the type of zone you want to create:

(®) Primary zone a)
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority

(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back |I Next = bD” Cancel
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(4) a)lTo all DNS servers running on domain controllers in this domainZ:#3RL T. b)[Next1Z2J)voLET,

New Zone Wizard -
Active Directory Zone Replication Scope ;.
‘You can select how you want DMS data replicated throughout your network,
=
|~

Select how you want zone data replicated:
() To all DNS servers running on domain controllers in this forest: acme.com

a)

() To all DNS servers running on domain controllers in this domain: acme.com

() To all domain controllers in this domain (for Windows 2000 compatibility): acme. com

To all domain controllers specified in the scope of this directory partition:

| < Back I Next = Q” Cancel |

(5) a)lIPv4 Reverse Lookup Zone | #ERL T, b)[NextiZ o) vILET,

New Zone Wizard -

Reverse Lookup Zone Name ﬁ.

A reverse lookup zone translates IP addresses into DNS names.
=

[~

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvE
addresses.

() IPv4 Reverse Lookup Zone a)I

() IPv6 Reverse Lookup Zone

| < Back I Next = b“| Cancel |

(6) a)Network ID Z:ERLT.10.9.2. J1EA AL, b) Next1E0)vILET,

New Zone Wizard -

Reverse Lookup Zone Name E‘

A reverse lookup zone translates IP addresses into DNS names. .
}.
To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID: a)
0 8 2

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0,10.in-addr.arpa.

() Reverse lookup zone name:
2.9.10.in-addr.arpa

< Back I Next = b" | Cancel
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(7) a)lAllow only secure dynamic updates |%ZERL T, b)INexti#o)vILET,

New Zone Wizard -
Dynamic Update ;.
‘You can specify that this DNS zone accepts secure, nonsecure, or no dynamic .
updates. b

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes oceur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory) a)

This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
£ accepted from untrusted sources.

) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.

| < Back |I Next = bh” Cancel

(8) a)lFinish] TET TY,

New Zone Wizard -

Completing the New Zone Wizard

‘fou have successfully completed the New Zone Wizard. You
specified the following settings:

{
N

Mame:  2.9.10.in-addr.arpa ~
Type: Active Directory-Integrated Primary

Lookup type: Reverse

W

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

< Back || Finish aM| Cancel
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7.6.2. DNS DIESIZEETE

GP Agent A Internal Gateway ~#E§%9 BFE(Z (. Internal Gateway A\ D —/\—iEBAZ M Common Name:
ltrust.acme.com1&., GP Agent ' Portal /552 (1B 57z Internal Gateway @ FQDN W—H T 2L ELAHYET,

ZD1=HIZIE. GP Agent H¥ltrust.acme.com1® DNS B EEFITLN. TD IP PRLRBRNTELLENHDIDT. £
DFEEETVET,

(1) DNS Manager T. a)lacme.com&H%')vo — b)[New Host (A or AAAA) 1% EIRLET,

DMNS Manager
File Action View Help

@ E:> ”_ E'E_::
2 DNs
4 3 Win2012
4 [ Forward Lockup Zones
B - msdcs.acme.com
4 || Reverse Looky Update Server Data File
RE 2.9.10.in-3 Reload
[ | Trust Points
b ™| Conditional F|L__|New Host (A or AAAR).. b) |
b [E7] Global Logs Mew Alias (CNAME]...

New Mail Exchanger (MX]...

(2) a)Name [ZTtrustiEAHALET,
b) IP address [2710.9.2.4 ] EAALET,
c) WEIEEMKT H1-8IZCreate associated point (PTR) record I[CF T vIZANT T (WETEHYEEA),
d) FAdd Host1&2')v9L%ET,

Mew Host -

Mame (uses parent domain name if blank):

trust a

Fully qualified domain name (FQDM):
| trust.acme. com.

IF address:
10.8.2.4 b

Create assocated pointer (PTR) record C

[ [Allow any authenticated user to update DNS records with the
same oWner Name

Id)l Add Host || Cancel

(3) a)lOKI&E#JwHILET,
DNS -

o The host record trust.acme.com was successfully created.

(4) Win2012 T. lAdministration Tools] — [Services] Z:ERLTEELFET,
—EMNIDNS Server]#RDIFHL. HY)v L TIRestart 1 ZRIRL T, Y—EREHREBLET,
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7.6.3. MNEBDNS V—DHERR
RESNI=DNS V-V NBREHZELTHEET,
(1) HFEIEV—2DHER

AHARTIE, #5|ZF(£10.9.2.5 Pointer (PTR) win2012.acme.com |ZELVET,

=

DNS Manager = = -

File Action View Help

el 2E XEBcz BHm § 86

04 DMS Mame “ Type Data Timestamp
4 3 Win2012 = (same as parent folder) Start of Authority (S04) [12], win2012.acme.com., ...  static
b [ Forward Lookup Zones —| (same as parent folder) Mame Server (M5) win2012,acme.com. static
4 [ Reverse Lookup Zones El0824 PONterPTR. ... T TS S ..
_[EnEzSRiingaddrarpa 1510025 Pointer (PTR) win2012.acme.com. static

(2) ESIEV—2DHER

AHARTIE, Internal Gateway ~D (<. Mrust.acme.com:10.9.2.4 | Z{FELVET,

o DNS Manager = _-':I
File Action View Help
e« nEIXBcz HE § EE
04 DMS Name Type Data - Tirmestarmp
4 5 Wwin2012 | ForestDnsZones
4 || Forward Lookup Zones ‘| DemainDnsZones
b 2] _msdesacme.com | _udp
4| acme.com 7 _tep
[ - _msdes sites
B[ _sites 1 msdes
b -t‘dp s Host () 10.0.24 static :
bl udp T win2012 Host (4] 10075 ctatic
b NrmainMne7nnes

(38) [B%E] ARHARTIL, Portal kU External Gateway ® FQDN:'gp011.japaneast.cloudapp.azure.com |~
RIS BT 54150 DNS (. Azure DA DNS ZF|ALET .
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7.6.4. Portal DERTE
GP Agent W #NIZT7V+ERX$ %, Portal DERFEEITLNET,

(1) a)lNetwork] — [lGlobalProtect/®T® b)[7R—%)L| — c)[EBIMIZEVIVILET,

nnnnnn Dashboard ACC Manitor Policies Objects Network Device a3y h & @Cofigy AWE
= ®~A7

Ay —T AR L] 0 EDEEs %]
=
B ERIL—5— [C] %8 T AUF—TzAR i
o 1PSec k¥R IL
& DHCP
ZEDNS 7O#3

v @, GlobalProtect

R—F L b)

mpm c)

BF/r1A I0vy YA

SSUTLS $—ER 7
077l BIEIO7 7L CERTOTFAL R

Ehn 2 A Ey: POF/CSV

(2) a)l£f% 127 T.b)&HIIPortal((EE)JIEAHNLET,
c)fA—2Jx4 RliFlethernet1/1 1% RIRNLET
d)IPv4 ZRL R[E010.9.1.4/24 )28 RLE T,
GlobalProtect 71— 47 JLDFE

BIE FYRT-TRE

-f 2% —7 -1 Z] ethernetl/1
I—z b I

IPPRELZ &7 IPv4 Only

77472k wve 7 kL2 10914724

iar-ai o
Appearance

H—# LD O% - 2 ~ factory-default
-y

M—4ILDF T factory-default
7 =

FFUsLr—ziig @ None
WF =3

FrrEll

(3) a)lFBEEIZT T. b)SSL/TLS —ERXTAT7 4L TlExternal_SSL_Service_Profile & #RLET,
o)l BmiEY)vILET,

GlobalProtect R— 47 LD BT

£ =) —BE

BIE a)| ssuyms#—£z 707 IExternaI_SSL_SeMoe_Pmﬁ]e
7Tl

I—-¥zwh
95472 B

JRAT=RSR

BEZOZ7ZAI m

Digm OmE @ar- OkA QFA

AR IO 7 77JL None
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(4) a)ZBIZTADAUth(fEE)IEA AL, bR TOT7AILIEREFH DI Auth-Profile01 12 BRLET
c)fOK1ZEY)vILET,

GlobalProtect R— & JL O &E

05 Any
BE707 70 1| Auth-profilens
GlobalProtect 7 7Y OO ¥ EE

2—tf—£D 5L Username
JSAT— K FL  Password
PIFA w—3 Enter login credentials

BIEAY E—VORSBEX 256 XFTT,

o

AR IO 7 7 7)L None

o] -]

(5) afT—Uxo b AT T D)EMIZEVIVILET,
GlobalProtect —%7 JL DEE
I—¥xrhk

a—4f—j2—4— ZI—7 |05 KB~z a i
I—¥zvh a

SEm Ok @ar— Ot~ OTA

I - [=EF NN Pl T—3r>k 2—H—oF—J0
W mREREA—k A rPTAYAR—N —S5A K %—

AN I—Yzr bk 10
F—I—F1F £—
HE- -1
3 2P

28| GP-agent b)|
495 Fw EEAE None
BERRY., BRRLEYSAF Y HOHERE. 7S PRI VIS YAR—ILENRET,
- BEWEORE Yes =

-

BEA—/—31FK
O oy*—esmlL TRE B
[Jrys—espAnTsm 8=
2y ¥ —DESL/ WEEADE None -

B

FALFSv Y NAT—F QEREED =2EF5avill—3vk
[l A—# [ &' — I TA-R =2 FILDH
[ wgs— koo 28 [ sgs— koo -2 Has

FRELERINSERAT 30 TREL., 1——EBET Bk, 7091 LNRAT—F(OTPEEDY TSy I/NAT—FEERATS
AZLavERRLTCEEY, Fhicd D, SEBRLEAZ Y3y T LN GBEMBOANERS S Ay E—VHRREThET,
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(7) a)fAERIZTEL)vILET,
GP Agent A%t LAN [CHEfiSN TWAIEERHE T 5701, AEI DNS OF5|ZEFIALET A, TOHREES
DTREBRRMEE IPV4ITITLVET,
b) TRERRRANMEE IPV4JIZFTvoEANES,
c) NER DNS DFEZ|EMNTES IP PRLRI10.9.2512AALET,
d) NER DNS D#5|ET:RE SN SRR Twin2012.acme.com | ZADLET,
e) MEBMIEYYYILETS,

B | 12—t~

A | PFUT—vay
| @ masmz ra ova D) a C Ak 2 R TPu6

P 7 FL2AJ 10925 C PPFELA

R k& | win2012.acme.com d) MARE

AT —ho o

|7rLz EETP ‘oncp:r:"/a:uﬂ:l
=
YA Fyay a-F
EEELEYT (10
#0) . GlobalProtectT
—Frw b TH
Fya¥a—FTER

| &
Ehiclihsd' =k
HET,

@sn 5. 0

T4 7 R LAERMA

(8) a)&Hilltrust.acme.com(fE&)IEAHALET,
b)7 KL RIETFQDN J%:&RL . Mrust.acme.com]EAALET,
¥ Z M FQDN A3, Internal Gateway Fi SSL/TLS 4 —E R FAT77AIJLIZERE L= —/\—FEBAZE D Common
Name &E—HIT HUELHYET,
c)fOKIEVvILET,

A—H—a—H—FL—7 | A FPFUr—2gy

B pggiha M IPva

&

PSS — bz A

IPFRELZ 109

£ 51 trust.acme.com
RA £  win2
FE L.x|@ FQON () 1P
HEr—ka o | trust.zcme.com |

W =@ErrrL2

FRLAEBRTZMIP Y75y F £ EBEEAD (e.q. 192.168.74.0/24
192.168.75.1-192.168.75.100)

pane.
nezs B

[ OEm Ous O

e
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(9) a) A& IZTEIVVILET,
b) NEMIZEDIVILET,
c) %&HilZlExternal-Gateway({E&E)1EAALET,
d) FQDN #3#4R L. [gp011.japaneast.cloudapp.azure.com | E A ALET,
¥ Z M FQDN A%, External Gateway F SSL/TLS 4 —EXFA77 A/ JLIZERELI=H—/\—EEBAZE D Common
Name &E—H 3 2DELHYET,
e) MEE i I TlrAny I Z#RIRLET,
f) TOK1ZYUvILET,

aA—tf—a—H-JN—7 | R PFVr—ayw
Hw bATEM (#) 5

NBT—bozo

cat AW — Tz ®
# 5] External-Gateway C

FELZ® FQON O 1P d)
ap011.japaneast.cloudapp.azure.com
b)
o ©
En O mimR
SEm 8 [ £8 @—¥—RBFBEOS— b ERRTEET)

(10) a) T7Ur—3a> 127 0)99LFET,
b) x)LHhLR—U Tlfactory-default |1 EIRLET,

BE | a—¥—a-—4v-—JIL—7 | A | A# | 7FU—>ay

a)

FTVr=vavBE

ERFE User-logon (Always On)
GlobalProtect 7/ USREOE 24 [1 - 168)

PRI VIS
GlobalProtect 7 7'\ O3k

factory-default

\oba\Protect e

U%? 7 TEd&
3’6

I A
(Wmdows lDE;\)E‘JEFH
O 79 hEFleH - v D
a;;mm&; % (Windows @

zJij’\ DRE%ED%%EL [
(Windows @d*)

vaﬁﬁm B LT
VPN EREEORHHOBOH

Allow with Prompt

Yes

Yes

Yes

30 [0 - 180]

5[1-60]

FirE (R0 RZRI—K
22—+ —#¢ GlobalProtect 7 7 Allow
U &ﬁmﬂsf%a;ot £g BAD XA K

SMcTESRARY 0
Y4 L7 T RO (5) 0

Mobile Security Manager DEE

FNAN 2Fa2UTr %
—vr

ZER— bk 443
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(11) a) T7—A2UE 12T TIE AMHHRELEE A
b) HIP T—2DUNEANB NI H>TNSIEEHERLET,
c) TOK1ZEY)vILET,

BEE -'LH"f—‘f:LH"f~’7JIr—7 Ak | A8 | FTU—3y

ﬂ:‘:ﬁmﬂél‘ﬁ(a‘ﬁ’) 20
AFTUDRSA | ARZLFTVI

[ EERICER © O

(12) a)liBmN) — b)EFEINi=)L—bk CA IZ. EFFEH DI PA-Certificate-Authority 12 2E4RL . c)lB—AJLJL—FEERA
ERANT TAV RN ILIISFIVIEANETS,
d)IOKI1ZEZVYILET,

GlobalProtect 78— %7 JL D E&TE

I—Jz¥h
H B 22— ZL—F |Os HBF— kDo SpAl el

I-Yzvh GP-Agent any any SEILCLEIE

G QR @ae—

- O-Al—rERERR e aor SN
"“E"“H" 2 ‘F?T{JZF—}L —51 1t =

7] PA-Certificate-AuthorityD) ) [/ C| BAD I—Y1oh 2—tF—0) |saee

A—I—F1 K -

¥ COEREETHEITT,.GP Agent NA U AR—ILENT=054F7 b PC(Windows)DI{EEEN - )L—FERAZEH T
RS 174 LA (macOS DIGFE I F—F—2T7 U8RI W—MIREEAVR—F T BIENTEET,

PA Firewall D4R LT1=SEBAZ LS D IIL—FEBAZE THH-TH. I EITNIE. Y547 PC AALUIR—TE
FT. (FDBEE. TDIL—FEBAEFER]IC PAFirewall AU R—hLTEDENHYET )

(13) MOz yhIZEERLET,
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7.7. R)—DEKRE

Trust—Untrust RO BEEERY > —IZ, Corp-VPN YV —2 & MAET .
Corp-VPN—=Trust VY — A D@EEBHFAILIZLD T, ZDRYS—HBMLET .
7.71. EFXaUT4R)—

(1) a)lPolicies] — b)ltFal)F+] — c)loutboundlZz2 v ILET,
M paloalto

HETWORKS Dashboard ACC Monitor

Objects Network Device EEEPT

®efalUsr b
NAT z =
&% QoS

Bmuy— ~n—2 744 EH Ll FELX O —r=C PR T Forll i = FELX Rttt s | R s
& ﬁ‘g 1 none  universal ey Trust any any any 8 Untrust | any any any & =
;;ﬁ:'ffg gt 2 intrazone-default & none intrazone any any any any (intrazone) any any any & =
& mer 3 interzone-default & none  interzone any any any any any any any any 8 BE

[Boos 7oFovay

Fesy Ml ERERTWAWL—LORERR | L—L Evk AYYS—0UEYk -

& wenm
B EETF FLA

G one

[ Negate

(3) a) I[&. outbound FRYL—MDEIETY —2IZ, Trust & Corp-VPN M 2 DA R ESNT-IREETT,
MZT.b) D&SIZ, Corp-VPN—Trust FE DKL —HBMLFET .

£ 0] TN o .'fmy '7|~‘le .J-‘“*f‘-‘ .H’IP‘}D??'H!; V= '7|~‘fo FFUF—3w H—ER FLuay

1  outbound none  universal glp;;;,].(.:{;,:;;-.\;r;l\zlganv any any i) Untrust | any any any @ 2
* g Trust a)E
2| VPN-to-Trust none | universal | g Corp-VPN @ any any any ) Trust any any any ® A b)l
3 intrazone-default & none intrazone  any any any any (intrazone) any any any & =5
4 interzone-default & none interzone  any any any any any any any any ® EE

7.7.2. NAT RS —

NAT @ outbound 7R —IZ# E{ETTY —2IZ Corp-VPN M Z T, PAFirewall #EHTA U A—RYMANBIETES &
SICL. MasybEEBLET,
paloalto

NETWORKS Dashboard ACC Manitor Policies Objects Network Device

= 4 | = L8

a5 QO

Bpflyp— =2 72 £ &4  RERV-» REJ-v RBEIUY-TI AR  EERFFLZ  RBEFFLR  HY—ER EXEITHR PRI
& 05 1 | outbound none |peg Cop-VPN | Untrust  any any any any dynamic-ip-and-port | &L

& rrELBE
FAUS—ay A o Trst ethernet1/1
S o 10.9.1.4/24
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7.8. GP Agent

DERTE

GP Agent #9547k PC IZTA2 A b— LT BFEIZIL. PA Firewall @ Portal IZ Web 7504 T74o+tAL. PA

Firewall M54 v A—KRLET,

ZD1=®HIZIE, FEHIIZ PAFirewall IZ GP Agent 24 V2 A—R &7V T4R—2 3V LTHEWMELHYFET,

7.8.1.

GlobalProtect Agent D& > A—k&7 VT4 N—3Y

(1) a)lDevicel] — b)lGlobalProtect 7547 b] — ) S <Fvyl #0UvILET,
BT —REN TULVS GlobalProtect Agent D/ N—S3> D—EMRELNET,
AAARTIE. ) 4110 ZFIATHIEICLET . 7o2aV DI FHon0—R 15 0)vILET,

paloalto

HETWORKS

Dashboard

ACC

Policies

Objects

Network

SHazwhk ¢

& TACACS+
(% LDAP S
& Kerberos J HAX Yy—zH 700 Kifa FETVTANTYRY shyay
b SAML P FoF 454
BvLF 7709 —BE 5.0.1 59 MB 2019/03/11 16:23:18 fowO—F YU—Z S—F
vEEO—h/L 1—H— F—gm- | 5.00 58 MB 2019/02/11 14:22:59 fowO—F YU—Z S—F
0 9 —tr— 4111 59MB 2019/04/08 13:58:42 Fowpo—F Yy—z S—L
Ba—v—FL—7 4.1.10 58 MB 2019/02/20 14:50:25 FowOo-—F YU=R S=h d)l
Basrva-Lgesntoy AT ST Ve 207070123 U8 30:38 T T =T
[y TN P ] 4.1.8 58 MB 2018/12/11 16:06:53 YowO—k YU=Z S=h
|Gc-;|onawpmtectas»r7‘zhb] 417 58 MB 2018/11/27 06:18:49 FowO—F YU—Z S—k
BN 4.16 57 MB 2018/10/15 16:26:22 FowO—FK YU—Z S—k
ST EYR 4.15 57 MB 2018/09/10 12:47:13 Fova—K UU—R S—h
-t T 57 MB 2018/08/06 17:42:34 fowO—F YU—Z S—F

B vAY— F-BLUBH

(2) T70T74R—2av1&0vILES,

paloalto

HETWORKS

S$TCFvy LAFvIO—-F M IrAUDEFIF4R—a>

Dashboard

ACG

Policies

Objects

Network

SHazwhk ¢

il TACACS+

& LDAP

[ Kerberos

B SAML A FoF 474

BwiLF 7759—8BE

vEEO—-hi 2—H— F—s~-

S a—4—

B -7
EHayva-ngEzninys
QYIrILF
& GlobalProtect ¥ 51 F > b
@5 F 3w o EH
Q1R
[ SN
B TRy — F—BLUBH

(3) TFLvzEsIvy

Vb E R g

5.01
5.0.0
4.1.11
4.1.10
[419
4.1.8
4.1.7
4.1.6
4.1.5
414

S$T¢Frvy SFvFO—F M 7P IUDEFIF4R—2aY

LET.

Ha X

59 MB
58 MB
59 MB
58 MB
58 MB
58 MB
58 MB
57 MB
57 MB
57 MB

UU—zxRH

2019/03/11 16:23:18
2019/02/11 14:22:59
2019/04/08 13:58:42
2019/02/20 14:50:25
2019/01/23 08:39:38
2018/12/11 16:06:53
2018/11/27 06:18:49
2018/10/15 16:26:22
2018/09/10 12:47:13
2018/08/06 17:42:34

GlobalProtect 7 5 P2/ b A= 3> 4110 F I F 4 _—2q v

D ZhiCE D, ROBEEIC GobalProtect 1—H—@ I v 21 —# e IvO0—-Kahsd
GlobalProtect % 31 P>k YZ Iz F7OHFHL WY 3 whiFoFrN—vavEh

=9, ETLETI

v 0— R

(4) BIZERY Avt—UnUH=5, FCS120UvILET,
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YU=R J—h
YU—2 J—h
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YY—2 J—h
YU—R J—h
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YU—2 J—h
YU—2 J—h
YU—2 J—h
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7.8.2. U3A4T72kPC AD GPAgent DAV RAb—JL

(1) a) GPAgent #A>AL—ILF 3595147k PC (il :Windows10) h 5, Web TS5 H%{#F->T. Portal
(gp011.japaneast.cloudapp.azure.com) N7Vt ALET,
b) Active Directory [CZ& kSN TS —H —& (H]:w10-001)E/SRT—FH#AALILOG INJEHV)YILET .

GlobalProtact Portal x  +

& C A FEEINTELEES Ih%t-ps_-"gp011.Japaneast.:Ioudapp.azure‘com /global-protect/login.esp a)l B o O

#2 paloalto

NETWORKS

GlobalProtect Portal

Usernam "WIO*OOI | b)

Passwor

sesssssssnnee |

(2) OS BiIZ&> GlobalProtect Agent 4 > O—RLES,
ZOFITIE. Windows 64 bit BiZBIRLTLNET,

GlobalProtect Portal x +

= O X

< C A #FESNTWELEE | bitps//gp011 japaneast.cloudapp.azure.com/global-protect/getsoftwarepage... & tr @

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent

I Download Windows 64 bit GlobalProtect agent I

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

# Globalerotectsamsi ~ IRTET *

(3) #orO—KLizmsi R I7MILERITLET,
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(4) TNext]&=2)vHoLET,

# GlobalProtect - >

Welcome to the GlobalProtect Setup leard m paloa_ lto

The installer will guide pou through the steps required to install GlobalProtect v4.1.10 on your
carnpuker.

WARNING: This computer program is protected by copyright law and international treatiss
Unautharized duplication or distribution of this pragram, or any partion of it, may result in severe civi
of criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Cancel < Back

(5) TNextl&x9)voILFET,

# GlobalProtect — X

Select Installation Folder

paloalto
The inctaller will install GlobalPratect ta the following folder.

Tairstall in this folder, click "Mext”. Toinztall to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files\Palo Alto Metwarks\GlobalProtect' Browse...

Disk Cost...

Cancel < Back

(6) TNext)&7UvHLET,

15 GlobzlProtect - X

Confirm Installation

paloalto

The installer is ready to install GlobalProtect on your computer.

Click "Nest" to start the installation.

Cancel < Back

(7) A—Y—HERTRY 12 LTLV% Windows 75472k PC MIFE . CCTEBEEEREZROONET .
EIHE ID BEUNRT—KOAADNKETT,
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(8) TClosel&%Y o LET . GP Agent DAV Ar—ILIEET T,

#5 GlobalProtect — X

Installation Complete .
I pa loa l'to

GlobalProtect has been successfully installed.

Click "Close’ to exit

Cancel < Back

(9) Windows10 ~DAYVAR—ILMNET T 5L, GP Agent [(EHEEITOS S LELTERRIMAIZAVET,

7.8.3. Portal & Gateway ~DT7 It R
A h—ILA5E T L= GP Agent i 5., 91X Portal, #D# Gateway NEf CESEEHEELET .
7.8.3.1. Internal Gateway ~O45 1>

#t ™M LAN £ ® Windows10 (—H—:w10-003) MSiERTHHITT,

(1) TRSNIZLLT D GP Agent DEE T. a) Portal ® FQDN:gp011.japaneast.cloudapp.azure.com &AL E
E
b) Connect &) voLET,

GlobalProtect o

Welcome to GlobalProtect

Please enter your portal address

gp011|japaneast.cloudapp.azure. &

|

) . GOBPM
~ 143 SNt |:|
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(2) #&HT Portal ITF7 7 EALIFRIZIE, LLTF DI Server Certificate Error 1AM EY
Continue &2')yIL%ET .
( Portal ME%FE T. Portal M5 )L—EEBAE : TPA-Certificate-Authority |1 A3 2 R—h SN B K3 IZERELI=D T,
2EIBURICZEDIS—AyE—I%RB5ZEEHYFEHA,)

Server Certificate Error *

gp011.japaneast.doudapp.azure.com cannot be verified. Please contact
the Help Desk for your organization to have the issue rectified.

' There is a problem with the security certificate, so the identity of

The communication with gp011.japaneast. doudapp.azure.com may have
been compromised. We recommend that you do not continue with this
connection.

Error details:

The gp011.japaneast. doudapp. azure.com certificate is not signed by a
trusted certificate authority.

Show Certificate Cancel

(3) Active Directory [C& SN TLV\D1—H—&(H]:w10-003)£/8RT—FE A ALISign In1&E9)vHoLET,
GlobalProtect *

Sign In
\P Enter login credentials

Portal:  gp01l.japaneast.doudapp.azure.com

Lsername, | w10-003 |

Passlﬂlnrd | .............l
Cancel || Sign In I

(4) WEESK(Internal-Gateway ~DIEHT)DIHE(Z(E. a)D KS5IZIConnected - Internal |ERRENET,
b)D Welcome Av+—U (., #HIEIERRSNFET A, T74/LETIDo not show this again[CFzyIMNA-TLNS
DT.ZDFxvP% OFF ICLAEWLRY X, 2 BB LIEIERRSNFEE A,

Welcome to GlobalProtect

GlobalProtect

Do nat show this again
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(5) [FEFEDH] GPAgentO)EL( 53 % £oyvHLT. lSettings 1% #RLET,
‘

Refresh Connection

‘Welcome Page

About

Disable

Connected - Internal
You are on the internal corporate
network.

(6) TConnection|27%%')y4LT. Internal-Gateway T# % ltrust.acme.com | Authenticated /3 Yes | THBH L%
HRRLET,
(Internal Gateway M54 . [Connected - Internal JER RSN TH, Internal Gateway ~DOY A A TETULVELY
BANHYET ., TDEA. T IERER Gateway DH—/\—EBFE CN ® FQDN A3, Portal DI T—C ok |—
TREIFTDEREE—HBLTNDIHIEREEL TEELY,)

W& GlobalProtect Settings X
Ganaraost Profile  Troubleshooting Motification
Gateway Type Tunnel Authenticated
,Ewmﬁnﬁm...............E&tewl.....J‘i..................._
§ trust.acme.com Internal No fes .
'-----------------------------------------------------------n’

Assigned local IF;
Gateway IP:
Gateway Location:
Protocol:

Uptime:

Bytes In: Bytes Out:
Packets In: Packets Out:
Packets IfError: Packets O/Error:

(7) [#EEDH] PAFirewall THERLT-IL— I‘nl—tﬂﬂih\’r/ﬂ_\ FEN TSI EERERLET,
f5]:Chrome 7594 — TREl — TEHMAKRE] — TEHAEOEE | TRRSNI=E@ET. [Trusted Root
Certification Authorities 2 REFEZRLET,

Certificates it

Intended purpose: <All= ~

Intermediate Certification Auﬂmritiesl Trusted Root Certification Authorities ITrusted Publ ! | *

Issued To Issued By Expiratio...  Friendly Nz ™

Q Microsoft Root Certificate Aut... Microsoft Root Certifi...  5/10/2021  MicrosoftR
m Microsoft Root Certificate Aut... Microsoft Root Certifi...  6/24/2035  MicrosoftR
Sl Microsoft Root Certificate Aut... Microsoft Root Certifi.. 3/23/2036  MicrosoftR
LlNG LIARILITY ACGERTED (s}. amn PG LT BB LTS ACCE e s a w « b8 200 « « « WriSign 'nr._

B4 PA-Certificate-Authority PA-Certificate-Authority  3/27/2020 <MNone >

"R SREinty LommUnication Root: " "Secirity Communicati... " 5138 A T T AEEEM Tt
Qsmrﬁeld Class 2 Certification ... Starfield Class 2 Certi... 5/30/2034  Starfield Cl
[l symantec Enterprise Mcbile R... Symantec Enterprise ... 3/15/2032  <Mone>
£ >
Import... Expart... Remove Advanced

Certificate intended purposes
<Al

View

Close
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7.8.3.2. External Gateway ~DA45 1>
£28—%yk £ D Windows10 (1—4—:w10-003) MdiEkET 35T .

(1) E#IZ Portal ~O5 429 B, Username & Password Z A ALT=D T, A~ FLHLIZGE X, TI4/ILE
Tl&. Username & Password # A Q9 5274, BEIMICEKTEINET .

GlobalProtect E

Connected
You are securely connected to the
corporate network

(2) [FEZEDHIGPAgent DHELIZHD S xoyysLT, lSettings |1ZZ#IRLET

[Connection127%2)y LT, U TDIREBEHEZELET,

® External-Gateway T. Tunnel A Yes

® Assigned local IP:172.16.1.x (Pool 5%%EL 7= IP 7KL X)
® Protocol: IPSec

b GlobalProtect Settings X
Genera Host Profile  Troubleshooting  Motfication
Gateway Type Tunnel Authenticated
M EE AR EEEEEEEEEEEEEEEEEEEEEEEASESEEESESEEESEESEEEEEESEEEEEEEEEE,
External-Gateway External Yes Yes
FLLLLLL L LT]
Assigned local IP: :172,16.1.1 1
Gateway [P: 2 B
Gateway Location:
Frenssannnn,
Protocol: E PSec
Uptime: 00:03:03
Bytes In: 136683 Bytes Qut: 419341
Packets In: 380 Packets Qut: 680
Packets 1 Error: i) Packets O/Error: 1]

(3) BEEBLTEHZENOZLMESIZIE. GP Agent DE LIZHD @ £41y4LT. [Refresh Connection%%4")
L TLIZELY,

GlabalProtect
Settings

Refresh Connection

Welcome Page
About

Disable

Connected - Internal
You are on the internal corporate
network.

10:18 AM
8 om0 BB

GlobalProtect M ZE KM% E (XU L TT,
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7.8.4. [$%] GPAgentD7vISJL—K
GlobalProtect Agent #. 4.1.10—4.1.11 A7y 75 L—K3 35 FIETT,
7.8.4.1. PA Firewall 8D i

(1) a)lDevice] — b)[GlobalProtect 7547 T41. M EEHoO0—R&. ) 7OT4R—2av 129y oLE
ER
paloalto

HETWORKS Dashboard ACC Monitor Policies Objects Network

vk & B Configr '

[ Device

& LDap 78 EOIRE
(%5 Kerberos N—ay > et X yu—2zH YL O—EESL BEF ST 1 N—3 3 UFH FHyaw
B SAML P A FYF 54 .
BeLs 7729—85 5.0.1 59 MB 2019/03/11 16:23:18 Fyvn—K YY—2 JS—Fh
VEEO—fL 2 s | 500 58 MB 2019/02/11 14:22:59 9 : Yy—2z /—Fk
0 14— 4.1.11 59 MB 2019/04/08 13:58:42 v FOF4R=vay  c)YY-R /-
Ba—v— FL—7 4.1.10 58 MB 2019/02/20 14:50:25 v v Bmr77 471t YY—2z JS—Fk
Basyvai-LgEanensy | 419 58 MB 2019/01/23 08:39:38 Fywn—k YY—z JS—Fh
" 4.1.8 58 MB 2018/12/11 16:06:53 Fovn—F YY—-2z /—Fh
@ GlobalProtect 7 5 7> HD )| 4.1.7 58 MB 2018/11/27 06:18:49 Farn—F YY—2 /=
=H 4.1.6 57 MB 2018/10/15 16:26:22 Sovn—F YyY=2 J/=Fh
I TEYA 4.1.5 57 MB 2018/09/10 12:47:13 Favn—k YY=R J=h
g oAt 414 57 MB 2018/08/06 17:42:34 Fywn—§ YU=R J=h

B TRy — F-HLUBH

SETCFIvy SFvIO-F M IPAUNEFIFA4R—Yay

(2) TIEWMIEDIVILET,
GlobalProtect 7 Zf > b I\—¥' 3> 4111 OF I F1_—2 3>

Zhic& D, ROFBEFIC GlobalProtect I—H—DAvEa—F ¥ 7vO—F&Ehd
GlobalProtect # S F > b YIRIzFORLWI—JavhiFIFrA—vavdh

¥, WMILETH?

7842 9347 MIDENE

(1) 54T rh Gateway ~NBIEHGLIZIRIC. UTOBEEAE AShET,
MYes &0 ILET,

& GlobalProtect Update *

There is a newer version (4. 1. 11-9) of GlobalProtect available for
download. Download will begin in the background. You will be prompted to
install once the download is successfully completed. Download now ?

(2) HBEIC.UTOAvE—UHEHSNET,
MYes &0 vodBE, HLLY GP Agent AEEIRIICA >V RR—)LEN T, GP Agent DHFEEINITHhIET,
Ko T.GPAgent D7 YT T—hrETIUTA4TUME — BB EFELEZFVET,

& GlobalProtect Update ¥

GlobalProtect version 4. 1.11-9 is ready for installation. During the
installation VPN connection will be terminated and reestablished. Instal
now ?
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7.85. [$%] GPAgent DEFDLEE A%

GP Agent DEFFEE T HHEICDOVNT, BHELTHEEET,

Bl Z X, GP Agent DT 74 LD ZEF L, User-logon(Always On)j&4H>THY ., Windows [CRSTF 2§ 5 ERBFIZ,
®IZ PAFirewall IZ## L= REBE M T D EIITH-OTLET .

COEHE. [1—H—H VPN HERLZVEEIT ., FEITHERSEHELIITLIL, 1EWSIHEEITIE, Portal DERETE
B3 AIENTEZET,

(1) TNetwork]%#7 — GlobalProtect D FDIHR—4%)L] — REFAHDMPortal 120y — [T—Yx2b 18T —
REFHDIGP-Agent)EV)vy — a)l 7TV r—23 8T ITRRENDUTOERE T, MEHFERIZ b)On-
demand (Manual user initiated connection) I[ZZE &L, c)[OK1ZY)vILET,

BE | 2—%—/2—Y¥—JIL—7 | KEE | 588

FFUus—oqviEE D xlbfih A—3F factory-default

EHER On-demand {Manual user b) GlobalProtect 7 7" @fwah{L
initiated connection)
GlobalProtect 7 7 UBREDE JEAO—F
SIS (1)
21—+ —3#i GlobalProtect 7 7 BAD KAO-F
UERMLTEDSLSKETD
— ¥ —#f GlobalProtect 77 Wi TESRARM 0

2
UEPy T/ L—FTEDL
‘.)IE@“T.‘: S LF I OB (9 |0
P

(Windows GDB‘;\)I:DEFFI

n P de N s g 1]
ﬂﬁfﬂﬁ%‘ Z (Windows @

Mobile Security Manager OBE

E/ICAIN EF2UT TF

’TJLM\'EI;’GW ) Tk —Jv
AN e
(Wmdows @) ZEH— 443 -

VPN%@O} By - L7

(2) Ty IEEBELET,
(3) AT EBERT A9 5L, [Disconnect INBRNEKSITHYET , Vv o T 5EUIBINET,
B . T

GlobalProtect

Connected
You are securely connected to the
corporate network

Disconnect

[

(4) COFERFEITEST.GPAgent BWEENHEHRT L LT OKRETHET HELIITHYET,
[Connect &%) JO?'%’»_L"C B TEET,
) TS

GlobalProtect ¢

a

Not Connected

You are using Ethernet

Connect

L TS AM
AR L one
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(3) Gateway ADY—/N\—FIAELRELHK T, V54TV MIAENERINET,
paloalto

NETHORKS Dashboard ACC Monitor Policies Objects Network Sa3v bk & B Conf

Ny s 77 FRARERE | 7741 ORBEIIERE

@ERRT—K 7OTFAI Q| 3 @O
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8.1.2. FIBAZETOI7AILDEERTEL Gateway ~DE|L T

SIBAETOT7A/ILERTEL .. Th#E Portal > Gateway IZE|HTHIET. V547U MNERAZERIENAREICHYET,
COTOTFAITIE V547U NERAERIEICHERT 5, SAERTHEOIAEZE(L—MIRAE)ZEELET.,

(1) a)lDevice] — TEIBAZNEEIOTO b)EIAETOT7MIL] — o) EBIMIZEVIVILET,

paloalto
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(3) a)lNetwork] — b)I[5—bkoxA] — c)lExternal-Gateway &2 vIL%ET,
paloalto

METWORKS Dashboard ACC Monitor Policies Objects Device

+ @ GlobalProtect
o T —
@ — koot b [ &l B O—ALAYY—Tz1A O—hL 1P eI
e, @ [ External-Gateway c) ethernet1/1 10.9.1.4/24 tunnel.1
BFrra70ve uzr | @ [ InemearGateway ethernet1/2 10.9.2.4/24

B o547 RLA FFY
RUSAFYRLRATFTY

i e

(4) a)fiBEE1%7 — b)iIBAZFO774 /LTI Common-ClientCert-Profile 1%3®#4RL . d)[OK1ZH)wHLET,
GlobalProtect #*— b 7 = S8

£ Y= —BE

BIE a)| sSuTLS #—E2R 707 Extemal SSL Service Profile -
7l

I—¥zvhk

b 731 FYHBE

#7314k

BEZO77 10 | rD—FS~N

] ADAuth

Auth-Profiled1 Username Password Enter login

credentials

SRR TO7 7 JLI Common-ClientCert-Profile

(5) B MDAET. Internal-Gateway [CHEIBAEZETOI7/ILEEY L TET,
8.1.3. Portal Mo XBISAT U MNEBAE XM T HRTE
(1) TNetwork]%7 — GlobalProtect ® FMIPortal] — E&KEFHAD Portal €0y — [T—Izok8T — &

EFAHDIGP-Agent1Z V) vy TRREND a)l BEEIZT DI U547 MEAE 1T, b)) A—HIL 1ERRL .
c)l Common-ClientCert1%:&RLET

51 GP-Agent
SIAT I-ﬁﬂﬁ].l o—hil b~)| |C0mmon-C‘IientCer‘t C)I -
RERBE, BRLES 517> FOURERE, 547> heooied ¥Zh—LahET,
11— REHEWOERT Yes -
BEA—It—FF

(] swd—4mLTBE LR
[l owdr—a2 A nTBELRE

7w F—OES{E/BE{EADIE None o
[ZEH
FA4FEyd RAT—F QERRE) ERE:TEIv—%vk
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FELEBINBEERTS0OTRE, A—Y—.BHT S, TVITLINAT—FOTPREQFTIFIv I /NATI—FEERTS
A7vaEBRLTCIEEY, Fhicd D, BEBRLEA T3y CLEMEBIEMBOANERDEAvE—VHRRENET,

(2) TazykIZEELET,
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8.1.4. GPAgent hsmO%5 12(1)

GP Agent (il Z [£. w10-001, w10-002) m i Portal ~AS (429 5&. Personal DEEBAERNT A~ BV SAT7 U MNE
BENSVR—bENET,

[(FEZEDH] f5:Chrome TS5 — TEkEl — MFHME%TE] — MFEIHAEDOER | TRIRSNTEE T, [Personal 1%
TE9)9IL. DSAT U REBAEN A VR—FESNTWWAZEEFFERLET,

Certificates =
Intended purpose: <All= ~
Oﬂ'ler People Intermediate Certification Authorities  Trusted Root Certification] * | *

Issued To Issued By Expiratio...  Friendly Name

=5 Common-ClientCert

PA-Certificate-Authority

3

Import. .. Export... Remove Advanced

Certificate intended purposes

Server Authentication, Client Authentication, IP security end system

8.1.5. HBEHUSATUIAEE R DEER

GP Agent ~DHEBEISATUNIBAEDERAMNTE T LIzE, EBHRELMBRLET,

(1) TNetwork]%7 — GlobalProtect D FDIHR—%)L] — BEFAHDIPortalix)vy — [T—Yxb 8T —
SREEHDIGP-Agent|ZV) I TRIREND a)[BELI1Z2T DI US54 T MEBAZE | T, b)[None | Z:#1RL .
c)OK1ZD )V ILETY,

£81 GP-Agent
HIAFY }qaqll None b)l
BERZE, BRLEISATFYHOTARE. 75/ F Y bIovicA A R=ILEahES,
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BEA—/\—51 K
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1B BEEAY S0 TREL, I——%#BId S, TYFTLNAT—FOTPREDRY I FIvINAT—FEERTS
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8.1.6. GPAgent ™oMO45 12(2)
ISATUMEAZZEAINTONEWNWISATUr (B1:w10-003) MoIXEHRTEEE A,

GlobalProtect l:l

Connection Failed
Gateway External-Gateway: Required
client certificate not found. Please
contact your IT administrator.
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8.2. HEA—H—ENDISAT7 U EIAE TR (SCEP FIAICZ&L5EEM)

SER TE1——2ERDISATUMNIRAEZEL, EDIS(T7UNMIAEEHAWNISAT UM PC [THEikSt
B IEWSREZITVET,

[E1—Y—ICERDISATUMIAZEFELT. A1V R—MEEZLTELS1EVLVSDE—DDFETT A ZOFH%E
#%<BHT. GlobalProtect Tl&. SCEP (Simple Certificate Enrollment Protocol) ZFBAL T, l[2a—H&&E/XRT—FE
SIERERFIC. A—HEBDISATUNIBAEERH T DIEVIBENRBEINTOETOT, ZOREFTVET,
8.21. SCEP H—/N\—®MOAA—JL

AHARTIE, FBEEY—/\—&L T Win2012 ® Active Directory ZF|FAL TULVHD T, 2D H—/\—% Certification
Authority (RREER) ELTEEL. COY—N\—hio, A—F —RIALRFICITATUMNIAELRITTOIONHNEMT
ER

Win2012 ® Active Directory Certificate Services (LL[&. ADCS)I& SCEP I IEL TS DT, FNH/REZEIT>THIA
FTHIEIZLET,

8.2.11. lISDAVA+—IL

SCEP THSA 7V MEBEEH1TT 2MICRIASN ST OraLIE HTTP THY., Win2012 Tl IS (Internet
Information Service) B FIFENET ., KO TISEAVRAR—ILLET,

(1) Win2012 @ Server Manager T. [Add roles and features |Z2') v L% T,
=] Server Manager \;lilﬂ

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

# Local Server
#& Al Servers . .
- o Configure this local server
§l ADDS =
& DNS QUICK START
WE File and Storage Services b I 2 Add roles and features I
fo IiS 3 Add other servers to manage
WHAT'S NFW
(2) TNextiZ2UvILET,
Add Roles and Features Wizard

This wizard helps you install roles, role services, or features. You determine which roles, rc
festures to install based on the computing nesds of your arganization, such as sharin
hosting a website,

To rem:

Start tf

Before you ollow ave been completed:
- The s 3 strong

* Net ic IP addre: are configured

.
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, dlick Next.

[ Skip this page by default
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(3) TRole-based or feature-based installation 1Z:#RL T, [Next1Z 2y ILET,

DESTINATION SERVER

Select installation type Win20125C scmecom

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin "
machine,_or on an offline virtual hard disk

(®) Role-based or feature-based installation
Configure a single senver by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Deskiop Infrastructure (VDI) to create a virtual machine-basad
or session-based desktop deployment

< Previous

Net> || | sl | [ Cameel |

(4) AAAFDERIE. Windows H—/\—[E—EBHED T, ZDFEENext1Z V)V ILET,

DESTINATION SERVER

Select destination server Win201 sem com
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
© Select a virtual hard disk

Server Roles Server Pool
Features
Filter; |
Name 1P Address Operating System

atacenter

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Next >

< Previous

[ st | [ cancel |

(5) TWeb Server (IIS)IDFEEDF v IR IRED)IILET,

DESTINATION SERVER

Select server roles Windo12 acome com

Select one or more roles to install on the selected server.

Before You Begin

Installation Typa Roles Description
Server Selection R A Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.
Features DNS Server (Installed)
[ Fax Server L
b [ File and Storage Services (2 of 12 installed)
[ Hyper-v

[ Network Policy and Access Services
[ Print and Document Services
[[] Remote Access

) =
[ Remote Desktop Services
l =R
[] Windows Server Essentials Experience
[] Windows Server Update Services o
<Previous | [ MNeaz | | sl [ cancel
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(6) TAdd Features &)oL ET,

[

Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (|15}

4 Management Tools

[Tools] IIS Management Conscle

Include management tools (if applicable)

(7)
3

NextlZ2)vILET,

Select server roles

Before You Begin

Installation Type

Server Selection

Features
Web Server Role (IS}
Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

[ Application Server

[] DHCP Server

DNS Server (Installed)

[] Fax Server

[E] File and Storage Services (2 of 12 installed)
[ Hyper-v

[ Network Policy and Access Services

[ Print and Document Services

[[] Remote Access

[[] Remote Deskiop Services

[ Volume Activation Services

=

[] Windows Deployment Services
[ Windows Server Essentials Experience

[ Windows Server Update Services ™

DESTINATION SERVER
Win201Z.acme.com

Description
Web Server (IS) provides a reliable,

manageable, and scalzble Web
application infrastructure.

<previous || meas || |

install | [ Cancel

(8) AICHBIRET . INext1ZEH)VILET,
[

Select features

Before You Begin
Installaticn Type
Server Selection

Server Roles

tu
‘Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

DESTINATICN SERVER
Win2012.acme.com

Description

b W] .NET Framework 45 Features (3 of 7 installed)
b [ Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption (Installed)
[] BitLocker Network Unlock
[ BranchCache
[] Client for NFS
[ Data Center Bridging
[ Direct Play
Enhanced Storage (Installed)
[] Failover Clustering

Group Policy Management (Installed)
[] IIS Hostable Web Core
[ Ink and Handwriting Services

< " |

NETF 3.5 combines the
power of the .NET Framework 20
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

install | [ Cancel
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(9) TNextiz2JvILEY,

Web Server Role (|

Before You Begin
Installaticn Type
Server Selection

Server Roles

Features

Role Services

Confirmation

DESTINATICN SERVER
Win2012.acme.com

Web servers are computers that let you share infermation aver the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 8.5 with enhanced security,

diagnostic and administration, a unified Web platform that integrates 15 8.5, ASP.NET, and Windows
‘Communication Foundation.

Things ta note:

= Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server IIS

<previous | [ New> || | sl | [ Cancel

(10) FI4IL+D
&

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Web Server Role (IIs)

Confirmation

FE. NNext#7UvILET,

DESTINATION SERVER
Win201Z.acme.com

Select the role services to install for Web Server (IS}

Role services Description
= ~|  Web Server provides support for
= | HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Defauft Document server axtensions. You can use the
Directory Browsin =|  Web Server to host an internal or
v 9 sxternal Web site or to provide an
HTTP Errars environment for developers to
Static Content L  create Web-based applications.
[ HTTP Redirection
[] WebDAV Publishing
a Health and Diagnostics

HTTP Logging
[ Custom Logging
[ Logging Teols
[ CDEC Logging
[ Request Monitor

[ [2]

<previous | [ Neas ||| sl [ cancel

(11) Nnstall &9
@

Before You Begin
Installaticn Type
Server Selection
Server Roles
Features

‘Web Server Role (IIS)

Role Services

Confirm installation selections

JwHLET,

DESTINATICN SERVER
Win2012.acme.com

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Web Server (I5)
Web Server
‘Common HTTP Features
Static Content

~

Default Document
Directory Browsing
HTTP Errors

Security
Request Filtering

Health and Diagnostics

Export configuration settings
Specify an alternate source path

< Previous | | New> |

Install |
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(12) http://127.0.0.1 75+ AL T, IS BT B EEHRLET,
HEIEY
<« & hitp//127.00.1/ P~ & || @ i1 Windows Server

=& Windows Server

ok

Internet Information Services

Welcome Bienvenue Tervetuloa

&5c% Benvenuto #.9

‘,; 5 h" Bienvenido Hos geldini

Bem-vindo LA
Kowg

Vitejte  OpITATE Udvozoljiik

Microsoft

8.2.1.2. ADCS MDA AL—)L
ADCS [ZIELK DO DREIAHYET A, CCTIXUT 2 OB ETY,

® Certification Authority (L%, CA)
® Network Device Enrolliment Service (LA[&. NDES)

MAT, LTFLRBFICAVAM—ILLTEEET ().

® Certification Authority Web Enroliment (LAf%. CAWE)

(*) NDES 412 Rh— L1412 CAWE #A U Ab—ILT BE. Web TS50 HEFE o1z 5 (47 MIBAZ RITHREN Bt E
YICEMELEEATLIZ(Web T5OHTIUS ATIERLTH, A—H—BHAORIBEENARFINELEATLE),.

ZD 2 DDOHEEIXEESH . IS DTWindows Authentication I1ZESD T, ZZTHILA DB FEEL TS ER
NETH.COBRDOINS TN a—T1oT 1 RKAMFORETIHLZELNDT, TR U LEIFERLTEYEE A,

[FIF OS] :Windows Server 2012R2 Version 6.3 (build 9600)

ZDf=%H.CAWE [E. BEDIRI—FT NS AN DEMFTITREITEYET DT, KITAVRR—ILLTEEET,

(1) IS EREI#RIZ. Win2012 @ Server Manager T. [Add roles and features 129 voL%E T,

(2) UTOEEETIENext1ZI)v oL TEDHET
LIF DE®E T, lActive Directory Certificate Service IO £EEDF T vIRvIREI)vILET,

[

Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

Confirmation

ne or more roles to install on the selected server.

[ Active Directory Rights Management Services
[ Application Server
[] DHCP Server
V] DNS Senver (Installed)
[ Fax Server
b [H File and Storage Services (2 of 12 installed)
[ Hyper-V
[ Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[ Remote Desktop Services

DESTINATION SERVER
Win2012 seme.com

Description

Active Directory Certificate Services

Install Cancel
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(3) TAdd Features &9y ILET,

]

Certificate Services?

Add features that are required for Active Directory

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools

4 Active Directory Certificate Services Tools

[Tosls] Certification Authority Management Tools

Include management tools (if applicable)

(4) HhIEEIRET . INextiZ0)vILET,

Select server roles

Before You Begin
Installation Type

Server Selection

Features
ADCS
Role Services

Confirmation

Select one or more roles to install on the selected server.

Active Directory Domain Services (Installed)

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Application Server

[ DHCP Server

DNS Server (Installed]

[ Fax Server

[H] File and Storage Services (2 of 12 installed)
[ Hyper-v

[ Network Policy and Access Services

[ Print and Dacument Services

[ Remote Access

-

[ Remote Desktop Services I

DESTINATICN SERVER
Win2012.acme.com

Description
Active Directory Certificate Services
(ADCS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in @
variety of applications.

(5) fAHERET . NextiZ2vILET,
B

Select features

Before You Begin
Installzticn Type

Server Selection

Server Roles

ADCS
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

DESTINATICN SERVER
Win201 2 acme.com

Deseription

I [H] .NET Framework 4.5 Features (2 of 7 installed)
I [ Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption (Installed)
[ BitLocker Network Unlock
[ BranchCache
[] Client for NFS
[] Data Center Bridging
[] Direct Play
Enhanced Storage (Installed)
[ Failover Clustering
Group Policy Management (Installed)
[ 1IS Hostable Web Core
[ Ink and Handwriting Services

NET 3.5 combines the
pawer of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install Cancel
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(6) Nexti&2JvILFET,
B

DESTINATICN SERVER

Active Directory Certificate Services Win2012 cme com

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Netwark
Installation Type Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Before You Begin

Server Selection

Things to note:
Server Roles

* The name and domain settings of this computer cannot be changed after a certification autharity
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain contraller, complete these changes before installing the CA. For more
information, see certification authority naming.

Features

Role Services

Confirmation

[ < Previous [ st | [ cancel

(7) TCertification Authority JIZH0Z . E£7 . lCertification Authority Web Enrollment[ZF v 9% ANET,
T R S CT

. DESTINATION SERVER
Select role services Win2012scmecom
aefore vou Bagin Select the role services to install for Active Directory Certificate Services
Installation Type Role services. Description
Server Selection Certification Authority (CA) is used
Server Roles - — to issue and manage certificates.
[T LRSS omEA Pid) Wb SeAie Multiple CAs can be linked to form a
Eeatires Certificate Enrollment Web Service public key infrastructure.
AD C5 [ Certi n Authority Web Enrollment
T[] Network Device Enrollment Service
@ [ Online Responder
[ <Previous | [ Next> | | nstal | [ Cancel

(8) TAdd Features1&9'vILET,
=

Add features that are required for Certification
Authority Web Enrollment?

You cannot install Certification Authority Web Enrollment unless the
following role services or features are also installed,

4 Web Server (IIS) [a]
4 Web Server

4 Common HTTP Features -
HTTP Redirection -

4 Health and Diagnostics
Logging Tools ]
Request Monitor
Tracing

4 Application Development ™

Include management tools (if applicable)
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(9) EIZlNetworks device Enroliment Service lIZHFTvo%E AN, [Next1Z9UvILET,

DESTINATION SERVER

Select role services Win2012 seme com

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services. Description
Server Selection i i
Certification Authority Netwo(k DemFe Enrollment Service
Server Rales " 7 ) makes it possible to issue and
[ Certificate Enrolment Policy Web Service manage certificates for routers and

Festures [ Certificate Enrollment Web Service other network devices that do not

ADCS = " have network accounts.

Confirmation

| nstal | [ Cancel

(10) Mnstallz 2" )vILEY,
=]
Confirm installation selections R

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
SecverRoles their check boxes.
Features
AD CS Active Directory Certificate Services al
. Certification Authority
Role Services
Network Device Enrollment Service =
Certification Authority Web Enrollment
Remote Server Administration Tools |
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools
Web Server (IIS)
Management Tools o

Export configuration settings
Specify an altemate source path

<PrcviwsH Next > ‘ I Install I Cancel

(11) Close &9y LET,
)

DESTINATION SERVER

Installation progress Win2012 scme com

View installation progress

@ Festreinstllation
—
Installation started on Win2012.acme.com

Active Directory Certificate Services
Certification Authority
Network Device Enrollment Service
Remote Server Administration Tools.
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next> |
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8.2.2. NDES AD7Hh9 U ETE

PA Firewall B g 1—H—@ERI DS54/ 7 MEAEE NDES IZER T BEIZIX. FOEREEFDOD7HAIVIDHREI D
=TT,
NDES #:XE 9 AEIZH. TDERTHIUENEREINSD T, Fiilllpanagent | [CHEREZRELTHEET,

(1) Win2012 ®TAdministrative Tools] — TActive Directory Users and Computers |#BiEE 9,
lacme.com] — [lUsers] T, REFHD panagent)&E4 TILI)vILET,

pan agent Properties _

Member Cf | Dialin I Environment | Sessions
Remote control eskiop Services Profile | COM=
General I Address Accourt Profile | Telephones | Organization

User logon name:
| | @acme com hd |

User logon name (pre-Windows 2000):
|ACME\ | |panagent |

| Logon Hours... || Log On To... |

[ Unlock account

Account options:

[ User must change password at next logon -~
[ User cannot change password I:l
[ Password never expires
[[] Store password using reversible encryption w
Account expires
(®) Never
O End of: Saturday , May 18,2019 B-|

[ ok || camcel || ook Help

(2) ZDT7hHhobDMember of 137 TIAdd1Z4") oL, TIIS_IUSRSJ#RZMA . TOKIZV )V ILET,

pan agent Properties
Remote control I Remote Desktop Services Profile | COM+
| Account I Profile | Telephones | Organization
Member Of I Dial<n I Environmert | Sessions

Member of

MName Active Directory Domain Services Folder

Domain Users acme .com/Users
I5_IUSRS acme com,/ Builtin
Server Operators  acme .com,/Builtin

Add... | | Remave

Primary group: Diomain Users

There is no need to change Primary group unless
you have Macintosh dlients or POSIX-compliant
applications.

Set Primary Group

QK Cancel Apply Help
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8.2.3. ADCS MF&FE
ADCS @ CA &£ NDES WAV AR—ILM5E T L. lpanagent I\ BLHERZFELELE-D T, RIFFEEZITVET,

8.2.3.1. CAMHTE

(1) Server Manager TE&#RI Y—0& 0 )vILET,
I Configure Active Directory Certificate Service on the destination server &%) v oLE T,

=) Server Manager

) | I’A Manage Tools  View  Help

i, Post-deployment Configuration .
Local Sarver Configuration required for Active Directory
iificate Senices ot Wind01
B& All Servers 0 Con I Configure Active Directory Certificate Services on th...
58 ADCS
. @ reetureinstaliation
W 0os aucxstact i —
£ DNs 2 A Configuration required. Installation succeeded on
- Win2012acme.com. -
#§ File and Storage Services b N
_ 3 A Add Roles and Features
fe us
WHRATS AW 4 C Task Details

5 Connect this s r to cloud services

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles:5 | Servergroups: 1 | Servers total: 1

(2) BEEEEREH DI MBIRENTVSILEHRELT. INextiZI)vILET,
= AD CS Configuration l;‘i-

. DESTINATION SERVER
Credentials Win2012.acme.com

Specify credentials to configure role services

Te install the following role services you must belong ta the local Administrators group:

+ Standalone certification authority
* Certification Authority Web Enrollment
+ Online Responder

To install the following role services you must belong to the Enterprise Admins group:
« Enterprise certification autherity
* Certificate Enrollment Policy Web Service
+ Certificate Enrallment Web Service

* Network Device Enrollment Service
Fesssssssmsssssenssnsanns

.
:

Credentialss ACME\admin-admin H
:

More about AD CS Server Roles

Configure Cancel

(3) TNetwork Device Enroliment Service ILRIFFIZFTvyE ANDE. LLT D K5I Certification Authority 12 55121
DAL=V BEIITEEMNHFET DT, ICertification Authority | &I Certification Authority Web Enroliment 1272

FTFzvoEANT, Next)ZE9 v ILET,
= AD CS Configuration = |[E]L =
DESTINATION SERVER
Role Services Win2012.acme.com

Select Role Services to configure

Certification Authority
Certification Authority Web Enrollment

CA Type
T EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE,
Private Key = [ Network Device Enrollment Service Fx ‘y7 szd: (RY
Cryptography :-\-Jiar-fn::n&vumnm‘umi GcesumuEsssEmEEEEEREEEEERERSEEREEEEED
CA Name Certificate Enroliment Poli
Validity Period

Certificate Database

Coafimnaton A Certification Authority (CA) and the Network Device Enrollment

) Service cannot be installed on this computer simultaneously. Complete
your CA setup before setting up Network Device Enrollment Service.

More about AD CS Server Roles
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(4) TEnterprise CAIAERSNIIKE T, INext1Z2 Vv ILET

DESTINATION SERVER

Setup Type Win2012.acme.com

Credentals Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS ta issue or manage
certificates.

CA Type

Private Key
(® Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.
Validity Period

v O Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

Cryptography

Mere about Setup Type

<Previous | [ Next> || [ configure | [ Concel |

(5) TRoot CAIAEIRESNTI-IKRET, [NextiZ V)V ILET
3

DESTINATION SERVER

CA Type Win2012.acme.com

Credentals Specify the type of the CA
Role Services

Setup Typs When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography @® Root CA

CA Name Root CAs are the first and may be the anly CAs configured in a PKI hierarchy.

Validity Period

i T TiEeranete 0L
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.
More about CA Type
<Previous[| [ Next> || [ configure | [ Cancel |

(6) TCreate a new private key IAERSNI-KEET, INext1Z 2V ILET,

DESTINATION SERVER

Private Key Win2012.acme.com
Credentals Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certfication authority (CA) must have a private key.
CA Type @®) Create a new private key

Use this option if you do not have  private key or want to create a new private key]

Cryptography
CAhame Use this option to ensure continuity with previously issued certificates when reinstalling a CA
Validity Period 7 Select a ceriificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation

0 Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an altemate source.

More about Private Key

< Previous Next> || | Configure | [ Cancel
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(7) AHARTIET IAIVMEZEENET  [NextI &7V ILET,

DESTINATION SERVER
Cryptography for CA Win2012.acme.com
Cradentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CAType [ Rsa#Microsoft Software Key Storage Provider [-][2048 -]
Private Key Select the hash algerithm for signing certificates issued by this CA
SHA255
CA Name SHA384
Validity Period SHA512
Certificate Database SHA1
MDS
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.
More about Cryptography
< Previous | | Next> | configure | [ Cancel |

(8) AHARTIE, RINSNI-MEZEZDFEFELET , [Nexti& Vv ILFET,

CA Name

Credentials
Role Services
Setup Type:
CA Type

Private Key
Cryptography

Validity Period
Certificate Database
Confirmation

DESTINATION SERVER
Win2012.acme.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA, Distinguished name suffix values are automatically generated but can
be modified.

‘Common name for this CA:

acme-Win2012-CA

Distinguished name suffix:

DC=acme DC=com

Preview of distinguished name:
CN=acme-Win2012-CA,DC=acme DC=com

More about CA Name

< Previous | [ MNext> | configure | [ Cancel |

(9) AHARTIETIAIMBEZEENET . [Nexti &7V ILET,

Validity Period

Credentials

Role Services

Setup Type:

CA Type

Private Key
Cryptography

CA Name

Certificate Database
Confirmation

DESTINATION SERVER
Win2012.acme.com

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):

;

CA expiration Date: 3/30/2024 4:10:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

< Previous Next » [ Configure | [ Cancel

83



(10) ZAARTIXT 7AHIMEZFENET , Next1ZH v ILET,

DESTINATION SERVER

CA Database Win2012.acme.com
Cradentials Specify the database locations
Role Services
Setup Type Certificate database location:
CAType C\Windowslsystem32\Certlog
AR Certificate database log location:
Cryptography CAWindows\system32\Cartlag
CA Name

Validity Period

Confirmation

More about CA Database

< Previous | [ Next> [ configure | [ cancel
] A3
(11) Configure 122" ) v LEY,
. DESTINATION SERVER
Confirmation Win2012.acme.com
Cradentials To configure the following roles, role services, or features, click Configure.
Role Services A Active Directory Certificate Services
Setup Type
Certification Authority
CA Type N
CA Type: Enterprise Root
Brvatelkey Cryptographic provider: RSA#Microsaft Software Key Storage Provider
Cryptography Hash Algorithm: SHA1
CA Nzme Key Length: 2048
Validiy Feriod Allow Administrator Interaction: Disabled
Certificate Validity Period: 3/30/2024 4:10:00 PM
Certificzte Datzbaze ertificate Validity Perio Eld
Distinguished Name: CN=acme-Win2012-CA DC=acme,DC=com
Certificate Database Location:  C:\Windows\system32\CertLog
Certificate Database Log C\Windows\system32\CertLog
Location:
[ <Previous | | N> | | Configure i Cancel

(12) Close &9y LET
&
Results e

The following roles, role services, or features were configured:

~ Active Directory Certificate Services

Certification Authority @ Configuration succeeded
More about CA Configuration
Certification ity Web @c

More about Web Enrollment Configuration

[ <Previous | [ Next> | Close Cancel

(13) #E[7 T NDES MR EZITLVET DT, NYes 12V vILET,

Do you want te configure additional role services ?

I Yes I No
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8.2.3.2. NDES M%7
(1) BEEEREE O I—H—MNBIRSNTWAIEEHELT. Next 22w LET,

R DESTINATION SERVER
Credentials Win2012.acme.com

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:
+ Standalone certification authority
* Certification Authority Web Enroliment
+ Online Respander

Te install the following role services you must belong to the Enterprise Admins group:
+ Enterprise certification authority
+ Certificate Enrollment Policy Web Service
+ Certificate Enrollment Web Service

ACME\admin-admin

More about AD CS Server Roles

<Prewousi Next > I | configure | [ Cancel |

(2) TNetwork device Enrollment Service IZFzv9Z ANT, Next1#2)vILET,
Z

R DESTINATION SERVER
Role Services Win2012.acme.com

Credentials Select Role Services to configure

Service Account for NDES [V Certification Authority
Certification Authority Web Enrollment
=

I Network Device Enrollment Service I
= = _

[] Certificate Enroliment Policy Web Service

More about AD CS Server Roles
<Previous | [ Next> [ configure | [ Cancel
S
(3) lSelectizV)vYLET,
%

R DESTINATION SERVER
Service Account for NDES Win2012.acme.com

Cradentials Specify the service account

Role Services

Select the identity the Network Device Enrollment Service (NDES) will use.

®) Specify service account (recommended)

The account must be a member of the domain and must be added to the loj = —

() Use the built-in application pool identity

More about Service Account for NDES

<Previous | | MNext> | [ Configure | [ Cancel
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(4) Panagent MEBIENBETY , /NAT—FZAALT.TOKIEI)vILET,

AD CS Configuration
Typethe name and password of an account with user rights on the
selected servers,

For example, user@example.contoso.com, or domain'user name.

Ipanagent

A

Domain: ACME

Connect a smart card

(5) ACME¥panagent AERSNIAKEET, INext1Z Vv ILET,

DESTINATION SERVER

Service Account for NDES Win2012.acme.com
Cradentials Specify the service account
Role Services

PRRS  Select the identity the Network Device Enrollment Service (NDES) will use.

RA Information @ Specify service account (recommended)
2 » Thaackaunt wusibeswuanbes sitha dansais sackmusl be added to the local 115 IUSRS group.

tHo000000000000N0N0000C0000000000C)

() Use the built-in application pool identity

More about Service Account for NDES

[——
< Previous | Next > I Configure Cancel

(6) AHAFTIE, Country/Region: Tl JP(Japan)1&:#IRL . TSV DEE. Next1Z0)vILET,

R DESTINATION SERVER
RA Information Win2012.acme.com

Cradentials Type the requested information to enroll for an RA certificate

Role Services
service Account for NDES A registration authority (RA) is required to manage the Network Device Enrollment Service (NDES)

certificate requests.
RA Information

Cryptography for NDES Required information
Confirmation RA Name: Win012-MSCEP-RA
Country/Region: [sp vapan) -] I

Optional information
E-mail:
Company:
Department:
City:

State/Province:

More about RA Information

[—
< Previous Next > Configure Cancel
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(7) AAARTIE, TIHIMEZFIALET , [Next1& Vv ILET

DESTINATION SERVER

Cryptography for NDES Win2012.acme.com

Cradentials Configure CSPs for the RA
Role Services

Service Accountor NDES | Select the registration authority (RA) cryptographic service providers (CSPs) and key lengths for
the signature and encryption keys.

RA Information

Signature key provider Key length:
Corfirmation [ Microsoft Strong Cryptographic Provider [=][2048 I7]

Encryption key provider: Key length:

[ Microsoft Strong ic Provider [=][2048 I7]

More about Cryptagraphy for NDES

< Previous || MNext> [ configure | [ cancel

(8) lConfigure &2y LEY,
z

DESTINATION SERVER

Confirmation Win2012.acme.com
Credentials To configure the following roles, role servicss, o features, click Configure.
Role Services ~ Active Directory Certificate Services

service Account for NDES
Network Device Enrollment Service

RA Information

Account: ACME\panagent
Cryptography for NDES RPaTr o
Name: Win2012-MSCEP-RA
Country/Region: I
Email: «None>
Company: <None>
Department: <None>
City: <None>
State/Province: <None>
Signature Key Provider: Microsoft Strong Cryptographic Provider
Signature Key Length: 2048
Exchange Key Pravider: Micrasoft Strong Cryptographic Provider
Exchange Key Length: 2048

el (] B

(9) TClosel&9)yHoLZET,
=
Results 7 inatimecom

The following roles, role services, or features were configured:

~ Active Directory Certificate Services

Network Device Enrollment Service @ Configuration succeeded
More about NDES Configuration

< Previous Next > Close Cancel
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8.2.3.3. NDES OE){ErER
RELT=- NDES WEMET D LEMERLET .

(1) NDES #ZE#1To1- Win2012 AZIZETE2 IP PRLREH DR (H1:w10-001) A5, FIE Link N7 2 ERALE
ER

http://win2012.acme.com/certsrv/mscep _admin

(2) panagent 7hoobTRTAVLET,

win2012.acme.com/certsv/mscep_ac X | 4 - = 2
& C @ win2012.acme.com/certsrv/mscep_admin, w O
(20—
3) UFOLSHE@AE AshAE, OK TF,
m Metwork Device Enrcliment Serv. X -+ - g x
< C @ FEENTVELEE | win2012.acme.com/certsrv/mscep_admin/ B v O

Network Device Enrollment Service

Network Device Enrcllment Service allows you to obtain certificates for routers or other network devices using the Simple Certificate Enrallment
Protocol (SCEP)

To complete certificate enroliment for your network device you will need the following information:

The thumbprint (hash value) for the CA certificate is: EFE71652 62EA21E0 478599DC 42BC97F3

The enrollment challenge password is° 026C52277AB4BA0C

This password can be used only once and will expire within 60 minutes

Each enroliment requires a new challenge password. You can refresh this web page to obtain a new challenge password.

For more information see Using Network Device Enrollment Service .
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http://win2012.acme.com/certsrv/mscep_admin

8.2.4. PAFirewall ® SCEP &%

SCEP #%{#>T. PAFirewall A ADCS &##iL. GP Agent D& 1—H — (BB DISA T U NIRAENRH TE=DE
TOEREEITVET,

8.241. H—ERI—FDERE
AHAEDBETIE. ADCS(Win2012)A Trust Y —VIZRESIN TSN T, Y—ERIL—FEEEBELFET,
(1) a)Devicel — b)[tyb7vF] — ) y—ERX] — d)H—ERIL—FDEE I TRRSNIEET. e)DLS
IZ. SCEP DEFERAVA—TIARABLVEETTTFLR%E eth1/2 IZEEBLFET,
IOKIZI)YILETS,

paloalto

HETWORKS Dashboard ACC Monitor Policies Objects Network Device

WildFire

(R7=F ZFOzr-il
8 wms

E;bﬁf@%l]—.‘b Eitt—/{— updates.paloaltonetworks.com
BEFOZ7A I Eft—/t— ID ORE ; =
Y=t SO — X JL— b DREE ®
: 754U DNS #—/0— 10.9.25 O TNCRERT Y 9—T 2 REHE @ NASTTX
7" . Dl w£Hv¥Y DNS #—/{— B8.88.8
@E; SR FODN E#7FiFI () 1800 Py IPVB  ZEse
EHARTO7 A0 i
G40CSP L A4 FZARY NP H—/—FFL2A | ¥—Ez I:‘if!ﬁ*rys"—?xarx ii&f!ﬁ?Fbx
8 ssl/TSs $—EZ 70771 A e A L1 e ST AT L LA
[ scep Netflow FIAILNEFER FIAMEESR
B ssL L5 [E] nTP F7ANHEER F7 A HEER
Bizn—y Palo Alto Networks H$— FIALLERER FIALNEER
V%Efﬁ? . Panorama FIAILNEER FIAILNEER
Rysne ksus & pi=E FI AL~ EES FI AL EER
=1 o ] [T ] T
B Syslog = " o et =
BEFA—IL [l scep | ethernet1/2 | 10.9.2.4/24 e)I
& HTTP | B T A e T A
) Netflow [F] Syslog FIAIEER FIAILEESR
[ RADIUS Tacplus FI#IHEER FIalHEER
[ TACACS+ UID Agent FIAEER FIALNEER
& LDAP URL Updates FIALNEFER FIALNEER
& Kerberos WM E=S— FIALREER FIALhEER
%SAML FATYT T4 FONA Wildfire Private F74)%EFER 74 hEER
y\TILTF TS —BE
s BRENY—ER L—OBE
vEEO—hlL 2—H— F—4~—-2
8 a——

Loy SL—F
Hasrvi—LBEashrendoTy.
&YIrIT

(2) MAsybIERBLES .
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8.2.4.2. SCEP M&®TE
(1) a)lDevice] — TEIBAZNEE DT D b)SCEP] — c)BMIZYUVILET,
#2 paloalto

Dashboard ACC Maonitor Policies Objects Network Device

v @annoE
& EreAm

=] i e R
FPOCsP L A4
B o :

CA-IDENT £

nyHE

vi@y—n—7o7r10
SNMP k5w 7

Syslag

Eyi POF/CSV

(2) a) BHIIZTWIN2012_SCEP({EE)IEAHALFET,
TR LISRT—R(FrL D)
b) SCEP Fx LTI B AF2vy 1% &8IRLET,
c) H—/\—URL [ZThttp://win2012.acme.com/certsrv/mscep_admin/JEAALET,
d) 1—4—% :Tacme¥panagent/EADLET,
e) INAT—FEIVBAHN/IRT—FKIZ, panagent D/XRT—FEAHLFET,
R
f) H—/\—URL (T http://win2012.acme.com/certsrv/mscep/mscep.diliE A ALET,
g) CA-IDENT & (ZIWIN2012-CA(lEE)IEAALFET,
g5 ERE
h) Ewb#%M20481%:8RLET .
i) CSR DHF ALz AR shatl jZRIRLET,
) TOK1ZED)vILET,

SCEP I ®
%ﬁﬂl WIN2012_SCEP a )I

T FALLIRAT—E (FrL>i)

SCEP F ¥ L3 1F+3wy b) -
H—JC— URU http://win2012.acme.com/certsrv/mscep_admin/ Cc
a—4—| acmelpanagent d
JEZ T — K| sesencanssnea AN JEAT—F esssscssnsses e)|
mE
H—J{— URW http://win2012.acme.com/certsrv/mscep/mscep.dil f
CA-IDENT 2| WIN2012-CA 9)
Y74 b CN=$USERNAME
H7Uz U hDRMES AT | None -
ESHRE
= hﬁtlzms h)lv CSR m?‘rf*/‘xz.r-lshal i)|v
WV Fys BB ELTHES V) oS ticiEs

CAZERR® 7 « 2 —T'U
k

SCEP Server S5L Authentication
CA EFHH#®  MNone o 2547w -IEAE None hd
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8.2.4.3. JL—HMIBAENBBMICAUR—bENI=CEDFER

[(FEs2DH] a)lDevicel — TEIBAZMEE D TD b)EIBAEZ 125V ILET,
EMELT=- SCEP EREIZLY. c) Win2012 @ CA D JIL—MEBAZEANBEMICRYAENET,

paloalto

HETWORKS

&H2zyh & 0@ Con

ACC Policies Objects Network

Dashboard Monitor

- gidiadd FIARERE | 77 /L b OERESOICEFHE
FRRT—F FAT AL a 4 ED
8 wax
DwEEn—.L [ 81 REEETAS RiTE <3 - AR R FLAUZL
%2%75;7'”“ £ v gapa-Certificate-Authority CN = PA-Certificate-Authority CN = PA-Certificate-Authority Mar 27 08:16:22 2020 GMT a2 RSA
ERSEF
[Ba2—+%—1D E gElExternal-Gateway CN = gp011.japaneast.cloudapp.azure.com CN = PA-Certificate-Authority v Mar 29 04:17:54 2020 GMT "M RSA
!VM fam/ —2 & fElinternal-Gateway CN = trust.acme.com CN = PA-Certificate-Authority Mar 29 04:19:00 2020 GMT a2 RSA
B I Common-ClientCert CN = Common-ClientCert CN = PA-Certificate-Authority vz Mar 29 05:48:03 2020 GMT H# RSA
e T I O T T T T T T LTI T
P = v |l EEIWIN2012_SCEP DC = com, DC = acme, CN = acme WanDlZ CA  DC = com, DC = acme, CN = Mar 30 07:16:52 2024 GMT k]
FPOCSP L A S . acme-Win2012-CA C)'

BcameH_PT FrT=Lil

8.2.4.4. FIRAETOTIFAILDIRTE

Win2012 D JL—REEBAE A FES1-SIBAETO 77/ IILERELE T,

(1) a)lDevice] — TEIBAZNEEIOTD b)FIAZETOT7MI/L] —c)BIIEIVVILET,
M2 paloalto

NETWORKS Dashboard ACC Monitor Policies Objects Network

V%Iuﬂ:wm

&ssuns# EA ZA77I -4 FI
Bscep O] ##a o =27 23 am L e
" . 0csP =8 DEA
£ ssL Bk S T uRL AW
o L
IhEN— u
Borse
v@o—n—707710 [E] Common-ClientCert-Profile PA-Certificate-Authority
EJSNMP RS w7
) syslog
B mFA—Ib c
HTTP
® @En 2 @ Ees PDF/CSV

(2) a) &H1ZTWIN2012-CA-Profile(EE)IEANLET .
b) MEM %5y L T, c)WIN2012_SCEP%&ERLET .
d) TOK1#2)vILET,

RE7O7 711

£ &) WIN2012-CA-Profile

a—+#—£7 None -
=LK

a—H— FA

-
o s [T | #7: L k OCSP URL OCSP MEESE
7| winzo12_scep C)
SEm 9

F7# Lk OCSP URL (http:/f #£7zId https:// THMT ZHESD)

[] crRL oA CRL SEQHHMEM (1) 5 [ kst R R A ey 2
[ ] ocsp méem ocsp ZEQHEMHE (1) 5 Fra
CRL & b OCSP %84 [[] &t 157 - FEAEPC EEOE M ke B
EEAM OB MR (#) 5 BrERMESIcEY ¥avEIOY
o

[ e mAtmar =/ RIERFEhis
oSty vaveESOvy
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8.2.4.5. Portal DEEE

(1) TNetwork]#Z — GlobalProtect D FDIR—%2I)L)] — FEFADIPortallZy)vy — IT—VzUk 4T —
BEFAHDIGP-Agent1z V) v I TRREIND a)l BEEIFT DI V54T U MiEBAE 1T, b)[ SCEP1Z:ERL.
C)EREFH D SCEP % 7E :TWIN2012_SCEP%#IRLET .

£ 81 GP-Agent

¢547>Fﬂﬁ45GP b*lwmmujap C* -
BERaE, BRULEISAPYFOIHERE., 754 F R cA A R—ILENhET,

1—H—-RIHERORE Yes -

BEA—/\—54K
O swt—e4RLTBELRS
[ owkr—ssd A nTBE LR
7w F—DESHL/WBEAGE None -

A

FA4FEy7 IRAT7—F QERRE) ESEETIIVH—FVb
O #—% [ 48B4 — kI TA-T = 2 PILDH
O mtss— k7T 128 [ #y'— ko Tr-BBmE

FRFLCBINGEERY 50 TR
ATravEBRLTIEZ W,

oy Sl— *Z %?6I-:_I-i TUFALINAT=FOTPREDY A F I v ZNAT—FEERTS
T "

A3 T EEFEBIENBOANERD S A vE—ViRRENET,

(2) af7FVr—3 18T =b) [ ISATUrDIERAERNT DRZRITIUser 1 & RLET ().
c)fOK1EV v ILET,

= — &S
Ehb ICiBR

BIE | 2—Y—/2—Y—FIL—7 | A8 | A8 | 7FUT—2a>

a)

FPFUr—vaviE

= Ly ~2—3)  factory-default -

GlobalProtect 77 J MRk
JRAI—F
BAD KA O-F

i TESMALRE 0

§ 4 LTS kORI (5) 0

Captive Portal Notification

| Delay (sec) - - Mobile Security Manager MBE
b) zz77> - oERxE70 Juser ~
| E/AN LFIUTS TF
SCEP LM ERTE () _ e
2547 LR OnE | e
F—EA0I User and Machine Eini—bh 443 v

T—hkh—KEOIb e —
lL&ﬁ%ﬁﬁF‘} {er?gwﬁﬂ)gj

macm e ® PR

(*) Windows FASUIZS LTS I5/4F7 U PC DIBE. IV VIEBAEEH>TLWAEEAHYET,
GP FREDT74ILLTIZ, ITUser and Machine |= HIEIA(PersonaI)ZF?tVV/nEEDiid)l'ﬁjﬂ’é*ﬁ??’éotol LAY
o’CL\iﬂ'o
DREDEFFETIEL, [SCEP TERALIZIZAT7UMNIBHEDAECERFA-EEZa ,—LLEZLWDIZ, T2V
nLT:EDEIib\E#’Lli7747zFHEEDEIib\ECC%Tﬁ;L’C%’CLE‘)J):L\OJk/R( HoTLEWET,
&> T, lUserl=MME A (Persona) A+7 11 ITE S BT EEL5(C. COXREERFTVVET,

(3) GlobalProtect Portal @& E%. TOK1Z2)yILTHLET,
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8.2.4.6. Gateway DXTE

Portal /> SCEP TEHL1I=05/4 7 MEBAZE T, & Gateway BS54 7 U MEBAZEZRAE1TI=HIZ1E. REFHD
SIBAZE 0774 /L% Gateway [CE|Y B THIBRENHYET,

(1) TNetwork]%7 — GlobalProtect D FDI 47—tz A1 — FEEFAHDIExternal-Gateway | Z71)vY
— a)lfBEE 1427 — b)IEBAETOT7 1L T, TWIN2012-CA-Profile 1Z#IRLET
) OK1Z2VILET,

GlobalProtect #*— b 7 = - S&E

E= 4 H— ) —EBE

Feding a)l SSL/TLS #—'Z 707 External_SSL_Service_Profile
71

I—3Jzvh
——————————— Y34 FPYFBE

b

BEIOTrAIL RKAT=RSR | BEXvE—3

Auth-Profile01 Username Password Enter login
credentials

@iEm 9 @ [+]

EE®TOT T .ILI WIN2012-CA-Prafile b)I

(2) R#RDOAET. Internal-Gateway (2%, RICFEBAE TN I7MILEEIY S TET,

GlobalProtect #*— b 7 = - B2

E= Y=~ B

ing a)l SSL/TLS #—E'A 707 Internal_SSL_Service_Profile
71

I—3Jzwh
L ssqFviBE

BEZO771L RAT=EZN) | BEXve—3

Auth-Profile01 Username Password Enter login
credentials

SeEn O (] [+] [+]

EEMTO7 7 JLI WIN2012-CA-Prafile b)I

(3) MazvhIZRMBELETS .
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8.2.5. GPAgent ho>mO% 12(1)

GP Agent 55 Portal ~NAS 429 %&. [Personal IFEBAZER N7 AN, A—H—BDISATUMIAENMUR—bEh
F9, KHAFTIE, w10-001~w10-003 D 3 DDHISAT7 b0 /4 LET,

(1) Trust IZ#EfEESf- GP Agent (w10-001)

[#EZ2DH] fl:Chrome T50H — IFRE] — ME#MEREl - T

AEHEDEE | TRRSNI-EET. Personal ]2
JREHRLET,
Certificates bt
Intended purpose: <All= w
Other People  Intermediate Certification Authorities  Trusted Root Certification * | *
Izssued To Issued By Expirgtio...  Friendly Name
a N a AN RSN NSNS NN R RANA NS RN ES NSNS EEEEAERAASRANEREEEREESRSEEREEEEEE
_9J'n' 10-001 amme-Win2012-CA 3/29/2021 <MNonex H
Import... Expaort... Remowve

Advanced

Certificate intended purposes

Close

(2) AVB—FyrhBFHHERLT= GP Agent (w10-002)

[FEEDHA] f5l:Chrome 594 — IB7F] — MH#HETE

FZE] — [EERAENEE | TRRSNT-EET. [Personal |%
TREHERLEY,
Certificates 4
Intended purpose: <All= ~
Other People  Intermediate Certification Authorities  Trusted Root Certificatior] 4 | *
LiusdTe s T A Dqiatioy, , frisndy Name
_g]w 10-002 acme-Win2012-CA 4/19/2021 <Mone > H
Import... Export... Remove Advanced

Certificate intended purposes

Close

(3) AvA—=yMMEID GP Agent (w10-003)

GP Agent W7V EALT, BN AET, V5147V MERAEZHELES .
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8.2.6. V347 LEAEE T DAERR

GP Agent ~ND B SAT7 U MEAEDEMMSE T LI=5, SCEP I[CKHEMBELMIELET (%),

(*) SCEP H—/\ITOSA T MEBAEOBHRTEZIO— LT A EMNATEETHNIE. Z2TITS5 SCEP BT
DEBRIIDELZVERDIET,

LAl AH AR DEREE R TlX. SCEP 4—/\—T#%% ADCS T. ZDHEMNRDIT5NAL=8. GlobalProtect
BITHIET HEICLET,

(1) TNetwork]#Z — GlobalProtect D FDIR—%I)L) — FEFADIPortallZo)vy — IT—VzUk 4T —
REEHDIGP-Agent | Z9) vy TRREND a)[ BEEI2T DI U547 MEBAZ 1T, b)None1%:&RL .
c)fOKIZED)YILET

51 GP-Agent
7547>hﬂm4rwm bﬂ
REREE, BRLEY 547> hOIERRIE, 454 FY hTovics vA—/LahEd,
12— BIAEEDET Yes -

BEA—/\—5 K
O ovs—stmLTBT RS
[l owdr—a2 A nTBELRE

5y —QESL/BEEEDIE None h

A

FAFEy T RAT—F QERRM) ESEETIIVH—FV+

O #—sa [ 48B4 — b9 TA-T= 2 FLOH

[ o'~ rozr-2m [ #my'— r oz r-g 8™
FELEBTIHEEERATSOTRE], I—-Y—%BTETHIck, FVIrLNAT—FOTPEBEDYTIFEvINAT—FEERTS
A7V avEBRLTIES W, ENiEED, BICGBRLIEA 7Y 3 Y oL it BBENBEOANERDH S A vE—VHRTENET,

(2) TazyhIEEBLET,
8.2.7. GPAgent M>MDAT 1(2)

ISATUNEREZRAINTOWENWLI—F—ZEBEL T, —2DI547 >k PC(Hl:w10-002) 5954 7 MEAE
EHIBRLET,
TEROISITEHGNTELRNIEEHRELET,

GlobalProtect ¢

Connection Failed
Gateway External-Gateway: Required
client certificate not found. Please
contact your IT administrator,

(Portal THE SCEP $&REL.£5—E GP Agent o7 VAT hIE, BUYZA T U MIAEFEBRAINET,)
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8.3. CRLIZ&BVFAT7 U MERAZED R EE

BEfmLIzOSAT U NIBAEZRNSEDHIET, VA4 T7 U MEAEFF>TULVTE GlobalProtect [Tt TE4EL KD
#l#93H:EMD—DEL T, CRL (Certificate Revocation List) A% YET

BIZIE, TE#HT DB ICTBOTHERLTLEFIVFMT U PC ERBETELRNESIICLEWNVEEIZENTT .

CRL [(ZRHTIDEY . KFLI-SIAED—ETHY. TF AL IT7MILTT,
ZFDTHFANIT7AIL%E, PAFirewall NEIEREMN S, FIZIEHTTP 2F>TEBT 5. EVLVSBEMAEELEDTY,

Z® CRL THFRARI7AIVERB T BICIE. V547 MEBAERNIZ. CRL DEEHITTHS CRL Distribution Point (KL
%, CDP) MEEHINTWIRENHYFET,

AHARTIE, Win2012 % CDP ELTREL. V517U MEHAE(IZ COP EZEERAAFET
PA Firewall A3, 7547 FEEBAE A D CDP 3EIC7 VAL T, CRL ZWGT 5. LELVOIEREZITLET,

8.3.1. CDP M#&ETE
8.3.1.1. CAMDHETE
(1) Win2012 @ Administration Tools A5 Certification Authority IZBZEE 9,

(2) Tacme-Win2012-CA1xH%5")v-L . IProperties IZ#IRLET

| certsrv - [Certification Authority (Local)\acme-Win2012-CA]
File Action View Help

o= HEC H e

Hjocal) Name
= rtificates

) o A= ficates
“| Issued Certific View P Quests
| Pending Requ lests.
“| Failed Request Refresh remplates
| Certificate Tel iportLi

[roeeie |

Help

(3) TExtensions1#7 T, AddIZV)vILET,
[ TS|

acme-Win2012-CA Properties ?
| General I Policy Module I Exit Module
Auditing I Recovery Agents I Security
Extensions Storage I Certificate Managers

Select extension:
|CRL Distrioution Paint (CDF) v

Specify locations from which users can obtain a certificate revocation list
(CRL).

C\Windows'system 32\ Cert SrvCert Enroll'«CaName > <CRLName Suffoc=<|
Idap:///CN=<CATruncated Mame><CRLName Suffoc: CN=<ServerShort Nar
hitp:// <ServerDNSName >/ Cert Enroll/ <CaName><CRLName Suffic: < Delta

/<ServerDN = Suffix:<Delta

|5 Name:/CertEnroll/<CaName><CRLNz

>
|| Add... m Remove

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

[C] Publish CRLs to this location

[ Include in CRLs. Clients use this to find Delta CRL locations.
[ Include in the CDP extension of issued certfficates
[[] Publish Delta CRLs to this location

Include in the IDP extension of issued CRLs

ok || Cancel |[ Appy || Hel
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(4) TLocation:]IZ, Mhttp://win2012.acme.com/crld/J&EA AL, Variable: ] T, AT D 4 ATV TE#{TLNET,
® [<CaName>|%Z:&IRL T, MNnsert1#2)vILET,
® [<CRLNameSuffix>1Z:ZRLT. MNnsert1#2')vILET,
® [<DeltaCRLAllowed>|Z:&RLT. MNnsertiZz2)voL%ET,
o XKEIZTcrllEAALET,
# 2. NLocation: 1IN LU T DX FF|ZHYET,
http://win2012.acme.com/crld/<CaName><CRLNameSuffix><DeltaCRLAllowed>.crl
TOKIZED)ILET,

Add Location -

Alocation can be any valid URL or path. Enter an HTTP, LDAP, file address,
or enter a UNC or local path. To insert a variable into the URL or path, select
the variable below and click Insert.

Location:
|in2D12.acme.com;"crId,-":Ca Mame><CRLName SLer():DeItaCRLNIowed).cr”

Wariable:
<DeltaCRLAllowed> V| | Insert |

Description of selected varable:

Used in URLs and paths
Substitutes the Delta CRL file name suffix for the CRL file name suffic, if appr
Example location: http://<ServerName:=/Cert Enroll /<CaName><CRLName St

[ ok ]| cancel

(5) UTF 2 DFzvIEANTET,
® Include in CRLs. Clients use this to find Delta CRL locations.
® Include in the CDP extension of issued certificates
[Apply1&2')vIL%ET,

acme-Win2012-CA Properties _

| Enrolment Agents I Auditing I Recovery Agents I Security
| General | Policy Module I Exit Module
Extensions | Storage I Certificate Managers

Select extension:
[CRL Distribution Paint (CDP) v

Specify locations from which users can obtain a cerificate revocation list
(CRL).

C:\Windows"system 324 Cert SrvCert Enroll\<CaName = <CRLMName Suffic:<
Idap:///CN=<CATruncated Mame > <CRLName Suffoc: CN=<ServerShort Nar
http://<ServerDNSName >/Cert Enroll /<CaMName ><CRLName Suffic=<Delta
file://<ServerDNSName:/Cert Enroll/<CaName»<CRLName Suffi eftaC
ttp://win201.2.acme.com./cid/<CaName><CRLName Suffic:<DeltaCRLA

Add... ‘ | Remove

Publish CRLs to this location

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manualh.

Include in CRLs. Clients use this to find Delta CRL locations.
Include in the CDP extension of issued certificates
Publish Delta CRLs to this location

[[] Include in the IDP extension of issued CRLs

ok [Coron J|_roww |

6) —B.TNolZ7')yILFEY,

Certification Authority [x]

You must restart Active Directory Certificate Services for the changes to
% take effect. Do you want to restart the service now?

(7) BE.TExtensions]27T.lAdd1ZEY)vILET,
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http://win2012.acme.com/crld/%3cCaName%3e%3cCRLNameSuffix%3e%3cDeltaCRLAllowed%3e.crl

(8) TLocation:JI<, M'¥¥win2012¥crldist$¥1& A A1L. TVariable: ] T, AT D 4 RTYFETLVET,
(Twin2012J1&. AA AR D Win2012 @A E1—4—& TY,)
® [<CaName>|%Z:&IRL T, MNnsert1#2)vILET,
® [<CRLNameSuffix>1Z:ERLT. MNnsert1#2')vILET,
® [<DeltaCRLAllowed>|Z:&RLT. MNnsertiZ2)vIL%ET,
o XEIZTcrllEAALET,
#R. NLocation: 1IN LU T DX FF|ZHYET,
¥¥win2012¥crldist$¥<CaName><CRLNameSuffix><DeltaCRLAllowed>.crl
TOKIZED)9HILET,
Add Location -

Alocation can be any valid URL or path. Enter an HTTP, LDAP., file address,
or enter a UNC or local path. To insert a variable into the URL or path, select
the variable below and click Insert.

Location:
[\win2012\cridist$'\<CaName ><CRLName Suffic><DeftaCRLAlowed>cr |

Variable:
<DetaCRLAlowed> v] [ et |

Description of selected variable:

Used in URLs and paths
Substitutes the Delta CRL file name suffix for the CRL file name suffic, if appr
Example location: hitp://<ServerName:/Cert Enroll /<CaName=<CRLName St

[ ok ||| cancel

(9) UTF2DFzvIEANTET,
® Publish CRLs to this location
® Publish Delta CRLs to this location
[ApplylZ=2')vILET,
acme-Win2012-CA Properties _

[ General | Policy Module | Exit Module
Enrollment Agents I Auditing I Recovery Agents I Security
Extensions | Storage I Certficate Managers

Select extension:
[CRL Distrbution Paint (CDP) v

Specify locations from which users can obtain a certificate revocation list
{CRL).

Idap:///CN=<CATruncatedMame><CRLName Suffoc: CN=<ServerShort -,
http://<ServerDNSName:=/Cert Enroll/<CaMName><CRLMName Suffoc:<
file://<ServerDNSName »/Cert Enroll/<CaName > <CRLName Suffic=<De =
hitp://c.acme.com/crd/ <CaName<CRLName Suffoc: <DettaCRLAllov
\Vawin2012'erldist$\<CaName:><CRLName Suffic:<DeltaCRLAllowed > .o

< m >

Add... ‘ | Remove |
Publish CRL to this location |

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually

["]Include in CRLs. Clients use this to find Defta CRL locations.

[ Include in the CDP extension of issued certificates

Publish Deta CRLs to this location |
Include in the IDP extension of issued CRLs

ok [Coron J|_tow |

(10) —B.TNol1Z7')yILFEY,

Certification Authority *

You must restart Active Directory Certificate Services for the changes to
. take effect. Do you want to restart the service now?
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file://win2012/crldist$/%3CCaName%3E%3CCRLNameSuffix%3E%3CDeltaCRLAllowed%3E.crl

(11) TNdap://~ I TIREDHELD%FEA T, lnclude in the CDP extension of issued certificates IO F =y I% 5\ LET .
(TIAIETIE, VTATUMEHED COP IS, CAAEERFENTVETOT, EERAFENLVELIILET,)
[Applyl& 2w ILEY,

acme-Win2012-CA Properties [ » |

| Enroliment Agents I Auditing I Recovery Agents I Security
General I Policy Madule I Exit Module
Extensions | Storage I Certificate Managers

Select extension:
|CAL Distrioution Faint (CDF) v

Specify locations from which users can obtain a certfficate revocation list

(CRL).

fiIe:f,-":éerverDNSName >:"Cert EnrDII,-":EZa Name >;CRLName Suﬁbo;be =
http://win2012 acme com.cid/<CaMName=<CRLName Suffic=<DeltaCR
\Vwin201 2 cridist $\«CaMame =»<CRLName Suffoc:<DeftaCRLAllowed>.c v

< m >

Add... ‘ | Remove

Publish CRLs to this location

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

Include in CRLs. Clients use this to find Delta CRL locations.
I [ Include in the CDP extension of issusd cartfficates

Publish Delta CRLs to this location

[[]Include in the IDP extension of issued CRLs

(12) TYes &9 wHLET,

Certification Authority [ x]

You must restart Active Directory Certificate Services for the changes to
take effect. Do you want to restart the service now?

(13) Certification Authority #BLE T .

99



8.3.1.2. lISDHE
CRL % HTTP TEHTEAHLIIZ. IS EH/RELFET,
(1) Win2012 @ Administration Tools A 5 Internet Information Services (1I1S) Manager |1ZBE% 3,

(2) Twin20121%Ek — [Sites|ZEBEL TR RSN 1=IDefault Web Site1ZH%4')v- LT, [Add Virtual Directory |
ERLET,

(3) TAlias:JIZTCRLDIEA AL, TPhysical

Add Virtual Directory

path: 1Dl ... 1%y ILET,

| Internet Information Services (IIS) Manager
/@_ |® » Win2012 » Sites » Default Web Site »
File View Help
Connections
Y @ Default Web Site Home
* tal].-
&5 Start Page
Filter: - G = Show All | G by:
4 Win2012 (ACME\admin-admin) e . it roup by: Area
- pemispalication Pools s
L] s 2 9 [
4/€ Default Web Site = e} j:i @ 404
o Explore ASP Authentic... Compression Default Directory Error Pac
. . Document  Browsing
Edit Permissions...
oL =, = L ! _Jar
S Add Application... de L E| J’]"' <|':=?ﬂ gh'ﬁ
+ | Add Virtual Directory... I HTTP HTTP Legging  MIME Types  Modules Outpu
Redirect Respon.. Cachin
Edit Bindings...

Site name:  Default Web Site
Path: !

Alias:

|crD

Example: images
Physical path:
Il [-]

Pass-through authentication

Connect as...

Cancel

(4) Twindows (C:)1%#iRL . 'Make New Folder &%)~ LT, ICRLDist| 74+ I A EERBLET,

Browse For Folder

Select a directory for the application.

A= Windows (C) ~
. CRLDist

B inetpub
. Mew folder
[ i Packages
. PerfLogs

. Program Files

. Program Files (xB6)

. Users

3
3
[ ProgramData
2
3

; Windows v

Make Mew Folder | | OK || Cancel
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(5) TOKIZEVYILETY,

Site name:  Default Web Site
Path: !

Alias:
| CRLD

Example: images

Physical path:

| CACRLDist

Pass-through authentication

| Connectas.. | | TestSettings.. |

(6) TCRLD1AEIRESNI-IKEET. Directory Browsing &)y o LET,

) » Win2012 » Sites » DefaultWebSite » CRLD »

Q-H|Z |8

w Start Page

493 Win2012 (ACME\admin-admin)
L @ Application Pools
4 (@] Sites

469 Default Web Site
[ oo |

(7)

BEEADEnable &9y LET,

& CRLD Home
Filter: ~ ¥ Go - GhShow All | Group by: Area - EE-
s
@ ’—4 = .
o= @ =2 &)
ASP Authentic... Compression  Default Directory | Error Pages Failed Handler
Document | Browsing Request Tra... Mappings
% - L = »
i iE F e o=
e mooa =
HTTP HTTP Logging MIME Types  Meodules Output Request  S5L Settings
Redirect Respon... Caching Filtering
Management

"

Eﬂ b Win2012 » Sites » Default Web Site » CRLD »

File View Help

5jDi

Start Page
A--ai Win2012 (ACME\admin-admin)
@ Application Pools
4.6 Sites
4 4 Default Web Site
b ol CRLD

Time
Size
Extension

rectory Browsing

Use this feature to specify the information that displays in a directory listing.
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Er 2pply
EE1K Cancel

I Enable I




(8) TCRLDIMZEIRENI-4KEET. Configuration Editor 2% voLET

. » Win2012 » Sites » Default WebSite » CRLD »

File View Help

@ - &8

IT_"_] CRLD Home

.4y Start Page
4 ‘ﬂ Win2012 (ACME\admin-admin)
J‘; Application Pools
4. @] Sites
460 Default Web Site
b 1 CRLD

Filter: ~ W Go - G Show All | Group by: Area - E-
s A
B N BT "
2 & 9 le B 2
ASP Authentic... Compression  Default Directory  Error Pages Failed Handler
Document  Browsing Request Tra.. Mappings
= modl e &
HTTP Logging MIME Types  Meodules Output Request  S5L Settings
Respon... Caching Filtering

(9) a) Section: Tlsystem.webServer/security/requestFiltering |%:#1#R — b)lallowDoubleEscaping %[ TruellZ%
BLT.co) ApplytEoUvILET,

iﬁ » Win2012 » Sites » Default Web Site » CRLD »

File \View Help

@-H|z |8

w Start Page
485 Win2012 (ACME\admin-admin)
(-} Application Pools
4.a] Sites
a4 ) Default Web Site

.@ CRLD

a Configuration Editor e
MOH{ system.webS ity iltering a)Ilﬂl'l'ﬂ Default Web Site/CRLD Web.config =R cance
'CRLD C? Generate Script
| Configuration
SOWTIgTo Tl Search Configuration...
alwaysAllowedQueryStrings (Count=0) o é}
alwaysAllowedUrs (Count=0)
denyQueryStringSequences (Count=0) Revert To Parent
denyUrlSequences (Count=0) Lock Section
b fileExtensions “allowDoubleEscaping® Attrit )
filteringRules (Count=0) .
b hiddenSegments LockAitobits
b requestlimits o Help
unescapeQueryString True
b verbs
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8.3.1.3. JHILFDEKTE

CRL Z7AILNEBEINDTAILS TCRLDIstlIZ. BYLET I REREHRELET,

(1) File Explorer &, C:FSATE TFMDICRLDist1Z&%1)v4L. IProperties | %%

RLZET,
(=

B a
Home Share View
® + 4 |y » ThisPC » Windows (C) v & | | search Windows (c:
¢ Favorites Narne - Date modified Type Size
B Desktop File folder
4 Downloads inetpub Open File folder
= Recent places . New folder Open in new window File folder
. Packages Share with 3 File folder
1% This PC Perflogs Restore previous versions File folder
. Program Files Include in library » File folder
€l Network | Program Files (x36) Pin to Start File folder
ProgramData Sendto o File folder
. Users File folder
. Windows Lt File folder
WindowsAzure Copy File folder
| Convert-Windowslm Create shortcut Text Document TKB
| Win2012.acme.com_ Delete 4/10/2019 1:32 PM REC File 2KB
Rename
| I Properties I ‘

(2) a)fSharing] — b)lAdvanced Sharingl T&RRESNT=EET. c)l Share this folder|[ZFxv%Y — d)CRLDist ®

REIZ$SZEANLFET .

e) Permissions 1% ) vy TR RSNIZBIE T, 9)TAdd1ZEV v ILET,

CRLDist Properties
a)
Sharing

| General |Security I Pravious Versions | Customize |

[x]

Advanced Sharing

[ Share this folder C

MNetwork File and Folder Sharing

CRLDigt
| Shared

Netwaork Path:
WWin2012\CRLDists

Advanced Sharing

Settings

E3[w

Share Permissions

Group or user names:

Permissions for CRLDist$

82, Everyone

| crupists

d)

Y]

Add

Remove

Limit the number of simultaneous users to:

Comments:

16777

N

Set custom pemissions, create multiple shares, and set other Pemissions for Everyone Alow Deny
advanced sharing options. Full Control O O
— Change O O
I 1) Advanced Sharing... b)l Ie) | Permissions |I| Caching | Read Oa
ok || cancel || ool
Cancel Apply
(3) a)lObject Types1&H') vy L TRRSNIZEIE T. b)l Computers I1Z#IRLET,
Select Users, Computers, Service Accounts, or Groups 28 Object Types -
Select this object type: Select the types of objects you want to find.
|User5. Groups, or Builtin security principals
Object types:
From this location:
|acme.com | Locations.
Enter the object names to select {examples):
Check Names
ok || Cancel
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(4) a)lEnter the object names to select]® T IZIWin20121&ABIL. b)Y OKI1ZV)vHILET,

Select Users, Computers, Service Accounts, or Groups
Select this object type:
|Users‘ Computers, Groups, or Buitt4n security principals | | Object Types... |
From this location:
|acme.c:om | | Locations... |
Enter the object names to select (2xamples):
Win2012) a) Check Names
b oc | e |

(5) a)lWin2012$ 1%KL T. b)IFull Controll[ZFxvoZE A, c)[OKIZZ)vILET,

1] Permissions for CRLDist$

Share Pemissions

GI'DUD Or USEr names:
da

a‘WinZD‘IZS{ACME\WinZNZS} a)I

| Add || Remove |
Pemissions for Win20128 Allow Deny
b)) Ful cortrol 1 O
Thange ™ O
Read |

c) ok ||| camcel |[ Ay |

(6) £TIOK] — [Closel VUYL T, AT HREERTLET,
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8.3.2. CRL O%1T
(1) Win2012 @ Administration Tools A5l Certification Authority IZBZEE 9,

(2) Tacme-Win2012-CA1M T MIRevoked Certificates 125 %")wv% — TAll Tasks] — [Publish]Z:&RLET,

i certsrv - [Certification Authority (Local)
File Action View Help
o= xnEHc= H
5 Certification Authority (Local)
4 g W -
| Revoked Certificates

TTeued Certticates ||| AlTasks | »| | Publish | |
| Pending Requests

| Failed Requests U= '
| Certificate Template Refresh
Export List...
Properties
Help

(3) New CRLIAFERSNIIRRET, OKIZEV)VILET,
Publish CRL

The latest published Cerificate Revocation List (CRL) s still valid. Clients may not
receive a new CRL until after their cument one expires.

Type of CRL to publish:
(® New CRL

lssues a complete CRL, which contains up4o-date revocation information
forthe CA.

O Detta CRL only

lssues an abbreviated version of the CRL. which contains onfy the updates to
the CRL that have been made since the last time it was published.

| ok ||| cance |

(4) File Explorer TIC:¥CRLDist1 74 LA ZF<&E LTD&S% CRL 77 ML ERENTANIEL OK TY,
(FEIVZAT7UMERAEZRDSETLELD T, HEFHATIE CRLYRMEZETY )

NN C:\CRLDist
“ Home Share View
© - 7t | . » ThisPC » Windows (C:) » CRLDist v &
' Favorites ST Deremediiee e -
B Desktop é %] acme-Win2012-CA Certificate Revocation List 2KB
& Downloads E ﬂ acme-Win2012-Ca+ é Certificate Revocation List 1KB
=] Recent places | web.config 4/20/2019 8:35 PM COMFIG File 1KE
1M This PC
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8.3.3. UMV UIAEDERT
SCEP TYZ4 7k PC ABRHEHDIFATUMIAEE—BHIRLT. BRTLET,
(]
CRL S ED#II= SCEP TERALIzI51 7V EBFED CDP (., LT D &3I=IURL=Idap://~ |EHE>TWET,

an Certificate *

Show: | <all= v
Field Value ~
BPuinc key parameters 0500
|55 subject Key Identifier 132bdc2ebeofa2f2hadfigs 1af. .
i Authaity Keyldentifien .o KeyIN=66£d 16 76120000008 e e e
ECRL Distribution Points [1]CRL Distribution Point: Distr...
ALty Thormation Access [l AUhority Info Access: Atc...
@Certiﬁcate Template Mame IPSECIntermediateOffline
Enhanced Key Usage IP gecurity IKE intermediate (1...
[ESi—— Ninital Simnahire_ Kew Fnrinkher ¥
[1]CRL Distribution Paoint A
Distribution Point Name:
B
. URL =Idap://f{CM=acme-\Win2012-
= |CA, CN=Win2012,CN=CDP,CN=Public Key
E Services, CN=Services,CN=Configuration, DC=acme, DC=com?
= |certificateRevocationList?base?objectClass =cRLDistributionPoint

E (Idap: f//CN=acme-Win2012-CA,CN=Win2012,CN=CDP,CN=Public%

Edit Properties. .. Copy to File...

O

AAARDFRETIE HTTP ZE>T CRL 77 ILEMB T HHICLI=D T, COFEAETIE CRL MINTETE A,
FoT. —BHIBRL T, HifzI20SA T U MEAEEMYELEY

(1) 9547 UMERAZEEEDISATUPC AOS 42 LET, (W10-001~w10-003)

(2) fl:Chrome 7504 — IRE] — MFHMHEl — NIAZOEE I TRRSNI-EET. [Personal 157%5)
vJL., SCEP IZLYERIICRITSN=VS4 7 U MEREZHIBRLET

(3) SCEP TUSAT7UMIAZEEBRITLET,
INetwork1%7 — GlobalProtect D FDIR—42J)L] — BREFHDMPortal 10wy — [T—Cxbk 8T —
REEHDIGP-AgentlE V) vITRREIND a) FBELI12T DI US54 T MEEBEZE | T, b)ISCEP1Z:ERL.
C)BEFEHAD SCEP 5858 : TWIN2012_SCEPIEBIRLET .

£.5) | GP-Agent

0547>him45GP b*lwmmuﬁap Cﬁ -
BERGE, BRULY 517> FOEBRE. 7917 > oo »AR—LEhEd,
1—Y—RIHERWOERT | Yes -

BEA—/\—5K
(] pwd— 4@ LTBELERS
[l owd—%2 AN TBELERE

7w F—OES{EMEEADIE None i
e

FAFEy 7 RAT—F (QERRIE) £2EETIIVH—Fv+

[l m—sa [] 484 — hI TV 2 FILDH

[ mgEs— o128 [ 484 — b 7 T - BRS
BEL-BIMGEERT 30 TREL, 1—Y—EBET 30k, TYIA LA T—ROTPYEEDY 1+ 3w )IZT— REFERTS
A72avEBRLTEZN, FhickD, BIGBRLEA TS a Yo b iFitbBIMBOANERSEA v E—IhiRRah T,
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(4) U747k PC(w10-001~w10-003)® GP Agent T. Portal NERJ AU LET,

(5) BERBLEISATURERZ® CDP A, LTFD&LSIZTURL=http://1I1ZHYET,

an Certificate .

General Detals  Certification Path

Show: | <all= ~
Field Value ~
[Elsubject w10-001, 660b48F5-4faf-4626. ..
=] Public key RSA (2048 Bits)
BPuinc key parameters 0500
.Sub]ect Key Identifier c347d46241f609f3453aab 985,
lmmomm TEObier. e KEVIRS .&ﬁ.fmﬂffcmadeaaﬁ" vans)
CRJ_ Distribution Points [1]CRL Distribution Point: Distr.. :
.hu\ﬁorll‘y Tnarmation Addess " [ I aUthority ThFa Alddss: Wed T.' B
Ll rartificate Tamnlats Names TRSEr TntarmerdiateNfAine v

[1]CRL Distribution Point
v« PIST RO PRI s v v v v s r e
Full Name:
URL =http:fwin2012.acme.com/orldfacme-Win2012-CA.arl

Edit Properties. .. Copy to File...

(6) SCEPIZkBUSATUNMIBAZDERTEFLLET,
FNetworkJ’;‘lj — GlobalProtect D FTDIHR—A)L)] — BEFHDIPortaliz)yy — [T—Ux2h 27 —
BREEHDIGP-Agent|Z9) v TRIRSND a)[FBEEIFT DI U547 MEBEZE 1T, b)[None | Z:#IRL .
C)rOKJ§7'J‘y7L35?'o

#a1  GP-Agent
9517y I\ﬂﬂﬁ]J None b)l
BEREE, BRLEISI 7Y N OLARE, 45170 Ty v/ YAR—ILEhET,
21— RN EDERTF | Yes -

BHEA—/—51K
O svs—%s4nLTRT LR
O #v*—sBFAnTRTLRE
7y F— DB/ WBLAOE None v

B

F4+29 0 RAT—F 2ERRIE) E2EETSIvH—32+
I S [ #845 —h T Y= 2 FLDH
O WY — b 7T 1-28 [ 44— b7 T -8R

FELEBAMBEERYT Z0TRE]. 2—YF—ERBIET SR TP LNAD—FOTPREQY A F I v O NAT—FEERTS
A7 EBRLTLEZY, EhicdD, BEBRLEAT Iy LEEHLCBINBOADNERSEAvE— VSRR ENET,
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8.3.4. EIEAZEO774I/)L0 CRL :/{7E
PAFirewall DiEBAZETO77AILERELEEBLT. CRLIICKAEMEENTESLLSICLET,

(1) TDevicel#7— MEIBAZNEE IO TOIEBRETOI7(ILITR RSN, BEFHDIWIN2012-CA-Profile 1%
v HLET,

(2) a)fCRL OFERIZFIVIEAN.D)OKIZI )V ILET,

‘

SEEE7O7 71

£,5  WIN2012-CA-Profile

d—#f—%£7 None -
=LK
a—#— kA
S

CA FEE R (19| F7 2 )bk OCSP URL OCSP MEESFAR

1 winzo012_scep

= ; cid https:/f THBTIHESD)
I ¥ CRL DR a)I CRL ZEDBMHMER (#) 5 L sEpm B TR g aicty ¥ 3>
o owR CCSP BEOEHBR () |5 E7nvy
CRL & D OCSP % 8% [[] #« &7 FEMCERRREER
AR OBEDEAE () 5 BEERVESIEY Y3 vETOY

%

[ sEoAm A BEaF /o R IeRT & his
rolgtyvavesOvy

[ myhiEsAs oty va»E 0y

&

(3) MazvhIZRMELES .
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8.3.5. USAT7UrEAED XML CRL DHAT
LIS, w10-003 IZRITEADISAT U MEAZZRMSEFTT .
(1) Win2012 ® Administration Tools A\ Certification Authority IZBIZEFE 9

(2) Tacme-Win2012-CA1MD T ? a)lIssued Certificates 12y LET,
b)[lssued Common Name 1A w10-0031 TH&R#FT DL DEEY)vY — c)lAll Tasks] — d)[Revoke Certificate |

EERLFT,

) certsrv - [Certification Authority (Local)iacme-Win2012-CA\lssued Certificates]

File Action View Help

= 7 d= H

T3 Certification Authority (Local) Request ID Requester Name Binary Certificate Certificate Template E Issued Common Name 2 Serial Number Certificate Effective Date
4 g acme-Win2012-CA 2 ACME\admin-ad... ---- BEGIN CERTI... Exchange Enrollment... Win2012-MSCEP-RA . 5600000002cb21bbe3c44e87d00000D00D002 4/22/2019 5:03 PM
e 2 53 ACME\admin-ad... - BEGIN CERTI.. CEP Encryption (CEP... Win2012-MSCEP-RA 5600000003e5400637€2c4F47000000000003 4/22/2019 5:03 PM

54 ACME\panagent  ----- BEGIM CERTl... IPSec (Offline reques.. w10-001 5600000004e83029f083bee172000000000004 4/22/2019 513 PM

ending Requests 515 ACME\panagent  ----- BEGIM CERTl... IPSec (Offline reques.. w10-002 56000000051 d4b3529332a011d000000000005 4/22/2019 5:14 PM

| Failed Requests e ACME\panagent  -----| BEGIM CERTL.. IPSec (Offline reques..  w10-003 56000000067e244df4423491c0000000000006 4/22/2019 5:14 PM
| Certificate Templates 7 ACME\panagent BEGIM CERTl... IPSec (Offline reques.. w10-004 5600000007c93555¢5918baeb 1000000000007 4/22/2019 515 PM

e ACME\panagent
ko] LCKAE

-BEGIM CERTI... IP5ec (Offline reques...  w10-001 560000000841 dfa06030d65b7000000000008 4/22/2019 5:23 PM
g Poec (Offline rene a0 A

EGIL

IPSec (Offline reques... 560000000a51e4e15e61e325d=00000000000a 4/22/2019 5:27 PM

(o)

) Al Tasks ’ View Attributes/Extensions...
Refresh Export Binary Data...
Help b) Revoke Certificate I

(3) IYesi&YUvHLET,

Certificate Revocation

Are you sure you want to revoke the selected cerdfficate(s)?
Specify a reason, date and time.

Reason code:
| Unspecifizd W |

Date and Time:
[ 4222013 [Ev |[5:41PM H

(4) Tacme-Win2012-CA1MD T MIRevoked Certificates 1ZH%")wv% — TAll Tasks] — [Publish]Z:&RLET,
gl certsrv - [Certification Authority (Local)\acme-Win2012-CA

File Action View Help

o 7 E = H

L) Certification Authority (Local) Request D Revocation Date  Effective Revocation Date  Issued Common Mame  Serial Number
4 g rﬁmﬁmﬂm_l Bl 10 472272019 341 PM 472272019 241 PM w10-003 560000000a51ede15e61e325de00000000000a
| Revoked Certificate
7 Tsued Certificates | | AllTasks | b| Publish | |
_ Pending Requests iew R
_| Failed Requests
| Certificate Templat Refresh
Export List...
Properties
Help
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(5) New CRLIAMEIRENIIRRET, TOKIEV)VILET
Publish CRL

The latest published Cerfficate Revocation List (CRL)is still valid. Clierts may not
receive a new CRL until after their cument one expires.

Type of CRL to publish:
(®) New CRL

lssues a complete CRL, which contains upto-date revocation information
forthe CA.

() Defta CRL only

lssues an abbreviated version of the CRL, which contains only the updates to
the CRL that have been made since the last time it was published.

| 0K Cancel

(6) [#EEEDH] File Explorer TIC:¥CRLDist| 74 /L% ® a)lacme-Win2012-CA.crl1ZZ T IO TRZEET,
b)[Revocation List]#7 —TRevoked Certificates] T® c)&49')v% — d)l Serial Number1&49)v93 %&.e)T
KIMUIZOSATURNEBAED V) 7 IVESEHRETEEY,

NEF N C\CRLDist
Home Share View
© * 1 | . » ThisPC » Windows (C:) » CRLDist v &
¢ Favorites Mame - Date modified Type Size
B Desktop I [ acme-Win2012-CA.crl a)l 472272019 5:42 PM Certificate Revoca... 1KB
4. Downloads ] acme-Win2012-CA+.crl 4/22/2019 5:42 PM Certificate Revoca... 1KB
£ Recent places Certificate Revocation List ] e

1% This PC Generall Revocation List I_b)l

Revoked certificates:

i Er Eeyncation date
56000000 0a 51e4el 5e61e325... Monday, April 22, 2019 ... Ci

Gi MNetwork

Revocation entry

| Serial number 560000000a51e4el5e61e3 2. C]

eyocation da onday, April 2,

456 00 00 00 Da 51 =4 21 Ge 61 =3 25 de 00 e):
400 00 00 00 0a H
o
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8.3.6. GPAgent mWoMDT7U+tXR

92747 >k PC(w10-001~w10-003)D GP Agent o7 7+t AL T, k¥L1= w10-003 721+ AiHEfit TELRL VKR Z7E
ALFET,

1) w10-001 [&. Internal Gateway [CAS /> TETWET,

Certificates x

Intended purpose: <All> v

GlobalProtect Settings
Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior ¢ | * bt 9

General Connmection  Host Profile  Troubleshooting  Notification

.

Gateway Type Tunnel Authenticated
P AR e s nnnnnnnnnn FEET P s nn sl nnnnnnnnnnnnnnn

trust.acme.com Internal No Yes H
AN NN EEEEEEEEEEEEEEEEEE

Assigned local TP:
Gateway IP:

Import... Export... Remove Advanced Protacol:

Certificate intended purposes Uptime:

IP security IKE intermediate
Bytes In: Bytes Out:

view
Packets In: Packets Out:

Packets 1/Error: Packets O/fError:

Close

<all>

Intended purpose:

Personal Other People  Intermediate Certification Authorities  Trusted Root Certification * | *

Issued To, Issued Expiat Friendly Name |
SR I n e e SN n e o PPERR L SO TR TR e |
Silwio-002 acme-Win2012-CA 4/22/2021  <Mone> H

GlobalProtect Q

Remove Adwanced

Import... Export...

Certificate intended purposes

IP security IKE intermediate

Connected

Intended purpaose: <All> ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior ¢ | *

TR e e w e S e e PP FE TS

:_@JWIUGUS acme-Win2012-CA 4/21/2021 <None>
e sEsEEsEEEEEEEEsEAsEssEAsEsEEsEEEEssEssEsEEsEEsEEnd

GlobalProtect Q

Remove Advanced

Import... Export...

Certificate intended purposes

IP security IKE intermediate

Connection Failed
Gateway External-Gateway: The client
certificate is invalic, Please contact
your IT administrator.

A Ay SM o

4222019
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8.3.7. PAFirewall @ CLI a<> K
PA Firewall @ CLI 3<% T, CRL BRGIKIREHER TEFY,
(1) E43L7- CRL OHEER
admin-admin@Azure-PA-VM> debug ssImgr view crl http://win2012. acme. com/cr |d/acme-Win2012-CA. cr |
Current time is: Mon Apr 22 08:48:59 2019

Next update time is Apr 29 20:52:50 2019 GMT
Count  Serial Number Revocation Date

[1 1 560000000A51E4E15E61E325DE00000000000A  Apr 22 08:41:00 2019 GMT

(2) Ef&L7T- CRL ¥vvi a1l
—BE#BLIz CRL [ZLIESF vyl adhETH. CRL DEEFHEZRT 5B, CRL vy aZBELEZWMEEN
HYET,
CRL ¥y aZHETAICIE. UT 2 00aATUREETTIHLELRHYET,
admin-admin@Azure-PA-VM> debug sslimgr delete crl all
All cached CRLs deleted

admin—-admin@Azure-PA-VM> debug dataplane reset ssl-decrypt certificate-cache

deleted 1 cert entries.
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8.4. OCSP IZ&kBUTAT U MIAEDAMEE

RIZOSCP & HRMEBRDEELHEELET

OCSP O #4129 5121, ADCS DZREID—DTHAHIOnline Responder 1BAHETT,
8.4.1. Online Responder M1 A+—JL
(1) IS EE#RIZ. Win2012 @ Server Manager T. ['Add roles and features |22 vo L% T,

(2) UTOEBEETIEINext1Z9)vILTHDET,
LI T OE®E T, [Active Directory Certificate Services | F Ml Online Responder 1Z:&RLET
2 Add Roles and Features Wizard \Lli-

DESTINATICN SERVER

Select server roles Win2012semecom

Before You Beain Select one or more roles to install on the selected server.

Description

Online Responder makes certificate
revocation checking data accessible
v Certification Authority aled to clients in complex network

[ Certificate Enrallment Policy Web Service environments.

[ Certificate Enroliment Web Service

[ Certification Authority Web Enrollment

|D |

V| Active

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Application Server

[ DHCP Server

v| DNS Server (Installed,

< n >

SR Gl

v

(3) TAdd Features &9y LET,

= Add Roles and Features Wizard

Add features that are required for Online Responder?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools

[Tools] Online Responder Toals

Include management tools (if applicable)
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(4) ALBEIRET . NextiZ)voLET,
o

DESTINATION SERVER
Select features Wies12 scrve om
Before You Begin Select one or more festures to install on the selected server.
Installation Type Features Description
Server Selection NETF 3.5 combines the
- power of the NET Framewerk 2.0
SeiveyRules b [H] NET Framework 45 Features (2 of 7 installed) APIs with new technologies for
b [ Background Intelligent Transfer Service (8IT5) | =|  building applications that offer
Confirmation BitLocker Drive Encryption (Installed) appealing user interfaces, protect

| your customers’ personal identity
[ BitLocker Network Unlock information, enable seamless and

BranchCache secure communication, and provide
p

[ Client for NES the ability to model a range of

business processes.

[] Data Center Bridging

[ Direct Play

Enhanced Storage (Installed)

[] Failover Clustering

Group Policy Management (Installed)
[ 1IS Hostable Web Core
[ Ink and Handwriting Services

< n

< Previous [ sl | [ cancel

(5) Tlinstallz2)vILEY,
3

DESTINATION SERVER

Confirm installation selections Win2o12 acomecom

Before You Begin To install the following roles, role sevices, or features an selected server, click Install.

Installation Type [ Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Fcles their check boxes,

Features

Active Directory Certificate Services

Online Responder
Certification Authority Web Enrollment
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Online Responder Tools

Export configuration settings
Specify an alternate source path

<Previous | | heas | I install I Cancel

(6) TConfigure Active Directory Certificate Services on the destination server &%)y o L%E T,
&)

DESTINATICN SERVER

Installation progress Win2012 scme com

View installation progress

@ Feature installation

Configuration required. Installation succeeded on Win2012.acme.com.

Active Directory Certificate Services
Additional steps are required to canfigure Active Directory Certificate Senvices on the destination

| Configure Active Directory Certificate Services on the destination sarver I
e Responaer

Certification Authority Web Enrollment
Remote Server Administration Tools
Rele Administration Tools
Active Directory Certificate Services Tools
Online Responder Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

<previous | [ Nea> | [ Close ][ Cancel

114



(7) TNextJ&#2)vILET,
=

R DESTINATION SERVER
Credentials Win2012.acme.com

Specify credentials to configure role services

Role Services

Confirmation To install the following role services you must belong to the local Administrators group:
+ Standalone certification authority
* Certification Authority Web Enroliment
* Online Responder
Te install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
+ Certificate Enrollment Policy Web Service
+ Certificate Enrallment Web Service
+ Network Device Enrollment Service

(Credentials: ACME\admin-admin Change...

More about AD CS Server Roles

[ configure | [ cancel |

[ < Previous

(8) lOnline Responder|ICFzvy%&F AtL, [Next1Z2 2V ILET,
z

R DESTINATION SERVER
Role Services Win2012.acme.com

Cradentizls Select Rale Services to configure

Certification Authority

Online Responder

[] Certificate Enrollment Web Service
[] Certificate Enrollment Policy Web Service

Confirmation

'eb Enrollment

ent Service

More about AD CS Server Roles

< Previous

(9) TConfigurel&9)voLET,
Z

DESTINATION SERVER

Confirmation Win2012.acme.com
Credentials To configure the following roles, role services, or features, click Configure.
Fole Services ~ Active Directory Certificate Services

Online Responder
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(10) IClose &2 v LFET,
z

DESTINATION SERVER
Win2012.acme.com

Results

The following roles, role services, or features were configured:

“~ Active Directory Certificate Services

Online Responder @ Configuration succeeded
More about OCSP Configuration

(11) [#EZED &1 TAdministrative Tools] — [lInternet Information Services (1IS) Manager 1ZHEE 9,
T'Win2012] — [Sites] — [Default Web Site IO FIZ, locspIWNEFEHETHEEHRELET,

@ » Win2012 » Sites » Default Web Site » ocsp »

View Help
¥ /ocsp Home
E p ﬂ Explore
ﬁ Start Page . = Edit Permissions...
: Filter: « W Go - g ShowAll |G d - g -
95 Win2012 (ACME\admin-admin) e ¥ Go - ShowAll |Groupby: Ares o T—
@ Application Pools 15 ~ bbb
4[] Sites 1y T = _— View Virtual Directories
- 2 r & o r—
4D Default Web Site &= L] : Manage Application ®
-l ,‘Sj LR - ASP Authentic... Compression  Default Directory Error Pages Failed Handler "
HS H Document  Browsing Request Tra.. Mappings Browse Application
HY o - N - . [®] Browse 20 (http)
[u =| jiE ﬁg 4= o= Advanced Settings...
HTTP HTTP Logging  MIME Types  Modules Qutput Request 550 Settings 0 Help
Redirect Respen... Caching Filtering
Management ~
Cenfigurat..,
Editor
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8.4.2. CADTUIL—I;

(1) Win2012 ® T Administrative Tools] — T Certification Authority IZBIZEE T,
lacme-Win2012-CA | T M Certificate Templates 1% H%5")v%Y — Manage] Z:&IRLET .

File Action View Help

@ 2B d @ >

ﬁ Certification Authority (Local) Name
P é acme-Win2012-C4A 7| Revoked Certificates
|| Revoked Certificates [l Issued Certificates
[ lssued Certificates [] Pending Requests
] Pe.ndlng Requests [ Failed Requests
[ Certificate Tem plates
Certificate Temy
T[] |
MNew L4
Refresh
Help

(2) TOCSP Response Signingl#H%')v% — [Properties |Z#IRLET,

View Help

] Certificate Templates (Win2012.|| Template Display Narfte Schema Version
@ IPSec (Offline request)
[ Kerberos Authentication

More Actions

Duplicate Template

,@ Root Certification Authority Reenroll All Certificate Holders

@ Router (Offline request) All Tasks

& smartcard Legon
P rties

& Smartcard User | I rope I

& subordinate Certification Authority | Help

B Trust List Signing 1

5 User 1

(<] ]

Opens the properties dialog box for the current selection.

(3) TSecurity)27 T, TAddIZEY)YILET,

Subject Name I Issuance Requirements

General I Compatibility I Reguest Handling I Attestation
Superseded Templates I Extensions || Security Server
C———

GTOLID or user names:

- Athenticated Users
% Domain Admins (ACME\Domain Admins)
% Enterprise Admins (ACME"\Enterprise Admins)

| Add... .I Remove

Pemissions for Authenticated Users Allow

Full Contral
Read

Enroll
Autoenroll

For special pemissions or advanced settings, click
Advanced.

ok || cancel
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(4) TObject Typesl&E2J)woLET,

Select this object type:

|Us.ers, Groups, or Builtin security principals

From this location:

|EC|'TIE.COFI'1

Enter the object names to select (2amples):
|

(5) TComputers]IZFzy9EANT. TOKIZVJvILET,

Select the types of objects you want to find.

Chject types:
[v] % Built4n security principals
SeRica-meagrts
vl U,EJ Computers
roUps

E &Users

Select this object type:
|Us.ers, Computers, Groups, or Built4n securty principals

From this location:

|EC|'TIE.COI'I'1

Enter the object names to select (samples):
Win2012
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(7) TWin20121A%E& RSN T=4KEE T, TEnrollJ&T Autoenroll JIZF v o E AN, TOKIZE Vv ILET,

Subject Name | lzsuance Regquirements
General ICompatibiI'rty I Request Handling I ogra Key Attestation
Superseded Templates I Extensions | Securty Server

Group or user names:

52, Mutherticated Users

ﬂ; Domain Admins (ACME \Domain Admins)
r%&ﬂa‘pﬁse-ﬂdnns{ﬂﬂh‘ﬁ\&tqprise Adming)
B Win2012 (ACMENWin20123) :

hdansnsassusssssasansssnsnsannss

Pemigsions for Win2012

Full Control
Read
Wiite:
Enrall
Autoenroll

For special permissions or advanced settings, click
Advanced.

(8) Tacme-Win2012-CA1M T M I Certificate Templates 1Z&%')v% — [Newl — [Certificate Template to Issue ]
ZERLEY,

File Action View Help

ez Ec= H > w

il Certification Authority (Local) Name

pl j acme-Win2012-CA | 7| Revoked Certificates
7] Revoked Certificates | Issued Certificates
[ Issued Certificates ] Pending Requests
O Pe.ndlng Requests [ Failed Requests
[ Certificate Templates
|| Certificate T
- ‘ Manage ‘
[| New | »| | ceificate Templatetolssue | ||
Refresh
Help

(9) TOCSP Response Signing1Z:E&RL T, TOKI1ZEHI)vILET,

Select one Cerificate Template to enable on this Certification Authority.

the If a certificate template that was recently created does not appear on this list, you may need to wat urtil
about this template has been repli to all domain cortrollers.

.NI of the wtrﬁcate templates in the organization may not be available to your CA,

For more information, see Certificate Template Concepts.

Name Intended Purpose Z
%) Enrolment Agert {Computer) Ceficate Request Agent

= Exchange Enrollment Agent (Offline request) Cetificate Request Agent

= Exchange Signature Only Secure Email L
= Exchange User Secure Email

& 1P5ec IP security IKE intermediate B
T IPSec (Offiine request) IP securty IKE intemmediate =

o TR e

3 F{nl.rler {Oﬁ'llne request) Client Authertication -
5 Smarteard | naon Client A thentication Smart Card | noon [l

|\ oK || Cancel
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(10) TOSCP Response Signing A3, lCertificate Templates(ZiiHYET,
L] certsrv - [Certification Authority (Locali\acme-Win2012-CA\l
File Action View Help

e 2 d= H

i Certification Authority (Local) B 11 (1 171
4 gl acme-Win2012-CA  ocse Response Signing OCSP Signing H
| Revoked Certificates T Exchange Enralintent Agent (Hiin CECAE oA AGeRE T
% Issued Certificates 1 1PSec (Offline request) IP security IKE intermediate
- Pending Requests & cep Encryption Certificate Request Agent
o Failed Requests | Directory Email Replication Directory Service Email Replication
RRSetcateliemplates E Domain Controller Authentication Client Authentication, Server Authentic...
E Kerberos Authentication Client Authentication, Server Authentic...
Sl EFs Recovery Agent File Recovery
] Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentic...
5 Weh Server Server Authentication
B Computer Client Authentication, Server Authentic...
5 User Encrypting File System, Secure Email, Cl...
& Subordinate Certification Authority <All>
5 Administrator Microsoft Trust List Signing, Encrypting...

8.4.3. OCSP Responder M Revocation %€

(1) Win2012 ®lAdministrative Tools] — 'Online Responder Management |ZfZ£E 9,
[Online Responder: Win2012.acme.com |D T M Revocation Configuration1%#H%1)v% — [Add Revocation
Configuration |Z:&RLET

2| ocsp - [Online Responder: Win2012.acme.com\\Revocation Configuration]

File Action View Help

o | = H

€4 Online Responder: Win2012.acme.com H Narne Signing Certificate Selec..  Enrollr|| Actions
J Revocation Configuration it to show in this vi Revocatic
I _? Array Configuration | I Add Revocation Configuration I | e he fremste show in this view.
Add Rer
View &
View
Refresh
| Refresh
Export List... -
5 Exportl
Help
E Help

(2) TNext1Zz2)vYLEY,
Add Revocation Configuration _

¥
‘a “#  Getting started with adding a revocation configuration

Ny

Getting started with addi... Welcome to the Add Revocation Configuration Wizard. This wizard helps you add a
revocation configuration te your Online Respender Array.

il - To complete this task, you need to:

Select CA Certificate Loca...

Choose CA Certificate 1. Specify a name for the new revecation configuration

Select Signing Certificate
2.Select a CA certificate to associate with the revocation configuration

Revocation Provider

3. Select a signing certificate to sign Online Responder responses.

4. Configure the revocation provider that will process revocation status requests

< Previous
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(3) #HII<TOCSPOO1({EE)IEAAL, Next1ZH )y ILET,
(7 |

Add Revocation Configuration

i

#  Name the Revocation Configuration

A

Getting started with addi... The Revocation Configuration name is used to help you identify this revocation

Name the Revocation Cov. configuration. It is recommended to use a name that can identify the CA you would
like to associate with this Revocation Configuration.
Select CA Certificate Loca...

Choose CA Certificate

Select Signing Certificate

Revocation Provider

=s

(4) TSelect a certificate for an Existing enterprise CA1Z:#iRL T, INext1Z2JvILET,
Add Revocation Configuration _

; A Select CA Certificate Location
)

Getting started with addi...
Specify the location of the CA certificate that you want to associate with this revocation
Mame the Revocation Co... configuration.

Select CA Certificate Loca...

Select a certificate for an Existing enterprise CA
Choose CA Certificate Select this option if your CA certificate is available in Active Directory or
Select Signing Certificate R

Revocation Provider © Select a certificate from the Local certificate store
Select this option if the CA certificate is available in a certificate store on
the local computer

O Import certificate from a File

Select this option if the CA certificate has been saved as a file

o

(5) TBrowse &%)y L THENI=EET. lacme-Win2012-CA1AEIREN-KREET. TOKIZ I vILET,

Add Revocation Configuration &

t

“#  Choose CA Certificate
Z

Getting started with addi... In order to check the status of a certificate, a revocation configuration for the Online
Responder must identify the CA that issued the certificate.

You can identify this CA by selecting a CA certificate published in Active Directery or
Select CA Certificate Loca... by locating a CA computer.

Name the Revocation Co...

Choose CA Certificate

Browse CA certificates published in Active Directory

Select Signing Certificate

Revocation Provider )

Select Certification Authority
Browse...
Select a certification authority (CA) you want to use.

cA Computer
acme-Win2012-CA Win2012.acme. com

Cancel
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(6) TNextlZVUvILET,

Add Revocation Configuration

Choose CA Certificate

Getting started with addi...
Name the Revocation Co...
Select CA Certificate Loca... by locating a CA computer.

Choose CA Certificate

Select Signing Certificate

Revocation Provider

Browse for a CA by Computer name
.

.
cme-Win2012-CA

In erder to check the status of a certificate, a revecation configuration for the Online
Responder must identify the CA that issued the certificate.
*ou can identify this CA by selecting a CA certificate published in Active Directary or

Browse CA certificates published in Active Directory

Finish

Add Revocation Configuration

#  Select Signing Certificate

Getting started with addi... Revocation information is signed befare it is sent to a client, The Online Responder can
Name the Revocation Co...

Select CA Certificate Loca... |

Automatically select a signing certificate =
Choose CA Certificate Auto-Enroll for an OCSP signing certificate H
Select Signing Certificate d

Certification authority: [ Win2012.acme.comiacme-Win2012-CA |

Browse.

Certificate Template: | OCsPResponseSigning v

Revocation Provider

N NN RN NN NN NS EMEAEEEAEEEAEREEEEEEEEEEEEEREEnnn
ManuaT\y Selecta signing certificate

Note: You will need to specify a signing certificate for each member in the
Online Responder Array.

Use the CA certificate for the revocation cenfiguration

Finish

(7) TAutomatically select a signing certificate | ASZIRENFIREET, INext1ZE 2V ILET,
[ 0|

(8) TProvider1&2")voL%Ed,

Add Revocation Configuration

Revocation Provider

Getting started with addi... A revocation provider is the compenent of an Online Responder that processes
certificate status requests.

Atz el L ot e e e S e e e e s R

Select CA Certificate Loca...

Choose CA Certificate

Select Signing Certificate

Revocation Provider

Mext >
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(9) HREEAIZ. NRefresh CRLs based on their validity periods IO F v %5\LT. BRE®D 5 FIZEEL. TOKI1ZEY)y
ILET . (TIHILLTIE, EIE%%’&%;‘JJ-L’C% 2 HERRERMINGEL=H,)

Revocation Provider Properties

This revocation provider determines the revocation status of certificates
based on CRLs issued by the CA.
Identify the locations for the CRLs.

Base CRLs:

add.. | [ Edit.. |[ Deete

Delta CRLs:

[[Jrefresh CRLs based on their validity periods

Update CRLs at this refresh interval (min): I:I

—
Il oK |I | Cancel

(10) TFinish &%) yoL%ET,
Add Revocation Configuration _

A Revocation Provider
4

Getting started with addi... A revocation provider is the companent of an Online Responder that processes
oD — certificate status requests.
ame the fevocation Lo Te view and edit the propertics of the revecation provider, lick the Provider butten.

Select CA Certificate Loca...

Choose CA Certificate
Select Signing Certificate

Revocation Provider

(11) RFELT-TOCSP0O01 1A%, TWorkingl&tiot=-C & ERLET,

£a| ocsp - [Online Responder: Win2012.acme.com]

File Action View Help

==

4 Online Responder: Win2012.acme.com i ~ | Actions

Online Responder Configuration

45J Revocation Configuration =
7 Use this snap-in te configure and manage one or more certificate revocation responders.

b E Array Configuration Online Responder: Win2012.acme.com 4

Responder Properties

Retarget Responder
Overview “ View »
The Online Responder Management snap-in helps you configure and manage online certificate status| ~ A Refresh
protocol (OCSP) respanders with one or mare certification authorities, =
Use this tool to: = Help

- Manage certificate revocation configurations for an Online Responder Array.
- Monitor the operating status of each member of an Online Responder Array.
v

..... ulimn Dnrmmm b Boems e s bemee

Revocation Configuration Status

The Status pane identifies Online Responder configurations that sre working properly or that may
need administrator attention. To get more information, select the Array members.

Note: You may need to click Refresh if recent configuration changes or other administrative actions
are not represented here,

configuration is functioning properly.
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(12) TRevocation Configuration] — OCSP0011&%4%")v% — TEdit Properties |Z:&RLET

File Action View Help
e 2= @

‘i{l Online Responder: Win2012.acme.

Name Signing Certificate 5elec...  Enrollment Template
Revocation Configuration .‘=‘ QCSPO01 Automatically enrclled OC5PResponseSigning
= View CA Certificate
Edit Properties I |
Delete
Rename
Help

(13) T'Signing]%7 — TEnable NONCE extension supportl[ZFzv9%& A, TOK1ZY)vILET,

[ Local CRL | Revocation Provider | Sigring |

The selected hash algorithm iz used by the Online Responders to sign
responses sent to clients.

Hash algorithm: |SHM

[#] Do niat prompt for credentials for cryptographic operations
Automatically use renewed signing certificates.
I [w] Enable NONCE extension support I
[ Use ary valid OCSF signing certificate
Crline Responder Identifiers
All responses will include the following Online Responder identifier:
(®) Key hash of the signing cerficate
() Subject of the signing cerfficate
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8.4.4. FBAETOTI7A/)LD OCSP &E

PA Firewall DSEBAZETO77(ILERTELEEL T, OCSP [CLAEMEENTESLLSIZLET,

(1) TDevicel#7— TEiIBAZNEE IO TOIEIBAZTOT7/ )L ITRIRSN =, REFHDTWIN2012-CA-Profile 1%

U HLET,

(2) a)fCRLDERIDFTvI%ZHL.TOCSP DERIFIVIEANTT,
b)TWIN2012_SCEP%&%') YL TRRSNI=EIE T,

c)I 7274 )Lk OSCP URL JIZThttp://win2012.acme.com/ocsplEA AL, d)OKIZ DI LET,

AREIOTFIL ®

£.5) WIN2D12-CA-Profile

d—f—% 7 None v
1 —IF

o e o]
Ay

CA EEH® |
[¥] WiN2012_SCEP

SRS IO7 7N

CA EEFH®  WIN2012_SCEP

574k CCsP URL| http://win2012.acme.comjocsp C)

OCSP fRELZEAA®  None

[] cRL mtem
[+ ocsp &S ocy
CRL & D OCSP & @k o L
LERL a5 BrEuBEELy Y aE
v

[ seama e/ RACRFanE
okBatyvavEiOvy

| smypnmEgoty ¥ 3> 70y
&

(3) MazvhIZEERELET,
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8.4.5. GPAgent WoDT7UtX

92747 >k PC(w10-001~w10-003)D GP Agent o7 7+t AL T, k¥L1= w10-003 721+ AiHEfit TELRL VKR Z7E

ALFET,

(1) w10-001 &w10-002 [ TEHLEMHRLET,

<All>

Intended purpose:

Personal  Other People  Intermediate Certification Autharities  Trusted Root Certificatior) * | *

Issued To Issued By Expiratio...  Friendly Name

Apr 10-003 adne-Win2012-CA 4222021 <None> ‘

Remove Advanced

Import... Export...

Certificate intended purpaoses

IP security IKE intermediate

8.4.6. PAFirewall ® CLIa<>F

GlobalProtect

B>

Connection Failed
Gateway External-Gateway: The client
certificate is invalid. Please contact
your IT administrator,

344 PM
K 4/23/2019 I:‘

(2) CRL EREIHRIZ. W10-003 [FEIL TSN T, #EHR TSR EEHRELET,

PA Firewall @ CLI 3<%k T, OCSP B{GIKIRZHERETEEY,

(1) ERfFL7- OCSP MikREHERR

admin—-admin@Azure-PA-VM> debug sslmgr view ocsp all

Current time is: Tue Apr 23 06:44:03 2019

Count Serial Number (HEX) Status Next Update Revocation Time
Reason
Issuer Name Hash
0CSP Responder URL
[ 1] 1D0000000684A4703D8F85832C000000000006  valid Apr 24 18:35:48 2019 GMT
9737e19d
http://win2012. acme. com/ocsp
[ 21 1D0000000775C6FD389164B1BB000000000007  valid Apr 24 18:35:48 2019 GMT
9737e19d
http://win2012. acme. com/ocsp
[ 3] 1D0000000849EDE4ABEB4CB8A4000000000008  revoked Apr 24 18:35:48 2019 GMT Apr 23 06:25:00 2019 GMT

9737e19d
http://win2012. acme. com/ocsp

(2) EfBL7- OCSP F¥vwiaMiHE

CRL E#kIZ OCSP 3 ¥ vy adhzFd,

OCSP F4ys 1% HETBIIE, LT 2 DDATURE

admin-admin@Azure-PA-VM> debug sslImgr delete ocsp all
admin-admin@Azure-PA-VM> debug dataplane reset ssl-decrypt certificate—cache

==

=T

TOLENHYFET

Online Responder D ¥ vy aRZETE S5 BHD T, Y—/N\—LTHOSATUMEHAEZEF AL T, OSCP vyl a%
HELTH, ZORMDARBEINDIZIE. K5 9 EFOBRENHYET,
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8.5. HiMA—Y—TF(HIZHUSATUNIBREXERT DA%

CZETDERTET. Active Directory [CEFINTWSEBEHFEL—Y—~®D SCEP IZk5 V547U MEBAEDRANTET
L.T2—HR&RT—K + UFATUPRAE(+ERNEE)1ES 2 BERDIMATREEHGYFELT =,

RICRETDIERELT,. IBIFELI—Y—EI0 2 BERZBAZHFEL DD AR BICETISA T U NERAEZEE ML
W IEWSKRABESNET,

—DNEELT. UTIZFDHEEREH LTS,
8.5.1. Active Directory [Z#h5 IL—T%E0

[#r A%t 8% AD @ User LLTEERT BRI FTALEAY )L—7 . TNewly-Hired IZE|Y HTHIET. ZDT IL—T
FEIHZOSAT U NEBAEZERA T DIV EAEZERLET,

DERTEAEEFZIL. FARELAHRLIE=FAZIVYI TIE.AD DERET. FO1—H—(ZH I —TZEY U TEETL
<\ GlobalProtect SR EEZE R T OV EIIHYFEE A,

(1) Win2012 M Administrative Tools] — [Active Directory Users and Computers |ZB&ZF 9,
a)lacme.com] — b)lUsers1ZH%')vo — c)I[Newl — d)Groupl&#2'JvoLET,

= gActive Directory Users and Computers
e

e pnE f8 XBez2 B 2T 2%

: Active Directory Users and Computers [Win2012.acme.com]
b =] Save L
4 3 acme.com a)
I | Computers
I+ =1 Domain Controllers
I | ForeignSecurityPrincipals
I e anaged Service Accounts
Delegate Control...
Find...
|| New C)I 3 Computer
All Tasks 3 Contact
View || Grew  d)]
Refrech InetOrgPerson
Export List... msD5-ResourcePropertylist
mslmaging-P5Ps

(2) Group Name IZTNewly-Hired(fEFE)I1EA AL, TOKIZEI)YILET,
MNew Object - Group

q,? Create in: adne.comﬂ_lsers
g1 )

Group name:
I Newly-Hired I |

Group name (pre-\Windows 2000):

| Newly-Hired |
Group scope Group type
() Domain local ® Security
(®) Global () Distribution
) Universal

oK Cancel
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8.5.2. JI—TTvEUT MIEM

(1) PAFirewall ®lDevice|47 — 1—

for-group-mapping 122y LE T,
a)f FAYRLD Y IL—TFE] —
ER — o) [+EIUvIL T, d)DIREE

H—ID|

— [DC=acme, DC=coml%* Rk —
EICLET . e)[OKIZYUvILET,

TIN—F 2w

8] dc-for-group-mapping

H$—N—FA7 7l A—H¥-ELUSIL—TEM

FaUR Fmﬁ!b FHe | hRSLTIL—TF

SERrIgERTIL—T

2 cn=domain guests
9 cn=domain users
9 cn=enterprise admins
9 cn=enterprise read-only domain controllers
9 cn=group-a
9 cn=group-b
= i rs

Q cn=newly-hired b)
%5 cn=protected users

cn=ras and ias servers

ro=raad.nnhs Aamain rontenllarce

(2) MasyhIERBLES .

8.5.3. Portal D&xE

Portal D T—Yx U MEEZ . Newly-Hired AIZIE

(1) TNetwork]%7 — GlobalProtect ® FDI7R—

— b)EREEHDIGP-Agent | DFLEEIC

GlobalProtect R— 4 JLOD & E

$F54 b
Cen Ows ®av- ©1 - ©

N ERZhil—FkCA

[F] PA-Certificate-Authority

™

QEm O

0] [}

a—H—/2—H— S
-

O—AJL)L— AR
rPTL2A =)L

sENIN-F
|$ acme\newly-hired I

Cc

mLES,

2] —
FrvhE AN, c)laE—1&o)vHLET,

P :Ef?yhﬁﬂi

IV h A—H—DF—J{ ses
—SAR F—

BAN I—Yzvh 2—H—0 e

A=K F—
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(2) a)lEBEE 12T T. b)&HIZEIGP-Agent for NHUEE)IICEELET,
b)ISCEPJ%ERL T, d)REFHDIWIN2012_SCEP |Z:EIRLET .

a—t—ja—Y— -7 | A | sB | FFUS—vay
a

bl

40| GP-ngent_for_H

557> hEERE| ScEP )|+ | winzoi2_scep d)| -
BERLEE, BRULSSC7Y FOEAWE, 75172 hToUVeA YA —ILERET,
2—H—RIFEROERE Yes -
BEA—/—51K

[ oyF—#4nl TRELRE
[l sus—%8F ANTRELRE

2w —OES{E/RE{LADIE None hd
EE S
FAFEv P KAT7—F RERRED =3EETEIvH—F2b+
O #—sn [] MRS — b TR 2 FLOHM
[ pgms’— ko zo 25 [ sms'— koo -BERE

FEELEBIMEEERTSO0TREL. 1-—% EﬂI@'%lr_li TuEALINAT=R(OTPREDT I v T INRT— ?-’arfﬁﬁﬁ@"é
ATLavERRLTCEEN. FhicdD. BEBRULEA T3y LR CBIMEOADERDIA vE—VIIRRENET

B) afi—4—/2a—H—SIL—T 8T T.b) l2—H—/2—F—5 )L—T 1D T Tlacme¥newly-hired & ER L F
9, c)[OKIEV Y ILET,

| a—y—j2—v— -7

7} acmetnewy-hired pf

acmeldomain users
Eaa'ne\nm\rlv-hired

T [
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(4) a)GP-Agent_for NHIDEBEIZFTvIEANT. b EA1EI)vILT, EEHABELET,
c)fOK1EVJvILET,

GlobalPratect 7R— % JLDERTE

[ s pa—wr— = [P T T P o

GP-Agent_for_NH cn=newly-hired,cn=users dc=acme,dc=com any External-Gateway scep
[T GP-Agent any any Fxternal-Gateway

SEn % @ar— DE~ DT~

RS L S e T—Yxxbh 1—Y—DF—/T -
T VAR —SA K =

[[] PA-Certificate-Authority 4 AN I—Yzwh 1—H—@ s

A—IN—F1 K F—

W | EREhi/l—hk CA

(5) MAzvhIZEEBLET,
8.5.4. #FHR1—F—%TNewly-Hired]J IL—FICAND
w10-004 A B EBEL T, [Newly-Hired 17 L—F DAV N—IZLET,

(1) Win2012 ®TAdministrative Tools] — [Active Directory Users and Computers |ZBEE 9,
lacme.com] — [UsersIT. w10 0041%21)vILET,

(2) a)lMember Of 12T T, b)[Add1%4')vo — c)INewly-Hired1Z:EHML T, d)OKI1ZHIvILET,

......................... T
w10 004 Properties [ ]
nnassmmassnnaannnnn -

Flemote control | Remote Desktop Services Profile I COM=

General I Address | Accournt | Profile I Telephones I Organization

Membir of Dialn I Environment I Sessions
a
Member of:
MName Active Directory Domain Services Folder
~Domain Lsers acme.com/Users
MNewly-Hired acme.com/Users C)
b)
Add... Remaove
Primary group: Domain Users
. There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.
d)| ok ||| cancel |[ sy Help
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8.5.5. GPAgent mWoDT7U+tX
[Newly-Hired |7 IL—T 12+ 2O5A T U MEBBE DN B A INDEEHERLET,

(1) Active Directory M & E ZBIF REREE =L MG E (L. PAFirewall TRRDIYUREEITLET .
(EDHET. JIL—TIVEVTEEE 60 HITHELTLAIE, 1 A TREESNET,)

admin—admin@Azure-PA-VM> debug user—id refresh group-mapping all
group mapping 'dc—for—group—mapping’ in vsysl is marked for refresh.

(2) w10-004 (Newly-Hired Z' IL—F DA 13—) hSTFHEALET,
ﬂili'zll0)75{7.‘/FEEBﬂ%?ﬁ“%ﬁéhél&%ﬁﬁﬁbiﬁ'o

Intended purpaose: <All> ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * | *

Issued To

GlobalProtect

Advanced

Remove

Export...

Import...

Certificate intended purposes

IP security IKE intermediate

Connected

. &51AM
2 1)
& AT D) g LJ

(3) w10-002 B USA7 U MEAEZRFLTLDIBSIFAIBRLET
w10-002 M7 7tALET,
[Newly-Hired |7 JL—TF TIFEW =8, V54T U MEAENRAINGLD T, EHTEEE A,

Intended purpose: <All> ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * |

Issued To Issued By Expiratio...  Friendly Name

GlobalProtect

Advanced

Import...

Certificate intended purposes

Connection Failed
Gateway External-Gateway: Required =
¢ client certificate not found. Pleaze :
contact your IT administrator.

i 1o 656AM
£ AR apye

4) FAHBETARTIE Ww10-004)~DI5A T MIBRER M5 T ZHEEL =% (X, Active Directory T, w10-004
AT Newly-Hired 17 L —TZBIBRT 5. ELVSERFIRETY,
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9. DURALINRT—REBEIDHRTE

GlobalProtect (&, 7224 L/SRXT—F (LR, OTP)ZFAL T, BBEZERIELIzLY, EWVS=—XITHIG T HEHTE
3527;‘4%(; LB EICA >V A —)LTE S, RADIUS FAka/LZEEof= OTP 4—/3—:RCDevs SA {2 D
;V;?bADM Server Free Edition1% . *v k7 — KB DA LAN-B (A TLIRA) (TFHRELT. FIATHILIZL
9.1. Google Authenticator ® 1> XA+—JL

OTP [Z[XIGoogle Authenticator 1ZELVET DT, AX—rT /34 Z(iI0S F1=IF Android)IZ4 >V AR—ILLET,

App Store (i0S) F7=1& Google Play (Android) MbH 2 O0—K & AV AR—ILTEFET,
9.2. OTP H—N—DAVRA—ILERTE
9.21. H—N\—0DMHHRTE
(1) TE®D RCDevs M Web ¥ Ak Link M5, OTP H—/N\—DRBEII VA A—TFFHUA—RLET,

https://www.rcdevs.com/downloads/VMWare+Appliances/

RCDevs secuity solutions Home  Solutions  Products ~ Demos News  Forum  Company Store Docs Q

"DOWNLOAD SECTION

Find below RCDevs' software download categories. Please dlick on the category you want to enter.
For documentation materials, please take a look at our ONLINE DOCUMENTATIONS and HOWTOS.
Please contact us at RCDevs Sales for questions and commercial license.

\VMWare Appliances Version Date

“ Virtual Appliance (OpenLDAP - Cent0S 7) W 2019-02-12

“ Virtual Appliance (OpenLDAP - CentDS 6) ¢ 2019-02-12

(2) AHAARTI, W LAN-B(HTRvk:10.10.222.0/24)ICDIRE< U REALE T,
(RCDevs-VM.ovf 774 )L%E VMware IRiEIZA 2V R—kLET )
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(3) L. IVY—ILEET. LTFDiE!

entDS Linux 7 (Core)
ernel 3.10.0-957.5.1.el?.xB6_64 on an xB6_64

cum? login: root (automatic login)
ast login: Mom Apr 29 23:52:15 on ttyl
bash: plymouth: command not found

elcome to RCDeus UMWare Appliance 1.6.91

Please identify a location so that time zone rules can be set correctly.
Pleaze select a continent or ocean.
1) Africa
2) Americas
3) Antarctica
4) Arctic Ocean
5) Asia
6) Atlantic Dcean
Australia
Europe
Indian Dcean
Pacific Dcean
none — I want to specify the time zone using the Posix TZ format.

Please select a country.

1) Afghanistan 18) Israel 35> Palestine

2) Airmenia 19) Japan 36) Philippines

3) fAzerbai jan 20) Jordan 37) Qatar

4) Bahrain 21) Kazakhstan 38) Russia

5) Bangladesh 22) Korea (North) 39> Saudi Arabia

6) Bhutan 23) Korea (South) 40) Singapore
Brunei Z4) Kuwait 41) Sri Lanka
Cambodia 25) Kyrgyzstan 42) Syria
China 26) Laos 43) Taiwan
Cyprus 27) Lebanon 44) Tajikistan
East Timor 28) Macau 45) Thailand
Georgia 29) Malaysia 46) Turkmenistan
Hong Kong 30) Mongolia 47) United Arab Emirates
India 31) Myanmar (Burma) 48) Uzbekistan
Indonesia 32) Nepal 49) Vietnan
Iran 33) Oman 50) Yemen
Irag 34) Pakistan

The following information has been given:

Japan

Therefore TZ="AsiarsTokyo’ will be used.
Local time is now: Mon Apr 1 11:28:50 JST 2019.
niversal Time is now: Mon Apr 1 02:28:50 UTC 2019.

This UM is ruming with dynamic IP assignment (DHCP)

The current IP address is 10.10.222.105

Do you want to configure a static IP ([yl-m)? y

Please type the fixed IP address [10.10.222.1051: 10.10.222.201
[Please type the network mask [255.255.255.01:

[£55.255.255.0

[Please type the gateway address [10.10.222.21:

Please type your primary DNS server IP [8.8.8.81: 106.9.2.5
[Please type your secondary DNS server IP [1: 8§.8.8.8

Fixed IF address: 10.10.222.201

etwork address: 10.10.222.0

etwork mask: 255.255.255.0

ateway IP address: 10.10.222.2

Primary DNS server: 10.9.2.5

[Secondary DNS server: §.8.8.8

Do you confirm ([yl/md: y

riting sretc/sysconfigsnetuwork-scripts/ifcfg-ens32
Restarting network. ..

[Setting up WebADM serwver...
hoose a directory template:
1) Default configuration (RCDeus Directory)
2) Other generic LDAP server (Novell eDirectory, Oracle, OpenLDAP)
3) Active Directory without schema extention
hoose a template number [11: 3
[Please type the name/ip of the LDAP server [localhost]:10.9.2.5
Please type the port fort LDAP [3891:

[Please choose the encryption ([TL31-SSL-NONE)7NONE

[Please type domain FODN (i.e. dc=lab,dc=local) [1:dc=acme,dc=com

Please type a user with read-write acces to LDAP [cn=Administrator,cn=Users,dc=acme,dc=con]l:cn=adnin-admin,cn=Users,dc=acme,dc=con
[Please type the user password:

Testing user access...0k

Please type the WebADM container [cn=WebADM,dc=acme,dc=coml:




~hlg~ (LABE,

[Starting =ervices...

5V24221
5959061
.6161881
7850201
7857221
.8317411
5076041
.60BIB3 1
6097?71
6729811
8028541
.6369111
.6526521
.6621581
.7319371
. 7420841
.8188911
.8197141
8204721
.8210991
0157381
0248531
0377331

reated symlink from retc/systemd-ssystensmulti-user.target.wants-radiusd.service to ~cusr-librsystemd-systemsradiusd.service.
reated symlink from retc/systemd-ssystensmulti-user.target.wants-ldproxy.service to -cusr-libssystemd.systemn~ldproxy.service.

radiusd[59001:
ldproxy[59031:
ldproxy[59031:

webadm [58991:

radiusd [59001]1:

webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:

ldproxy[59031:
radiusd [59001]1:

webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:
webadm [58991:

REFIHYEEA.)

14
14
14

architecture. ..
architecture. ..
configuration

Checking system
Checking system
Checking seruver
Checking libudev dependency... Ok
Checking server configuration...
Checking system architecture... Ok
Checking server configurations... Ok

No Enterprise license found (using bundled Freeware licensze)
Please contact sales@rcdevs.com for commercial information
Starting OpenOTP LDAP Bridge...

Starting OpenOTP RADIUS Bridge.

Starting WebADM Session server...

Starting WebAaDM PKI =server...

Starting WebADM Watchd server... Ok

Starting WebADM HTTP server... Ok

Checking server comnections. Please wait...

Comnected LDAP server: LDAP Server 1 (10.9.2.5)

Commected SQL server: SQL Server (127.0.0.1)

Comnected PKI server: PKI Server (127.0.0.1)

Comnected Session server: Session Server (::1)

Checking LDAP proxy user access... Ok

Checking SQL database access... Ok

Checking PRI service access... Ok

14

You can connect your server via SSH with ’ssh root@l0.10.222.201° .
ISSH root password is ’password’ .

You can login RCDevs WebADM Admin Portal at 'https:--10.10.222.201° .
ebADM login user DN is ’cn=admin-admin,cn=users,dc=acne,dc=con’.

ARNING: This appliance is configured with permissive firewall,
unmy certificates, default passwords for services and root access.
You MUST re-configure your appliance before any production uset

Pres=s any key to finisht

bash—1.24#

NT.REIPTETLEYS,

9.22. WebADM M

9.2.2.1.

21—

ax /&

WebADM DR TE

(1) https://10.10.222.201 ~. EZER§E% PC A7V 2ALET,

(2) WebADM IZ, I FDIEZEE->TAT1VLET,

User DN: cn=admin-admin,cn=users,dc=acme,dc=com
Password: (AD Q& BH/AXT—F)

Web/ 1

No Domain has been configured!
=l AP DM for login: &

User DN: cn=admin-admin,cn=use

Password:| |sssssssssssns
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https://10.10.222.201/

(3) OYAVE#DETTY.

B T /124 %[ Create default containers and objects 1%%2')voLEY

1} LDAP Server 1 (Active Directory) o

e (12)
Builtin

Web Freeware Edition v1.6.9-3

# Home  Admin  Create  Search Import Databases  Statistics  Applications  About  Logout

WebADM Setup

Your WebADM ir ion is not y igured!
Please run the following setup actions to finish configuring WebADM.

Checking LDAP schema

Reading schema cbjectclasses... Ok
Reading schema attributes... Ok
Checking account objectclass... Ok
Checking group objectclass... Ok
Checking config objectclass... Ok
Checking data attribute... Ok
Checking settings attribute... Ok
Checking type attribute... Ok

Web Freeware Edition v1.6.9-3

# Home Admin Create  Search Import Databases

Checking WebADM super admins
Checking super admin ‘cn=admin-admin'... Ok
Checking super admin ‘cn=Domain Admins'... Ok

Statistics Applications ~ About  Logout

Checking LDAP permissions
Tree root: DC=acme, DC=com (Microsoft)
Checking proxy user permissions... Ok

Checking default LDAP objects
Checking adminroles container... Missing
Checking optionsets container... Missing
Checking webapps container... Missing
Checking websrvs container... Missing
Checking mountpoints container... Missing
Checking domains container... Missing
Checking clients container... Missing

| Create default containers and objects

(4) TOKIZV)YILFETS,

-D. LDAP Server 1 (Active Directory) =

4 DC=acme (13)
o )

(oY

= ®

= #3 CN=Schema Admins

You must logout when setup is completed.

Web Freeware Edition v1.6.9-3

# Home Admin | Create Search Import Databases = Statisties  Applications  About  Logeut

Containers Setup

Creating WebADM Domains container cn=Domains, cn=WebADM, dc=acme, de=com... Success
Creating Domain for cn=users,dc=acme,dc=com... Success

Creating WebADM CptionSets container cn=0ptionSets, cn=WebADM, de=acme, de=com ... Success
Creating OptionSet for cn=users,de=acme,de=com... Success

Creating WebADM AdminRoles container en=AdminRoles,cn=WebADM,de=acme,dc=com... Success
Creating WebADM WebApps container cn=WebApps, cn=WebADM,de=acme, de=com... Success
Creating WebADM WebSrvs container cn=WebSrvs,cn=WebADM,dc=acme,dc=com... Success
Creating WebADM Clients container cn=Clients,cn=WebADM,dc=acme.dc=com... Success

Creating WebADM MountPoints container cn=MountPoints,cn=WebADM,dc=acme,dc=com... Success

Checking mountpoints container... Ok
Checking domains container... Ok
Checking clients container... Ok

en setup is completed.
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(6) SEIX. AD D EHE#E Username & Password TOS A LET,

Web

Freeware Editon v1.6.8-3

Pieasa enter your username and password:
Username: | admin-admin
Password:

Domain: Default ¥

(7) TAdmin1#7%#45)9vILET,

Q

D LDAP Server 1 (Active Directory)

e Edition v1.6.9-3
F (13)
E‘&CN=B'—"“‘" Create = Search Import = D. tatistic ications ~ About | Logout

Hello Admin-admin
Connected as Super Administrator o |

A new WebADM Release (1.7.0-3) is available.
You can download it from RCDevs Downloads.

Application Status

OpenlD & SAML Provider:
Secure Password Reset:

Not Registered
Not Registered
Not Registered
Not

Not Registered
Not Registered

User Self-Service Desk:
User Self-Reqi: tion:
MFA Authentication Server:
Single Sign-On Server:
SMS Hub Server: Not Registered
SSH Public Key Server: Not Registered
QR Legin & Signing Server: Not Registered

= ﬁ CN=DnsUpdateProxy

. 7!

omain Admins

(8) Local Domains #49')vILEY,

Q

D LDAP Server 1 (Active Directony) Edition v1.6.9-3

R

i e (13)
B b CN=Builtin

# Home

Admin Create  Search Import D latistic: ications  About  Logout

WebADM Server Administration

WebADM v1.6.8-3 (64bit) running on server rcevm7 .local (10.10.222.201) in standalone mode. Currently handling 1 connection(s).

Server Version Details: Apache/2.4.38 PHP/T.2.14 OpenSSLM.0.2q-fips
2019-04-01 11:565:03 AsiaTokyo (NTP check Ok)

No HEM Connected

Internal Server Time:
Hardware Modules:

WebADM Features:

‘WebApps (Enabled), WebSrvs (Enabled), Manager (Enabled)

Active LDAP Server:
Active Session Server:

LDAP Server 1(10.9.2.5)
Session Server (1)

Local Domains (1)

Associate domain names
with LDAP user search
bases

ol

% LDAP Mount Points {0)

" Connect secondary LDAP
servers to the tree view

136

Active SAL Server:
Active PKI Server:

Trust Domains (0)
Bridge remote domain
names located on distant
Servers.

LDAP Option Sets (1)
Define LDAP tree
contraints for your ‘other’
administrators.

SQL Server (127.0.0.1)
PKI Server (127.0.0.1)

5

4

Client Policies {0}
Define custom policy
settings for consumer
applications

Administrator Roles (0}
Create admin role
templates for your ‘other’
administrators



(9) TCN=Default, CN=Domains~ 1&%%")v7L%Y,

i e | Freeware Edition v1.6.9-3
[ e (13)
o CN=Buillin # Home  Admin Create = Search Import  Databases Siafistics Applications =~ About  Logout
@
&) CN=ForeignSecurityPrincio... Registered Local Domains
-] &_CN Infrastructure
[ b CN=LostAndFound I [@) Default (CN=Default, CN=Domains,CN=WebADM,DC=acme,...) ol

Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
User Search Base: gn

=1 43 CN=TPM Davires

(10) Object Name IZfacme & A ILTIRenamel&x 2w LET,

I ¢ CN=Buillin

AD| / Freeware Edition v1.6.9-3 = : QQ D

# Home  Admin Create  Search Import Databases  Statistics  Applications  About  Logout

Object CN=acme,CN=Domains,GN=WebADM,DC=acme,DG=com O
lanaged Service Accoun...

DS Quat LDAP Actions Object Details
&% GN=Program Dala @ Delete this object Cbject class(es): boptableDevice, device
@C =Sy Ea Copy this object Config type: WebADM LDAP Domain
o] & CN=TPM Devices £2] Move this object Object is valid: Yes [Details]
& Exportto LDIF WebADM setiings: 1 settings [CONFIGURE]

o' Unlock WebApp access  WebADM data: None [EDIT)
(D Advanced edit mode

IDDJE(}L Name acme I Rename I

Add Attribute (4) WebADM User Data 3| Add

omain. Admins WebARM Setings

Edit Domain Settings
[add values] [delete attribute]

omain Computers

amain.Gontrollars Qhblect GUID.
[delete attribute]

WeADM Quiect Type WebADM LDAP Domain (Domain)

add values] [delete atiribute
5] @ CN=Enterprise Admins : 11 ! 1

{679aafc1-cad0-49a1-8772-d7328095c282}

Account Modified -
[delete attribute] 02-04-2019

01-04-2019

Apply Changes / Delete Selected

| Freeware Edition v1.6.9-3 - |: % =

# Home = Admin = Create = Search Import Databases = Statistics = Applications = About  Logout

Registered Local Domains

omains,CN=WebADM

Status: Enabled [CONFIGURE] [RENAME] [REMOVE]
User Search Base: gn=users,de=acme.de=com

=1 &) CN=Allnwad RODEC Password
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(12) T Applications 127 %&9) v LET,
I'MFA Authentication Server (OpenOTP)M T — [Status: Not Registered IO H1#EDIREGISTERZV')vILE

ER

D LDAP Server 1 (Active Directory)

o 2 CN=RAS and IAS Servers

~
¥

Web Freeware Edition v1.6.9-3
# Home Admin Create Search Impor Databases = Statistics About  Logout
Registered Applications and Services
Categaries Web Services

v Authentication (2)

E— MFA Authentication Server (OpenOTP) v1.4.2-2 (Commercial)
SMS Relay (1)

Multi-facter authentication service supporting OATH

Self-Service (3) HOTP/TOTR/OCRA, FIDO, YubiKey, SMS OTP and Mail OTP.

Signature m Latest Version: 1.4.3-2 (DOWNLOAD

Status: Not Registered [REGISTER]

Single Sign-On  (2)

Service URL (SSL): https:/110.10.222.201:8443/openotp/
Service URL (STD): http://10.10.222 201:8080/cpenotp!

Mobile Endpoint: hitps:/10.10.222.201/ws/openotp/
UZF Facet Endpoint: https://10.10.222.201/ws/fappid/

SOAP WSDL File: openctp.wsd

E— S5H Public Key Server (SpanKey) v2.0.2-2 {Commercial)

SSH public key distribution service supporting RSA, ECC and DSA
keys

Latest Version: 2.0.4 (DOWNLOAD)
Status: Not Registered [REGISTER]

Senvice URL (SSL): hitps:/10.10.222.201:8443/spankey/
Service URL (STD): http://10.10.222 201:8080/spankey/

SOAP WSDL File: spankey.wsd|

(13) l'Status: EnabledlIZEHYFET,

-D. LDAP Server 1 (Active Directory)

A4 DC=acme (13

llowed RODC Password ...
ert Publishers

Web Freeware Edition v1.6.9-3
# Home Admin Create = Search | Import Databases = Statistics = Applications = About | Logout
Registered Applications and Services
Categories Web Services

v Authentication (2)

E— MFA Authentication Server (OpenOTP) v1.4.2-2 (Commercial)
SMS Relay 1)

Multi-factor authentication service supporting OATH

Self-Service (3) HOTR/TOTR/OCRA, FIDO, YubiKey, SMS OTP and Mail OTP.

e i atest Version: 1.4:3:3 (QOWNLOAR) ...
tatus: Enabled [CONFIGURE] [REMOVE] E

Service URL {SSL): https:/i10.10.222.201.844 3/openotp/
Service URL (STD): http://10.10.222.201:8080/openotpd

Single Sign-On  (2)
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9.2.2.2. OTP mEIL

1—H—8IZ OTP &48%17->C.OTP

FEATEDIREEICLET

(1) #9.w10-001 TOTP AMfEZXH&L5ICLFET, [CN=w10 0011& 2 vILFET,

= 3 CN=RAS and IAS Servers

Web Freeware Edition v1.6.9-3

# Home  Admin Create Search Import Databases  Statistics  Applications  About  Logout

Registered Applications and Services

Categories Web Services
v Authentication (2)

E— MFA Authentication Server (OpenOTP) v1.4.2-2 (Commercial)
SMS Relay 1)

Multi-factor authentication service supporting OATH
Self-Service (3) HOTRTOTPIOCRA, FIDO, YubiKey, SMS OTP and Mail OTP.

s Create / Search Signature m Latest Version: 1.4.3-3 (DOWNLOAD)
Details / Check

Single Sign-On (2) Status: Enabled [CONFIGURE] [REMOVE]

= & 0

Service URL {SSL): hitps://10.10.222.201:8443/openotp/
Create [ Search -
* njii ! pi,,r,c‘ Service URL (STD): http:/10.10.222.201:8080/openotp/

(2) TUser Activated: IDBE DI Activate Now! 1291y ILFET,

g

o

i

al

Web Freeware Edition v1.6.9-3 — : v

i

&

# Home  Admin Create Search | Import Databases = Statistics  Applications  About | Logout
= Object G

LDAP Actions Objecl Details
B Delete this object Object class(es): T
7 Copy this object Account is unique: Yes (in cn=users.dc=acme
£ Move this object User acuvaled.
& Exportto LDIF

&, Change password
# Create certificate

D Advanced edit mode
ChinchName w10 001 Rename
Adl 2.(14) Country 4 Add

WebADM Account v Add
[delete atrbute] Mzt
Last Bad Logon Password
[delete attribute] SRl geest
Web Freeware Edition v1.6.9-3 E : Gy

p

# Home Admin Create  Search Import Databases Statistics Applications ~ About  Logout

Add Extension WebADM Account to CN=w10.001,CN=Users, DC=acme,DC=com

QOptional attributes

You can edit this attribute once cbject is ereated

Cancel

Web Freeware Edition v1.6.9-3 E : % I‘:I

# Home = Admin Create Search = Import Databases Statistics Applications ~ About  Logout

Add Extension WebADM Account to GN=w10 001,CN=Users, DC=acme.RC=com

The object will be extended with the objectciass WebADM Account. )
No new attribute will be added to the object during extension.

Cancel
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(5) FMFA Authentication Server =0V ILET,

Web Freeware Edition vi1
= &3 GN=Alowed RODC Password
a ﬁ GHEGet Fublishers & Home Admin Create = Search
LDAP Actions

B Delete this object

€8 Copy this object

8] Move this object

X Export to LDIF

@, Change password

# Create certificate

w' Unlock WebApp access
(I Advanced edit mode

omain Adming

o ﬁ CN=Enterprisg Admins

Dﬁc~

Web

# Home | Admin = Create = Search

Object class(es):
Account is unigue:
WebADM settings:
WebADM data:
User activated:
Logs and inventory:

Freeware Edition v1.6.9-3

6.9-3
Import Databases Statistics Applications ~ About  Logout
Object CN=w10 001,CN=Users,DC=acme,DC=com @
Object Details

bootableDevice, person, u,

!M FA Authentication Server ; 3 actions)

)

Yes (in

None [CONFIGURE]
None [EDIT]
Yes Deactivate @

Import  Datsbases  Statistics  Applications  About = Logout

OpenOTP User Actions for CN=w10 001,CN=Users,DC=acme DC=com (13}

Find below the user actions supperted by MFA Authentication Server {(OpenOTP)

| Register | Unregister OTP Tokens I
re Token before

a user can start using it.
You can use this action to update inventory data and
enable/disable Tokens too.

Register | Unregister FIDO Devices

You must register a FIDO Device before a user can
start using it.

e

Resynchronize Tokens

Event-based and time-based tokens can gel out of

eunr Wrii ran iea tha actinn tn racune tha Tokan

(7) Tluse a QRCode-based Authenticator (Event-based)1&#RLET

RS- QR IO—

([#1:i0S mHFE] EED[+]1ZV)vILT, FTRIZRRShF=I/N\—a—

K%, A¥—kT /34 RD Google Authenticator TRF v LET,

FEREXv21Z9)vILET )

QR O—FRFvU b o5, [Register1 291y ILET,

O i ST S

#® Home Admin = Create = Search

Freeware Edition v1.6.9-3

L

Import Databases Statistics Applications ~ About  Logout

Register / Unregister OTP Tokens for CN=w10 001,CN=Users,DC=acme,DC=com

= 3
-] ﬁ CN=Claneable Domain Contr...
= &3 GNzPenied RODG Password. R,

nterprise Read-only D...
reator 0.

* Create / Search
Details / Check

[ &R CN=WebADM
# Ak OU=Domain Centroliers

‘You must register a Hardware or Software Token for the user to start using it
The registration consists in synchronizing a Secret Key and an initial Token state.
Instructions to register a QRCode-based Software Token:

1. Install the software Token on the mobile device.

2. Start your software Token and Scan the QRCode displayed below.

3. Click the 'Register' button below after scanning.

Register Token: | Primary Token &

| use a Hardware Token (Inventoried)

I use a Yubikey Token {Inventoried or YubiCloud)

- o

o | | use a QRCode-based Authenticator (Event-based) I

AX—bTINAZD
Google Authenticator ©
AV S

QRCode:
(Enlarge)

Optional Information
Expiration Date: Edit

- Sance
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®), 10

#3 CN=Program Data

= Y% ~N=Namain Ruscte

9) TOKIEZYYILETS

&2 CN=Program Data

nsindateProxy

omain Adming

= &3 CN=RAS and IAS Servers
™ % CN=Read-aniv Namain Cantr

Web Freeware Edition v1.6.9-3
# Home  Admin Create  Search  Import  Databases  Statistics  Applications  About  Logout
Register / Unregister OTP Tokens for CN=w10 001,CN=Users,DC=acme,D
HOTP Token has been registered
Web Freeware Edition v1.6.9-3
# Home Admin Create Search Import Databases  Statisties  Applications  About  Logout

Register / Unregister OTP Tokens for GN=w10 001,CN=Users, DC=acme,DC=com

*You must register a Hardware or Software Token for the user to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

1/3 Token Is already registered for user:
Primary Token HOTP Disable

Instructions to register an inventoried Hardware Token:
1. Type the serial number displayed on the back side of the Token
2. Click the 'Register button below.

Register Token: =~ Primary Token ¥

WARNING: Primary Token Is already registered.
You must remove Token first in order to re-register!

9.2.2.3. OTP MEN{EREER

Google Authenticator EDEEMNIELLEIMET 2D EFTRAMLET,

(1) TCN=w100011%%')v% — TMFA Authentication Server &%)y L%ET,

g “N=schema Adming

Create / Search
Datails / Chack

Web Freeware Edition v1.6.9-3

# Home  Admin  Create  Search Import Databases  Stafistics = Applications = About = Logout

Object CN=w10,001,CN=Users,DC=acme,DC=com O

LDAP Actions Object Details Application Action

@ Delete this object
£# Copy this object
8 Move this object

Object class(es):  hootahi
Account is unigue:  Yes (in gn=uUsers.ds
WebADM settings: Mone [CONFIGURE]

(2) RUBA—)LE LT, TAMDITest User Authentication 1%y LET,

o rs

= &3 CN=RAS.and IAS Servers

* Create / Search
Details / Check

ebADM

omain Controllers
s Create / Search

Web Freeware Edition v1.6.9-3

# Home  Admin  Create  Search Import Datsbases  Statistics  Applications  About  Logout
TOU CaEn use e acuon w impor d@ Fone (REu-ouaug)

OATH Token key file.

Export OATH-PSKC File

'\'/'E You can use the action to export the registered OATH
Token to a PSKC (RFC-6030) file.

_TESI User Authentication
‘)m

Jenon 10 test a user authentication

with OpenOTP.

Test User Confirmation

e You can use this action to test a transaction
confirmation with OpenOTR.

Cancel
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(38) ARR—FFT/ AR (#1:i0S)M Google Authenticator ZFAE. C #yyvsLTERTENEHEN OTP TF,

10.10.222.201

573 0/3
primary Tokerdwio 007 |

Sessssnaanat

(4) TLDAP Password | &MOTP PasswordJ%f)UJl, [Start1=2)vILET,
F e Edition v1.6.9-3 o :‘

# Home  Admin Create Search  Import D latistic: i 15 About | Logout

Test User Authentication for CN=w10 001,CN=Users,DC=acme,DC=com

You an use this page 1o test a user OpenOTP authentication regquest.
Some fields are optional and depend on your OpenOTP cenfiguration.

Server Status: Accepting Requests

Server: MFA Authentication Server 1.4.2-2 (WebADM 1.6.9-3)
System: Linux 3.10.0-957.5.1.el7.xB6_64 x86_64 (64 bit)
Listener: 10.10.222.201:8080 (HTTP/.1 85L)

Uptime: 27639 (0 days)

Memory: 825.70K

Total Requests: 0

Active Requests: 0

Login Method: © MNormal (1 Simple
Username: wi0-001

Domain: acme ¥

LDAP Password: | sssssssassens

OTP Password: | sssses

Simulated Client: [Default]

B B Oz e

Simulated Source:

Simulated Options:

Request Settings:
s

* Create / Search
Details / Check Browser Context:  fib2020e4aed3a1849efb5ce7835335
= 45 CN=WsbADM

Create / Search Cancel

* Detalls f Check

(5) T'Success]ERRSNNIL, GoogIeAuthentlcator LRIEATETLET,

# Home Admin | Create Search Imporl Databases = Statistics  Applications  About  Logeut

Test User Authentication for GN=w10 001,CN=Users, DC=acme,DC=com

L w
Result: : Success &

nunn

. .
Message: ALIH'IEI’I'ICEU 0on success

Ok Gancel

(6) BEDIOTP MEZE1ZF#EYIRL T, b1 —H—(W10-002~w10-004)% OTP A fFEZ B5KS5IZLET,
(Google Authenticator (&, — DD 7 7)) THED 1 —HF -2 ZHTEET,)
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9.3. RADIUS 2D EXTE

OTP H—/3\—:TWebADM Server Free Editionl& RADIUS M T. PA Firewall ©. RADIUS S2:FIZBAHh AR EE 1T
WEY,

9.31. Y—EXRIL—FDEE
OTP #—/3—(RADIUS H—/3—)I&, Trust V=V BIICEBEEINTWAD T, Y—ERIL—FEEELFET,
(1) a)lDevice] — b)[tvr7vF] — )/ H—ER] — dIH—EXIL—FDHREITRRSINZEET. e)D KD

2. Radius MEETAVI—TIARBIVEETTRLRZF eth1/2 IZTEELET,
HIOKIZI)vILET,

paloalto

HETWORKS

Dashboard ACC Monitor

Policies Objects Network Device

(BevrFy7 b i | 1 1
BEET

b S e it e |V

Efitr—/{— updates.paloaltonetworks.com

B —/— ID OME
DICEC RIS+ — 2, JL—  OFE ®

: 7547 DNS H—/{— 10.9.25
Elvm tesiy — A YA DNS H—/T— B.B.88 O TNRTREBA VY —TxIAEEE ® NRITIX
VS SR ORE FQDN E#AiF (1) 1800
5 ‘ IPvd |
;E:?Di‘?-ﬂb g ol
FOCSP LAY i [T DI S py———
B i s Y=t FaT N EH2 S NTP H—/(— PELZR ; sl b
5 scep [E Netflow FIA Lk EES FIALREES
B & ssL @S kan NTP FraIHEER FIAILFEER
;@Ft%;;/ Polo Alto Networks 9= 771 b b &% 774 EER
=] 07 EE A
vigy—1— 7oz Panorama FZ#HEES F7ANFEES
Bysnmp k5 7 S el TPt
) sysiog Radius ethernet1/2 10.9.2.4/24 e)I
@E?‘}(—JL " v = =gy ey TOo. 2.0
R HTTP SNMP k5w 7 FIALEFER F7ALREFER
&) Netflow Syslog FIAIEES FIAIEES
(% rRADIUS | Tacplus FI AL REEE FIALREEE
% TACACS+ UID Agent 774l EER ST )L EEE
& Loap URL Updates F7 40 EES F7 40 e
%Kerbem e 7 VM E=H— R AN F7 AL EEE
%i“:’:';?;;;;_*_;g 7niay |1 wildfire Private F7 L EES FT AL EES
vEEO—hiL 2—H— F—F~—2 BREhEY—EZ IL—FOEE
S 3+~

) By -7
Bzayyi—LBEahtOd oIy Ry
EyIbIF

B i s= eran

(2) MAsyhIZERBELES .
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9.3.2. RADIUS H—/N\—TOI77/4ILDEE
RADIUS H—/N\—,DEHGRANGA—E—FIRET S, H—/\—TOT7IEREETLNET,

(1) a)lDevicel#7 — b)[RADIUS] — c)l:BMI1ESUVILET,

M2 paloalto

HETWORKS Dashboard ACC Monitor Policies Objects Network

v@4—ri—Fozr 0
EJSump k5w
5 H——
Bysysiog [C] =il AT
B mea—i

[ Kerberos

[ SAML FA F2 54 5+ F0IA
RBwiLF 7ro5—BE [ ) |
R e SEm 9 @ Eys POF/CSY

(2) a)F7AT7AILAIZTRADIUS-OTP(EE)IEAALET,
b)iBEEF O JLTIPAPIEZEIRLET,
c)EMIZEY)VILETS
d)&ai1IZ[OTP-Server(f£&) 1. RADIUS Server [2710.10.222.201 ], >>—%Lvh(ZTtesting123 1 EA ALET

RADIUS B —JS— FOAZ 71 JL Q]

[ gmEmE

H—J—HE
4 LF IR (B3
BEHT (3

ly—sLyk | -k
r r r
OTP-Server 10.10.222.201 errres d)| 1812

e OHER

RADIUS #—/{—@ P FELAEfRE FQDN EAANLTLIEEW
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9.3.3. FIEITOT7AILDETE

FEETAT7MILETEL T, GlobalProtect Portal & U Gateway A%, OTP #—/\—(=RADIUS #—/\—)&1—4
—RREY—/N\—ELTRIATESLIICLET,

(1) a)lDevicel — b)IEBFTOT7AIL] — c)[BBMIZVIVILET,

#2 paloalto
p neTvicRKS Dashboard ACC Monitor Policies Network. Device SHa3y b & Wlonfig~ ABF

Objects

BeyrFvr
RS
FRRT—R FOTFAN

= R
many DVIF - e BE7> nwoah
[ &g B L omm (*;'al;ﬁm HAUZL BE Y- TATrqL LT7 Eow ey
[E] Auth-Profile01 0 0 & cn=domain users,cn=users, dc=acme, dc=com LDAP acme-idap-server A% > E\iE: sAMAccountName none
JRAT—F&EBAvE—2:78
E AR Ta7 w0
& OCSP L A4
B SSUTLS #—FER 70771l
[ scep
& ssL @S5t
B oo Eyé PDF/CSV

(2) a)&HIl<lAuth-Profile01(EE)IZAHALET,
MFBEE12T T,
b)2 4 FIEIRADIUS |%#iRLE T,
)Y —N\—TAaTJ7AILIEEEFHDIRADIUS-OTPIZERLET,
d)F AL (TacmelEABLET .

BIEFOF7FTI ®

S . %ﬁﬂl RADIUS-QTP-Profile a)I

®iE L E |

44 7 | RADIUS b) v

#—/{— 707 7 JL | RADIUS-OTP c) v

[[] RADIUS #1521 —4— &Il — 7 #HiF
a—H— FAs Iacme d)l

2—H—&fEifT | %USERINPUT% v

PPN S o7
Kerberos LoJb L
Kerberos £ —4 7 |[1VH—k] B2 Uwd LT, ZOT1—ILF|X o wHi—k
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(3) a)sti %7 — FHFEURLOD b)EMIESYYILET,
)T IN—TIYEL T DIHFRALD Y IL—T 1L I THRELI=Y )L—FTdomain users 1Z:#IRLFET
dfoK1#2)vILEY,

]

BIEFOTF I

£ RADIUS-OTP-Profile

BRIE B |
a)

BETUZ R

FIEETES

\l
9 cn=domain users,cn=users,dc=acme,dc=com c

| b) |
OEn O H
FhIovhrOOYI7PIh
HEOS < EE 0
O & 7 hESE (4) 0
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9.3.4. External Gateway DEIRTENLEE

AVBR—=F2IEDEDYE—FT IR VPN DIFETEIT, T34 LR T—RERIEE54HIL . $2 A LAN T, Active
Directory FRREDFFFIAT S, ELVOBEEEELET,

&> T. Portal £&U Internal Gateway [CZEE (LI Z 3. External Gateway DH R EEZEBLET

(1) TNetworkl#7 — GlobalProtect D DI 5 —kox A1 —%EFHDIExternal-Gateway |27 vILET,
a)BREE1PT — b)EEFADIADAUthIZEI)VILET,

GlobalProtect "— b 7 = - B

o—I1 BB

SSLTLS $—E R ZfO07 External_SSL_Service_Profile
7L

2317 FREE
T34k = =
BE/O7 7L A-—H—£DS52UL JERAT—=FS~UL BEAvE—Y

Auth-Profile01 Username Password Enter login credentials

QEm ® [+] [+]

SEEEE P07 7 o)L WIN2012-CA-Profile

(2) a)&RIZTRADIUS-OTP({EE)IEA AL, b)RFETOT7 A ILIEHRTEFHADIRADIUS-OTP-Profile I1Z:#IRLET
o)l OK1ZY)YILETY

9517 NREE ®
£ 81| RADIUS-OTP a)
05 Any v
B/IE 0T 7 L] RADIUS-QTP-Prafile D =

GlobalProtect 7 7V @07 »EH

aA—H—FDF<IL |Username

JEAT— KZ~)L  Password
B w 47— 3/ Enter login credentials

BiAvE—JVORZEEX 25 XFTT,

(3) MazvhIZRMELFES .
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9.4. GPAgent o7 tXR
(1) OTP &EFLI=A—H—L%&HFDU547 >k PC hhi> GP Agent TBT7VEALET,

(2) AT D &SI, TEnter your TOKEN password] A yt— AN 4D T, Google Authenticator @ OTP #A f1L.
OK1Z92')yILEY,

GlobalPretect Login

,  1H02PM
A A T
M s Bl

(3) HEMTENE, OTP FELRETETLET,

GlobalProtect

=
e

Connected
You are securely connected to the

corporate network

. 1:03PM
3 1L 1
B oA ) i {2l
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9.5. HEIMLDERIL/SRT—RE OTP WA DA NZERH T HERTE
BIZ(E LT OESLEMNBDELET .

® AUF—FRYbMOD VPN EFFOFREEL. FRERED BT, OTP I3 TRIRRT—FH A NS E =LY,
® [T A LAN T AIBANT HI LK BEIRITHERRSE =LY,

CDEH(X, Portal DRTETEBRTEET,

(1) TNetwork]%Z — GlobalProtect ® FMIPortall — FREFHDIPortalizV")vy — [T—2xb 8T —
REEHDIGP-Agent )& V1) v TRIREND a) FBEEIZ2TEREET,
34332y 1ISRT—F 2QEBRIPI) Z2RELTEZIAVKR—RUMIDOTO b) 4 &S —b (-1 THBES 2 DIC
FIvoEANET, )l OKIZI)YILET,

A—Y—a—H— -7 | mE | s | FrUs—vay
a

5] GP-Agent
454 F s EEEHE None b
mERas, BRLEI 7P FOIERARE., 75317 Ry vicr»AR—ILEaNET,
I—H-BIEEOERE Yes -
BEA—IT—51F
[l ov— a4 L THE LR
[l oyF— %St AN TRIELRE

7y F—OES{E/#S{EADE ot
HA

.................. |.:.| .;ﬁ::;.JL.................................. @ A b T =2 P R b)
[ Ams —h o250 [V #my'— h o T2 ERE

FEATHOTIREL, I-F—BHET Bk, TYFTLINAT—F(OTPYREDT I FI v I NAT—FEFERATS
TLIEEW, Ehicd D, BICBRLEA T3 LM BBIENBOANERDSA v E—IHFRRENET,

rr\“

(2) MasyhIERBLES .

(3) HNEBDHUZAT bk PC(H:w10-002)0N o7 It RF BE, LTDESIZ, External-Gateway HY, /XXRT—KD A H%
KDTLBESIZHYET , (CDE. OTP(TOKEN) D ANZERTHEEICEBLET,)

»."ﬁ\: -

GlobalProtect

Sign In
Enter login credentials

: ~
:Gateway: External-Gateway :

PESS'NOl'd | .............l |

Cncel

Username | w10-002

4) AEBDIZAT R w10-001)TlX, WEETEY. BREIEHRD A NWEERSIN D E%4< Internal-Gateway (215
mTEET,
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9.6. VPN OEEHEIC—TEEHEIZOTP DBAAZNLELLELERTE

BIZIE. BERDIZA4T U PC DEFIEOYRARVFE—RGZEICLST, —FHIC VPN #EAYIMESN T, BRI S
BEIC. ZDEE OTP ZANTHDEFRELEELHZENHYET .

ENERET H=OZ. [—F OTP BN RUILI=V54T7 b PC (X, —ERMIEBRAZLEELLLENIETHERTE
AERETY

(1) TNetworkl#7 — GlobalProtect D DI 5 —kHx A1 —%EFHDIExternal-Gateway |27 vILET,
a) TlT—Uxobh 187 — b ISATUNDEREIZT — c)FREFHDIAuth-Override 120 v ILET,
d) My —24MLCEALEZ & VYF—2Z TN TEIELEE I OWMAICFIVIZANTT,
e) Cookie BN EAM (&, HREEAIZ 5 RITERELET .
f) PA Firewall T4 L1-SEBAE% —D(Z Z Tl& PA-Certificate-Authority) &R LE T,
g) TOKIZ2IvILET,

GlobalProtect " — b 7 = 1 8

b)
hYRILEE  TimeoutSettings 2 ZAFURPT—I | 54 FhOEE | Ry RT—9Y—EX BERSTZ7svS  HPEH

BIEA—N—Za0K | a—¥—a—Y—7IL—7 | P7—L | br2ILO5HE

[VI} Auth-Override c

£8] Auth-Override
BEA—IN—71TF

VI sy —ssm L TRE RS d)
W sy F—EZHANTRTLERE
Cookie % 2E3R| Minutes bl | e)

2% — DB L./ 6 B OB PA-Certficate-Authority f)
®

e

(LT, —[E External-Gateway TIREIA R IN T % & . External-Gateway Y GP Agent IZ¥ LT 5 S fEAE %%
Cookie =ELET,
5 2 LIRICHRIATTh =5 & (21X, GP Agent I$Z M Cookie # External-Gateway IZE 3 Z& T, RBilERfch
5. VS A TT,

(2) FREEARTILI=O9SA4 Tk PC V5, 5 D URICERIIZEELET,
[INAT—FDANEFBERINAEN I ZEEHERLET .

(3) BREMBIMLI=U5/4FT U PC hin, 5 B RICERIIZERLET,
[ISRAT—FDANEBERIND |ICEFERELET,

(RIRETIE S5 REIETELIDT, TI4/ILED 24 BREFEITEYERHON SR ERTELTIEELY,)
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10.macOS M 5D Efx

macOS @ GP Agent M5 VPN B Z TGS DA TYIERHLET,
Windows EDEMEDE L. [(ZIZHYFEH A

® 1—H—%: mac-001

o J)L—7: Domain Users, Newly-Hired (SCEP TD Y54 7 EBAEZE 1 F)
® WebADM T OTP &8%&H

10.1. GP Agent (v4.1.10) DA™ O—RESVRR—IL

(1) Web 7524 T GP Portal: [gp011.japaneast.cloudapp.azure.com ]~ HTTPS T7/ XL, BS54 LET,

[ ] ® < (Em] I gp011.japaneast.cloudapp.azure.com -I_',-I th [l +
) paloalto
NETWORKS®

GlobalProtect Portal

Usernamj | mac-001 |

Password | eseeccccccsscs L

(2) Mac M GP Agent &) w093 5L, FOVA—RAEFEYET,

[ ] ® < M gp011japaneast.cloudapp.azure.com (& ] ol
GlobalProtect Portal GlobalProtect Portal +
) paloalto
NETWORKS?

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
I Download Mac 32/64 bit GlobalProtect agent I

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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(3) #™rO—KL7= GlobalProtect.pkg 77/ ILE BT HE. AV AR—ILOBEYET,
[ContinuelZ#2") v L%EY,

[ ] « Install GlobalProtect a
Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

(4) TContinuel&9)voL%ET,
(Uninstall L1=LME&I12H, 20 pkg Z7AILDLERTEET )

[ ] « Install GlobalProtect s

Custem Install on “Macintosh HD”

Package Mame Action Size
Introduction GlobalProtect Install 256 MB
Destination Select Uninstall GlobalProtect Skip Zero KB
Installation Type
Space Required: 25.6 MB Remaining: 28.78 GB

(5) Tinstallx2'JvILET,
[ ]

<« Install GlobalProtect s
Standard Install on “Macintesh HD”
This will take 25.6 MB of space on your computer.

Introduction

Destination Select Click Install to perform a standard installation of this seftware

i on the disk “Macintosh HD"
Installation Type

Go Back Install

(6) CCT.AVRP—ILERER>D1—F—0 /KR T—RANEROONET
ZO%. AV RP—LHBIEEhET,
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10.2. Portal & Gateway ~D 7YX

10.2.1. External Gateway ~O% />
A 2B —2yk ED macOS Mok T 561 TY,

(1) JRSINI=LLT D GP Agent DEE T. a) Portal ® FQDN:gp011.japaneast.cloudapp.azure.com1%& A AL E
ER

b) lConnectiZ2'JvILET,
@ Lo Sat19:08 Q =

GlobalProtect

Welcome to GlobalProtect
Please enter your portal address

gp011.japaneas'(.cloudapp.azure.cﬂ

(2) Active Directory IZE SN TNSL—HF —ZEL/XXT—FEAALISign In1Zo)vILET,

@ 0o Sat19:08 Q =

GlobalProtect

Sign In

Enter login credentials

Portal:
gp011.japaneast.cloudapp.azur
e.com

[ mac-001

| essssensaseses

Cancel

(3) OTP b—492%AHALT.TOKIZYIVHILET,
) O sat19:07 Q =

GlobalProtect

Sign In

Enter your TOKEN password

| aseeee

Cancel
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(4) BEBSNIRETT.

& L Sat19:08 Q =

GlobalProtect o 3

Connected

You are securely connected to the
corporate network

(5) [FEZEDH]IGP Agent DE LIZHD o #4')yoL T, Settings 1Z:&IRLET,

[Connection 27 %9y LT, U TODREEZHEELET,

® External-Gateway T. Tunnel A Yes

® Assigned local IP:172.16.1.x (Pool 2E L= IP 7RL X)
® Protocol: IPSec

@ 0C GlobalProtect Settings
| @ Host Profile  Troubleshooting Motification |
i, P ———| Tunne,.. ... ftienticated  (TORE ...
E External-Gateway Yes Yes External
FILTLITTTTT .
Assigned Local IP: 51?2.1&1.21 .
T i
Protocol: - IPSec &
appe -
Uptime: " pbi63ids
Bytes In: 9165 Bytes Out: 10195
Packets In: 54 Packets Out: 66
Packets |/Error: o Packets O/Error: 0

(6) macOS N¥F—Fr—rF7HIEREREET,
[Newly-Hired |7 IL—F DAV R—HDOT, ZOLI—HF—ARDISA T U MIBRENREITINTET,

[ NON | Keychain Access

é ' Click to lock the login keychain. | Q |
....... Keychains ...
&' login .E Certghecste mac-001
...................... A Issued by: acme-Win2012-CA
© Local ltems © | Expires: Monday, May 3, 2021 18:47:46 Pacific Daylight Time
= System @ This certificate is valid

O System Roots

o Kind

Category login

L. Passwords
Secure Notes

E] My Certificates

@ Keys

= Certificates

= 1 item

+ M i
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(7) Portal IZERELIZIL—FEBAZELRITINTLVET,

[ NON ] Keychain Access
% Click to unlack the System keychain. | Q
Keychains
&' login Corone PA-Certificate-Authority
°g .;' : Root certificate authority
i fet
v 0GRl LS e w | .| Expires: Friday, March 27, 2020 1:16:22 Pacific Daylight Time
% System H & This certificate has custom trust settings

Expires

Category

Sep 13, 149:
E com.apple. keroeros.kdo certificate Sep 13, 2038 19:49:27

... Passwords
Secure Notes

E] My Certificates

@ Keys

= Certificates

= + i Copy 3 items

10.2.2. Internal Gateway ~DO%5 (>
# W LAN @ macOS h o9 551TT,

(1) E#IZ Portal ~O45 429 B, Username & Password Z A ALT=MD T, 1A LAN TOE#H TIE. Username
& Password # A h952L7%<. BEIMICERINET,

& Lo sat19:22 Q =

GlobalProtect o ]

i Connected - Internal
I Youareonthe internal corporate -
network

(2) TConnection127%%')v%LT. Internal-Gateway T# 4 trust.acme.com]® Authenticated H'[Yes | THHZ L%
EE%IUL*TO

[ JoNs GlobalProtect Settings
-M Host Profile  Troubleshooting  Motification |
Gateway Tunnel Authenticated TYPE
’trustacmecom ................. BT prersaseeeaes
1 x-tle-rln-all-_calfel"-vla-!'Il lllllllllllllll -Na llllllllllllll Ncl -------------------------- .
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10.3. VA7V MEBRED K%
macOS DI A7 U MEAZEZRNSE-HZEDEHTT,
(1) A—%—:mac-001 #Newly-Hired 15 )L—F M54 L, ADCS THOSA T U MIAZE RSB ET,
(2) GPAgent hoBEMT IE, EHEICEKBL. VSAT7UMNIBAENEN THLEETT AvE—UAEAShET,
Co [T Sat19:32 Q i=

GlobalProtect

Connection Failed

Gateway External-Gateway: The
client certificate is invalid. Please
contact your IT administratar.

¥ macOS DIFE. VATV NIRAEZHIBRL T, BRAEIEBRINIEELHERTLIONELINTT,
macOS DIZE . F—F AT VALY FAT U MEAEZHIBRL TH, GP Agent (v4.1.10) A'. BEEDF vy
ADBISATUNIRAEEEESEEEL LD LERERLEL,
(HIBRRTDIITIVES L, BIBRRICEFTDISATUMIBAZDOV) 7 ILBESHARLICE>TWSIET TT,)

Mm%, Windows GP agent IZEHDHTY,
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11.User-ID T7Z X #l{H

ZZFETO GlobalProtect FREICE>T. A LIFZEBEAANDZE. AT THEA—HF—EANITHhNDIREIZH-STULVE
ﬁ—o
CCTlE,. COA—F—BEBA SN BEHREE->T, PO EAFEHIT I 5 EEFTZHLET .

111, 2—HF =B TT7 I XHIH

BRrOI—H—BEHAT, £Xa)T4R)—I2KBT7T IR EHEITSHTT,

UTOEHEBELET,

® VPN EHLI=EI5147 2k PC MHNER DNS ~DELE (., (2 PAFirewall ##HTODA U A—RYMNERIZHE
THb,

® —7T,—#® VPN Ef1—F—DaH RIS —/—~EHSELY,
(BBPA——ZRE—HNICEBIEIDENHTEGE. L)

(1) VPN M5RE) DNS ~AEE S 560D X2 ) T4 RO —FBMLET,

lPolicies ]#7 — THEFXa)TFqITRERSNF=tF2UT4—KR)—(Z, TVPN-to-Trust-DNS | D 7% VPN-to-
Trust]® EIZEBILET,

£ s e e FHELAZ 2—Y— HPZOZ7AL V-2 '7|~‘fo Zdi e o ol ] i Fouaw

1 outbound none | universal g Corp-VPN  any any any P Untrust  any any any & =
i Trust

I 2 | VPN-to-Trust-DNS none universal | g# Corp-VPN | any any any PR Trust any dns g application-default | & 5[

3 | VPN-to-Trust none  universal g Corp-VPN  any any any e Trust any any any & o

4 |RDP none  universal | g Untrust | @ JP any any (g Trust | any ms-rdp any & A

5 intrazone-default & none intrazone any any any any (intrazone) any any any & =q

6 interzone-default & none  interzone any any any any any any any any ® EBE

(2) TVPN-to-Trust RS —~~, Tw10-0021&Tw10-003 1121+, RERH—/N—IZEESEEREEITVET,
I'VPN-to-Trust1z 2 vILET,
af A—H— 147 — b)[EBMIZV)YY ) FEEXTI—HV—IT. HIRIFTWIOCEANTEE. ZOXFEHED
—H—D—EBENRTINET,

¥ UTr RUZ—L—Ib

H—EZ/RLAFTTY

W HP FOZ7 7T

acmelw10-001
acme\w10-002 C

acmelw10-003
acmelw10-004

S O R
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(3) a) Nacme¥w10-002)&Tacme¥w10-003 1Z3BANL T, b)[OKI1ZESvILET,

H—EZ/RLAFTY

W HIP 7O7 7L

[ 2cme\w10-002
[ acme\w10-003

22n Cme

(4) TVPN-to-Trusti@OtF )74 RS —DI 1—H— 5[ 2 'Do)_:L—*f—h“iE}Jl_Jéinf:%ﬁﬁ;ﬁ\'Gd'o

i EET | : |
E40) S i | FRLR  a-H-— HIP X007 7400 Y= FELA (FFUS—u3y  H—ER Fovay
1  outbound none  universal g Corp-VPN | any any any R Untrust  any any any & o
R Trust
2 | VPN-to-Trust-DNS none | universal | g Corp-VPN | any ..;"P:i............. any iR Trust any dns 3 application-default | & o]
3 VPN-to-Trust none  universal g Corp-VPN  any E € acme\w10-002 Eanv pER Trust any any any @ =

@ acme\w10-003 &
2§ PomelatEb

5 intrazone-default @ none intrazone any any any any (intrazone) any any any & 5H
6 interznne-deraul none  interzone any any any any any any any any 8 EE

(5) Tinterzone-default) D @ %4 v LT, 4EEINI-OT HBHAINDESICLTHEET,

'Xa YT RYY— -

POUaVEE OvEE
P4 vav Deny hd [ v 3 w0y
1CMP SR {EBIEAREE |¥ vz avermicns |
O4&Ei% None -
FO7 71 ILERE
FOZ 71N 17 None hd

(6) MaIYhIZRMELES,

(7) #+Ed w10-002, w10-003 [E Win2012 ? IIS Thttp://win2012.acme.com |[ZEIZETEFE I HS, w10-004 (FEET
%fd:la\:téﬁgaﬁ\bij—o
(Web TS50 DFx vy alRRSNDEELNHDID T, TZVHF D) O—FRI THERLTZELY, )

—
o
~

Monitor127 — k57494 1T, w10-002, w10-003 (& allow, w10-004 (& deny THAHZEFRERLET

REAR 17  EERY-¥ REEY-¥ EER EETI—F— % xER—F FORINL ([FFUF-—2az  FZYsy =N tyia »RTHER
E’\.‘) 04/29 20:00:00  drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.2.5 | B0 tcp not-applicable deny interzone-default = policy-deny
|3f) 04/29 19:59:59 | drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.25 | 80 tep not-applicable deny interzone-default | policy-deny
@) 04/29 19:59:59 | drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.2.5 | B0 tcp not-applicable deny interzone-default = policy-deny
I;‘) 04/29 19:59:54 | drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.2.5 | B0 tcp not-applicable deny interzone-default | policy-deny
EQ 04/29 19:59:54  drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.25 | 8O tep not-applicable deny interzone-default = policy-deny
@) 04/29 19:59:54 | drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.2.5 | B0 tcp not-applicable deny interzone-default | policy-deny
E‘L‘) 04/29 19:59:51 | drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.2.5 | B0 tcp not-applicable deny interzone-default = policy-deny
I?) 04/29 19:59:51 | drop Corp-VPN Trust 172.16.1.8 acme\w10-004 10.9.25 | B0 tep not-applicable deny interzone-default | policy-deny
Ly e T PPy P P
@) 04/29 19:59:51 | drop Corp-VPN Trust 172.16.1.8 2 acme\w10-004 10.9.2.5 | B0 tep not-applicable deny 1 interzone-default = policy-deny
:59: en orp- Tust .16.1.12 § acme\w10- .9.2. cp web-browsing allow F ~to-Trust cp-rst-from-server
04/29 19:59:27 d Corp-VPN T 172.16.1.12 § \w10-002 10.9.2.5 | B0 t b-br ll % VPN-to-Tr t fi
H H
19:59: en orp- rust .16.1.6  § acme\w10- .9.2. cp web-browsing allow H -to-Trust cp-rst-from-server
04/29 19:59:22 d Corp-VPN T 172.16.1.6 ¢ \w10-003 10.9.25 | 8O k¢ b-br [l & VPN-to-Tr T fi
s ssEEEEE RN s EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
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11.2. T IW—TT7 IR H

A—HATRELL TIL—TRBTOT7 I RHHEERETT

ZHELMDANM., ¥ PAFirewall #RELTHITIE. HE(F Active Directory BIDRELEE THIEHTEDD T, ELVE

FIFERWEERWET,
11.2.1. Active Directory D% E

(1) Win2012 M Administrative Tools] — [Active Directory Users and Computers |ZB&E %9,
a)lacme.com| — b)lUsers1##&%)v%s — c)[New] — d)[Groupl&2')voLET,

E Active Directory Users and Computers

File Action View Help

e» 2@ {0/ X060 Hn 3.ETa
: Active Directory Users and Computers [Win2012.acme.com]

b [53 ed Ouerie

4 3 acme.com a)

&1

| Computers

_| ForeignSecurityPrincipals

] ervice Accounts
5 Users| b))
—7

-
I
I =1 Domain Controllers
3
3

Delegate Control...
Find...
|I hew C)I b Computer
All Tasks » Contact
View 3 ‘ I Group d )I
Refresh InetOrgPerson
Export List... msDS-ResourcePropertylist
- mslmaging-P5Ps

(2) Group Name [Zlgroup-A(lEE)IEA AL, TOKIZIYYILET,

MNew Object - Group -
'E,?‘ Create in:  acme.com,Users

Group name:
I group-A I |

Group name (pre-Windows 2000):

| group-A |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
) Universal

QK Cancel

(3) Rk, Tgroup-B(IEE)IHH/ELE T,
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(4) A=Y —FTN—TDAVN—ITLET T IL—TEVETIUTELET,

group-A: w10-001, w10-002
group-B: w10-003, w10-004

w10 002 Properties

[

Remote control | Remote Desktop Services Profile I COM+
(General | Address | Account | Profile I Telephones I Crganization
Member Of I Dial+n I Environmertt I Sessions

Member of:
Name Active Directory Domain Services Folder
Domain Users acme.com./ Users
group-A acme com/|sers

Primany group: Domain Uzers

Set Primary Group
applications.

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant

0K || Ccancel

Apply

11.2.2. PAFirewall D%

FIL—T3vEL S T, group-Al&Tgroup-BlZBMLETS,

(1) PAFirewall ®lDevice|27 — 1—H%—ID] —

for-group-mapping 122y L% T,

afSFa R DY IL—T ) —

— ¢) [+]&2')v%H . Rk cn=group-b £ BML T, d)DIREE

— IDC=acme, DC=coml%* &R —

.8 dc-for-group-mapping

HY—1\—FO771i

ERFIgERTIL—T
L}

1B LTI IL— TR

Q on= enterpnse admins

in controllers
an =group-a
an =group-b

an =group paolicy creator owners
cn—protected users
cn=ras and ias servers
cn=read-only domain controllers

Q cn=schema admins

Q cn=winrmremotewmiusers__

(2) TazvhkIZEBLET,

FEUR I-(Db’]b Al

ARG LTIN—TF

28

eFENIN—-T
Q acmeldomain users
acme\group-a d)

acme\group-h

=
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lcn=users 1ZERIL. b)lcn=group-a%:&R

EIZLET . e)[OKIZIYvILET,




(3) TVPN-to-Trust 7R —~ Tgroup-BIf=1T. RERH—/N\—ZRESELERELZTLVET,
I'VPN-to-Trust1& ') vLEY,
af a—4%—147 — b)rEEmMIEY )Y —c)lEEx1—H—1Tlacme¥group-b I DAHZEEMLET
(BB THRELEI—Y —(LHIBRL TS,

X2 UF+ RYY—IL—I

acme\group-b

any

W HP ZFOZ 7L

acmeldomain users
acmelgroup-a

acme\group-b

acmelw

acmeynewly-hired
acmelw10-002

10-003

b
SEmn OBk

Wk | PAUT—vay | Y—EZ/RLAFTU

(4) TVPN-to-Trust]DtFa) 747K —DI 12— — 5|l group-b 172 (A BMESNT-AKEETT .

E40) L
1 outbound none
2 | VPN-to-Trust-DNS none
3 VPN-to-Trust none
5 intrazone-default @ none
6 interzone-default & none

47

universal

universal
universal
intrazone
interzone

(5) MazvMIEERLETS,

e

peg Corp-VPN
BER Trust

2R Corp-VPN
g Corp-VPN
any

any

FRLA  a—H—

HIP 707 7L

any any any
an arn an

o P S, L
any 2 acme\group-b Ea ny
any any any
any any any

e
B Untrust

fBR Trust
Bl Trust
(intrazone)
any

any any
any dns
any any
any any
any any

FELZA FAUGT—v3 v

o 7§

any

¥ application-default

any
any
any

Fouay

@ #a

@000
Gl
b =TI |

(6) H+ERD w10-002~w10-004 DUSA Tk PC M5, Win2012 @ 1IS Thttp://win2012.acme.com [T 7 72ALFE

ﬂ—o

Fgroup-B1T#H S5 EBD w10-003, w10-004 (FEHETEFE S A, [group-A1D w10-002 [LE|ZFETEHENLEHER
LET . (Web TS50 DX vyl alRREINDIGEENHDDT, T57HD)O—FRED THEZEL T,

(7) TMonitor]27 — k57492 1T, w10-003, w10-004 [ allow, w10-002 [ deny THHZLEHERLET,

ZEHOR g7  EEEY—
|:;§:) 04/30 12:05:47  end Corp-VPN
B 04/30 12:05:45 | end Corp-VPN
B’) 04/30 12:05:32 | drop Corp-VPN
B 04/30 12:05:32 | drop Corp-VPN
|:;.:\ 04/30 12:05:32 | drop Corp-VPN

g
Trust
Trust
Trust
Trust

Trust

EET BEETI——

FEEM— b

PZOkal

FANF—2al

172.16.15 5 acmelwio-003

172.16.1.8 % acme\w10-004
]

172.16.1.12 & acme\w10-002

172.16.1.12 | acme\w10-002
172.16.1.12 | acme\w10-002

web-browsing
web-browsing
not-applicable
not-applicable

not-applicable

1 VPN-to-Trust

éVPN-tU-Trust

E Interzone-default
Interzone-default

interzone-default

v avBETHER
tep-fin

tep-fin

policy-deny
policy-deny
policy-deny

® KHARTIE., #A LAN (TSN =Tgroup-A1D w10-001 (&, Win2012 ER—H T RYMIFRELTLNAD T,
lhttp://win2012.acme.com[Z7 P RAAEETI A, HlZ £ Win2012 % DMZ V —V [ZERE L5 A (2. F4ED

— =

1TA

(E. %A LAN Do DERICEWTH, A—F—RF XTI —TRITEST IR GIHMNAIRETT
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12. Host Information Profile C#l{#
Host Information Profile (LLB&., HIP) ZE&E 3 5 LT, IR F DX ) TABHRTT IV ERFIHEITSIIEMNTEE
T, —BMICTIREIEEDLNDIMEETT,

BIZIE, THERDUTDESEREICIECTT I ERFIEAAEETT,
0 TFUFIAIARYITRITTHRAAR—ILENTILVNSH

® NN—VFILITFATIA—ILBELTL S,

& N—FTARIDBEELEINTLSE,

AKATARTIE EBEEIZEHTENTES, [IN—=YFINIT7AT9+—ILHEELTWLBIREKRTZ T, #tRP—/8—~
TOERESESIEVSIBREZITVET,

12.1. HIP #REE A D E IR E
w10-002 ® Windows10 T. Windows #R#ED/X\—YF I I7AT7 04— ILEFIELFES,
Control Panel] — [System and Security] — 'Windows Defender Firewall | RSN zEIEZ D .

E;‘ Tlurn Windows Defender
Firewall on or off galj\yab—c\ /{_yj_)bj?{?rj?j__}béﬁibasd_o

12.2. HIP A7z HREHIP 7077/ LD ERTE

(1) a)lObjects] — b)[HIP AT xHk1 — c)l&hn1 &5VvoLET,
#2 paloalto

NETWORKS Dashboard ACC Monitor Policies Network Device

halProtect
HHIP JO/7
EARYrFIvs UAR
v BARSLATI SR
B 7—% 15—
[Fzmroz7
o Esste
[@URL HF7TU
vEEFaUFs FATFAL
BroFa1La

DrvFrrtoz7
F st p

2] ELi PDF/CSV

(2) a) 2127 T.b)BHIIWindows({EE)IEANLET,
) RRAMER IICFTvoE AN, d)OS TIEL | TMicrosoft] TAIIZEERLET,
HPAZZ o

s O

FI8A L FIA R %ETJI""'“UOWS b)l
— ES

Ny FEE

i

S 4794—) Lo tAHME C
SE—— KX 2 None b

FPUFRNILT

osl &0 = | Microsoft - | Al d)Iv

TARI NI T 554721 Ji— None =
_‘— vaw

T AVREEEL
= A k% None hd

FIRARLE A~ ID None -

AASDFEIT o)) =iz 2y ho—omE

F#w h7—4 None
TO—HRERENTIN TS AORHCERAERET,
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() A TFATIA—ILIZT T L) IF7AT IA—ILIZFIvIEANET,
c)BTlyes 1&:ERL., d)OKIZEV YV HILET,

HPA TSz &k

EIAILFTIAR

Ny FER 0 BOEEs B8

77179 A—a)

FrFRIILITF

FAAZ Iy 27
B

F—FREmMIE

ARFLFzyy SENC)
[ muy—ogs

(4) a)lObjects] — b)[HIP FAZ7A)L1 — c)lEi) EHJVvILET,

paloalto

HETWORKS Dashboard ACC Monitor Policies Objects Network Device

ey
v @& GlobalProtect

AETTT = w5 A
vIBhzsnATI o~
B F—% iy — I
Fzsoz7
of st
[@URL HFU
vAlbt s FOTeLU

By PDF/CSV

(5) a)&HIIZIHIP-Profile01({E&E)IEAALET,
b) Il &pmEmIZSY 9L TERINEEBDY4RSD o) £51)v5F5E, d) —HJIZ[Windows S
MmzonExErd,e)lOKIZY v ILET,

HPAZ S zo M/ZAZ 7L EILS HP 77 7L

.81 | HIP-Profilen1 a

HE

(®) AND

(JorR || noT

Bauosm b

(6) MasvhbIZRELFES .
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12.3. HIP =yF0O45 OiER

(1) a)Monitor127 — b)THIP ¥vF 1 THRIRSNT=AY T, c)EET1—H—FIHTacme¥w10-002 | THSHET D %
HIcHD RV ILET,

paloalto

HETWORKS Dashboard ACC Policies Objects Network Device

v@ns
B L7 1wy - - - - —
B s 2EEH RET IPv4 BRETIVG EERTI-—H— TivE ARL—F42F YAFA  HP HIP 17
URL 7 L& U s @) 04/30 14:49:26 | 10.9.2.6 acme\w10-001 WIN10-001 Windows HIP-Profile01 | profile
B, wildFiren @#%(F B | 04/30 14:49:26 | 10.9.2.6 acme\w10-001 WIN10-001 Windows Windows object
= E) 04/30 14:49:06 | 172.16.1.8 acme\w10-004 WIN10-004 Windows HIP-Profile0l | profile
14:49: 16.1. acme\w10- TN10- indows indows object
04/30 14:49:06 | 172.16.1.8 w10-004 WIN10-004 Wind: Wind: bj
O 14:48: 16.1. acmeiwl0- o indows -Profi profile
_"‘ YFRIRE 04/30 14:48:51  172.16.1.6 w10-003 W10-003 Wind: HIP-Profile01 I
f??.&\ lgj 04/30 14:48:51 | 172.16.1.6 acme\w10-003 W10-003 Windows Windows object
FS—5h B  04/30 14:48:24  172.16.1.12 acmew10-002 WIN10-002 Windows HIP-Profile01 | profile
=~ Ic) @) 04/30 14:48:24 | 172.16.1.12 acme\w10-002 WIN10-002 Windows Windows object I
IrH svsn e

(2) w10-002 A%#FD HIP DIEHROD—EMNRTINET,
Windows Firewall AME1EL TSI EFBRHLTLET,

D?‘#ﬂ o ER
EMFHLN—k 04/30/2019 05:53:31
d——ifE User: wi0-002 IP FFLA:172.16.1.12
A - T WIN1D-002 F A+ > acme.com
0s Microsoft Windows 10 Pro N, 64-hit A b ID: 73f9b513-7053-44ca-a92¢-7687%3eb5c3
PIAFR NN=qy 4.1.10-4
-1 MACFFL A IP PELZR
172.16.1.12
PANGP Virtual Ethernet Adapter 02-50-41-00-00-01 B Bt P ESHET
*v h7—oME 10 9”1 12 o '
Microsoft Hyper-V Network Adapter 00-0D-3A-50-EC-D2 feén: 'c.90b'9d29'a01b'c134
Software Loopback Interface 1 lli?.().().l

| PyFINoLP

Y2bozF? Ru5— R—¥aw IvIy N—Yary ER/N—Var A YPNLS+ LER BEAxv>

Windows Defender Microsoft Corporation 4.18.1807.18075 1.1.15900.4 1.293.496.0 4/30/2019 ~ n/a

Y2bkoz? Ry — R"—da» BRIy PP T

Windows Backup and Restore Microsoft Corporation 10.0.17763.1 nfa

Windows File History Microsoft Corporation 10.0.17763.1 nfa

cryptic

Y2bozF? Ry — n—¥aw
|BitLocker Drive Encryption Microsoft Cerporation 10.0.17763.1

K317 e

D:\ unencrypted

C:\ unencrypted

YIkoxF
JWindows Firewall
Patch M; g

YIkUTF A= n—=Jax #Y

RS —
Microsoft Corporation

=g
10.0.17763.1

Windows Update Agent Microsoft Corporation 10.0.17763.1 «

RERINYF

F1 R0 KBHEID EXE

2019-02 Cumulative Update for .NET Framework 3.5 and 4.7.2 for Windows 10 Version 1809 for x64 (KB4486553) 4486553 L]

Definition Update for Windows Defender Antivirus - KB2267602 (Definition 1.293.501.0) 2267602 ]
=000t

Y7k F A — =g |/

ARSLFzvy

LIZZBY ¥—

7otz

FONRFs YAk ZFAIL
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12.4. X 2)T4R)—DEERTE

(1) TPolicies]?27 — TtxalTqlTRERSNTIzF2)T4—HR) I —DIVPN-to-Trust 122w ILET,
af A—H— 12T T b)) EETI—F—1FFE > TANIR)ETHIBRLET,
c)BIED)YHILT, d)REFEHDIHIP-Profile01 12 RIRLET,
e)fOKIZEY)vILET,

Fa U7 RYT— -

HIP 77 7L
HIP-Profiled1

[ ¢) |
o oms

(2) TVPN-to-Trusti® HIP jl:l??’f)b?']l:\ IHIP-Profile01 beiﬁﬁﬁéﬂfzilﬁ%f“?o

e

I - - - | byl |
&l ey e | feurd 7 Rl O HIP 7OZ7 AL V- i e gt ot i e Fovay

1  outbound none  universal g Corp-VPN  any any any BB Untrust | any any any O A
i) Trust

2 | VPN-to-Trust-DNS none | universal | g Corp-VPN | any any any R Trust any dns 3 application-default | & &Fa]

3  VPN-to-Trust none  universal @ Corp-VPN  any any E:ﬁ :H:IE»‘:FEr:o:ﬁIe:U:l: : : : é]ﬁ,] Trust any any any & =

5 intrazone-default 2 none  intrazone any any any any (intrazone) any any any & #0

& interzone-default & none  interzone any any any any any any any any O EE

(3) MazvhIEERLET,

12.5. EN{EHERR

(1) &M w10-002~w10-004 DIS5A 72k PC M5, Win2012 @ 1IS Thttp://win2012.acme.comIIC7YERALE
El
w10-003 & w10-004 [LE|ZETEE T A, Windows Firewall AAMZE1EL TV w10-002 (FEZETERWNZEFFERL
F9 . (Web TS0 HDFr YL ahRRINDIGENHAHDT, T30 HFDYA—RRI THEEL TS,

—
N
~

IMonitor]1#7 — k527495 1T, w10-003, w10-004 (L allow, w10-002 (& deny THAEZHRLET,

EZEOR g17  EERV-r @mEx/-r RET RETI—H— % mER—F PFOR3IN  FFUF-var Foyar M-l vy a v ETERR
@) 04/30 15:37:49 | drop Corp-VPN Trust 172.16.1.12 | acme\w10-002 10.9.2.5 | 80 tep not-applicable deny interzone-default = policy-deny
E_‘) 04/30 15:37:49 | drop Corp-VPN Trust 172.16.1.12 | acme\w10-002 10.9.2.5 | 80 tcp not-applicable deny interzone-default = policy-deny
E{) 04/30 15:37:49 | drop Corp-VPN Trust 172.16.1.12  acme\w10-002 10.8.25 | 80 tep not-applicable deny interzone-default = policy-deny
@) 04/30 15:37:46 | drop Corp-VPN Trust 172.16.1.12 | acme\w10-002 10.9.2.5 | 80 tcp not-applicable deny interzone-default = policy-deny
Is_;:) 04/30 15:37:46  drop Corp-VPN Trust 172.16.1.12 | acme\w10-002 10.9.2.5 | 80 tcp cable deny interzone-default = policy-deny
e e e TPy LR P e F Y TT TR YT S
Ii) 04/30 15:37:46 | drop Corp-VPN Trust 172.16.1.12 E acme\w10-002 10.9.25 | 80 tep not-applicable deny interzone-default :policy-deny
@) 04/30 15:37:21 | end Corp-VPN Trust 172.16.16 = acmeyw10-003 10.9.25 | 80 tcp web-browsing allow WPN-to-Trust Etcp—ﬂn
E:) 04/30 15:37:19 | end Corp-VPN Trust 172.16.1.8 E acme\w10-004 10.9.2.5 | 80 tcp web-browsing allow VPN-to-Trust Etcp-ﬂn
v

LR N T N P T T
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12.6. [5E]KTEIREKRD HIP
SEFETIZ. ZDMD OS O HIP EHETZHLTHEEET,
12.6.1. macOS

O H# (o] =] +]
ERHH L=k 05/04/2019 19:06:36
1——iE User: mac-001 IP 7RLA:172.16.1.21
TR bR R Takuya's Mac R
os Apple Mac 0S X 10.12.6 A b 1D: 00:0:29:7F:b4:2d
ISLFPYh IN—Tay 41,104
25— 2 MAC 7KL 2 IPFELZ
*y hT—-0ME
end 00:0c:20:7F:b42d  1oo-168.35.146

feB0::1c1F:40ec:22de:750¢

| | FyFenozy |
VIRTIF Re¥— N=Pay II2 =3y ERN—Yar Bt YPLISLEE BEAXvY
Gatekeeper  Apple Inc. 10.12.6 4 nfa

V7huzF - I—¥av BBV IT VT
ime Machine Apple Inc. 1.3 nfa

YIRILIF A= IN=Fa
Filevault Apple Inc. 10126

Macintosh HD unencrypted

YIRILIF N — = £
[Mac 05 X Bulltin Firewall Apple Inc. 10.12.6 X

Y7bhuzF Ny — =g #HHh
ISoftware Update Apple Inc. 221 4
REM/ISYF

g4k KB {E ID EXE

=

VIkTF ~N— P MY b

NASKhFIvy
LP¥A R F=—

Jota

FOnFs YUAR Z71ll

12.6.2. i0OS

OYHE -
E@mFHLM— 04/02/2019 14:27:46
a—H4—mi User: ios-001 P 7RL2R: 1721618
KA WA VYU E M O iPhone KA
os Apple 05 12.2 AR i ID: FEOLB2036MA N i BEB439FIC492
PIAFY R N=Ya>y 50419
WiFi SSID
AY5—FxAA MACPKLR 1P PKLZ
10.56.137.49
. feB0::1826: 7 W9 2:c163
pdp_ipd 1040 - 1428:91 Be:Be6d:43cc
9N Wfada: 7 1c:fc26:54e2
feB0::1087. W 0:2¢
pdp_ip1 ;b 0 e 8ae ff9a:Bbeiead
1 e 4cB1:Sedd:322:6968
00-00-00-00-00 _ 7€80::1CT5-M hasta:d942
v h7—oME -0 02:00:00:00:00:00 19,137 120.72
enl 02:00:00:00:00:00
awdi0 5789
utunl feB0::115F e #W3:15a5
utun3 feB0::dd0c: M Wi39:61ac
ipsecd feB0::6e4d: "I Wif:897¢
DI W Bae: ffOa:8beead2
a1 feBO0::6e4d: "I Wif 897
e b e 8ae:ff9a:Bbeiead2
utun2 172.16.1.8

ENANTFTIAX

|zt |

RRFv 7 1VER SREN |
@

4

i

T AOMRHE

WENR root {b/jailbreak 71 AZMEHLIRETATVELEA NZO-FHAREShTWEEA T2z F7ED

FIA AN

FIA R ETN RERS LUPLES
IMEI 1cCID upID
7E01820364% "N N B439F3C492

AASL Fxvy
LYURRY %—

7ota

TANRFs YAr 77N
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12.6.3. Android

i
ERmAH LK~ b 05/02/2019 14:11:21
a1-y—mE User: ard-001 P F KL R: 172.16.1.15
A MR Vw4 KYT31-293c715391 AL
os Google Android 5.1 A b ID: 16184518278e32¢
IIAFYh =T33V 5.0.0-2
WiFi SSID 66D0DCAD73C5026179F2DF027872892E
AYF—F 1R MAC FKLZ IPPRLZ
192.168.0.14
240r:36:e861
oy hT—SME wian0 BO:THIFAFGOAD  fog oo e a0
240r:36:e868:1:343e:7040:2e63:6723
tun0 172.16.1.15
lo i
EIAIL FIAR
FIA AW
BRFIVvIIVER SRER L L]
@
Ed
4

TIA ADMME

TEMR rootib/jailbreak T AZEWBEAREINTVWERA NAJ-FIREZRTLEEA IL7I7HH

FI AW

FIAZETIN WEHS YUTNES
IMEI Iccip upID
NASLFIvy

LIYZARY F—

otz

FOnss YAk 77100
I —

12.6.4. Linux

O 4 &40

ERMmFHLM— 03/01/2019 09:33:53

-l User: ct7-001 1P FHLA: 10.10.2.10

KA - TivEcentes] KA

os Linux Cent0S 7.6.1810 iR b ID: CA4248C4-08D3-1147-9843-6EC0CDCD3FCL

PIAF Y "—¥3» 50.0-79

Awd—T7 1R MACFFLZA IPPRLA
Fy hT—-mE
00345138 10.10.2.10
&tno 00:0D:3A:51:38:A3  poqn: 20d:3aff-feS1:3ba3
HRAFLFvy
LY¥ZRY F—
JOtx

TOnFs VAR 2710
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13. AT —h,T /51 A D5 D
AX—hIAERTL YR PCEEEDTIAT—FTINA R JEERTEIZLET,

iOS THEM T HIEEEHEL T, RAX— T NAADSDEHGEHZELET,
13.1. SCEP IZ&B VAT U MERED A1 VR —k
13.1.1. RRE

iOS 4> Android [FEKRMIZ(Z, 7TV 7r—avhib OS DFERAER T EEADEED T VAN TELENKS TS
TWEY,

&£2T.i0S % Android @ GP Agent 7 71)4—3>H% GP Portal 5 SCEP TRI(TH =954 7V MNERZEL. £
DT7TINT—HMIZTF vyl 1SN BE T AY—FT /34 R 0OS DFEAZERRTICIEREFESNEE A

F12.i0S %> Android @ GP Agent 7 74— av B E GP Portal NERT BHEICIE. 7TURADFvyaTA)L
FHEETY)—oTvTLThBERT HERRICEOTLET,

ZD1=8 . TSCEP FAIZE DAY =T INAAANDIFAT 2V MEAE (L, SCEP TERELKEITHILEAHLHD T,
SCEP #ADBZEIFFEEL, ID&/NRT—FFEELEITDGEEERERG N EITHYET,

LI, TOEEBEHELET
13.1.2. IEBTEMEDRERR

CCETORETIX. AT A0 T7H o hEINewly-Hired 17 IV—TF DA 1IN\—ZFHZE T, SCEP IZKE 954 T M
BAEDEMMNAREICHE>TOWET DT, THhIUREZOREIZLET,

e ADI1I—H4%: i0s-002
® ADYIL—T: Domain users (T7#4ILE)
Newly-Hired (SCEP TM 547 MEEREER /)

® TJUBAAL/INRAT—F: WebADM ~EEFFH
13.1.2.1. iOS @ GP Agent DF o> A—F&AA+—)L

App Store A7Ht AL, GP Agent #4 D O—R&A 2V A—)LLET,

21:20 all 4G @)

Q. globalprotect 0 Fvrui

GlobalProtect™
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13.1.2.2. External-Gateway ~MO Q%5 (>

(1) #ERETY,
a) BADHFAFEELTHREVER AL
b) Portal M%E 5% : Tgp011.japaneast.cloudapp.azure.com |Z A HILET,
c)i0OS @ VPN BREZFHFAI T oM EINEHERINFET DT, AllowlZE IV ILET,

GlobalProtect

R—FIL 7RL A%
ABLTLEE W

FELA
gp011.japaneast.cloudapp.azure.com b

“GlobalProtect” Would Like to
Add VPN Configurations
All network activity on this iPhone may

“GlobalProtect” (il % %18 L
9. £BLWTTH?

WEAER. TFA, FOYE Fr2
be filtered or monitored when using

VPN,

VI SHFIBETE BN BDET,
WASEERE THETELRS.

d) NRI—FZAHALFET,
e) MBY—N\—FIRAEZFAL TSN T, RIEITIE, SEAZDEENTEI N EITIZIVVILET

iPhone®/t2 21— K& AN
Add VPN Cenfigurations

o O O O
1 2 3 Y—N—-0 D ZERTEEEA
tF2UT A EARICHENB D ET,
BEE] BEF gp011japaneast.cloudapp.azure.com

D ID ERETERE A

4 5 6 *vrotil

GHI JKL MNO

d)
7 8
PQRS Tuv wxvz
0
Frrtll
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2) YAvAVLET,
a) A—HRENKRT—REAAL THA012189)vILET,
b) TUBALISRT—REAAL, [H A2 185w ILET,

B3 GlobalProtect
4L GlobalProtect
YA A
Portal(i— % JL): 'lj'»r A

gp011.japaneast.cloudapp.azure.com

Enter login credentials Enter your TOKEN password

U Secure ID

jos-002 sesece

Password

(XXX XL XYY ]

a) b)

(3) EMZTTTY.
a)D X EV)yILTHET HM. b)EV) v LTI REINSRRLEWN IZFovILTIZELY,
SERD D DIEHARMILIZIHZEIZIE c)EDY—I MR RSN, d)External-Gateway ERTSNFET,

GlobalProtect

Welcome to
GlobalProtect

m External-Gateway External-Gateway
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13.1.2.3. [&%]Internal-Gateway ~DRAT (1>

M LAN [ZEEH LB &%, Z2FETO Portal LU Internal Gateway DR TEDFETHNILBEEMIZERSN.,
a)RNDI—YIZ7%Y, b)internal Network ERRENFET,

GlobalProtect

o

Internal Network

13.1.3. SCEP ZE®MEL=15E DBEDHER

CCETOEHRET., Gateway [ZIFFEBAZETOI 7ML ERELTISATUMEAZ R FTSREICLTLSDT, 22
TR TEREWSIE(E. TIOS 24 SCEP I2&K 57547 U MEAZDEBMIETETLS LWL ZEITHYET,

LM L. SCEP #&EXICF 5=05 127 h o bENewly-Hired 17 IL—Th o 3 & R TERRYET,
ZD1=H . AR—bTNARADIEHEIL. SCEP £HEHCT H LI TELV=ERELKRITIVEAHD. ELVITETT,

4'— 7 x4 External- X
a Gateway: &7 717> b

ERBEHNEOMDERAL IT

BEREEICEBLTIIEE W,

FRER BRI

171



13.1.4. AX—bT/NARFZIFIZ SCEP £ ERAEMITT S
DERIERDFEL T, AY—FF /A RIEFZ SCEP TYSA7UMIBEEERIELKT 2 HAEEHLES .

(1) TNetwork]%7 — GlobalProtect D FMIPortal] — EEFADIPortallzV')vy — al T—Uzoh 4T —
b)i&EFEH DI GP-Agent_for NHIDFEEIZFTvoIE AN, c)[aE— &YV ILET,

A—Y—[2—Y— TN—T HEBT— b

cn=newly-
hiredylmers.dgme,dwmm

any External-Gateway

External-Gateway

QEn O8R @3- Ok~ OFA

[aES PN 2] POl T—1b a—Y—aA—/
FPTAVAR—L —S(F $—

[F] PA-Certificate-Authority [} AN I—Yzyh 1—H—0

F—I—51 K F—

H| E@EEzhiL—kCA

(2) TEBEEI1#TT.b)&RTZIGP-Agent_for SDUEE)ICEELEY,

BE

BIE
a)

A—H—a—H—FI—7F | W98 | A | PFUS—>3

#81)| GP-Agent_for_SD b)
L
45 7 REEAW  SCEP ~ WIN2012_SCEP v
BEREY, BRULSSA7 Y NOEARE. 751 FYhIyVicA YA R—LENET,

21— —RIEROERT Yes -
BEA—/\—51K
[l oyt ttmlTBT LR
[l owF—£SFANTRE LR
2w —OESL/ WE{LAOIE None h

AR

FA4FZwd RAT—FK QERRIE) E2EET3IVMH—%UE
O #—# [ 8 — R 9T R =2 FILOH
O pgBs — b o T A28 [ smy'— koo 28T

FELEBIMBEEATIOTIRES, 1—Y—EBAT SR, TryFrLINAT—FOPREDTIFI v AT FEERTS
FFaERBRLTLEEY, FThicdD, BEBRLAA Ty LEFHcLBINEOANERD I A vE—UMNRRINET,
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) afa—¥—/2a—4H4—5)I—TF 12T T.b) l—HF—/2—F—F IL—T1%HIKRLET,
c)liBm %4 vs LT, d)fAndroid1&MOS 12 BMLET,

BIE | 2—Y—/a—4—JL—7 | A& | 88 | 77U5—>a> | 7—F0E
a

any u

|E| 2—tp—ja—y— -7

A—4Y—f2—Y—SIN—7 MBS

any Android External

II34FV kI

P | GP-Agent_for_NH cn=newly- any External-Gateway scep
HFSA b hired,cn=users,dc=acme,dc...
[F] GP-Agent any any External-Gateway

[ D) |
CiEm O#k ®ar— Ot~ OFA

0 s iz Pl T— Vx> bk 20 /¢ e
W E@zhic/l—kcA rPTAL YA R—IL g .

[F] PA-Certificate-Authority [ FAN I—Vrvh I—H—@ saee

F—I—FC K F—

@Em 9

(5) MasvhkIZEERELEYT,

13.1.4.2. #EfnhEsR
(1) AD £T,a—4—:Tios-0021h%, FFZTNewly-Hired 1J IL—T DAV IN—DIHE (X, TDT IL—TH#HIBRLET,

(2) 1—%—:Tios-002T.i0S ZE->THEMTETH_LEHRELET,
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13.2. FHLBV 517V MEAZ DA VR—b
—IRMIZ. U5 T U MEREREISHFT SBERLT 20T,

o ISATUMEIBHEALMLI-InRITEHZ TERL
® HSATUNIBAZEE S>TUWEWLWT NS RIZEH TSR

SCEP #IHDBZ & (FEER DAY . RX—FT /A RFZIFIZIE Portal oI5 7 U MERAEZRALKITILENH LD
T.HFIHLEE 2 DOMENFTONFEE A,

FOTLRE 2 DOHFEL BT ICIE. RY—FT /A X(ZIX SCEP (FFAET . FEITIUSA 7V MNEAEEZ /U R—
b AAEERATIVENHYET .

i0S12 M GP Agent 5.0 LI TU 547 U MEBAZEZFIA T HIZ1E. TMDMJZE 7= (&l Apple Configurator 2 jZE>TA>
R—rF2RELHBYET,

(LLF. 5% URL)
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?2id=kA10g000000boSUCAY

ATARTIE., EETHEZ S Apple Configurator 21%F>T. i0S NV R—brF 2R TV TERLET,
13.2.1. Certification Authority Web Enroliment @A > Xk—)L

DIAT U NERAELMFRREE YN TH DTS PKCSHI12 KD ISA T U MERETI 7ML BERTESLIIZT BHIC
IE. Win2012 ® Certification Authority Web Enroliment #8532 2B HYET .
(RAAFTIE, BEIZ CA DAV A= )LEFIZRBFICA VA= )LEHTETH., BD=H. UTIZRTYTEREHLET.)

(1) Win2012 @ Server Manager T. 'Add roles and features |2 9') v L% 3,

(2) LTOE@EZETEMNext1Z2)vILTEHET,
LI OEET. [Active Directory Certificate Services | T M Certificate Authority Web Enrollment ]z ##RL TA
DRAR—=ILEITVVET,

Add Roles and Features Wizard \;li-

i

DESTINATICN SERVER
Win2012.acme.com

Select server roles

Select one or more roles to install on the selected server.

Roles

— 4 [H] Active Directory Certificate Services (4 of 6 installe.

[] Certificate Enrallment Policy Web Service

ertification Authority Web Enrollment]

[] DHCP Server
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(3) TConfigure Active Directory Certificate Services on the destination server &%)y o L%ET,

DESTINATICN SERVER

Installation progress Win2012 cme com

View installation progress

@ Feature installation

Configuration required. Installation succeeded on Win2012.acme.com.

Active Directory Certificate Services
Additional steps are required to canfigure Active Directory Certificate Senvices on the destination
—_—

Configure Active Directory Certificate Services on the destination server

ertMcatio on hrolmes
Web Server (IS)
Web Server
Application Development
AsP

You can close this wizard without interrupting running tasks. Viiew task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

<previous | [ Nea> | [ Close ][ Cancel

(4) TNextJ&#2)vILET,
T

R DESTINATION SERVER
Credentials Win2012.acme.com

Specify credentials to configure role services

Role Services

Te install the following role services you must belong to the local Administrators group:
« Standalone certification authrity
+ Certification Authority Web Enroliment
+ Online Responder
To install the following role services you must belong to the Enterprise Admins group:
+ Enterprise certification authority
* Certificate Enrallment Pelicy Web Service
+ Certificate Enrollment Web Service
* Metwork Device Enrellment Service

Credentials: ACME\admin-admin

More about AD CS Server Roles

< previous || Next> | configure | [ cancel |

(5) TCertificate Authority Web Enrollment|[ZFzv9% AL, Next1Z2vILET,

R DESTINATION SERVER
Role Services Win2012.acme.com

Credentials Select Role Services to configure

o P -

I Certification Authority Web Enrollment I

Confirmation

Network Device Enrollment Service

ertificate Enroliment Web Service
[ Certificate Enroliment Palicy Web Service

More about AD CS Server Roles

Configure Cancel
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(6) TConfigurelZ&2')voILET,
AD CS Configuration = I:'-

. R DESTINATION SERVER
Confirmation Win2012.acme.com

To configure the following roles, role services, or features, click Configure.

Cre

“~ Active Directory Certificate Services

Confirmation

Certification Authority Web Enrollment

< Previous ext > Configure Cancel

(7) TClose &9 yoLEY,
AD CS Configuration = I:'-

DESTINATION SERVER
I Win2012.acme.com
The following roles, role services, or features were configured:
~ Active Directory Certificate Services

Certification Authority Web Enroliment @ Configuration succeeded
More about Web Enrollment Configuration

ext > Close

13.2.2. [BF] VAT UMEAEETICIL IS O HTTPS e IR

Win2012 ® Web 5794 (IE) T, http://win2012.acme.com/certsrv/ INT 2EAL T, V547 U MEBAZEHF £ L=
A—HRZENRT—REANTHE ERRATYTDEFETEDEFTH. UTOLIICEENHTERULIETTHAL
BYES,

Message from webpage .

In order to complete certificate enrollment, the Web site for the CA
l . must be configured to use HTTPS authentication.

&2 T, IS & HTTPS RIGIZLZITNITRYFEE A,
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13.2.3.

IS # HTTPS {ELET A, ME LAY —/GIBAEZEZIY B TTHTTPS It (X&KL [ EWSED TG BEFRTYS

REHTT,

13.2.3.1. CA D3

IS @ HTTPS 1t

%7E

(1) Win2012 @ Administration Tools A [ Certification Authority IZBIZEFE T

(2) Tacme-Win2012-CA 1M T DI Certificate Templates 1% & 4')v4 L. [Manage 1%:&RLET

il
File Action View Help
s #H G

certsrv - [Certification Authority (Local\acme-Win2012-CA\Certificate Te

gl Certification Authority (Local)
4 g acme-Win2012-CA
| Revoked Certificates
| Issued Certificates
_| Pending Requests

Name
3 IPSec (Offline request) V5
5 Workstation Authentication
T OCSP Response Signing

H IPSec (Offline request)

T een

_| Failed Requests
l = Certlﬁ:ateTemE\ates l

Manage

ption

==

Email Replication

Mew
View

Refresh

Help

Export List...

-

n Controller Authentication
os Authentication

-

covery Agent
FS
n Controller

Erver

[ o ter

] Exchange Enroliment Agent (Offliner...

Intended Purpose
Client Authentication, [P security IKE intermediate

Client Authentication

OCSP Signing

Certificate Request Agent

IP security IKE intermediate

Certificate Request Agent

Directory Service Email Replication

Client Authentication, Server Authentication, Smart Car...
Client Authentication, Server Authentication, Smart Car...
File Recovery

Encrypting File System

Client Authentication, Server Authentication

Server Authentication

Client Authentication, Server Authentication

(3) TWeb Server1x£%"')v%L . Duplicate Template |Z:#IRLE T,

View Help

B HE

Certificate Templates Console

] Certificate Templates (Win2012,

Template Display Name ™
5 Workstation Authentication

E]WEh Server
| User Signature Only
F User
3 Trust List Signing
] subordinate Certification Authority
] Smartcard User
& Smartcard Legon
5 Router (Offline request)
] Root Certification Authaority

= .

Schema Version Versi.. ~ || Actions

1 £ Certificate Temj
Duplicate Template 41 Maore Actions
All Tasks [ 31 Web Server
Properties ; More Actions
Help 11

1 6.1

1 a1 |=

1 5.1

(4) TGeneral]#7 T, [Template display namel(ZISSL_Certificate({F&E)1EADLET

Security]27 C. TAdd1ZE9 v I LET,
=3

Properties of New Template Properties of New Template .
Subject Name I Server I Issuance Requirements Subject Name I Server I lssuance Requirements
Supers: es I BExensions Security C I General I Request Handling I Cryptograp) i
G ibil HI General IRequast Handling ICrypiugmpl‘ry I Key Attestation Superseded Templ, Extensions I Security
A L
. Group or user names:
I 551 Certficate I .ﬂﬂ.rtherrtlcated Users
3, admin-admin
SiDomain Admins (ACME\Domain Admins)
SiEnterprise Adming {(ACME"Enterprise Admins)
Template name:
[SSL_Certficate
Walidity period: Renewal period:
Add... Remaove
I e R = (e Remee ]
Pemissions for Authenticated Users Allow Deny
Full Cortrol | O
[] Publish certificate in Active Directory Read 0O
Do not automatically reenroll if a duplicate cerificate exists in Active W
Directory it g g
Enroll ] O
Autoennol | O
For special pemissions or advanced settings, click
vanced.
oK || cencel |[ mpply | [ Heb ok || ceneel |[ mppy | Help
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(5) TObject Typel& 4')vo LT, Computers][CFTvoE ANTIOKIZS)YvILET,

Select Users, Computers, Service Accounts, or Groups -

Select this object type:
|Users. (Groups, or Builtin security principals I | Object Types... ||

From this location:

|acme.com || Locations... |

Enterthe object names to select (Examples):

[ Check Names

[ox ] [cmea ]

Object Types

Select the types of objects you want to find.

Object types:

Cancel

Select Users, Computers, Service Accounts, or Groups -

Select this object type:
|User5. Computers, Groups, or Buitt4n security principals | | Object Types... |

From this location:

|acme.con1 || Locations... |

ject names to select (2amples):

| Win2012| Check Names

(7) TSecurityl27T. TWin20121%&:#RL. lEnrollJICFzyIEANFET,

(6) TEnter the object name to select|® T TIWin20121%2#RL T, TOKI1Z ) vILET,

'Subject Name |27 . Build from this Active Directory information | #iRLET .
I'Subject name format: 1 Gl Common Name 1%:ZRL . IDNS namel[ZFzvIZELINET,

rOKIZ7)vILET,

Properties of New Template - Properties of New Template -
Subject Name I Server I lssuance Requirements | Compatibility I General I Request Handling I Crypt hy I Key ion
Ci ibilf I General I Request Handling I Crypt: 'T.";meﬂ..l- Sl 5 I Security
Superseded Templ I Extensions E Security . Subject Name I lssuance Requirements
Group or user names: ) Supply in the request
2, Autthenticated Users Use subject information from existing certificates for autoenroliment
3‘ admin-admin renewal requests ()
3& Domain Admins (ACME"\Domain Admins)
— i ozl ise Admins) I@) Build from this Active Directory informationl
‘__lbWinZﬂ‘IZ (ACME'\Win20125) Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format:
|C0mm0n name v |
| L | | FETIE | Nelude &-mal name i SUBJect name
Pemissions for Win2012 Allow Derny Include this irformation in attemate subject name:
Full Contral O O [ | E-mail name
Read O DNS name
Vil L1 O || User principal name (UPN)
Enroll O [] Service principal name (SPN)
Autoenroll L O
For special pemmissions or advanced settings, click
Advanced.
* Control is disabled due to compatibility settings.
ok || cancel |[ Appy | Help [ ok || cancel apply | [ Hep
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ial
File Action

o | o= B

View Help

(8) T[Certificate Templates 1ZH%1)vo L. New] — [Certificate Template to Issue &) vILET,

certsrv - [Certification Authority (Local)\acme-Win2012-CA\

;qj Certification Authority (Local)
4 g acme-Win2012-CA
| Revoked Certificates
lssued Certificates
| Pending Requests

MName

E IPSec (Offline request) V3
] Workstation Authentication
Focsp Response Signing

)| Exchange Enrollment Agent (Offline r...

5 IPSec (Offline request)
1 cep Encryption
. .

Intended Purpose

Client Authentication, IP security IKE intermediate
Client Authentication

QCSP Signing

Certificate Request Agent

IP security [KE intermediate

Certificate Request Agent

rectory Service Email Replication

I Mew I I Certificate Template to |ssue Ilent Authentication, Server Authentication, Smart Car...
View + 1 Kerberos Authentication Client Authentication, Server Authentication, Smart Car...
1 EFs Recovery Agent File Recovery
Refresh i g
B L 1 Basic EFS Encrypting File System
port List... H Domain Centroller Client Authentication, Server Authentication
Help 1 Web Server Server Authentication

[T Computer Client Authentication. Server Authentication

(9) TSSL_Certificate /& ZEIRL T, TOKIZVvILET,

[ Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.

Mote: i a certficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain contrallers.

All of the cerificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName Intended Purpose ~
E Exchange User Secure Email

@ IPSec IP securty IKE intermediate

I Key Recovery Agent Key Recovery Agent

[ RAS and IAS Server Client Authentication, Server Authertication

E Router (Offline request) Client Authentication

@ Smartcard Logon Client Authertication, Smart Card Logon

% Trust List Signing
@ User Signature Only

Microsoft Trust List Signing
Secure Email, Client Authertication

v

| oK i Cancel

13.2.3.2. MMC h o ¥ —/\GEBAZEZ 4R

MMC T. &IZEE R LTz Certificate Template ZfE>T. IS A Y —/N\—SIAEEZERKLET,

(1) Win2012 DTRAINTDETIZHS I: #=9)yoLET,
RESNEFEBELOBET. ImmcexelE AL MMC ZE8ILET,

b L

admin-admin &

(2) MMC TflFile; — TAdd/Remove Snap-in...1&9)voLET,

Consolel - [Console Root]

Action  View Favorites  Window  Help
New Ctrl+N
= Open... Ctrl+0
Save Ctrl+5
There are no items to show in this view,
Save As...
I Add/Remove Snap-in... ICtrI+M |

Options...

1 dnsmgmt.msc
2 certtmpl.msc
3 gpme.msc

4 gpme.msc

Exit
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(3) [Certificate )& 8A T, [AddIEYYvILET .

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Add or Remove Snap-ins .

Selected snap-ins:

| Console Root Edit Extensions...

Add =

Snap-n Wendor ~
%Acﬁve Directory Do...  Microsoft Cor...
EéAcﬁve Directory Site... Microsoft Cor... =
: Active Directory Use... Microsoft Cor... B
=" ActiveX Control Microsoft Car...
[ ADsI Edit Microsoft Cor...
.-'-\uthorizah'on Manager Microsoft Cor...
tfisatatamplates  Microsoft Cor...
Microsoft Cor...
ertification Authority  Microsoft Cor...
= Component Services Microsoft Cor...
;é‘ Computer Managem... Microsoft Cor...
&=n Device Manager Microsoft Cor...
=7 Disk Management Microsoft and...
£ DNS Microsoft Cor... |~
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

| OK. | | Cancel

(4) TComputer account Z:ZIRLTINext1Z Vv ILET,

() My user accourt

lLocal Computer IAGERSN KRBT, [Finish1Z 21w LET,
k3

Certificates snap-in

This snap-in will always manage certificates for:

Select Computer

Select the computer you wart this snap-in to manage.

Local computer: {the computer this console is unning on)

() Another computer:

only applies i you save the console.

[] Allow the selected computerto be changed when launching from the command line. This

< Back

Cancel

(5) TOKI&EZUwHLET,

Available snap-ins:

Snap-n Vendar A
;:;,Active Directory Do,..  Microsoft Cor...
B}p}Acti\rE Directory Site... Microsoft Cor... =
[ Active Directory Use... MicosoftCor... |
=] ActiveX Control Microsoft Cor...
[ ADSI Edit Microsoft Cor...

¢ g Authorization Manager Microsoft Cor...

E Certificate Templates ~ Microsoft Cor...
EET}‘ Certificates Microsoft Cor...
;;‘JCerﬁﬁcaﬁnn Authority  Microsoft Cor...

R Component Services Microsoft Cor...
E'é‘ Computer Managem... Microsoft Cor...
&= Device Manager Microsoft Cor...
= Disk Management Microsoft and...
£.DNS Microsoft Cor... ™~

Description:

Add or Remove Snap-ins -

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:

e TP RO v v e wn e nanan, | EditExtensions...
_;;lJ Certificates {Local Computer) 2|

anssssssnsnnnnnnt Ry

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

- Cance'
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(6) TConsole Rootl — T[Certificates (Local Computer)] — [Personall — [Certificates1Z&%2')v%o — TAll
Tasks] — [Request New Certificate... |Z#IRLET,

ﬁ File Action View Favorites Window Help

o nm o o= B

] Console Root
Fl Iﬁ Certificates (Local Lomputer)
4 [] Personal
| Certificat:
I | Trusted R| All Tasks I 3 ‘ I Request New Certificate... I ‘
I [ Enterprise W= » Import...
> [ Intermed MNew Window from Here Advanced Oy i 3
B ] Trusted P perations
B ] Untruste: New Taskpad View...
b -] Third-Pa Refresh
I Trusted P X
I ] Client Auj By,
[» || Other Pe Help
b [] Microsoft Wonitoning Agent
[ | Remote Desktop
b T kit s Cmen o st Do sm e

(7) TNextl&HUvILET,

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
Vou have credentials that can be used to verify your right to obtsin the certificate

[Nextl& 2w ILEY,

Select Certificate Enrollment Policy

Certificate enrolment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy v
Configured by you Add New

—
e S
[SSL_Certificate 1Z:#RL TIEnroll JZ ") 99 LE T,
Request Certificates
You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.
[TTPSec (UffTine request] X7 STATUS: Available Uetalls v
8, More information is required to enroll for this certificate. Click here to configure settings.
[1IPSec (Offline request) V5 kD STATUS: Available Details «
& More information is required to enroll for this certificate. Click here to configure settings.
[] Kerberos Authentication LQ STATUS: Available Details «
[_] OCSP Response Signing i) STATUS: Available Details v
[W] SSL_Certificate \iJ STATUS: Available Details v
[ Show all templates
—

[Finish1Z2')vILEY,

Certificate Installation Results

The fellowing certificates have been enrolled and installed on this computer.

Active Directory Policy

[/ SSL_Certificate J STATUS: Succeeded Details +

(8) H—N—IRENERINET (T TL—IATSSL_Certificate &> TN BEHD).,

ﬁ File Action View Favorites Window Help

@ nE & XE = HE

7| Console Root Issued To
] ﬁ Certificates (Local Computer) @ﬂacme-wmzmz-cp\
4[] Personal Tilacme-Win2012-CA

[ Certificates Eard-ﬂfﬂ

b || Trusted Root Certification 4 E\o;-‘)ﬂl

Issued By

acme-Win2012-CA
acme-Win2012-CA
acme-Win2012-CA
acme-Win2012-CA

b [ Enterprise Trust EWmZOu.acme.com acme-Win2012-CA
» O IntErmediate.Certi'ﬁcationA EW\HZD]E.acme.com acme-Win2012-CA
b [ Trusted Publlsl.'lers EW\HZD12.E(I’HE.COI’H acme-Win2012-CA
> [ Untrusted Certficates EW\HZ[HZ.E:me.com acme-Win2012-CA

1 (| Third-Party Root Certificatic
b || Trusted People
] Client Authentication lssuer

=g,

acme-Win2012-CA
acme-Win2012-CA
acrme-Win212-CA

A Win2012.acme.com
Tl Win2012-MSCEP-RA
FEIWinan19-MSCFP-RA
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Expiration Date  Intended Purposes Friendly Name Status  Certificate Template
5/6/2024 Server Authentication, Clie..  <None» Root Certification Aut...
4/23/2024 <All> <None> Root Certification Aut...
5/4/2021 Server Authentication ard-001 Web Server

5/4/2021 Server Authentication ios-002 Web Server

4/8/2020 Directory Service Email Rep.. =MNone> Directory Email Replica...
41872020 Client Authentication, Serv... <Mone> Domain Controller Aut...
4/9/2020 Client Authentication, Serv.. <None» Kerberos Authentication
5/18/2019 OCSP Signing <None> OCSP Becponss

5/ 021 Server Authentication SSL_Certificate
42172021 Certificate Request Agent «None» v YEtG

472272071 Certificate Reauest Anent <Monex» CFP Frcruntinn
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(1) Win2012 ® Administration Tools A 5 Internet Information Service (11S) Manager |1 ZBEE 3,

(2) TWin2012] — TSites] —lDefault Web Site|%45%')v% — TEdit Bindings... 1ZZ#RLET,

= Filter:
€5 Win2012 (ACME\admin-afimin)
oo . ASP.MET
J Application Pools
4-[a| Sites =
Default Weh Sit:
T Bplore NET
Edit Permissions... Authorizat..
& Add Application... ab|
¥ AddVirtual Directory... Connection
— Strings
I Edit Bindings... | I
s
Manage Website 3
@
%3 Refresh s =
#K  Remove Asp
Rename ==t
= Switch to Content View =
TP

H

LS| Internet Information Service
/@-_‘_"- |9 » Win2012 » Sites » Default Web Site »
File View Help
Connections
Q- & @ Default Web Site Home

» W Go - (g Show All | Group by: Are
4 ry rW
N> @ g
NET {MET Error NET .NET Profile
Compilation Pages Globalization
5 R &
Machine Key  Pages and Providers  Session State
Controls
) s 7
."ié?_! \.’@ 9
Authentic.. Compression  Default Directory
Document  Browsing
X E e el
O 8 = 4
ISAP| Filters ~ Logging  MIME Types  Modules

(3) TAdd1ZE2)vHLET, [Type: T https #3ZIRL . [SSL certificate: 1 T, £ L= —/\SEBAEZFRRL. [OKI1ZY

YyoLET,

X B—RDLDONERFAELTOTENNZET /DML LBENERIE View... 1ZV)VILETS,

Site Bindings

Port IP Address
a0 -

Type  Host Name Binding Informa...

http

[ ]| Add Site Binding [ 2 |
Add.. Type: IP address: Port:
|https v | |All Unassigned v| ‘4-43 |
Host name:
| Require Server Name Indication
S5L certificate:
|Win2[)12.a(me.cnm v Select... | | View... '>4
o _JJ[ cm ]

(4) % TSubject Alternative Name |IZTDNS Name=Win2012.acme.com | &S SN -2 DMNZHULET,

A Certificate
| General | Details | certification Path |
Show: | <Al> v
Field Value ~
[5|Subject Key Identifier 1c6h B8f 1623 am 0145 4d 01 ...
[5i | Autherity Key Tdentifier KeylD=cé d6 43 28 fe 2e f3 3.,
@CRL Distribution Points [1]CRL Distribution Point: Distr...

il dutroutyntrmetio Avess LA T A0vsSuATre e a olea

HE = subject Alternative Name DNS Name=\in20 12.acme. com H
" "EWU#&EE' REEEEE e AR YR A B " A Y -
DThumhpnnt algorithm shal
DThumbprint ZefEddecelcieff6 1718, v

DNS Mame='in2012.acme.com

Edit Properties... Copy to File...
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13.2.4. V54TV NEEAE D RAT

(1) Win2012 @ Web 752 (IE)h i, Thttps://win2012.acme.com/certsrv/ INT O 2ALET,

(2) UTTATUNEBHEEFER LIV A—Y—(f: i0s-002) TAY AU LET,
& https://win2012.acme.com/certsny/ - X || Search... o2~ ‘ i H’H i

) Waiting for win2012.acme.c... | ‘

Internet Explorer Enhanced Security Configuration is enabled

e Intern: = . This configures a number of
=3 securit| Windows Secu[ity - nfiguration alse reduces the
{ iy exposy st of the security settings in this
fr— configl )
iexplore.exe .
3 This en| . . et Explorer and restrict access
o to nety Connecting to Win2012.acme.com. ou want to browse a Web site
that re| eh site to the inclusion lists in
the Lo t Explarer Enhanced Security
Config
‘ ios-002 |
H [eevsessssnned |
Domain: ACME

[] Remember my credentials

| Connect a smart card

- Cancel

(3) TRequest a certificate 1% LFET,

@‘@ https://win2012.acme.com/certsrv/ ~acd H Search... P~ ‘ ﬂﬁ * é:é}

(2 Microsoft Active Directory ... | ‘

Microsoft Active Directory Cerfificate Services — acme-Win2012-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate,
you can verify your identity to people you communicate with over the Web, sign and encrypt messages, and, depending
upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

S . .
Request a certificate
ending certificate request
Download a CA certificate, certificate chain, or CRL

(4) TUser Certificate &2y LET,

@‘@ https://win2012.acme.com/certsrv/certrqus.asp -~ & O‘ ‘ Search... o~ | ﬁ 'i:.? {:9”}

(= Microsoft Active Directory ... | |

Microsoft Active Directory Certificate Services — acme-Win2012-CA Home

Request a Certificate

ct th i -
User Certificate

Or, submit an advanced certificate requast.
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(5) UTFREIGEENTEI M, [Yes]Z2VvILFET,

This Web site is attempting to perform a digital certificate operation on
your behalf:

https://win2012.acme.com/ certsrv/certrgbi.asp?type=0

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

(6) TSubmitizsywsLET,
<o n AE

Q Microsoft Active Directory ..

Microsoft Active Directory Certificate Services — acme-Win20'

User Certificate - Identifying Information

No further identifying information is required. To complete your certificate, press submit.

Maore Options ==

(7) LLTFREIGEENTEI M, [Yes1Z2VJVILET,

This Web site is atternpting to perform a digital certificate operation on
your behalf:

https://win2012.acme.cormn/ certsrv/certfnsh.asp
You should enly allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?

(8) Tinstall this certificate 1Z2') v LET,
<€ ik &t

,@ Microsoft Active Directory .. %

Microsoft Active Directory Certificate Services — acme-Win2012-CA

Certificate Issued

The certificate you requested was issued to you.

24 Install this certificate

[JSave response
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(9) Web 75’7*f(IE)®E’éO')‘y7 — Tlnternet Options JZ:&RLFET,
<& search..

& Microsoft Active Directory ... X Print
File

Microsoft Active Directory Certificate Services — acme-Win2012-CA Zoom (100%)

Safety
Add site to Apps

Certificate Installed

Your new certificate has been successfully installed. Lesdonnies L

Manage add-ons

F12 Developer Tools
Go to pinned sites
Compatibility View settings

Bepodtauehsit bl

Internet options

About Internet tx-p‘ orer

(10) I'Content %7 T, lCertificates 1% 2') v LET,

| General | Security I Pri\faqfl Content ||Connections | Programs | Advanced |

Certificates

Use certificates for encrypted connections and identification.

[ Clarssiste || certfcates || Publshers |

AutoComplete

AutoComplete stores previous entries

on webpages and suggests matches
for you,

(11) TPersonal |27 T, lios 002 1D Y547 FEBAEZEFEIRL. [Export1Z V) vILET,

Intended purpose: | <All= v |

Persanal |[other People | Intermediate Certification Authorities | Trusted Root Cerfificatior. < | >

 LssuedTo Lesued By Expirat
Silios 002 acme-Win2012-CA 5/5/2020 <Nonex

e I e

Certificate intended purposes

Encrypting File System, Secure Email, Client Authentication

View
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(12) TNextJ&=2)vILET,

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

l'Yes, export the private key 1%#®EiRL T,
[Next1Z#2)v 9 LET,

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
I (®) Yes, export the private key I

() Mo, do not export the private key

LT DIREETINext1& 9 ) v ILET,

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

ER. encoded binary X.509 (,CER)

ase-64 encoded X509 (.CER)

ryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
Include all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (PFX)

[ tnclude all certificates in the certification path if possible

[[Delete the private key if the export is successful
[“]Export all extended properties

icrosoft Serialized Certificate Store ((55T)

T7AINEERELT, INext1x2)vILET,
774 % :Tios-002-user.pfx |

File to Export
Specify the name of the file you want to export

File name:

C:\Users\admin-admin\DesktopYjos-002-user. pfx

| | Browse...

INAT—RZAALT, Next1&9JvoILET,

Security

To maintain security, you must protect the private key to a security principal or by
using a password.

["]Group or user names (recommended)

[w] Password:

Confirm password:

[Finish1Z&2JvYILET,

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have specified the following settings:

Export Keys es

Include all certificates in the certification path Yes

File Format Personal Information Exchange (*.pfx]
[<] [ [3]
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	(3) 「コミット」を実施します。



	6. Active Directory Domain Servicesの設定
	6.1. ADDSとDNS Serverのインストール
	(1) Server Managerで、「Add roles and features」をクリックします。
	(2) 「Next」をクリックします。
	(3) 「Role-based or feature-based installation」を選択し、「Next」をクリックします。
	(4) 「Next」をクリックします。
	(5) 「Active Directory Domain Services」にチェックを入れます。
	(6) 「Add Features」をクリックします。
	(7) 「DNS Server」にチェックを入れます。
	(8) 「Add Features」をクリックします。
	(9) 何もしないで、「Next」をクリックします。
	(10) 「Next」をクリックします。
	(11) 「Next」をクリックします。
	(12) 「Install」をクリックします。
	(13) 「Close」をクリックします。

	6.2. ADDSの設定
	(1) 旗のマークをクリック　→ 「Promote this server to a domain controller」をクリックします。
	(2) 「Add a new forest」を選択して、「Root domain name:」に、「acme.com(任意)」と入力します。 「Next」をクリックします。
	(3) 「Password:」に管理者パスワードを入力して、「Next」をクリックします。
	(4) 表示された警告メッセージは本ガイドでの動作確認に影響ありませんので、「Next」をクリックします。
	(5) 「Next」をクリックします。
	(6) 「Next」をクリックします。
	(7) 「Next」をクリックします。
	(8) 「Install」をクリックします。
	(9) インストール後、自動的に再起動が行われます。

	6.3. ［参考］パスワードの複雑さの変更
	(1) 「Server Manager」の右上にある「Tools」 → 「Group Policy Management」を選択します。
	(2) 「Group Policy Management」の下の「Forest: acme.com」→「Domains」→「acme.com」→「Default Domain Policy」を右クリックして、「Edit」を選択します。
	(3) 「Policies」→「Windows Settings」→「Security Settings」→「Account Policies」→「Password Policy」で表示されたパスワードポリシーを、お好みの設定に変更してください。

	6.4. Active Directoryユーザーの作成
	(1) Win2012の「Administrative Tools」 → 「Active Directory Users and Computers」を開きます。
	(2) 「w10-001@acme.com(任意)」というユーザを設定します。
	(3) a)パスワードを入力し、b)「User must change password ad next login/ユーザーは次回ログイン時にパスワードの変更が必要」のチェックを外します。c)「Next」をクリックします。
	(4) 「Finish」をクリックします。
	(5) ［確認のみ］　権限 (Member Of) は、デフォルトの「Domain Users」のままでOKです。
	(6) 同様の方法で、後3つのユーザーを登録＝合計4つのユーザー登録を行います。


	7. GlobalProtectの基本的な設定
	7.1. ネットワーク設定
	7.1.1. ゾーンの設定
	(1) a)「Network」　→ b)「ゾーン」　→ c)「追加」をクリックします。
	(2) 表示された画面で、a)名前に「Corp-VPN」、b) タイプで「レイヤー3」を選択します。 c)「ユーザーIDの有効化」にチェックを入れ、d)「OK」をクリックします。
	(3) ［確認のみ］ 以下は、Corp-VPNゾーンが追加された状態です。

	7.1.2. トンネルインターフェイスの設定
	(1) a)「Network」　→ b)「インターフェイス」 → c)「トンネル」タブ → d)「追加」をクリックします。
	(2) a)インターフェイス名の末尾に、「1」(任意)を入力します。
	(3) 「IPv4」タブでは、何も設定しません。
	(4) a)「IPv6」タブでは、b)「インターフェイスでのIPv6有効化」にチェックを入れます。 (コミット時のWarningメッセージを回避するためだけの目的であり、本ガイドではIPv6は使いません。)
	(5) 「詳細」タブでは、何も設定しません。
	(6) 以下は、トンネルインターフェイスが一つ生成された状態です。
	(7) [確認のみ] 仮想ルーターにトンネルインターフェイスが加わります。 このことで、VPN接続したクライアントのインターフェイスが仮想ルーターのインターフェイスとなり、TrustやUntrustゾーンとのルーティングが可能になります。

	7.1.3. Active DirectoryへのBIND用ユーザーの設定
	(1) Win2012の「Administrative Tools」 → 「Active Directory Users and Computers」を開きます。
	(2) 「panagent@acme.com(任意)」というユーザーを生成します。 以下a)〜c)の値を入力して、d)「Next」をクリックします。
	(3) a)パスワードを入力し、b)「User must change password ad next login」のチェックを外します。 c)「Next」をクリックします。
	(4) 「Finish」をクリックします。
	(5) 設定したpanagentユーザーを開きます。
	(6) 「Member Of」タブで、「Add」をクリックし、「Server Operators」を追加します。


	7.2. ユーザー認証の設定
	7.2.1. サービスルートおよびDNSの設定
	7.2.1.1. DNSサーバーの参照設定
	(1) a)「Device」　→ b)「セットアップ」　→ c)「サービス」　で表示された「サービス」のd)  をクリックします。
	(2) a)「プライマリDNSサーバー」に、Win2012のIPアドレスを設定します。 b) 「OK」をクリックします。

	7.2.1.2. サービスルートの設定
	(1) a)「Device」　→ b)「セットアップ」　→ c)「サービス」　→ d)「サービスルートの設定」で表示された画面で、e)のように、DNSおよびLDAPの送信元インターフェイスおよび送信元アドレスをeth1/2に変更します。 f)「OK」をクリックします。
	(2) 「コミット」します。


	7.2.2. LDAPサーバーとの接続設定
	(1) a)「Device」　→ b)「LDAP」　→ c)「追加」をクリックします。
	(2) a)名前に「acme-ldap-server(任意)」と入力します。 b)「SSL/TLSで保護された接続を要求」のチェックを外します。(AD側の設定に依存します。) c)「追加」をクリックし、d)名前に「AD(任意)」、LDAPサーバーに「10.9.2.5」と入力します。 e)タイプで「active-directory」を選択し、f)ベースDNは「DC=acme,DC=com」を選択します。 　(LDAPサーバーとの接続ができていなければ、ベースDNが取得できないので、選択できません。)...

	7.2.3. グループマッピングの設定
	(1) a)「Device」　→ b)「ユーザーID」　→ c)「グループマッピング設定」　→ d)「追加」をクリックします。
	(2) a) 名前に「dc-for-group-mapping(任意)」を入力します。 b) サーバープロファイルは設定済みの「acme-ldap-server」を選択します。 c) ドメインに「acme」を入力します。 d) LDAPとの更新間隔のデフォルトは3600秒と長いので、検証用に最短の「60」秒にしておきます。(任意) e) 「OK」をクリックします。
	(3) 「コミット」を実施します。
	(4) a)「Monitor」　→ b)「システム」のc)検索フォームに「(subtype eq userid)」と入力します。 d)のログが出力されていればOKです。 　イベント：「connect-ldap-server」 　オブジェクト：「10.9.2.5」 (AD(LDAP)サーバーのIPアドレス) 　内容：「ldap cfg dc-for-group-mapping connected to server 10.9.2.5:389, initiated by:10.9.2.4」 　(10....
	(5) a)「Device」　→ b)「ユーザーID」　→ c)「グループマッピング設定」　→ d)「dc-for-group-mapping」をクリックします。
	(6) a)「許可リストのグループ化」　→ b)「DC=acme,DC=com」　→ c)「cn=users」を展開します。
	(7) スクロールダウンして、a)「cn=domain users」を選択　→ b)をクリック　→ c)の状態にして、 d)「OK」をクリックします。
	(8) 「コミット」を実施します。
	(9) ［確認のみ］　CLIで以下のコマンドを実行して、グループマッピング状態を確認できます。

	7.2.4. 認証プロファイルの設定
	(1) a)「Device」　→ b)「認証プロファイル」　→ c)「追加」をクリックします。
	(2) a)名前に「Auth-Profile01(任意)」を入力します。 「認証」タブで、 b)タイプは「LDAP」を選択します。 c)サーバープロファイルは設定済みの「acme-ldap-server」を選択します。 d)ログイン属性に「sAMAccountName」と入力します。 e)ドメインに「acme」と入力します。
	(3) a)「詳細」タブ　→ 許可リストのb)「追加」をクリックします。 c)グループマッピングの「許可リストのグループ化」で指定したグループ「domain users」を選択します。 d)「OK」をクリックします。
	(4) 「コミット」を実施します。

	7.2.5. 認証テスト
	(1) ユーザーグループを確認します。
	(2) グループ内のユーザーを確認します。
	(3) 試しに、acme\w10-003をテストしてみます。
	(4) ［参考］ グループマッピングのデフォルトの更新間隔は3600秒＝１時間です。 (本ガイドでは既述の設定で、60秒に短縮しました。) ADユーザーを新しく追加したとき、即座にグループマッピングに反映させたい場合には、PA Firewallの以下のコマンドで、強制的に再読み込みする必要があります。


	7.3. SSL証明書の生成
	7.3.1. 認証局証明書の生成
	(1) a)「Device」　→ 「証明書の管理」の下のb)「証明書」　→ c)「デバイス証明書」→ d)「生成」をクリックします。
	(2) a)証明書名に「PA-Certificate-Authority(任意)」と入力します。 b)共有名にも「PA-Certificate-Authority(任意)」と入力します。 c)認証局にチェックを入れます。 d)「生成」をクリックします。
	(3) 生成が成功したことを示すメッセージが出力されたら、「OK」をクリックします。

	7.3.2. GlobalProtect用のサーバー証明書の生成
	7.3.2.1. 外部用サーバー証明書の生成 (PortalとExternal Gateway兼用)
	(1) a) 証明書名に「External-Gateway(任意)」と入力します。 b) 共有名は、ネットワーク構成に従い、「gp011.japaneast.cloudapp.azure.com」と入力します。 c) 署名者は生成した認証局「PA-Certificate-Authority」を選択します。 d) 「追加」をクリックして、e)「Host Name」を選択し、「gp011.japaneast.cloudapp.azure.com」を入力します。 f) 「生成」をクリックします。
	(2) 生成が成功したことを示すメッセージが出力されたら、「OK」をクリックします。

	7.3.2.2. 内部用サーバー証明書の生成 (Internal Gateway用)
	(1) a) 証明書名に「Internal-Gateway(任意)」と入力します。 b) 共有名は、ネットワーク構成に従い、「trust.acme.com」と入力します。 c) 署名者は生成した認証局「PA-Certificate-Authority」を選択します。 d) 「追加」をクリックして、e)「Host Name」を選択し、「gp011.japaneast.cloudapp.azure.com」を入力します。 f) 「生成」をクリックします。
	(2) 生成が成功したことを示すメッセージが出力されたら、「OK」をクリックします。



	7.4. SSL / TLSサービスプロファイルの設定
	(1) a)「Device」　→ 「証明書の管理」の下のb)「SSL/TLSサービス　プロファイル」　→ c)「追加」をクリックします。
	(2) PortalとExternal-Gateway用のSSL/TLSサービスプロファイルを生成します。 a)名前に「External_SSL_Service_Profile(任意)」と入力します。 b)証明書は作成済みの「External-Gateway」を選択します。 c)「OK」をクリックします。
	(3) Internal-Gateway用のSSL/TLSサービスプロファイルを生成します。 a)名前に「Internal_SSL_Service_Profile(任意)」と入力します。 b)証明書は作成済みの「Internal-Gateway」を選択します。 c)「OK」をクリックします。

	7.5. Gatewayの設定
	7.5.1. External Gatewayの設定
	(1) a)「Network」　→ 「GlobalProtect」の下のb)「ゲートウェイ」　→ c)「追加」をクリックします。
	(2) a)「全般」タブで、b)名前に「External-Gateway(任意)」と入力します。 c)インターフェイスは「ethernet1/1」を選択します。 d)IPv4アドレスは「10.9.1.4/24」を選択します。
	(3) a)「認証」タブで、b)SSL/TLSサービスプロファイルで設定済みの「External_SSL_Service_Profile」を選択します。 c)「追加」をクリックします。
	(4) a)名前に「ADAuth(任意)」と入力し、b)認証プロファイルは設定済みの「Auth-Profile01」を選択します。 c)「OK」をクリックします。
	(5) a)「エージェント」タブ　→ b)「トンネル設定」タブで、c)「トンネルモード」にチェックを入れ、「tunnel.1」を選択します。 d)「IPSecの有効化」にチェックが入っていることを確認します。 　このことで、SSL-VPNよりもIPSecが優先的に使われます。
	(6) a)「エージェント」タブ　→ b)「クライアントの設定」タブで、c)「追加」をクリックします。
	(7) a)「認証オーバーライド」タブで、b)名前に「Auth-Override(任意)」と入力します。
	(8) a)「IPプール」タブ　→ b)「追加」をクリック　→ c)プールアドレス「172.16.1.1-172.16.1.99」と入力します。 このIPアドレスが、GP AgentのVPN確立後、クライアントPCのVPNインターフェイスに割当てられます。 d)「OK」をクリックします。
	(9) a)「エージェント」タブ　→ b)「ネットワークサービス」タブで、c)プライマリDNSに「10.9.2.5」と入力します。 この設定が、GP AgentのVPN確立後、クライアントPCのVPNインターフェイスに割り当てられます。 d)「OK」をクリックします。

	7.5.2. Internal Gatewayの設定
	(1) a)「Network」　→ 「GlobalProtect」の下のb)「ゲートウェイ」　→ c)「追加」をクリックします。
	(2) a)「全般」タブで、b)名前に「Internal-Gateway(任意)」と入力します。 c)インターフェイスは「ethernet1/2」を選択します。 d)IPv4アドレスは「10.9.2.4/24」を選択します。
	(3) a)「認証」タブで、b)SSL/TLSサービスプロファイルで設定済みの「Internal_SSL_Service_Profile」を選択します。 c)「追加」をクリックして、d) External-Gatewayと同様の方法で、認証サーバーを指定します。 e)「OK」をクリックします。
	(4) 「コミット」を実施します。


	7.6. 内部DNSの設定
	7.6.1. DNSの逆引き設定
	(1) Win2012で、「Administration Tools」 → 「DNS」 を選択します。
	(2) 表示されたDNS Managerで、a)「Reverse Lookup Zones」を右クリック　→ b)「New Zone」を選択します。
	(3) a)「Primary zone」を選んで、b)「Next」をクリックします。
	(4) a)「To all DNS servers running on domain controllers in this domain」を選択して、b)「Next」をクリックします。
	(5) a)「IPv4 Reverse Lookup Zone」を選択して、b)「Next」をクリックします。
	(6) a)Network IDを選択して、「10.9.2.」と入力し、b)「Next」をクリックします。
	(7) a)「Allow only secure dynamic updates」を選択して、b)「Next」をクリックします。
	(8) a)「Finish」で完了です。

	7.6.2. DNSの正引き設定
	(1) DNS Managerで、a)「acme.com」を右クリック　→ b)「New Host (A or AAAA)」を選択します。
	(2) a) Nameに「trust」と入力します。 b) IP addressに「10.9.2.4」と入力します。 c) 逆引き生成するために「Create associated point (PTR) record」にチェックを入れます(必須ではありません)。 d) 「Add Host」をクリックします。
	(3) a)「OK」をクリックします。
	(4) Win2012で、「Administration Tools」 → 「Services」 を選択して起動します。 一覧から「DNS Server」を見つけ出し、右クリックして「Restart」を選択して、サービスを再起動します。

	7.6.3. 内部DNSゾーンの確認
	(1) 逆引きゾーンの確認
	(2) 正引きゾーンの確認
	(3) ［参考］　本ガイドでは、PortalおよびExternal GatewayのFQDN：「gp011.japaneast.cloudapp.azure.com」への接続時に参照する外部DNSは、Azureの公開DNSを利用します。

	7.6.4. Portalの設定
	(1) a)「Network」　→ 「GlobalProtect」の下のb)「ポータル」　→ c)「追加」をクリックします。
	(2) a)「全般」タブで、b)名前に「Portal(任意)」と入力します。 c)インターフェイスは「ethernet1/1」を選択します。 d)IPv4アドレスは「10.9.1.4/24」を選択します。
	(3) a)「認証」タブで、b)SSL/TLSサービスプロファイルで「External_SSL_Service_Profile」を選択します。 c)「追加」をクリックします。
	(4) a)名前に「ADAuth(任意)」と入力し、b)認証プロファイルは設定済みの「Auth-Profile01」を選択します。 c)「OK」をクリックします。
	(5) a)「エージェント」タブで、b)「追加」をクリックします。
	(6) a)「認証」タブで、b)名前に「GP-Agent (任意)」と入力します。
	(7) a)「内部」タブをクリックします。 GP Agentが社内LANに接続されていることを検出するために、内部DNSの逆引きを利用しますが、その設定をこの「内部ホスト検出IPv4」で行います。 b) 「内部ホスト検出IPv4」にチェックを入れます。 c) 内部DNSの逆引きができるIPアドレス「10.9.2.5」を入力します。 d) 内部DNSの逆引きで返答されるホスト名「win2012.acme.com」を入力します。 e) 「追加」をクリックします。
	(8) a)名前に「trust.acme.com(任意)」と入力します。 b)アドレスは「FQDN」を選択し、「trust.acme.com」と入力します。 ※このFQDNが、Internal Gateway用SSL/TLSサービスプロファイルに設定したサーバー証明書のCommon Nameと一致する必要があります。 c)「OK」をクリックします。
	(9) a) 「外部」タブをクリックします。 b) 「追加」をクリックします。 c) 名前に「External-Gateway(任意)」と入力します。 d) FQDNを選択し、「gp011.japaneast.cloudapp.azure.com」と入力します。 ※このFQDNが、External Gateway用SSL/TLSサービスプロファイルに設定したサーバー証明書のCommon Nameと一致する必要があります。 e) 「送信元地域」で「Any」を選択します。 f) 「OK」をクリックします。
	(10) a) 「アプリケーション」タブをクリックします。 b) ウェルカムページで「factory-default」を選択します。
	(11) a) 「データ収集」タブでは、何も設定しません。 b) HIPデータの収集が有効になっていることを確認します。 c) 「OK」をクリックします。
	(12) a)「追加」　→ b)信頼されたルートCAに、生成済みの「PA-Certificate-Authority」を選択し、c)「ローカルルート証明書ストアでインストール」にチェックを入れます。 d)「OK」をクリックします。
	(13) 「コミット」を実施します。


	7.7. ポリシーの設定
	7.7.1. セキュリティポリシー
	(1) a)「Policies」　→ b)「セキュリティ」　→ c)「outbound」をクリックします。
	(2) a)「送信元」タブ　→ b)「追加」をクリックして、c)「Corp-VPN」ゾーンを追加します。
	(3) a) は、outboundポリシーの送信元ゾーンに、TrustとCorp-VPNの2つが設定された状態です。 加えて、b) のように、Corp-VPN→Trust方向のポリシーも追加します。

	7.7.2. NATポリシー

	7.8. GP Agentの設定
	7.8.1. GlobalProtect Agentのダウンロード&アクティベーション
	(1) a)「Device」　→  b)「GlobalProtectクライアント」　→ c)「今すぐチェック」　をクリックします。 現在リリースされているGlobalProtect Agentのバージョンの一覧が得られます。 本ガイドでは、d) 4.1.10を利用することにします。アクション列の「ダウンロード」をクリックします。
	(2) 「アクティベーション」をクリックします。
	(3) 「はい」をクリックします。
	(4) 成功を示すメッセージが出たら、「閉じる」をクリックします。

	7.8.2. クライアントPCへのGP Agentのインストール
	(1) a) GP AgentをインストールするクライアントPC (例：Windows10) から、Webブラウザを使って、Portal (gp011.japaneast.cloudapp.azure.com) へアクセスします。 b) Active Directoryに登録されているユーザー名(例：w10-001)とパスワードを入力し「LOG IN」をクリックします。
	(2) OS環境に合うGlobalProtect Agentをダウンロードします。 この例では、Windows 64 bit版を選択しています。
	(3) ダウンロードしたmsi形式ファイルを実行します。
	(4) 「Next」をクリックします。
	(5) 「Next」をクリックします。
	(6) 「Next」をクリックします。
	(7) ユーザー権限でログインしているWindowsクライアントPCの場合、ここで管理者権限を求められます。 管理者IDおよびパスワードの入力が必要です。
	(8) 「Close」をクリックします。GP Agentのインストールは完了です。
	(9) Windows10へのインストールが完了すると、GP Agentは常駐プログラムとしてタスクトレイに入ります。

	7.8.3. Portal & Gatewayへのアクセス
	7.8.3.1. Internal Gatewayへログイン
	(1) 表示された以下のGP Agentの画面で、a) PortalのFQDN：「gp011.japaneast.cloudapp.azure.com」を入力します。 b) 「Connect」をクリックします。
	(2) 初めてPortalにアクセスした際には、以下の「Server Certificate Error」が出ます。 「Continue」をクリックします。 ( Portalの設定で、Portalからルート証明書：「PA-Certificate-Authority」がインポートされるように設定したので、 　2回目以降にこのエラーメッセージを見ることはありません。)
	(3) Active Directoryに登録されているユーザー名(例：w10-003)とパスワードを入力し「Sign In」をクリックします。
	(4) 内部接続(Internal-Gatewayへの接続)の場合には、a)のように「Connected - Internal」と表示されます。 b)のWelcomeメッセージは、初回は表示されますが、デフォルトで「Do not show this again」にチェックが入っているので、このチェックをOFFにしない限りは、2回目以降は表示されません。
	(5) ［確認のみ］　GP Agentの右上にある  をクリックして、「Settings」を選択します。
	(6) 「Connection」タブをクリックして、Internal-Gatewayである「trust.acme.com」のAuthenticatedが「Yes」であることを確認します。 (Internal Gatewayの場合、「Connected - Internal」と表示されても、Internal Gatewayへのログインができていない場合があります。その場合、まずは内部Gatewayのサーバー証明書CNのFQDNが、Portalの「エージェント」→「内部」タブの設定と一致しているかを確...
	(7) ［確認のみ］　PA Firewallで生成したルート証明書がインポートされていることを確認します。 例：Chromeブラウザ → 「設定」　→ 「詳細設定」　→ 「証明書の管理」で表示された画面で、「Trusted Root Certification Authorities」タブ内を確認します。

	7.8.3.2. External Gatewayへのログイン
	(1) 最初にPortalへログインする際に、UsernameとPasswordを入力したので、社外へ持ち出した場合は、デフォルトでは、UsernameとPasswordを入力することなく、自動的に接続されます。
	(2) ［確認のみ］GP Agentの右上にある  をクリックして、「Settings」を選択します。
	(3) 再接続して挙動を確かめたい場合には、GP Agentの右上にある  をクリックして、「Refresh Connection」をクリックしてください。


	7.8.4. ［参考］　GP Agentのアップグレード
	7.8.4.1. PA Firewall側の準備
	(1) a)「Device」　→  b)「GlobalProtectクライアント」　で4.1.11をダウンロード後、c)「アクティベーション」をクリックします。
	(2) 「はい」をクリックします。

	7.8.4.2. クライアント側の動作
	(1) クライアントがGatewayへ再接続した際に、以下の画面が出力されます。 「Yes」をクリックします。
	(2) 数秒後に、以下のメッセージが出力されます。 「Yes」をクリックすると、新しいGP Agentが自動的にインストールされて、GP Agentの再起動が行われます。 よって、GP Agentのアップデートを行うクライアントは、一時的な通信停止を伴います。


	7.8.5. ［参考］　GP Agentの挙動の変更方法
	(1) 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリック　→ a)「アプリケーションタブ」で表示される以下の画面で、「接続手段」をb)「On-demand (Manual user initiated connection)」に変更し、c)「OK」をクリックします。
	(2) 「コミット」を実施します。
	(3) クライアントが再ログインすると、「Disconnect」が現れるようになります。クリックすると切断されます。
	(4) この設定によって、GP Agentが自動接続することなく、以下の状態で待機するようになります。 「Connect」をクリックすることで、接続できます。



	8. クライアント証明書認証の設定
	8.1. 全ユーザー共通のクライアント証明書で認証
	8.1.1. 全ユーザー共通のクライアント証明書の生成
	(1) a)「Device」　→ 「証明書の管理」の下のb)「証明書」　→ c)「デバイス証明書」→ d)「生成」をクリックします。
	(2) a)証明書名および共通名に「Common-ClientCert(任意)」と入力し、c)署名者に「PA-Certificate-Authority」を選択して、e)「生成」をクリックします。
	(3) Gateway用のサーバー証明書と同じ形で、クライアント証明書が生成されます。

	8.1.2. 証明書プロファイルの設定とGatewayへの割当て
	(1) a)「Device」　→ 「証明書の管理」の下のb)「証明書プロファイル」　→ c)「追加」をクリックします。
	(2) a)名前に「Common-ClientCert-Profile(任意)」と入力し、b)「追加」をクリックします。 表示された画面でc)CA証明書「PA-Certificate-Authority」を選択し、d)「OK」をクリックします。 e)「OK」をクリックします。
	(3) a)「Network」　→ b)「ゲートウェイ」　→ c)「External-Gateway」をクリックします。
	(4) a)「認証」タブ　→ b)証明書プロファイルで「Common-ClientCert-Profile」を選択し、d)「OK」をクリックします。
	(5) 同様の方法で、Internal-Gatewayにも証明書プロファイルを割り当てます。

	8.1.3. Portalから共通クライアント証明書を配布する設定
	(1) 「Network」タブ　→ GlobalProtectの下の「Portal」　→ 設定済みのPortalをクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブの「クライアント証明書」で、b)「ローカル」を選択し、 c)「Common-ClientCert」を選択します。
	(2) 「コミット」を実施します。

	8.1.4. GP Agentからのログイン(1)
	8.1.5. 共通クライアント証明書配布の解除
	(1) 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブの「クライアント証明書」で、b)「None」を選択し、 c)「OK」をクリックします。
	(2) 「コミット」を実施します。

	8.1.6. GP Agentからのログイン(2)

	8.2. 各ユーザー個別のクライアント証明書で認証　(SCEP利用による配布)
	8.2.1. SCEPサーバーのインストール
	8.2.1.1. IISのインストール
	(1) Win2012のServer Managerで、「Add roles and features」をクリックします。
	(2) 「Next」をクリックします。
	(3) 「Role-based or feature-based installation」を選択して、「Next」をクリックします。
	(4) 本ガイドの構成は、Windowsサーバーは一台なので、そのまま「Next」をクリックします。
	(5) 「Web Server (IIS)」の先頭のチェックボックスをクリックします。
	(6) 「Add Features」をクリックします。
	(7) 「Next」をクリックします。
	(8) なにも選択せず、「Next」をクリックします。
	(9) 「Next」をクリックします。
	(10) デフォルトのまま、「Next」をクリックします。
	(11) 「Install」をクリックします。
	(12) http://127.0.0.1にアクセスして、IISが動作することを確認します。

	8.2.1.2. ADCSのインストール
	(1) IISと同様に、Win2012のServer Managerで、「Add roles and features」をクリックします。
	(2) 以下の画面までは「Next」をクリックして進めます。 以下の画面で、「Active Directory Certificate Service」の先頭のチェックボックスをクリックします。
	(3) 「Add Features」をクリックします。
	(4) 他は選択せず、「Next」をクリックします。
	(5) 何も選択せず、「Next」をクリックします。
	(6) 「Next」をクリックします。
	(7) 「Certification Authority」に加え、まず、「Certification Authority Web Enrollment」にチェックを入れます。
	(8) 「Add Features」をクリックします。
	(9) さらに「Networks device Enrollment Service」にもチェックを入れ、「Next」をクリックします。
	(10) 「Install」をクリックします。
	(11) 「Close」をクリックします。


	8.2.2. NDES用のアカウント設定
	(1) Win2012の「Administrative Tools」 → 「Active Directory Users and Computers」を開きます。
	(2) そのアカウントの「Member of」タブで「Add」をクリックし、「IIS_IUSRS」権限を加え、「OK」をクリックします。

	8.2.3. ADCSの設定
	8.2.3.1. CAの設定
	(1) Server Managerで警告を示すマークをクリックします。 「Configure Active Directory Certificate Service on the destination server」をクリックします。
	(2) 管理者権限を持つユーザーが選択されていることを確認して、「Next」をクリックします。
	(3) 「Network Device Enrollment Service」も同時にチェックを入れると、以下のように「Certification Authority」を先にインストールするように警告が出ますので、「Certification Authority」と「Certification Authority Web Enrollment」にだけチェックを入れて、「Next」をクリックします。
	(4) 「Enterprise CA」が選択された状態で、「Next」をクリックします。
	(5) 「Root CA」が選択された状態で、「Next」をクリックします。
	(6) 「Create a new private key」が選択された状態で、「Next」をクリックします。
	(7) 本ガイドではデフォルト値を使います。「Next」をクリックします。
	(8) 本ガイドでは、表示された値をそのまま使います。「Next」をクリックします。
	(9) 本ガイドではデフォルト値を使います。「Next」をクリックします。
	(10) 本ガイドではデフォルト値を使います。「Next」をクリックします。
	(11) 「Configure」をクリックします。
	(12) 「Close」をクリックします。
	(13) 続けてNDESの設定を行いますので、「Yes」をクリックします。

	8.2.3.2. NDESの設定
	(1) 管理者権限を持つユーザーが選択されていることを確認して、「Next」をクリックします。
	(2) 「Network device Enrollment Service」にチェックを入れて、「Next」をクリックします。
	(3) 「Select」をクリックします。
	(4) Panagentの認証が必要です。パスワードを入力して、「OK」をクリックします。
	(5) ACME\panagentが選択された状態で、「Next」をクリックします。
	(6) 本ガイドでは、Country/Region:で「JP(Japan)」を選択し、他はブランクのまま、「Next」をクリックします。
	(7) 本ガイドでは、デフォルト値を利用します。「Next」をクリックします。
	(8) 「Configure」をクリックします。
	(9) 「Close」をクリックします。

	8.2.3.3. NDESの動作確認
	(1) NDES設定を行ったWin2012へ到達できるIPアドレスを持つ端末　(例：w10-001) から、下記Linkへアクセスします。
	(2) panagentアカウントでログインします。
	(3) 以下のような画面が出力されれば、OKです。


	8.2.4. PA FirewallのSCEP設定
	8.2.4.1. サービスルートの変更
	(1) a)「Device」　→ b)「セットアップ」　→ c)「サービス」　→ d)「サービスルートの設定」で表示された画面で、e)のように、SCEPの送信元インターフェイスおよび送信元アドレスをeth1/2に変更します。 f)「OK」をクリックします。
	(2) 「コミット」を実施します。

	8.2.4.2. SCEPの設定
	(1) a)「Device」　→ 「証明書の管理」の下のb)「SCEP」　→ c)「追加」をクリックします。
	(2) a) 名前に「WIN2012_SCEP(任意)」と入力します。 ワンタイムパスワード(チャレンジ)： b) SCEPチャレンジで「ダイナミック」を選択します。 c) サーバーURLに「http://win2012.acme.com/certsrv/mscep_admin/」と入力します。 d) ユーザー名：「acme\panagent」と入力します。 e) パスワードおよび再入力パスワードに、panagentのパスワードを入力します。 設定： f) サーバーURLに「http://win2...

	8.2.4.3. ルート証明書が自動的にインポートされたことの確認
	8.2.4.4. 証明書プロファイルの設定
	(1) a)「Device」　→ 「証明書の管理」の下のb)「証明書プロファイル」　→c)「追加」をクリックします。
	(2) a) 名前に「WIN2012-CA-Profile(任意)」と入力します。 b) 「追加」をクリックして、c)「WIN2012_SCEP」を選択します。 d) 「OK」をクリックします。

	8.2.4.5. Portalの設定
	(1) 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブの「クライアント証明書」で、b)「SCEP」を選択し、 c)設定済みのSCEP設定：「WIN2012_SCEP」を選択します。
	(2) a)「アプリケーション」タブ→b)「クライアントの証明書ストアの検索」で「User」を選択します(*)。 c)「OK」をクリックします。
	(3) GlobalProtect Portalの設定を、「OK」をクリックして閉じます。

	8.2.4.6. Gatewayの設定
	(1) 「Network」タブ　→ GlobalProtectの下の「ゲートウェイ」　→ 設定済みの「External-Gateway」をクリック　 → a)「認証」タブ　→ b)証明書プロファイルで、「WIN2012-CA-Profile」を選択します。 c)「OK」をクリックします。
	(2) 同様の方法で、Internal-Gatewayにも、同じ証明書プロファイルを割り当てます。
	(3) 「コミット」を実施します。


	8.2.5. GP Agentからのログイン(1)
	(1) Trustに接続されたGP Agent (w10-001)
	(2) インターネットからアクセスしたGP Agent (w10-002)
	(3) インターネット側のGP Agent (w10-003)

	8.2.6. クライアント証明書配布の解除
	(1) 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブの「クライアント証明書」で、b)「None」を選択し、 c)「OK」をクリックします。
	(2) 「コミット」を実施します。

	8.2.7. GP Agentからのログイン(2)

	8.3. CRLによるクライアント証明書の失効管理
	8.3.1. CDPの設定
	8.3.1.1. CAの設定
	(1) Win2012のAdministration Toolsから「Certification Authority」を開きます。
	(2) 「acme-Win2012-CA」を右クリックし、「Properties」を選択します。
	(3) 「Extensions」タブで、「Add」をクリックします。
	(4) 「Location:」に、「http://win2012.acme.com/crld/」と入力し、「Variable:」で、以下の4ステップを行います。
	(5) 以下2つにチェックを入れます。
	(6) 一旦、「No」をクリックします。
	(7) 再度、「Extensions」タブで、「Add」をクリックします。
	(8) 「Location:」に、「\\win2012\crldist$\」と入力し、「Variable:」で、以下の4ステップを行います。 (「win2012」は、本ガイドのWin2012のコンピューター名です。)
	(9) 以下2つにチェックを入れます。
	(10) 一旦、「No」をクリックします。
	(11) 「ldap://〜」で始まるものを選んで、「Include in the CDP extension of issued certificates」のチェックを外します。 (デフォルトでは、クライアント証明書のCDP値に、これが書き込まれていますので、書き込まれないようにします。) 「Apply」をクリックします。
	(12) 「Yes」をクリックします。
	(13) Certification Authorityを閉じます。

	8.3.1.2. IISの設定
	(1) Win2012のAdministration Toolsから「Internet Information Services (IIS) Manager」を開きます。
	(2) 「Win2012」を展開　→ 「Sites」を展開して表示された「Default Web Site」を右クリックして、「Add Virtual Directory」を選択します。
	(3) 「Alias:」に「CRLD」と入力し、「Physical path:」の「…」をクリックします。
	(4) 「Windows (C:)」を選択し、「Make New Folder」をクリックして、「CRLDist」フォルダを生成します。
	(5) 「OK」をクリックします。
	(6) 「CRLD」が選択された状態で、「Directory Browsing」をクリックします。
	(7) 画面右の「Enable」をクリックします。
	(8) 「CRLD」が選択された状態で、「Configuration Editor」をクリックします。
	(9) a) Section:で「system.webServer/security/requestFiltering」を選択　→ b)「allowDoubleEscaping」を「True」に変更して、c)「Apply」をクリックします。

	8.3.1.3. フォルダの設定
	(1) File Explorerを開き、C:ドライブ直下の「CRLDist」を右クリックし、「Properties」を選択します。
	(2) a)「Sharing」　→ b)「Advanced Sharing」で表示された画面で、c)「Share this folder」にチェック　→ d)CRLDistの末尾に$を入力します。 e)「Permissions」をクリックで表示された画面で、g)「Add」をクリックします。
	(3) a)「Object Types」をクリックして表示された画面で、b)「Computers」を選択します。
	(4) a)「Enter the object names to select」の下に「Win2012」と入力し、b)「OK」をクリックします。
	(5) a)「Win2012$」を選択して、b)「Full Control」にチェックを入れ、c)「OK」をクリックします。
	(6) 全て「OK」 → 「Close」 をクリックして、フォルダ設定を終了します。


	8.3.2. CRLの発行
	(1) Win2012のAdministration Toolsから「Certification Authority」を開きます。
	(2) 「acme-Win2012-CA」の下の「Revoked Certificates」を右クリック　→ 「All Tasks」　→ 「Publish」を選択します。
	(3) 「New CRL」が選択された状態で、「OK」をクリックします。
	(4) File Explorerで「C：\CRLDist」フォルダを開くと、以下のようなCRLファイルが生成されて入ればOKです。 (まだクライアント証明書を失効させていないので、現時点ではCRLリストは空です。)

	8.3.3. クライアント証明書の再発行
	(1) クライアント証明書を持つクライアントPCへログインします。(w10-001〜w10-003)
	(2) 例：Chromeブラウザ → 「設定」　→ 「詳細設定」　→ 「証明書の管理」で表示された画面で、「Personal」タブをクリックし、SCEPにより個別に発行されたクライアント証明書を削除します。
	(3) SCEPでクライアント証明書を再発行します。 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブの「クライアント証明書」で、b)「SCEP」を選択し、 c)設定済みのSCEP設定：「WIN2012_SCEP」を選択します。
	(4) 各クライアントPC(w10-001〜w10-003)のGP Agentで、Portalへ再ログインします。
	(5) 再取得したクライアント証明書のCDPが、以下のように「URL=http://」になります。
	(6) SCEPによるクライアント証明書の再発行を停止します。 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブの「クライアント証明書」で、b)「None」を選択し、 c)「OK」をクリックします。

	8.3.4. 証明書プロファイルのCRL設定
	(1) 「Device」タブ→ 「証明書の管理」の下の「証明書プロファイル」で表示された、設定済みの「WIN2012-CA-Profile」をクリックします。
	(2) a)「CRLの使用」にチェックを入れ、b)「OK」をクリックします。
	(3) 「コミット」を実施します。

	8.3.5. クライアント証明書の失効とCRLの発行
	(1) Win2012のAdministration Toolsから「Certification Authority」を開きます。
	(2) 「acme-Win2012-CA」の下のa)「Issued Certificates」をクリックします。 b)「Issued Common Name」が「w10-003」で最新のものを右クリック　→ c)「All Tasks」 → d)「Revoke Certificate」を選択します。
	(3) 「Yes」をクリックします。
	(4) 「acme-Win2012-CA」の下の「Revoked Certificates」を右クリック　→ 「All Tasks」　→ 「Publish」を選択します。
	(5) 「New CRL」が選択された状態で、「OK」をクリックします。
	(6) ［確認のみ］　File Explorerで「C:\CRLDist」フォルダのa)「acme-Win2012-CA.crl」をダブルクリックで開きます。 b)「Revocation List」タブ　→「Revoked Certificates」下のc)をクリック　→ d)「Serial Number」をクリックすると、e)で失効したクライアント証明書のシリアル番号を確認できます。

	8.3.6. GP Agentからのアクセス
	(1) w10-001は、Internal Gatewayにログインできています。
	(2) w10-002は外部からExternal-Gatewayに接続できています。
	(3) w10-003のクライアント証明書は失効しているので、External-Gatewayに接続できません。

	8.3.7. PA FirewallのCLIコマンド
	(1) 取得したCRLの確認
	(2) 取得したCRLキャッシュの消去


	8.4. OCSPによるクライアント証明書の失効管理
	8.4.1. Online Responderのインストール
	(1) IISと同様に、Win2012のServer Managerで、「Add roles and features」をクリックします。
	(2) 以下の画面までは「Next」をクリックして進めます。 以下の画面で、「Active Directory Certificate Services」の下の「Online Responder」を選択します。
	(3) 「Add Features」をクリックします。
	(4) 何も選択せず、「Next」をクリックします。
	(5) 「Install」をクリックします。
	(6) 「Configure Active Directory Certificate Services on the destination server」をクリックします。
	(7) 「Next」をクリックします。
	(8) 「Online Responder」にチェックを入れ、「Next」をクリックします。
	(9) 「Configure」をクリックします。
	(10) 「Close」をクリックします。
	(11) ［確認のみ］　「Administrative Tools」 → 「Internet Information Services (IIS) Manager」を開きます。 「Win2012」 → 「Sites」 → 「Default Web Site」の下に、「ocsp」が存在することを確認します。

	8.4.2. CAのテンプレート設定
	(1) Win2012の「Administrative Tools」 → 「Certification Authority」を開きます。 「acme-Win2012-CA」の下の「Certificate Templates」を右クリック　→ 「Manage」 を選択します。
	(2) 「OCSP Response Signing」を右クリック　→ 「Properties」を選択します。
	(3) 「Security」タブで、「Add」をクリックします。
	(4) 「Object Types」をクリックします。
	(5) 「Computers」にチェックを入れて、「OK」をクリックします。
	(6) 「Win2012」を選択して、「OK」をクリックします。
	(7) 「Win2012」が選択された状態で、「Enroll」と「Autoenroll」にチェックを入れ、「OK」をクリックします。
	(8) 「acme-Win2012-CA」の下の「Certificate Templates」を右クリック　→ 「New」　→ 「Certificate Template to Issue」を選択します。
	(9) 「OCSP Response Signing」を選択して、「OK」をクリックします。
	(10) 「OSCP Response Signing」が、「Certificate Templates」に加わります。

	8.4.3. OCSP ResponderのRevocation設定
	(1) Win2012の「Administrative Tools」 → 「Online Responder Management」を開きます。 「Online Responder: Win2012.acme.com」の下の「Revocation Configuration」を右クリック　→ 「Add Revocation Configuration」を選択します。
	(2) 「Next」をクリックします。
	(3) 名前に「OCSP001(任意)」と入力し、「Next」をクリックします。
	(4) 「Select a certificate for an Existing enterprise CA」を選択して、「Next」をクリックします。
	(5) 「Browse」をクリックして現れた画面で、「acme-Win2012-CA」が選択された状態で、「OK」をクリックします。
	(6) 「Next」をクリックします。
	(7) 「Automatically select a signing certificate」が選択された状態で、「Next」をクリックします。
	(8) 「Provider」をクリックします。
	(9) 検証用に、「Refresh CRLs based on their validity periods」のチェックを外して、最短の5分に変更し、「OK」をクリックします。(デフォルトでは、証明書を失効しても2日間程度反映されないため。)
	(10) 「Finish」をクリックします。
	(11) 設定した「OCSP001」が、「Working」となったことを確認します。
	(12) 「Revocation Configuration」　→ 「OCSP001」を右クリック　→ 「Edit Properties」を選択します。
	(13) 「Signing」タブ　→ 「Enable NONCE extension support」にチェックを入れ、「OK」をクリックします。

	8.4.4. 証明書プロファイルのOCSP設定
	(1) 「Device」タブ→ 「証明書の管理」の下の「証明書プロファイル」で表示された、設定済みの「WIN2012-CA-Profile」をクリックします。
	(2) a)「CRLの使用」のチェックを外し、「OCSPの使用」にチェックを入れます。 b)「WIN2012_SCEP」をクリックして表示された画面で、 c)「デフォルトOSCP URL」に「http://win2012.acme.com/ocsp」と入力し、d)「OK」をクリックします。
	(3) 「コミット」を実施します。

	8.4.5. GP Agentからのアクセス
	(1) w10-001とw10-002は接続できることを確認します。
	(2) CRLと同様に、W10-003は失効しているので、接続できないことを確認します。

	8.4.6. PA FirewallのCLIコマンド
	(1) 取得したOCSPの状態確認
	(2) 取得したOCSPキャッシュの消去


	8.5. 新規ユーザーだけにクライアント証明書を配布する方法
	8.5.1. Active Directoryに新グループを追加
	(1) Win2012の「Administrative Tools」 → 「Active Directory Users and Computers」を開きます。
	(2) Group Nameに「Newly-Hired(任意)」と入力し、「OK」をクリックします。

	8.5.2. グループマッピングの追加
	(1) PA Firewallの「Device」タブ　→ 「ユーザーID」　→ 「グループマッピング設定」タブで表示された、設定済みの「dc-for-group-mapping」をクリックします。 a)「許可リストのグループ化」　→ 「DC=acme, DC=com」を展開　→ 「cn=users」を展開し、b)「cn=newly-hired」を選択　→ c) [+]をクリックして、d)の状態にします。e)「OK」をクリックします。
	(2) 「コミット」を実施します。

	8.5.3. Portalの設定
	(1) 「Network」タブ　→ GlobalProtectの下の「ポータル」　→ 設定済みの「Portal」をクリック　→ a)「エージェント」タブ　→ b)設定済みの「GP-Agent」の先頭にチェックを入れ、c)「コピー」をクリックします。
	(2) a)「認証」タブで、b)名前を「GP-Agent_for_NH(任意)」に変更します。 b)「SCEP」を選択して、d)設定済みの「WIN2012_SCEP」を選択します。
	(3) a)「ユーザー/ユーザーグループ」タブで、b) 「ユーザー/ユーザーグループ」の下で「acme\newly-hired」を選択します。c)「OK」をクリックします。
	(4) a)「GP-Agent_for_NH」の先頭にチェックを入れて、b)「上へ」をクリックして、上部へ移動します。 c)「OK」をクリックします。
	(5) 「コミット」を実施します。

	8.5.4. 新規ユーザーを「Newly-Hired」グループに入れる
	(1) Win2012の「Administrative Tools」 → 「Active Directory Users and Computers」を開きます。
	(2) a)「Member Of」タブで、b)「Add」をクリック　→ c)「Newly-Hired」を追加して、d)「OK」をクリックします。

	8.5.5. GP Agentからのアクセス
	(1) Active Directoryの設定を即時反映させたい場合は、PA Firewallで下記のコマンドを実行します。 (先の設定で、グループマッピング設定を60秒に設定していれば、1分で反映されます。)
	(2) w10-004 (Newly-Hiredグループのメンバー) からアクセスします。 個別のクライアント証明書が発行されることを確認します。
	(3) w10-002がクライアント証明書を保持している場合は削除します。 w10-002からアクセスします。 「Newly-Hired」グループではないため、クライアント証明書が配布されないので、接続できません。
	(4) 新入社員(本ガイドではw10-004)へのクライアント証明書配布完了を確認した後は、Active Directoryで、w10-004から「Newly-Hired」グループを削除する、という運用は必要です。



	9. ワンタイムパスワード認証の設定
	9.1. Google Authenticatorのインストール
	9.2. OTPサーバーのインストールと設定
	9.2.1. サーバーの初期設定
	(1) 下記のRCDevsのWebサイトLinkから、OTPサーバーの仮想マシンイメージをダウンロードします。
	(2) 本ガイドでは、社内LAN-B(サブネット：10.10.222.0/24)にこの仮想マシンを展開します。
	(3) 起動後、コンソール画面で、以下の通り設定します。

	9.2.2. WebADMの設定
	9.2.2.1. WebADMの初期設定
	(1) https://10.10.222.201　へ、到達可能なPCからアクセスします。
	(2) WebADMに、以下の値を使ってログインします。
	(3) ログイン直後の画面です。 画面下方にある「Create default containers and objects」をクリックします。
	(4) 「OK」をクリックします。
	(5) 「logout」をクリックして、一旦logoutします。
	(6) 今度は、ADの管理者UsernameとPasswordでログインします。
	(7) 「Admin」タブをクリックします。
	(8) Local Domainsをクリックします。
	(9) 「CN=Default, CN=Domains〜」をクリックします。
	(10) Object Nameに「acme」と入力して「Rename」をクリックします。
	(11) Adminタブをクリックして、以下の状態(先頭がCN=acme)に変化したことを確認します。
	(12) 「Applications」タブをクリックします。 「MFA Authentication Server (OpenOTP)の下　→ 「Status: Not Registered」の右横の「REGISTER」をクリックします。
	(13) 「Status: Enabled」に変わります。

	9.2.2.2. OTPの有効化
	(1) まず、w10-001でOTPが使えるようにします。「CN=w10 001」をクリックします。
	(2) 「User Activated:」の右横の「Activate Now!」をクリックします。
	(3) 「Proceed」をクリックします。
	(4) 「Extend Object」をクリックします。
	(5) 「MFA Authentication Server」をクリックします。
	(6) 「Register / Unregister OTP Tokens」をクリックします。
	(7) 「I use a QRCode-based Authenticator (Event-based)」を選択します。 表示されたQRコードを、スマートデバイスのGoogle Authenticatorでスキャンします。 (［例：iOSの場合］　上段の［+］をクリックして、下段に表示された「バーコードをスキャン」をクリックします。) QRコードスキャンが終わったら、「Register」をクリックします。
	(8) 「OK」をクリックします。
	(9) 「OK」をクリックします。

	9.2.2.3. OTPの動作確認
	(1) 「CN=w10 001」をクリック　→ 「MFA Authentication Server」をクリックします。
	(2) スクロールダウンして、下方の「Test User Authentication」をクリックします。
	(3) スマートデバイス(例：iOS)のGoogle Authenticatorを開き、 をクリックして表示された数字がOTPです。
	(4) 「LDAP Password」と「OTP Password」を入力し、「Start」をクリックします。
	(5) 「Success」と表示されれば、Google Authenticatorと同期できています。
	(6) 既述の「OTPの有効化」を繰り返して、他ユーザー(w10-002〜w10-004)もOTPが使えるようにします。 (Google Authenticatorは、一つのアプリで複数のユーザーを登録できます。)



	9.3. RADIUS認証の設定
	9.3.1. サービスルートの変更
	(1) a)「Device」　→ b)「セットアップ」　→ c)「サービス」　→ d)「サービスルートの設定」で表示された画面で、e)のように、Radiusの送信元インターフェイスおよび送信元アドレスをeth1/2に変更します。 f)「OK」をクリックします。
	(2) 「コミット」を実施します。

	9.3.2. RADIUSサーバープロファイルの設定
	(1) a)「Device」タブ　→ b)「RADIUS」　→ c)「追加」をクリックします。
	(2) a)プロファイル名に「RADIUS-OTP(任意)」と入力します。 b)認証プロトコルで「PAP」を選択します。 c)「追加」をクリックします。 d)名前に「OTP-Server(任意)」、RADIUS Serverに「10.10.222.201」、シークレットに「testing123」と入力します。

	9.3.3. 認証プロファイルの設定
	(1) a)「Device」　→ b)「認証プロファイル」　→ c)「追加」をクリックします。
	(2) a)名前に「Auth-Profile01(任意)」を入力します。 「認証」タブで、 b)タイプは「RADIUS」を選択します。 c)サーバープロファイルは設定済みの「RADIUS-OTP」を選択します。 d)ドメインに「acme」と入力します。
	(3) a)「詳細」タブ　→ 許可リストのb)「追加」をクリックします。 c)グループマッピングの「許可リストのグループ化」で指定したグループ「domain users」を選択します。 d)「OK」をクリックします。

	9.3.4. External Gatewayの認証設定の変更
	(1) 「Network」タブ　→ GlobalProtectの下の「ゲートウェイ」　→設定済みの「External-Gateway」をクリックします。 a)「認証」タブ　→ b)設定済みの「ADAuth」をクリックします。
	(2) a)名前に「RADIUS-OTP(任意)」と入力し、b)認証プロファイルは設定済みの「RADIUS-OTP-Profile」を選択します。 c)「OK」をクリックします。
	(3) 「コミット」を実施します。


	9.4. GP Agentからのアクセス
	(1) 　OTP登録したユーザー名を持つクライアントPCからGP Agentで再アクセスします。
	(2) 以下のように、「Enter your TOKEN password」メッセージが出るので、Google AuthenticatorのOTPを入力し、「OK」をクリックします。
	(3) 接続できれば、OTPは正しく設定できています。

	9.5. 外部からの接続はパスワードとOTP両方の入力を強制する設定
	(1) 「Network」タブ　→ GlobalProtectの下の「Portal」　→ 設定済みの「Portal」をクリック　→ 「エージェント」タブ　→ 設定済みの「GP-Agent」をクリックで表示されるa)「認証」タブを開きます。 「ダイナミック　パスワード　(2要素認証) を必要とするコンポーネント」の下のb)「外部ゲートウェイ-」で始まる2つにチェックを入れます。c)「OK」をクリックします。
	(2) 「コミット」を実施します。
	(3) 外部のクライアントPC(例：w10-002)からアクセスすると、以下のように、External-Gatewayが、パスワードの入力を求めてくるようになります。(この後、OTP(TOKEN)の入力を要求する画面に遷移します。)
	(4) 内部のクライアント(例：w10-001)では、いままで通り、認証情報の入力を要求されることなくInternal-Gatewayに接続できます。

	9.6. VPNの再接続時に一定時間はOTPの再入力を必要としない設定
	(1) 「Network」タブ　→ GlobalProtectの下の「ゲートウェイ」　→設定済みの「External-Gateway」をクリックします。 a) 「エージェント」タブ　→ b)「クライアントの設定」タブ　→ c)設定済みの「Auth-Override」をクリックします。 d) 「クッキーを生成して認証上書き」＆「クッキーを受けいれて認証上書き」の両方にチェックを入れます。 e) Cookie有効期間は、検証用に5分に設定します。 f) PA Firewallで生成した証明書を一つ(こ...
	(2) 認証が成功したクライアントPCから、5分以内に再認証を実施します。 「パスワードの入力を要求されない」ことを確認します。
	(3) 認証が成功したクライアントPCから、5分経過後に再認証を実施します。 「パスワードの入力を要求される」ことを確認します。


	10. macOSからの接続
	10.1. GP Agent (v4.1.10) のダウンロードとインストール
	(1) WebブラウザでGP Portal：「gp011.japaneast.cloudapp.azure.com」へHTTPSでアクセスし、ログインします。
	(2) Mac用のGP Agentをクリックすると、ダウンロードが始まります。
	(3) ダウンロードしたGlobalProtect.pkgファイルを展開すると、インストールが始まります。 「Continue」をクリックします。
	(4) 「Continue」をクリックします。 (Uninstallしたい場合にも、このpkgファイルから実施できます。)
	(5) 「Install」をクリックします。
	(6) ここで、インストール権限を持つユーザーのパスワード入力を求められます。 その後、インストールが開始されます。

	10.2. Portal & Gatewayへのアクセス
	10.2.1. External Gatewayへのログイン
	(1) 表示された以下のGP Agentの画面で、a) PortalのFQDN：「gp011.japaneast.cloudapp.azure.com」を入力します。 b) 「Connect」をクリックします。
	(2) Active Directoryに登録されているユーザー名とパスワードを入力し「Sign In」をクリックします。
	(3) OTPトークンを入力して、「OK」をクリックします。
	(4) 接続された状態です。
	(5) ［確認のみ］GP Agentの右上にある  をクリックして、「Settings」を選択します。
	(6) macOSのキーチェーンアクセスを開きます。 「Newly-Hired」グループのメンバーなので、このユーザー個別のクライアント証明書が発行されています。
	(7) Portalに設定したルート証明書も発行されています。

	10.2.2. Internal Gatewayへのログイン
	(1) 最初にPortalへログインする際に、UsernameとPasswordを入力したので、社内LANでの接続では、UsernameとPasswordを入力することなく、自動的に接続されます。
	(2) 「Connection」タブをクリックして、Internal-Gatewayである「trust.acme.com」のAuthenticatedが「Yes」であることを確認します。


	10.3. クライアント証明書の失効
	(1) ユーザー：mac-001を「Newly-Hired」グループから外し、ADCSでクライアント証明書を失効させます。
	(2) GP Agentから再接続すると、接続に失敗し、クライアント証明書が無効であることを示すメッセージが出力されます。


	11. User-IDでアクセス制御
	11.1. ユーザー名でアクセス制御
	(1) VPNから内部DNSへ到達するためのセキュリティポリシーを追加します。 「Policies」タブ → 「セキュリティ」で表示されたセキュリティーポリシーに、「VPN-to-Trust-DNS」の行を「VPN-to-Trust」の上に追加します。
	(2) 「VPN-to-Trust」ポリシーへ、「w10-002」と「w10-003」だけ、内部サーバーに到達させる設定を行います。 「VPN-to-Trust」をクリックします。 a)「ユーザー」タブ　→ b)「追加」をクリック　→c)「送信元ユーザー」で、例えば”w10”と入力すると、その文字を持つユーザーの一覧が表示されます。
	(3) a) 「acme\w10-002」と「acme\w10-003」を追加して、b)「OK」をクリックします。
	(4) 「VPN-to-Trust」のセキュリティポリシーの「ユーザー」列に2つのユーザーが追加された状態です。
	(5) 「interzone-default」のをクリックして、拒否されたログが出力されるようにしておきます。
	(6) 「コミット」を実施します。
	(7) 外部のw10-002, w10-003はWin2012のIIS 「http://win2012.acme.com」に到達できますが、w10-004は到達できないことを確認します。 (Webブラウザのキャッシュが表示される場合があるので、ブラウザのリロードボタンで確認してください。)
	(8) 「Monitor」タブ　→ 「トラフィック」で、w10-002, w10-003はallow、w10-004はdenyであることを確認します。

	11.2. グループでアクセス制御
	11.2.1. Active Directoryの設定
	(1) Win2012の「Administrative Tools」 → 「Active Directory Users and Computers」を開きます。
	(2) Group Nameに「group-A(任意)」と入力し、「OK」をクリックします。
	(3) 同様に、「group-B(任意)」も設定します。
	(4) ユーザーをグループのメンバーにします。グループ割り当ては以下とします。 group-A: w10-001, w10-002 group-B: w10-003, w10-004

	11.2.2. PA Firewallの設定
	(1) PA Firewallの「Device」タブ　→ 「ユーザーID」　→ 「グループマッピング設定」タブで表示された、設定済みの「dc-for-group-mapping」をクリックします。 a)「許可リストのグループ化」　→ 「DC=acme, DC=com」を展開　→ 「cn=users」を展開し、b)「cn=group-a」を選択　→ c) [+]をクリック、同様に「cn=group-b」も追加して、d)の状態にします。e)「OK」をクリックします。
	(2) 「コミット」を実施します。
	(3) 「VPN-to-Trust」ポリシーへ、「group-B」だけ、内部サーバーに到達させる設定を行います。 「VPN-to-Trust」をクリックします。 a)「ユーザー」タブ　→ b)「追加」をクリック　→c)「送信元ユーザー」で「acme\group-b」のみを追加します。 (前項で設定したユーザーは削除してください。)
	(4) 「VPN-to-Trust」のセキュリティポリシーの「ユーザー」列に「group-b」だけが追加された状態です。
	(5) 「コミット」を実施します。
	(6) 外部のw10-002〜w10-004のクライアントPCから、Win2012のIIS 「http://win2012.acme.com」にアクセスします。 「group-B」である外部のw10-003, w10-004は到達できますが、「group-A」のw10-002は到達できないことを確認します。(Webブラウザのキャッシュが表示される場合があるので、ブラウザのリロードボタンで確認してください。)
	(7) 「Monitor」タブ　→ 「トラフィック」で、w10-003, w10-004はallow、w10-002はdenyであることを確認します。



	12. Host Information Profileで制御
	12.1. HIP検証用の事前設定
	12.2. HIPオブジェクトとHIPプロファイルの設定
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