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• �!���! �� �!�����ping�
�������������
(Network > Network Profiles > Interface Mgmt) 	
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• �	�������
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(Network > Zones) �
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �"�#������� (Network > Interfaces)
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• ethernet1/1 �����	����� (Network > Interfaces)
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• ethernet1/1 �'�(%������ (Network > Interfaces)
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• ethernet1/1 �!�"������� (Network > Interfaces)
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• ethernet1/1 �*"+&��!��� (Network > Interfaces)
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• �����	������ PPPoE ����� (Network > Interfaces)
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• �����������������
���	�� (Policies > Security)
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•  -$.(%&����
NAT*+".��� (Policies > NAT)
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• PPPoE��	���'#� (Monitor > Logs > System)
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• PPPoE �����������-$� (Monitor > Logs > Traffic)
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• �!���! �� �!�����ping�
�������������
(Network > Network Profiles > Interface Mgmt) 	
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• �	�������
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(Network > Zones) �
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• ���� (DMZ) ������������
���	��
(Network > Zones) �
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �"�#������� (Network > Interfaces)
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• ethernet1/2 ��
����	��� (Network > Interfaces)
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• ethernet1/2 ��
����	��� (Network > Interfaces)
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• ethernet1/2 �"�#������� (Network > Interfaces)
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• ethernet1/1 �����	����� (Network > Interfaces)
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• ethernet1/1 �'�(%������ (Network > Interfaces)
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• ethernet1/1 �!�"������� (Network > Interfaces)
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• ethernet1/1 �*"+&��!��� (Network > Interfaces)
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• �����	������ PPPoE ����� (Network > Interfaces)
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���	�� (Policies > Security)
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• ��→DMZ'3.��DNS���*&01+%/1(3 �� (Policies > Security)
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• ��→DMZ$0+��DNS���'#-.(",.%0��� (Policies > Security)
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• ��→Web/FTP'3.��DNS���*&01+%/1(3 �� (Policies > Security)
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• ��→Web/FTP$0+��DNS���'#-.(",.%0��� (Policies > Security)
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• DNS*91→�������-(46.'36+9!�	 (Policies > Security)
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• Web/FTP*91→�������-(46.'36+9!�	 (Policies > Security)
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• 	��
�������� (Policies > Security)
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•  -$.(%&����
NAT*+".��� (Policies > NAT)
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• DMZ��� � DNS�!�	 NAT���!�
� (Policies > NAT)
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• DMZ��� �Web/FTP�!�	 NAT���!�
� (Policies > NAT)
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• NAT���	���� (Policies > NAT)
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• PPPoE��	���'#� (Monitor > Logs > System)
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• 	���DMZ��DNS%3,��������2$� (Monitor > Logs > Traffic)

�� IP *1'�%3,� IP *1'������
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• 	���DMZ��Web/FTP%3,��������2$� (Monitor > Logs > Traffic)

�� IP *1'�%3,� IP *1'������
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• DMZ��DNS *%��	����������)�� (Monitor > Logs > Traffic)

��� IP�$(!� Static NAT 	� IP�$(!������
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• ����DMZ��DNS����
�������� (Monitor > Logs > Traffic)
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@. 
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• �!���! �� �!�����ping�
�������������
(Network > Network Profiles > Interface Mgmt) 	
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• �	�������
�	������(������)�������������
(Network > Zones) �
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• ���� (DMZ) ������������
���	��
(Network > Zones) �
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• PPPoE�����	� � ”untrust-vr” ��
��DMZ�������IP��
�����Static Route��� (Network > Virtual Routers) �
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• ����������� ”default” �����������
Static Route�	�
(Network > Virtual Routers) �
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �"�#������� (Network > Interfaces)
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• ethernet1/2 ��
����	��� (Network > Interfaces)
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• ethernet1/2 ����	����� (Network > Interfaces)
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• ethernet1/2 �"�#������� (Network > Interfaces)
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• ethernet1/1 ���������
� (Network > Interfaces)
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• ethernet1/1 �'�(%������ (Network > Interfaces)
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• ethernet1/1 �!�"������� (Network > Interfaces)
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• ethernet1/1 �*"+&��!��� (Network > Interfaces)
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• �����	������ PPPoE ����� (Network > Interfaces)
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• �����������������
���	�� (Policies > Security)
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• ��→DMZ'3.��DNS���*&01+%/1(3 �� (Policies > Security)
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• ��→DMZ$0+��DNS���'#-.(",.%0��� (Policies > Security)

$0+�	IP!*/& ��

���,0) �������
��
������

�
�
�
1

�
�
�
2

�
�
�
3

�
�
�
4

�
�
�
5

�
�
�
6



*&01+%/1(3��

77 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• ��→Web/FTP'3.��DNS���*&01+%/1(3 �� (Policies > Security)
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• ��→Web/FTP$0+��DNS���'#-.(",.%0��� (Policies > Security)
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• DNS*91→�������-(46.'36+9!�	 (Policies > Security)
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• Web/FTP*91→�������-(46.'36+9!�	 (Policies > Security)
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• 	��
�������� (Policies > Security)
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• ,<1=523	����NAT8:/=#�
 (Policies > NAT)
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• NAT���	���� (Policies > NAT)
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• PPPoE��	���'#� (Monitor > Logs > System)
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• ����DMZ��DNS!/(��������. � (Monitor > Logs > Traffic)
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• ����DMZ��Web/FTP!/(��������. � (Monitor > Logs > Traffic)
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• DMZ��DNS"0)��	����������/!� (Monitor > Logs > Traffic)

NAT����������� IP�'.$��,#(-���
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• ����DMZ��DNS!/(��������. � (Monitor > Logs > Traffic)
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• ���!&8,90-. �������6)�: (Monitor > Logs > Traffic)
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• ���"&8,90-. �������7)�; (Monitor > Logs > Traffic)
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• �"���"!��!�"������ping�������� ������
(Network > Network Profiles > Interface Mgmt) 
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• �
���������
������(�������)������������
(Network > Zones) 	
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• VPN	����������
��
(Network > Zones) �
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• ��� ��	 #�#(default)����(VPN�) 
��������!#����
Static Route��� (Network > Virtual Routers > default > Static Routes > Add) �
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• ethernet1/3 	����
	���� (Network > Interfaces)
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• ethernet1/3 	����
	���� (Network > Interfaces)
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• ethernet1/3 �#�$������� (Network > Interfaces)
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• ethernet1/1 	����
	���� (Network > Interfaces)
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• ethernet1/1 �)!*'������ (Network > Interfaces)
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• ethernet1/1 �#�$ ������ (Network > Interfaces)
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• ethernet1/1 �+#,'��!��� (Network > Interfaces)
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• tunnel 	���
	���� (Network > Interfaces > Tunnel)
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• tunnel ����������� (Network > Interfaces > Tunnel)

Tunnel ��������� IP ������	
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• tunnel 
�����
��� (Network > Interfaces > Tunnel)
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• loopback �!�"������� (Network > Interfaces > Loopback)

Tunnel �!�"����������� ���"!����!�
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• loopback �#�$������ (Network > Interfaces > Loopback)
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• loopback �)!*%����� (Network > Interfaces > Loopback)
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• 	����
	����� PPPoE ����� (Network > Interfaces)
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• IKE Gateway (Network > Network Profiles > IKE Gateways)
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• IPSec Tunnel (Network > IPSec Tunnels)
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• ��������	������������
�� (Policies > Security)
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• ��������VPN
������������	�� (Policies > Security)
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• ��������VPN
������������	�� (Policies > Security)
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• 
������	����� (Policies > Security)
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• !/&0*'(�����NAT,-#0��� (Policies > NAT)
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• NAT
������ (Policies > NAT)
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• PPPoE��	���'"� (Monitor > Logs > System)
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• VPN��
�% � (Monitor > Logs > System)
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• ��� ������	�� ����������� (Monitor > Logs > Traffic)
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• �	����� ����� ����������� (Monitor > Logs > Traffic)
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• �$��!$#
�#�$������ping��������"��� ��
(Network > Network Profiles > Interface Mgmt) �
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• ��������
��������(�������)
������������
(Network > Zones) �
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• VPN��	�����������
(Network > Zones) 
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• ��� ��	 "�"(default)����(VPN�)�������!"���Static Route
��� (Network > Virtual Routers) �
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• ethernet1/3 ��������
�� (Network > Interfaces)
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• ethernet1/3 ��������
�� (Network > Interfaces)
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• ethernet1/3 �$�% ����
� (Network > Interfaces)


�
�
&



�
�
'



�
�
(



�
�
)



�
�
*



�
�
+

����#%�����ICMP�����	�����
�
(�!�"$)



���� �	����������������

131 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• ethernet1/1 ��������
�� (Network > Interfaces)
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• ethernet1/1 �*"+(��!��� (Network > Interfaces)
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• ethernet1/1 �$�%!������ (Network > Interfaces)
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• ethernet1/1 �,$-(��#��� (Network > Interfaces)
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• tunnel �������
�� (Network > Interfaces > Tunnel)
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• tunnel �'�( ������ (Network > Interfaces > Tunnel)
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• tunnel ���������
� (Network > Interfaces > Tunnel)

ICMP �	�����
� (�����)
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• ��������
��	 PPPoE ����� (Network > Interfaces)
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• IKE Gateway (Network > Network Profiles > IKE Gateways)
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• IPSec Tunnel (Network > IPSec Tunnels)

Network > Network Profiles > Monitor
VPN�
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• ���������
������������	� (Policies > Security)
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• ��������VPN
������������	�� (Policies > Security)
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• ��������VPN
������������	�� (Policies > Security)
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• �
��	�������� (Policies > Security)
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• #0'1+()����NAT-.%1��� (Policies > NAT)
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• NAT
�	����� (Policies > NAT)
�
�
�


�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�



	�/ ��� PPPoE 
�($

147 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• PPPoE��
�� ($� (Monitor > Logs > System)
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• VPN	���&"� (Monitor > Logs > System)
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• �	����� ����� ����������� (Monitor > Logs > Traffic)
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• ��� ������	�� ����������� (Monitor > Logs > Traffic)
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;* ��

PPPoE
97

~MTU �X�H�GV?���1454�
~PPPoE65��Qns^zoPRRL
<NF?
~GlobalProtectt�jz/c�o\][!0X�$GV PPPoE[}j�s][hOQ�H�+(O
IPYp{hX4�FK�E@?

IP�

~�&#�OB@K�$GV CA5��>PAPGlobalProtectt�jz/c�o\][$e�q5��
Q>-/L�$FK@V5��e�rhNML'2EWJSPXD�$�E@?
~�&#�LQ GlobalProtectax[Y}o5��X�$F>�.ax[Y}oP"��k]laX2A
 OFK�E@?
~�&#�LQ|�_zv�fDBLQNC ActiveDirectoryTLDAPNMv�f65�)OUVv�f
65X2A ��FK�E@?

=�#�OB@KQ>	,1�:�TURLsZzjy}bWildFireNM>83Ni`uymZ!0X�H4�~D�$�E@?

4
�
�
�

4
�
�
�

4
�
�
�

4
�
�
�

4
�
�
�

4
�
�
�



GlobalProtect
 ����	�

154 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• CA���, Portal, �������,�������
�������	�
(Device > Certificate Management > Certificates > Generate)
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• 
����������
(Device > Certificate Management > Certificate Profile > Add) 	
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• GP Portal, ��GW, ��GW��SSL��	�� ���
������
(Device > Certificate Management > SSL/TLS Service Profile > Add) �
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• ��
���	��
(Device > local User Database > Users > Add) �
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• ��
�������	��
(Device > local User Database > User Groups > Add) �
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• GlobalProtect��������
��	��
(Device > Authentication Profile > Add) �
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• �!���! �� �!�����ping�
�������������
(Network > Network Profiles > Interface Mgmt) 	
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• ��$!#)+�, ��$!#)+�, GP�'��*#��%("��+*��

(Network > Zones)
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �"�#������� (Network > Interfaces)
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• ethernet1/1 �����	����� (Network > Interfaces)
�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�



��# !&(�	�'�(%�����

166 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• ethernet1/1 �'�(%������ (Network > Interfaces)
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• ethernet1/1 !/&0+"!%��� (Network > Interfaces)
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• ethernet1/1 �*"+&��!��� (Network > Interfaces)
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• tunnel 
����
�	�� (Network > Interfaces > Tunnel)
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• tunnel ���������� (Network > Interfaces > Tunnel)
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• tunnel ��������	�� (Network > Interfaces > Tunnel)
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• DHCP%0+��� (Network > DHCP > DHCP Server > Add)
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• DNS Proxy �
� (Network > DNS Proxy > Add)
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• GP �����	� (Network > GlobalProtect > Portals > Add)

PPPoE����LAN IF�IP�����	�
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• GP ������� (Network > GlobalProtect > Portals)
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• GP ������� (Network > GlobalProtect > Portals)
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• GP ������� (Network > GlobalProtect > Portals)
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• GP ����	�� (Network > GlobalProtect > Portals)
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• GP =C7?)�� (Network > GlobalProtect > Portals)

GlobalProtect ��5C9231�'
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GlobalProtect 
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• GP 9A3=$�	 (Network > GlobalProtect > Portals)
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• GP ��� �����
� (Network > GlobalProtect > Gateways > Add)

PPPoE��	��LAN IF�IP�����
�
������GlobalProtect� ������	
��IP ��������������



�
�
!



�
�
"



�
�
#



�
�
$



�
�
%



�
�
&



GlobalProtect 
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• GP ��
���	���� (Network > GlobalProtect > Gateways)
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• GP ���������� (Network > GlobalProtect > Gateways)
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• GP ��
���	���� (Network > GlobalProtect > Gateways > Add)
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• GP ���������� (Network > GlobalProtect > Gateways > Add)
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• GP �	��������� (Network > GlobalProtect > Gateways > Add)
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• GP ���������� (Network > GlobalProtect > Gateways > Add)
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• GP ��
��	���� (Network > GlobalProtect > Gateways > Add)
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• GP ��
��	���� (Network > GlobalProtect > Gateways > Add)
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• GP ��������
� (Network > GlobalProtect > Gateways > Add)

����(�	�� GlobalProtect Internal Gateway��)��
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• �����	������ PPPoE ����� (Network > Interfaces)
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• �����������������
���	�� (Policies > Security > Add)
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• ��→GP���
��������������	�� (Policies > Security > Add)
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• GP���
��→��������������	�� (Policies > Security > Add)
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• GP��
���→
��������������	������ (Policies > Security > Add)
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• 	��
�������� (Policies > Security)
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• ��→ GP ��5;/7, ,;1)*( IP 	�NAT56-; �� (Policies > NAT)
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•  -$.(%&����
NAT*+".��� (Policies > NAT)
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• NAT���	���� (Policies > NAT)
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• PPPoE ����
�%!� (Monitor > Logs > System)
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• GlobalProtect��(3-%&$	���1'� (Monitor > Logs > System)
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• GlobalProtect�
���������� GP���������������
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• GlobalProtect��&1+#$"��
�/%� (Monitor > Logs > System)
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• GlobalProtect�
���������� GP��������������
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• �
����������	�������� (Monitor > Logs > Traffic)
�
�
�
�

�
�
�
�

�
�
�
 

�
�
�
!

�
�
�
"

�
�
�
#



�������������

206 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• GlobalProtect ���������
�	�������� (Monitor > Logs > Traffic)
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• GlobalProtect ��������PA�����������
��������
(Monitor > Logs > Traffic) 	
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• �
��GlobalProtect �������	�������� (Monitor > Logs > Traffic)
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K6 �!

PPPoE
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• MineMeld�������Web�$ 
SSL�$ ����	�
(Device > Certificate Management > Certificates > Generate)
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• Office365 IPv4��"��
� OUTPUT �#� “office365_IPv4s”�	�
(NODES > office365_IPv4s|OUTPUT)
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• ����"��$��(EDL)��� (Objects > External Dynamic Lists > Add)
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• �!���! �� �!�����ping�
�������������
(Network > Network Profiles > Interface Mgmt) 	
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• �	������, �	������, ����������������
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(Network > Zones) �
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �����	����� (Network > Interfaces)
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• ethernet1/3 �"�#������� (Network > Interfaces)
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• ethernet1/1 �����	����� (Network > Interfaces)
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• ethernet1/1 �'�(%������ (Network > Interfaces)
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• ethernet1/1 ->3?9.-2#�	 (Network > Interfaces)
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• ethernet1/1 �*"+&��!��� (Network > Interfaces)

PPPoE ��	���*"+&��!�MTU�������
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• ethernet1/2 �����	�
��� (Network > Interfaces)
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• ethernet1/2 �����	�
��� (Network > Interfaces)
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• ethernet1/2 �%�& ����
� (Network > Interfaces)
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• �����	������ PPPoE ����� (Network > Interfaces)
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• ���������IP(�����) ����� (Network > Virtual Routers > default)

����WAN������IP	���
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• �	→�������
���������������� (Policies > Security > Add)
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• ������→�	�
���������������� (Policies > Security > Add)
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• �����������������
���	�� (Policies > Security > Add)
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• 	��
�������� (Policies > Security)
�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�

�
�
�
�



NAT9;0?�


233 |  © 2018, Palo Alto Networks, Inc. Confidential and Proprietary. 

• ,>2?735�����NAT9;0?#�
 (Policies > NAT)

IP+6=1$
�!����
(,>2?8.,1"���%'�
IP+6=1����"�('&)

48/<5<?5)�
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• NAT���	���� (Policies > NAT)
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• Office365�����PBF03#8�
� (Policies > Policy Based Forwarding)

(-�4)48)�
�����7)2,')�
���� PPPoE�	�)2-�'!���

EDL (�&�+1'!3%)9 �
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• ()�-'-�&�+-#�,���� (Policies > Policy Basaed Forwarding)

• IP���� (Network > Virtual Routers > default > More Runtime Stats)
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• PPPoE ����
�%!� (Monitor > Logs > System)
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• ���� !��"��(EDL)�	���MineMeld������Office365 IP��#����

admini@PA> request system external-list show type ip name Office365-IPv4s

vsys1/Office365-IPv4s:
Next update at        : Wed Mar 28 15:20:28 2018
Source                : https://10.128.65.137/feeds/office365_IPv4s
Referenced            : Yes
Valid                 : Yes

Total valid entries   : 588
Total invalid entries : 0
Valid ips:

104.208.28.54-104.208.28.54
104.208.31.113-104.208.31.113
104.209.188.207-104.209.188.207
104.210.9.95-104.210.9.95
104.41.208.54-104.41.208.54
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• ������!���� ���������� �!����
�������
(Monitor > Logs > Traffic) 	
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• �������
��	���������������
(Monitor > Logs > Traffic) �
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• ��*#.3+%5(-(EDL):25'919(0$79,"8&(PBF)����PPPoE��
�
#8)9/+-�������	�Office365 -40"+%6&� (Monitor > Logs > Traffic)
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