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« T—ATL—2AAA—TIAAANDpIngZHA 50D TAT7AILIERK

(Network > Network Profiles > Interface Mgmt) 4
i

4
Interface Management Profile V 1,
Name | ping-onty ] =
Permitted Services ]
z Permitted IP Addresses 2

v/ Ping 2
|| Telnet é’

) ssH 5

L HrTP P
|_| HTTP OCSP 3+

|| HTTPS P

L sNmp y
|| Response Pages »

(] userD ii

[| user-ID Syslog Listener-SSL ol

(] - 2
UserID Sysog Uistener-UOP gy

Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or ::‘.:l

2001:db8:123:1::/64 ’,:

1783
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(Network > Zones)
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« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface

s |
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1 85 il

o> st
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ethernet1/3 A2 23— x4 XD

Ethernet Interface

%5 (Network > Interfaces)

®
Comment
Interface Type Layer3
Netflow Profile None

Config 1Pv4  IPv6  Advanced

Type (®) Static PPPOE DHCP Client

v
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7] 192.168.1.1/24
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/3
Comment =
Interface Type Layer3 &
1o
Netflow Profile None . ://
Config IPve 1P Advanced -
Link Settings ;,
Link Speed auto Link Duplex auto Link State | auto v 7
S}
Otherinfo ~ ARPEntries ~ NDEntries ~ NDPProxy ~ LLDP 34
Management Profile | ping-only n > . S " '
- R T — Bl SDICMPI= & AEEERER D5 DR 5
#FFav) L]
Adjust TCP MSS =)
IPv4 MSS Adjustment 40 ';;
IPv6 MSS Adjustment 60 E’/_
9!
|| Untagged Subinterface =10
i
7
o
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« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

e B

Interface Name etheret1/1
Comment 3
Interface Type | Layer3 | P‘
Netflow Profile None “
2
Config | IPv4 - Advanced )
Assign Interface To =
Virtual Router [ defaut ~] )
Security Zone [ L3-Untrust ] S
21
v
=1y
2
9!
=1y
2
G
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=/l =

aR AE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config Pv4  Advanced
Type Static @ PPPoE DHCP Client

General | Advanced PPPOE % =R

v/ Enable

®

Username | dyn-ip-user101@pppoelab.local
Password | sesssses
Confirm Password | sesessss

ISP SF TS = PPPOE Rl HESGHT AT~ % A A

Show PPPOE Client Runtime Info
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Interface Name ethernet1/1

b il |

At

Interface Type Layer3 g T
Netflow Profile None B ://
Config  IPv4  Advanced _
General | Advanced ::
Authentication | auto _ }é
Static Address None PPPoE 2:EA [ EHEMDFEE C RN (CHAP/PAPE S H7R—L) =

V! automatically create default route pointing to peer le

Default Route Metric = [1 - 6553 )
zr

o

_ 7
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« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

®
Interface Name ethernet1/1
Comment
Interface Type Layer3
Netflow Profile None
Config = IPv4  Advanced
Link Settings
Link Speed auto Link Duplex auto Link State auto v
OtherInfo | ARPEntries = NDPProxy = LLDP a7
12 B3—7IMAID S DICMPIE £ 5B EREEDT=O DERFE (T >32)
Management Profile | ping-only -
MTU | 1454 1 N = o Q,‘
Ou PPPoE Z{#Hd 513 JA ADMIUIE AT Z2E G5 ”
o
o
173))
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© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

Interface Interface Type Management Profile Link State
@@ ethernet1/1 Layer3 ping-only
@a ethernet1/2
@@ ethernet1/3 Layer3 ping-only A

Dynamic IP Interface Status

Interface ethernet1/1
Local IP Address 198.51.100.115
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0
Remote IP Address 192.0.2.254
PPPOE State Connected
PPP State Connected
Access Concentrator lab_pppoe_server
AC MAC 00:0c:29:9f:b9:b9
Authentication Method CHAP
Passive mode Disabled
Link MTU 1454

IP Address

Dynamic-PPPoE
none

192.168.1.1/24

Virtual Router
default
none

default

Tag

Untagged
Untagged
Untagged

Security Zone
L3-Untrust
none

L3-Trust

Features

> bl R
AN \1] Yoz

O il By
) \,] Kh

1 o] R
|~\— =t \‘,] W=

u

N 2 R HT| N | B!
|U’ S5 (il e |U‘ S5l
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o A A—ybAITRBIEREFUTARII—DERTE (Policies > Security)
Fra—— ee——_—_—_—

——
B Owtrenon 2w
LY et ”//,
‘;/
2
Om © Qwm o 21y
w4
v =
_ v
S)
7
‘;/
/r
=

Name Tags Type Zone Address User  Zone Address  Application Service  Action Profile Options
1  Trust-to-Untrust none  universal (ig L3-Trust any any (% L3-Untrust any any any & Allow none @
2 intrazone-default @ none intrazone  any any any (intrazone) any any any & Allow none none
3 interzone-default @ none interzone any any any any any any any ® Deny none none
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o AUA—2YREITEIEBRANATRY S —DERTE (Policies > NAT)

NAT Policy Rule

General | Original Packet | Translated Packet
Source Address Translation T :,,7
Translation Type | Dynamic IP And Port v Translated Address ,'
Address Type | Interface Address v Translated Port ://
=1%
v/
IP7ELRIFHEFELGSTRLY S

(A B3—TzA R [SEIZCThhi=
IP7ELAHDEEIHIISEDS)

-] 12l
. \‘.]\\

NS

|-

u

N 2 R HT| N | B!
|U’ S5 (il e |U‘ S5l

Name Tags  Source Zone Destination Zone Destination Interface Source Address Destination Address ~ Service  Source Translation Destination Translation

1 Nto1NAT none iR L3-Trust i} L3-Untrust any any any any dynamic-ip-and-port  none
ethernet1/1
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RE#EDPPPOE #5#7 07 - fE#7 K FE

- PPPoE E# #0044 (Monitor > Logs > System)

Receive Time  Type Severity Event Object Description
03/25 18:22:33 pppoe connect ethernet1/1 PPPOE session was connected for user:dyn-ip-user101@pppoelab.local on interface:ethernet1/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:15, IP Address negotiated:198.51.100.115
03/25 18:22:29 pppoe initiate ethernet1/1 PPPoE session was initiated for user:dyn-ip-user101@pppoelab.local on interface:ethernet1/1
( subtype eq pppoe )

KRNI EEFERTHCETHELRY) R BHER S H LNV Al HE
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REEBDFSIrvo0O00 B

- PPPoE EI##ZHTEIELZE DO 5l (Monitor > Logs > Traffic)

Receive Time Type From Zone  To Zone Source Destination To Port Application URL Category Action Rule Session End Reason Bytes
133 03/25 19:27:13 end L3-Trust L3-Untrust 192.168.1.102 157.240.15.35 443 facebook-base  social-networking allow Trust-to-Untrust ~ tcp-rst-from-client 9.5k

Detailed Log View

G

Session 1D 1805 User User
Action allow Address 192.168.1.102 Address 157.240.15.35
Action Source  from-policy Country 192.168.0.0-192.168.2... Country United States
Appication  facebook-base Port 51482 Port 443
Rue Trust-to-Untrust Zone L3Trust Zone L3-Untrust
Session End Reason  tep-rst-from-client Interface ethernetl/3 Interface ethernetl/1
Category - socal-networking NATIP 198.51.100.115 NATIP 157.240.15.35
Virtual System NAT Port 12061
Device SN
ot
Log Acton rortii, 3 3 S S
Generated Time 2018/03/25 19:27:13 et b i 1= 5T IP7ELAD PPPoE /2 4—J A RICE|Y ZToN Tz IPTRLRISE SN S
Start Time  2018/03/25 19:26:36 Bytes Received 5938 Decrypted
Receive Time  2018/03/25 19:27:13 Bytes Sent 3515 R
Elapsed Time(sec) 22 ot Cllent to Server
Packets 46
N Nt Server to Client
Packets Sent 24 Simanc ot
Mirrored

Receive Time
2018/03/25 19:27:13
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*PPP IPCPI= &2 EREIY & T DNS % —/

PALY)—X
IFAT A=
(e1/3) 192.168.1.1

192.168.10.11
(NAT: 203.0.113.11)

(e1/2) 192.168.10.1

WWW, FTP H#—/\
192.168.10.12
(NAT: 203.0.113.12)

[192.168.1.0/24]

X JE - S N RERL R
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A R—TIA XEE T It RE

o TRTIL—UBAVE—TIAANDPINgZHFA T 5=bDTAT74AIILIERK
(Network > Network Profiles > Interface Mgmt)

Interface Management Profile

Name | ping-ony/ ]
Permitted Services
z Permitted IP Addresses
V! Ping
21
[ Telnet 2
L) ssH '7,;
(] wre S|
|| HTTP OCSP 3+
|| HTTPS A
v
|| snmp J
|| Response Pages 9D
|| User-ID ::
[ user-ID Syslog Listener-SSL 51
[ user-ID Syslog Listener-UDP =
OAd © 1,
Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or :,_';
2001:db8:123:1::/64 ;,:
74
e
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« RERVRT—VR RV T = (A 3—ryMREXF ) T4 = ER
(Network > Zones)
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o AFY—/\ (DMZ) 2T =V BEX VT4V — TR
(Network > Zones)

OAad O
Users from these addresses/subnets wil be dertfied
W Exciude Ust
Oms O
Zone Protection Profile None ol
Coom E
Enable User Identification Users from these addresses/mubnets wil not be ertfiod
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« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface

1 85 il

o> st
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface ®
Interface Name ethernet1/3
Comment
Interface Type Layer3
Netflow Profile None

Config 1Pv4  IPv6  Advanced

Type (®) Static PPPOE DHCP Client

. r

7] 192.168.1.1/24

OAd © [ +) (&)
1P address/netmask. Ex. 192.168.2.254/24

28 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.



RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernet1/3
Comment
Interface Type Layer3
Netflow Profile None
Config IPvd IPV6  Advanced
Link Settings

Link Speed auto Link Duplex auto Link State auto 2

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy  LLDP

Management Profile | ping-only
Adjust TCP MSS

NERy T —48] 535 DICMPIS KB BB EEE D=8 DR FE
CZ=M))

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

|| Untagged Subinterface
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DMZ7 2|7 —F /12— 11 RRE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

1 85 il

o> st
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DMZ7 2|7 —F /12— 11 RRE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernet1/2
Comment
Interface Type Layer3
Netflow Profile None
Config IPv4  IPv6  Advanced
Type (® Static PPPOE DHCP Client

o r
] 192.168.10.1/24

OCAd O [+ (&)

192.168.2.254/24

IP address/netmask. Ex
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« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Interface Name ethernet1/2
Comment
Interface Type Layer3
Netflow Profile None
Config ~IPvd IP6  Advanced
Link Settings
Link Speed auto Link Duplex auto Link State auto v

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy ~ LLDP

e s fesn NERER]- s

s o B _ RER Sy T — {1 5 DICMPI= L A B EREZ D 1= DR
MTU | [576 - 150 (7J'7°°/E|‘/)
Adjust TCP MSS

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

| Untagged Subinterface
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« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernetl/1
Comment
Interface Type [ Layer3 1]
Netflow Profile None
Config = IPv4 = Advanced D
Assign Interface To ;
Virtual Router [ defaut M| 2
O S <

1 85 il

o> st
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=/l =

aR AE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  IPv4  Advanced
Type Static @ PPPoE DHCP Client

General | Advanced PPPOE % =R

W/ Enable

®

Username | fixed-ip-user1@pppoelab.local
Password | sesssses
Confirm Password | sessssss

ISP SF TS = PPPOE Rl HESGHT AT~ % A A

ISPhBFE TSz PPPOE EIfFHE6iH/ AR T—RZ# A A

Show PPPoE Client Runtime Info

]

i A feo Sl Nﬁﬁﬂﬁgl—émm%
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BB IR T — A% —T4 X

Ethernet Interface
Interface Name ethernet1/1
Comment

Interface Type Layer3
Netflow Profile None

Config  IPv4 = Advanced
Type () Static (®) PPPoE DHCP Client
General = Advanced

Authentication |auto

=/l =

aR AE

®

Static Address None

[ automatically create default route pointing to peer
Default Route Metric  [1 - 6553
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernet1/1
Comment
Interface Type Layer3
Netflow Profile None
Config = IPvd  Advanced
Link Settings

Link Speed auto Link Duplex auto Link State auto i

Other Info | ARPEntries = NDPProxy =~ LLDP

A2 B3—IMAIA S DICMPIS LB ELERER D= DEXE (47 2a>)

Management Profile | ping-only
MTU | 1454

PPPoE Z{#Hd A 3— A ADMIUIE S ZE 5

|_J untagged Subinterface
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© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

Interface Interface Type Management Profile Link State  IP Address Virtual Router ~ Tag Security Zone Features
@&aa) ethernet1/1 Layer3 ping-only Dynamic-PPPoE | default Untagged L3-Untrust

(@@ ethernet1/2 Layer3 ping-only 192.168.10.1/24 default Untagged L3-DMZ

@@ ethernet1/3 Layer3 ping-only Pi) 192.168.1.1/24  default Untagged L3-Trust '3’:

Dynamic IP Interface Status

Interface ethernet1/1

Local IP Address 203.0.113.8
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0

Remote IP Address 192.0.2.254

PPPOE State Connected

PPP State Connected
Access Concentrator lab_pppoe_server
AC MAC 00:0c¢:29:9f:b9:b9
Authentication Method CHAP
Passive mode Disabled
Link MTU 1454
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¥z TR —ERE
o A A—ybAITRBIEREFUTARII—DERTE (Policies > Security)

Sendt XOMP Unveachatie ¥ Log st Session End

Profile Setting 1
e e 2
-
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¥ TR —5E

NER—DMZ Y —/\[mITDNSEERF ) T4 R —DELTE (Policies > Security)

H—/INDZEIPTFL A TClE7L
NATHERF EL RZ1E7E

SERRER—LZ AT S e
IELMER D5 EISFER
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CF2 TR —5RE

NER—DMZY—/\R[IFDNSBEEAEF2T4R)—MDELRE (Policies > Security)

SERRER—LZ AT S e

EMERL DI S SEER =
173))

Oxaatie Server Resgorie tucecton =)

]
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¥ TR —5E

« S EB—Web/FTPH—/\RITDNSEERA X1 T4RUL—DERTE (Policies > Security)

|
B
5E
)
2

H—/NDZEIPT7ELATIEEL
NATHE 7 ELRZEET S

SERRER—LZ AT S e
IELMER D5 EISFER

01 55 (il s

'O\ 5 1l
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CF2 TR —5RE

« WNER—-Web/FTPH—/\[mITDNSEERtF ) T4 R —DELFE (Policies > Security)

/

J

B
5E
9
2

SERRER—LZ AT S e
IELMER D5 EISFER

ARl S

'O\ 5 1l
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CF2 TR —5RE

DNSH—/N\HA S RITBERtEX T4 R —D

SJLr=m

ax

7 (Policies > Security)

SERRER—LZ AT S e
IELMER D5 EISFER

/
s
\
v 21
7
- =
- v
21
7
=
1o
173
-
)
—_—
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¥ TR —5E

Web/FTPH—/ A5 ERE FBIEREF 1 TARY S —DEE

=X 7€ (Policies > Security)

BIEZSHATHT I T— A EiEE =
(EDFITIE, DNS,ping, yuma &% &5 al) 5
AR ZAES B e s = =l |
BB DB EISEIR - — 2

Profie Type Nore QuS Marking Nore - 17
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¥zl TR —RE—&E
« LFaUT4RIV—ETE—E (Policies > Security)

Name Tags  Type Zone Address User  Zone Address Application Service Action Profile
1  Trust-to-Untrust none  universal g L3-Trust any any R L3-Untrust  any any any & Allow nhone
2  to-DNS-Svr none  universal gag L3-Untrust any any  pm13-DMZ | N§203.0.113.11 dns R application-default = & Allow none
3  to-DNS-Svr-from-Trust none  universal g L3-Trust any any iR L3-DMZ §§ 192.168.10.11 dns R application-default & Allow none
4 to-Web-and-FTP-Svr none  universal @R L3-Untrust any any  pmL3-DMZ  §§203.0.113.12 ftp 3 application-default = @ Allow  none
ssl
web-browsing
S5 to-Web-and-FTP-Svr-from-Trust  none universal g L3-Trust any any iR L3-DMZ % 192.168.10.12 ftp R application-default & Allow none
ssl
L web-browsing
6  from-DNS-Svr none  universal g L3-DMZ  §§ 192.168.10.11 any (8 L3-Untrust | any dns R application-default = & Allow  none
ping
yum
7 from-Web-FTP-Svr none universal g L3-DMZ Q 192.168.10.12 any (i} L3-Untrust any ping R application-default & Allow none
@ yum
intrazone-default L none intrazone any any any (intrazone) any any any & Allow none
interzone-default ® none interzone any any any any any any any © Deny none
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NATR) > —iRE

o AVA—3yrEITEBIERNATHR S —MDELRE (Policies > NAT)

NAT Policy Rule

Destination Address Translation
Translation Type | Dynamic IP And Port i Translated Address
Address Type | Interface Address v Translated Port
ethernet1/1 i]f’-f
:
IP7ELRIFHEE LGS TRLY | =
(A5 —DzAR [SE|ZTHNT=
IP7ELAABEHIIS(E15) 1
7
)
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NATR) > —iRE

- DMZtJ A2k DNSH—/ F NATRY S —DERTE (Policies > NAT)

NAT Policy Rule

Translated Packet

Source Address Translation

Translation Type | Static IP Translated Address
203.0.113.11 Translated Port

BARINATZH ST HET
NEAH—/NDNATEREMNT T ILIS
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NATR) > —iRE

« DMZEJ A2k Web/FTPH—/\F NATRUL—MDERTE (Policies > NAT)

NAT Policy Rule

Source Address Translation Destination Address Translation

Translation Type | Static IP Translated Address
203.0.113.12 Translated Port

BARINATZH ST HET
NEAH—/NDNATEREMNT T ILIS
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NAT o —RT—&

« NATRYL—ETE—E (Policies > NAT)

Original Packet | Translated Packet
Name Source Zone  Destination Zone  Destination Interface Source Address  Destination Address ~ Service  Source Translation Destination Translation
1 Nto1lNAT iR L3-Trust iR L3-Untrust any any any any dynamic-ip-and-port  none
ethernet1/1
2  NAT-for-DNS-Server (i} L3-DMZ g L3-Untrust any §§ 192.168.10.11  any any static-ip none
203.0.113.11
bi-directional: yes
3  NAT-for-Web-FTP-Server i L3-DMZ iR L3-Untrust any §§ 192.168.10.12 any any static-ip none
203.0.113.12

bi-directional: yes
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s Lol

REEDPPPOE #£#; 07 - i BE

- PPPoE E# #0044 (Monitor > Logs > System)

Ne

Receive Time  Type Severity Event Object Description

03/25 21:05:59 pppoe connect ethernet1/1 PPPoE session was connected for user:fixed-ip-userl@pppoelab.local on interface:ethernet1/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:16, IP Address negotiated:203.0.113.8

03/25 21:05:55 pppoe initiate ethernet1/1 PPPoOE session was initiated for user:fixed-ip-userl@pppoelab.local on interface:ethernet1/1

SRt | s

subtype
e e o LSBT AL T EAD S £ R R Do LA T
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REEBDFSIrvo0O00 B

- SNERALDMZEDDNSH—/INBIELIZEE DBS I (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category Action Rule Session End Reason Bytes
B) 03/25 22:56:26 end L3-Untrust L3-DMZ 192.0.2.254 203.0.113.11 53 dns any allow to-DNS-Server aged-out 554
Detailed Log View
Session ID 2302 User User
Action  allow Address 192.0.2.254 Address 203.0.113.11
Action Source  from-policy Country 192.0.2.0-192.0.2 Country 203.0.113.0-203.0.113....
Application dns Port 47994 Port
Rule to-DNS-Server Zone L3-Untrust Zone
Session End Reason  aged-out Interface ethernet1/1 face
Category any NAT 1P 192.0.2.254
Virtual System NAT Port 47994
Device SN
e
Log Action o S S > -
Generated Time  2018/03/25 22:56:26 Bytes 554 ST IPTZEL AN —/NZE IPF7ELRISZE NS
Start Time  2018/03/25 22:55:54 Bytes Received 469 Decrypted
Receive Time  2018/03/25 22:56:26 Bytes Sent 85 Packet Capture
Elapsed Time(sec) 1 e Gt o Server EIETT IPYELR AU FILDFEE
Server to Client
& Return
Sent 1 Symmetric
Mirrored
PCAP  Receive Time
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REEBDFSIrvo0O00 B

© SMERAVSDMZ EDWeb/FTPH —/A~B{ELTZE DA% il (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category Action Rule Session End Reason Bytes
[3) 03/25 23:01:19 end L3-Untrust L3-DMZ 192.0.2.254 203.0.113.12 80 web-browsing any allow to-Web-and- tep-fin 6.5k
FTP-Server
Genera
Session ID 2324 User User
Action  allow Address 192.0.2.254 Address 203.0.113.12
Action Source  from-policy Country 192.0.2.0-192.0.2°8 Country 203.0.113.0-203.0.113....
Application  web-browsing Port 53058
Rule to-Web-and-FTP-Server Zone L3-Untrust
Session End Reason  tcp-fin Interface ethernetl/1
Category any NATIP 19202254
Virtual System NAT Port 53058
Device SN
et
Log Action > s S ~ -
Generated Time  2018/03/25 23:01:19 Bytes 6540 55 IPT7ZELUADH—/NZE IPFELRISEESND
Start Time  2018/03/25 23:01:03 Bytes Recahved 5695 Decrypted
Receive Time  2018/03/25 23:01:19 Dytes Sent 045 Packet Capture
Eapsed Time(se) 1 - Gt to Server AISTE IP7ELRIEA YD FIL DR
Server to Client
Packets Recelved 8
Peckets St © Symmetric Return
Mirrored
PCAP  Receive Time
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REEBDFSIrvo0O00 B

«  DMZLEODODNSH—/ A4 EREI~NBIEL=3ZmE DB il (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category Action Rule Session End Reason Bytes
@ 03/25 22:59:32 end L3-DMZ L3-Untrust 192.168.10.11 202.232.140.70 80 yum business-and-economy  allow from-DNS-Server  tcp-fin 179.5k

Detailed Log View

User

Session ID 2323 User
Action  allow Address 192.168.10.11 Address 202.232.140.70
Action Source  from-policy Country 192.168.0.0-192.168.2... Country Japan
Application yum Port 38374 Port 80
Rule from-DNS-Server Zone L3-DMZ Zone L3-Untrust
Session End Reason tcp-fin Interface ethernet1/2 Interface ethernetl/1
Category business-and-economy NAT 1P 203.0.113.11 NAT 1P 202.232.140.70
Virtual System NAT Port 38374
Device SN
Tl
Log Action ~ . 1 S
Generated Time 2018/03/25 22:59:32 B 179902 Prosey Transaction L XY Static NAT 458 IP7EL RIS =14
Start Time  2018/03/25 22:59:16 Bytes Recaived 174385 Decrypted
Receive Time  2018/03/25 22:59:32 Bytes Sent 5117 Rectet Caphise
Count 1
Elapsed Time(sec) 0 Spes: Clent to Server
Packets 196
Server to Client
Packets Received 121
Symmetric Return
Packets Sent 75
Mirrored

PCAP  Receive Time Type Application
2018/03/25 22:59:32 end yum
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REEBDFSIrvo0O00 B

«  HNEMSDMZEDDNSH—/IN\~NBEIELI-ZHE DB I (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category Action Rule Session End Reason Bytes
E) 03/26 00:56:50 end L3-Trust L3-DMZ 192.168.1.102 192.168.10.11 53 dns any allow %_o—DNS-Svr-from- aged-out 237
Tust

Detailed Log View

E I N
Session ID 2433 User User
Action  allow Address 192.168.1.102 Address 192.168.10.11
Action Source _from-policy Country 192.168.0.0-192.168.2... Country 192.168.0.0-192.168.2...
Applcation  dns Port 42422 Port 53
Rule  t0-DNS-Svr-from-Trust Zone L3-Trust Zone L3-DMZ
Session End Reason aged-out Interface ethernetl/3 Interface ethernet1/2
Category any
Weas Sy o
Device SN
Pl o b 20 g
Log Action Bytes Received 166 P
Generated Time  2018/03/26 00:56:50 Byts Sent 11 Packet Capture
Start Time  2018/03/26 00:56:19 Repest Count 1 Clent to Server
Receive Time  2018/03/26 00:56:50 Pockets 2 Sover b Gl
Elapsed Time(sec) 1 Pockets Received 1 Symmetric Return
Packets Sent 1 Mirored
PCAP | Receive Time Type  Application Action LT Bytes Category 1
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SXTLIERE:

L' YPPPOE [El##

PALY)—X
T7AT 24—

(e1/3) 192.168.1.1

DMZ
T AR
[203.0.113.8/29]

(e1/1) 203.0.113.8/32 .
*PPP IPCPIZ&5EREIYHT DNS #—/\

203.0.113.11
(e1/2) 203.0.113.9 4 WWW, FTP H—/\
203.0.113.12

[192.168.1.0/24]

X JE - S N RERL R

56 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.

bl RN
o
Kied

sl SRSt

el RN

G5

Ny

RS [

el RN
g
Nl

il SNt




T4 —3 TR R EE

“MTU {EZ WS Z£EH T 5 ({5l : 1454) .|
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LlPCP’CiHUé’Cbh%b\ PPPOEEBRIZLTWNBA U A— T/ RIZBHTRMICERET AW EILL
WERELTHRIREIEALY)

PR | s 1

BT 2DDRAEBIL—E2ETEEL. RIEIL—2[B DStatic Routing #EXET S
-RAERYRT =>4 23—y AT BIEDNATHERZRL RELTPPPOE AV A—TJTA RIZEYY
ToNZIPPRLRADIED, ISPHBEIY Y THfthdDGlobal IP (f5l: PADDMZ I/F IPF7 KL X)%{# F
@2k B AR

01 55 il bz

< A1) Pl
lc‘ Nyt e

FRREICBWVLTIE. BEBBIGEHIOCURLI LAY WildFireZiE | EBGEF 1T HREZ T R E -CFIRATILY,
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A R—TIA XEE T It RE

o TRTIL—UBAVE—TIAANDPINgZHFA T 5=bDTAT74AIILIERK
(Network > Network Profiles > Interface Mgmt)

Interface Management Profile

Name | ping-ony/ ]
Permitted Services
z Permitted IP Addresses
V! Ping
|| Telnet
|| ssH
|_| HTTP
|| HTTP OCSP 3+
|| HTTPS A
v
|| snmp J
|| Response Pages D
|| User-ID ::
[ user-ID Syslog Listener-SSL 51
[ user-ID Syslog Listener-UDP =
OAd © 1,
Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or :,_';
2001:db8:123:1::/64 ;,:
74
R
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tFal)rrV—5E

« RERVRT—VR RV T = (A 3—ryMREXF ) T4 = ER
(Network > Zones)
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tFal)rrV—5E

o AFY—/\ (DMZ) 2T =V BEX VT4V — TR
(Network > Zones)

OAad O
Users from these addresses/subnets wil be dertfied
W Exciude Ust
Oms O
Zone Protection Profile None ol
Coom E
Enable User Identification Users from these addresses/mubnets wil not be ertfiod
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ﬁlb\/b_g_:ﬁzﬁ

- PPPoE @%ﬁ?ﬁ‘f;uﬁﬁﬂiu)lx A— "untrust-vr’ Z4ER L. DMZRTE LUV REBIPH D
F~v k[T Static RouteZ ;B0 (Network > Virtual Routers)

Virtual Router - untrust-vr Virtual Router - untrust-vr

Router Settings

Static Routes

Redstribution Profile

RIP

(i PR — Globak-IP-Subnet 203.0.113.8/29 netwr  defaut defaut 10 None
0SPAV3 . 0SPA3 192.168.1.0 192.168.1.0/24 netvr  defat  defak 10 None
B OSPF Ext 110 pos

BGP 0SPRV3 Int 30

. Virtual Router - Static Route - IPv4 Virtual Router - Static Route - IPv4

NmIGobd-lP-Stbnet I NM!|192.168.1.0 I
Destination I 203.0.113.8/29 I Destination I 192.168.1.0/24 I

Interface None N Interface None v

Next Hop ) 1P Address [© NextVR] () Discard ) None Next Hop ) 1P Address [® NextVR| () Discard () None
1v] [gefaur v]

Admin Distance

Im e B |u1 e B l Sl
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R —X—5RT

o TI2A4ILMRIEIL—A2— "default” [ZxfL TA 2 2—2v kM (+Static RouteZ B0
(Network > Virtual Routers)

Virtual Router - default

Virtual Router - default

[EZE ]
General | ECMP Static Routes - . —
e e . -
LI Soic §16, b B Nome Destation | Inteface | Type | Vee | AdminDstace | Metic  BFD | Nolnstal
0SPF Static IV6 |10 0SPF defak  0.0.0.0/0 nextr  untrustvr  default 10 None
EEpR—— OSPF Int |30
0SPF3 0SPFV3
. OSPFExt 110
bep 0sPRA Int |30 B8GP
Virtual Router - Static Route - IPv4 ® 3
W\IO‘0.0.0IO 1 Y
Interface None 21
Next Hop () 1P Address [® NextVR] () Discard () None =
ol
9!
21y
ol
e
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface ®
Interface Name ethernet1/3
Comment
Interface Type Layer3
Netflow Profile None

Config 1Pv4  IPv6  Advanced

Type (®) Static PPPOE DHCP Client

. r

7] 192.168.1.1/24

OAd © [ +) (&)
1P address/netmask. Ex. 192.168.2.254/24
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/3
Comment

Interface Type Layer3

Netflow Profile None

Config IPvd IPV6  Advanced

Link Settings

Link Speed auto Link Duplex auto Link State auto 2

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy  LLDP

Management Profile | ping-only
Adjust TCP MSS

NERy T —48] 535 DICMPIS KB BB EEE D=8 DR FE
CZ=M))

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

|| Untagged Subinterface
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DMZ7 2|7 —F /12— 11 RRE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface
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DMZ7 2|7 —F /12— 11 RRE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/2
Comment

Interface Type Layer3

Netflow Profile None

Config 14 1PV Advanced

Type (@ Static PPPOE DHCP Client

o

7] 203.0.113.9/29

S a—/N)b IPZELRZERTE

OAd O [+ C

IP address/netmask. Ex. 192.168.2.254/24
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DMZ7 2|7 —F /12— 11 RRE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Interface Name ethernet1/2

Comment
Interface Type Layer3
Netflow Profile None
Config  IPv4  IPv6  Advanced

Link Settings

Link Speed auto Link Duplex auto Link State auto v

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy ~ LLDP

Management Profile | ping-only
MTU [[576 - 1500)
Adjust TCP MSS

NERy T —48] 535 DICMPIS KB BB EEE D=8 DR FE
CZ=M))

) T oo s (e T

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

| Untagged Subinterface
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IREEF T — DA Z—TT A XRE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

Interface Name ethernet1/1
Comment
Interface Type | Layer3 ]
Netflow Profile None

Config  IPv4 = Advanced

Assign Interface To

FizlSEML=REIL—F—ZEE

N XN
QRatiile:

N XN
IU’ S5 (il e
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IREEF T — DA Z—TT A XRE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

Ethernet Interface

®

Interface Name ethernet1/1
Comment

Interface Type Layer3
Netflow Profile None

Config  Pv4  Advanced

Type () Static (®) PPPoE DHCP Client
General | Advanced PPPOE % =R

W/ Enable

Username | fixed-ip-user1@pppoelab.local
Password | sesssses

ISP SF TS = PPPOE Rl HESGHT AT~ % A A
Confirm Password | sessssee

Show PPPoE Client Runtime Info

ISPhBFE TSz PPPOE EIfFHE6iH/ AR T—RZ# A A

]
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BB IR T — A% —T4 X

=/l =

aR AE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  IPv4 = Advanced
Type () Static (®) PPPoE DHCP Client

General | Advanced

Authentication |auto

®

Static Address None

[ automatically create default route pointing to peer
Default Route Metric  [1 - 6553
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface ®

Interface Name ethernetl/1
Comment
Interface Type Layer3
Netflow Profile None
Config  IPv4  Advanced

Link Settings

Link Speed auto Link Duplex auto Link State auto g

Other Info | ARPEntries = NDPProxy =~ LLDP

> A—2yMEIA S DICMPIS LB EREEED =D DRE (FF 2 a)
Management Profile | ping-only
MTU | 1454

=5 PPPOE Z {3 51> 4— T/ ADMTUIZ LT ZES 5

] o

o SR o s e s
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LT — 42 F—TrA XRE—&

© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

Interface Interface Type Management Profile Link State  IP Address Virtual Router Tag Security Zone Features
@@ ethernet1/1 Layer3 ping-only Dynamic-PPPoE | untrust-vr Untagged L3-Untrust

(aaa) ethernet1/2 Layer3 ping-only ) 203.0.113.9/29 default Untagged L3-DMZ

@aaa) ethernet1/3 Layer3 ping-only h 192.168.1.1/24 default Untagged L3-Trust :';:

Dynamic IP Interface Status

Interface ethernet1/1

Local IP Address 203.0.113.8
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0

Remote IP Address 192.0.2.254

PPPOE State Connected

PPP State Connected
Access Concentrator lab_pppoe_server
AC MAC 00:0c¢:29:9f:b9:b9
Authentication Method CHAP
Passive mode Disabled
Link MTU 1454
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¥z TR —ERE
o A A—ybAITRBIEREFUTARII—DERTE (Policies > Security)

8 ICMP Unreachatie ¥ L0 at Session End
O ©

73]
Onable Server Regonse Jmgocton =

!
0
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¥ TR —5E

NER—DMZ Y —/\[mITDNSEERF ) T4 R —DELTE (Policies > Security)

NATIEERELZEDDT
H—/\ EIP7RLREIEE

SERRER—LZ AT S e
IELMER D5 EISFER
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¥l TR —ERE
«  WNER—-DMZY—/\[ITDNSBEEREF2T4HR)I—MDELRE (Policies > Security)

1%
=3
1
7

SERRER—LZ AT S e
IELMER D5 EISFER

Disatte Server Response inspection
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¥ TR —5E

« S EB—Web/FTPH—/\RITDNSEERA X1 T4RUL—DERTE (Policies > Security)

NATIEERELZEDDT
H—/\ EIP7RLREIEE

SERRER—LZ AT S e
IELMER D5 EISFER

Disatte Server Response inspection
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CF2 TR —5RE

« WNER—-Web/FTPH—/\[mITDNSEERtF ) T4 R —DELFE (Policies > Security)

General | Source | User | Destnation | Agplication | Servioe/URL Category | Actons
Wy

SERRER—LZ AT S e
IELMER D5 EISFER

Disatte Server Response inspection
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¥ TR —5E

« DNSH—NSHEmITEBEREF1)T4R)—DERE (Policies > Security)
F——

H—/INDZEIPTRLREIEE

O T | | e 0w o
Negate
D=

—T) ==

E3%

Genersl | Source | User | Destration | Applcation | Sevem/UR: Category | Actons Gowral | Source | User | Destraton | Applcation | ServemARe Catgry | Actors &
=  — e 7
- Action ow .4 (0g at Sesson Start /i'
v 1.

v g & Sesson (g

|

JAZRER— R E RS Ho D .= 22
BOER DB EISER e = =
Profie Type Nore QuS Marking  Nore 7
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¥ TR —5E

« Web/FTPH—/N-NERITEEREF)T4R)—DEETE (Policies > Security)

i
f
|
i
| {
§
;

BIEZEFRI 927 I ) T—a %ia6E
(CDHITIE, DNS,ping, yum® &% Al)

(0g a€ Sewson Start
v g & Sesson (g

SRR Z AT SN 1 P e
IELMER D5 EISFER

Other Settings
et Sowde Nore
Profie Type Nore Qus Marking Nore
Oatie Server Resgorse Ioecton

o> st
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¥R —RE—E

« LFaUT4RIV—ETE—E (Policies > Security)

Name Tags  Type Zone Address User  Zone Address Application Service Action Profile  Options
1  Trust-to-Untrust none universal  pig L3-Trust any any i} L3-Untrust any any any © Allow none @
2  to-DNS-Svr none  universal g L3-Untrust any any i L3-DMZ §§ 203.0.113.11 g dns R application-default =~ & Allow none [F))
3  to-DNS-Svr-from-Trust none  universal @R L3-Trust any any iR L3-DMZ §§ 203.0.113.11 [ dns R application-default & Allow none [F)) >
4  to-Web-and-FTP-Svr none  universal g#g L3-Untrust any any pm 13-DMZ  §§203.0.113.12 [ fip R application-default & Allow none )
@ s %
[{@ web-browsing 15
5 to-Web-and-FTP-Svr-from-Trust none  universal g L3-Trust  any any PR 13-DMZ  §§203.0.113.12 [ fip R application-default & Allow none @ 3
@ ss!
I web-browsing
6 from-DNS-Svr none  universal g L3-DMZ §§ 203.0.113.11 any {28 L3-Untrust  any dns R application-default & Allow none @
[@ ping
yum
7  from-Web-FTP-Svr none  universal g L3-DMZ  § 203.0.113.12 any (2R L3-Untrust any ping E] 3 application-default @ Allow none
@ yum
intrazone-default ] none intrazone any any any (intrazone) any any any & Allow none none
interzone-default L none interzone any any any any any any any © Deny none none
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NATR) > —iRE

o AVA—3yrEITEBIERNATHR S —MDELRE (Policies > NAT)

NAT Policy Rule

Destination Address Translation

Translation Type | Dynamic IP And Port i Translated Address
Address Type | Interface Address v Translated Port
Interface | ethernet1/1 IP7ELRIFHEELELSTRLY
1P Address [ None (A3—TzA R [SEIHTHNI=
IP7 LR D EEHIISE A 5)

PADDMZEIA 2 —F= A A== L1=81D Global
IP. 7ELR(CDFITIE 203.0.113.9)F % EH 9%
#RICERE T HELAHE
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NAT o —RT—&

- NATRUL—EFE—E (Policies > NAT)
. ewemm T o |

Gillx

,.
S5 (7

Name Source Zone  Destination Zone Destination Interface Source Address  Destination Address Service  Source Translation Destination Translation :]
1 NtolNAT g L3-Trust (84 L3-Untrust any any any any dynamic-ip-and-port  none f;j
ethernet1/1 A

Y o=

=
=

lijs

=
N

|

Sy paull
lil ez

S5
=

0
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REEDPPPOE FE#z 07 - HEfINEE

- PPPoE E# #0044 (Monitor > Logs > System)

Receive Time Type Severity Event Object Description
03/26 07:27:34 pppoe connect ethernet1/1 PPPoOE session was connected for user:fixed-ip-user1@pppoelab.local on interface:ethernet1/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:17, IP Address negotiated:203.0.113.8
03/26 07:27:30 pppoe initiate ethernet1/1 PPPOE session was initiated for user:fixed-ip-user1@pppoelab.local on interface:ethernet1/1
( subtype eq pppoe )

KRNI EEFERTHCETHELRY) R BHER S H LNV Al HE
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REEBDFSIrvo0O00 B

- SNERALDMZEDDNSH—/INBIELIZEE DBS I (Monitor > Logs > Traffic)

Receive Time Type From Zone  To Zone Source Destination To Port Application URL Category  Action Rule Session End Reason Bytes
@ 03/26 07:33:29 end L3-Untrust L3-DMZ 192.0.2.254 203.0.113.11 53 dns any allow to-DNS-Svr aged-out 412

Detailed Log View

o

Session ID 4095 User User
Action allow Address 192.0.2.254 Address 203.0.113.11
Action Source  from-policy Country 192.0.2.0-192.0.2.3%% Country 203.0.113.0-203.003....
Appication dns Port 33546 Port §3
Rule to-DNS-Swr Zone L3-Untrust Zone L3-DMZ
Session End Reason  aged-out Interface  ethernetl/1 igrface  ethernet1/2
Category any
—
Device SN
1P Protocol  udp Bytes 412
Log Action Bytes Received 334
Generated Time 2018/03/26 07:33:29 Bytes Sent 78
Start Time  2018/03/26 07:32:58 Repeat Count 1
Receive Time  2018/03/26 07:33:29 Peciats 2
Oupend Timaiand) 0 o NATZERLGDDTEETT IPTELRBA IS FIILDFES

Receive Time Type | Application
2018/03/26 07:33:29 end dns
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REEBDFSIrvo0O00 B

© SMERAVSDMZ EDWeb/FTPH —/A~B{ELTZE DA% il (Monitor > Logs > Traffic)

Receive Time Type From Zone  To Zone Source Destination To Port Application URL Category  Action Rule
@ 03/26 07:33:14 end L3-Untrust L3-DMZ 192.0.2.254 203.0.113.12 80

Session End Reason Bytes
web-browsing any allow to-Web-and-FTP-Svr tep-fin 6.5k

Detailed Log View

Action allow Address  192.0.2.254
Country 192.0.2.0-192.0.2.28

Receive Time Type  Application
2018/03/26 07:33:14 end web-browsing allow
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Application  web-browsing Port 47836
Rule to-Web-and-FTP-Svr Zone L3-Untrust
Session End Reason  tep-fin Interface etherneti/1
Category any
Virtual System Detais
Device SN
1P Protocol tcp Bytes 6458
Log Action Bytes Received 5695
Generated Time  2018/03/26 07:33:14 Bytes Sent 763
Start Time  2018/03/26 07:32:58 Repest Count 1
Receive Time  2018/03/26 07:33:14 Pockets 16
Bupeed Tinaise) 0 e NATZERALEDDTERET IPTELRBAYDFILDEE




REEBDFSIrvo0O00 B

«  DMZLEODODNSH—/ A4 EREI~NBIEL=3ZmE DB il (Monitor > Logs > Traffic)

Receive Time Type FromZone ToZone  Source Destination ToPort  Application  URL Category Action  Rule Session End Reason  Bytes
@ 03/26 08:11:12 end L3-DMZ L3-Untrust 203.0.113.11  202.232.140.70 80 yum business-and-economy  allow from-DNS-Svr tep-fin 4.8k

Detailed Log View

e C
Device SN

1P Protocol tcp Bytes 4811
Log Action Bytes Received 4196
Generated Time  2018/03/26 08:11:12 Bytes Sent 615
Start Time  2018/03/26 08:10:57 Repeat Count 1
Receive Time  2018/03/26 08:11:12 Packets 14 . ‘ :
e ™ e 1 NATZERLAL O CRIET IP7RELRIZAYSH L DEE

Receive Time Type  Application
2018/03/26 08:11:12  end yum
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REEBDFSIrvo0O00 B

«  HNEMSDMZEDDNSH—/IN\~NBEIELI-ZHE DB I (Monitor > Logs > Traffic)

Receive Time Type FromZone ToZone  Source Destination ~ ToPort  Application =~ URL Category  Action  Rule Session End Reason  Bytes
[I) 03/26 07:33:42 end L3-Trust L3-DMZ 192.168.1.102 203.0.113.11 53 dns any allow to-DNS-Svr-from-Trust aged-out 404

Detailed Log View

Action  allow Address  192.168.1.102
Action Source  from-policy Country 192.168.0.0-192.168.2°%

Application dns Port 53960 Port S3
Rule t0-DNS-Svr-from-Trust Zone L3Trust Zone L3-OMZ
Session End Reason  aged-out Interface ethernet1/3 Miiace ethernet1/2
Category any
et C—
Device SN
1P Protocol udp Bytes 404
Log Acton Bytes Received 334
Generated Time  2018/03/26 07:33:42 Bytes Sent 70
Start Time  2018/03/26 07:33:11 Repest Count 1
Receive Time  2018/03/26 07:33:42 ot N "
Elapsed Time(sec) 0 Rowma - NATZERLEDDCESTT IPFRLRIGEANDFILDEE

Receive Time Type  Application
2018/03/26 07:33:42 end dns
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REEDFZT 10207 B

© RAEINLAUE—RYIANBELHEEDOS 1 (Monitor > Logs > Traffic)

Receive Time Type From Zone  To Zone Source Destination To Port Application URL Category  Action Rule Session End Reason Bytes
[3) 04/02 10:01:26 end L3-Trust L3-Untrust 192.168.1.101 183.79.248.124 80 web-browsing = any allow Trust-to-Untrust  tcp-fin 8.7k

Detailed Log View

[BZEUNATRY S —REDIRHE] XSE

Session ID 6197 User User
Action  allow Address 192.168.1.101 Address  183.79.248.124
Action Source  from-policy Country 192.168.0.0-192.168.2... Country Japan
Application  web-browsing Port 56760 Port 80
Rule Trust-to-Untrust Zore L3-Trust Zone L3-Untrust
Session End Reason  tcp-fin Interface ethernet1/3 Interface  ethernetl/1
Category any NATIP 203.0.1138 NAT IP 183.79.248.124
Virtual System INAT Port 8886 NAT Port 80
Device SN

1P Protocol  tcp
Log Action
Generated Time  2018/04/02 10:01:26
Start Time  2018/04/02 10:01:10 Bytes Received 7706
Receive Time  2018/04/02 10:01:26 Bytes Sent 900
Elapsed Time(sec) 0 JIDSL o2 Client to Server
Packets 20
Server to Chent
9 Symmetric Return
Packets Sent 11
Mirrored

Type  Applcation Action (™ Bytes

PPPoE (> 4—JxARIE|YZTonizIP7ELR
(ABITIE8 IP LANEER DYk T—I 7 KL R) T2

PCAP | Receive Time
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REBEBDFSTrvoO00 B

« RAEMAUE—RYIANBIELHEEDOS 2 (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category  Action Rule Session End Reason Bytes
B 04/02 07:33:56 end L3-Trust L3-Untrust 192.168.1.101 183.79.250.251 80 web-browsing = any allow Trust-to-Untrust ~ tcp-fin 8.7k

Detailed Log View

[ ZNATAN S —ERE D ] X 5%

Session ID 5317 User User
Action  allow Address 192.168.1.101 Address  183.79.250.251 General | Original Packet | Transtated Packet

Action Source  from-policy Country 192.168.0.0-192.168.2... Country Japan Source Address Transiation Destination Address Transiation
Application  web-browsing Port 49834 Port 80 Transtation Type [ Oyrame 17 Ane Pt - Transiated Accress
Rule Trust-to-Untrust Zone L3-Trust Zone L3-Untrust Address Type | Transistes Adcress. v Transiated Port
Session End Reason  tcp-fin Interface  ethernetl/3 Interface  ethernetl/1 ~|
Category any NATIP 203.0.1139 NAT IP  183.79.250.251 _
Virtual System NAT Port 62303 NAT Port 80
Device SN
A Duchoon o, Details
Log Action
Generated Time  2018/04/02 07:33:56
Start Time  2018/04/02 07:33:41
Receve Time. 2018/04/02 07:33:56
Elapsed Time(sec) 0 S
—T o3
Packets Sent 11

PAMDMZ LAN A2 8—JxARI=HEENT= IPFRLR
(ABITIE8 IP LANEE R D128 DA 7 RLR) =25

Receive Time
2018/04/02 07:33:56 end web-browsing allow
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5

PPPoE[RIfRZEA Li=1 >~
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418
T4
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SXTLIERE:

2 Z At/ T 5k
L Z [192.168.1.0/24]

(loopback)
= 192.168.1.254/32 (e1/3) 192.168.1.1

/z/’ PPPOE EIP PA¢/ IJ_Z

/ N B

[ (etmy20301138 AA[A R TTAT I

VPNRo R ILHERFR ! ; :

EHR—U2T |

|

]

(tunnel)

192.168.101.254/32
PPPoE Ej#IP—>

(e1/3) . R
192.168.101.1 PAVI)—X
T7ATIA—IL

oo S5 il

=

[192.168.101.0/24]

E TS NEERLR x N#LR
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T4 —3 TR R EE

“MTU [EZ S EET S, (f5:1454) ]
PPPoE BRI AR T T IAHILEDFEETREIELL,

BEEIPTRLAY—ERFFERT HI5EE PPPoE ZEFCL TS 2—T A RIZBHRMIZERTE
FEHBLEILTEL, (RELTHREXALY)

NI B

"FHIMIPFRLAZEAT A ARAINSDBENLZVGE THVPNIERZHIFT 5= (R AlIHN S
DERON)E—F AT FURIGED EH ) LR BIPAIZELNT IPSec F RILEZFHEBEZEA,

VPNEREHOLEENLZ NG EOMARNSOBEENEEMICRET IERDBEIZZNDEE
FEIEFE,

& EFU'%"'L‘ & leE

e e

FRREICBWVLTIE. BEBBIGEHIOCURLI LAY WildFireZiE | EBGEF 1T HREZ T R E -CFIRATILY,
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o A— Al A X—TIA X EHE T Ot RE

« T—ATL—2AAA—TIAAANDpIngZHA 50D TAT7AILIERK

(Network > Network Profiles > Interface Mgmt)
5
|
Interface Management Profile 1,
Name | ping-onty ] =
Permitted Services ]
z Permitted IP Addresses 2
v/ Ping 2
|| Telnet é’
) ssH 5
L HrTP S
|| HTTP OCSP
|| HTTPS
L sNmp
|| Response Pages 1
(] userD ii
[| user-ID Syslog Listener-SSL ol
(] - 2
User-ID Syslog Listener-UDP S
Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or ::‘.:l
2001:db8:123:1::/64 ’,:
1783

94 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.



(Network > Zones)

95 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.

oZ— @l tFalrr)

33

—_/GR AE

L e |

Zone

Name| L3-Untrust

Type| Layer3

Log Setting None

®
User Identification ACL

-

wil be dert:

Users from these addn fod

+
essessones
-
-
O ©
Users from these addresses/subrets wl nct be Kencs)

C =N

NERYET =R BRI T—D(A 23—y BEF )TV — R




o a— ) ¥l —RE

VPNEBERtE*X1)T4V—2ZER
(Network > Zones)

Zone

®
L3-Tunnel User Identification ACL
Layer3

CAad ©

Usars from these addresses/subnets will be identified.

Zone Protection Profile None

Log Setting None oA O

[_] Enable User Identification

Usars from these addresses/subnets will not be identified.

C D

] o YA il
5l bes |U1 S fal b

.
!

k
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o RX—: R —R—5RT

T 74 IILMREE )L—A—(default)[Zx L T(VPNER) MlLa BIORERYT—IE 1T D
Static RouteZ B0 (Network > Virtual Routers > default > Static Routes > Add)

Virtual Router - default

Virtual Router - default

Pva | IPvG
4 | Eowp Static Routes
Redistribution Profile Redistribution Profile
e — —
RIP Static 10 RIP
B — -
05PF Static IV6 10 0SPE
o OSPF Int 30 7] remote-101-net 192.168.101.0/24 tunnel default 10 None
0SPA3 OSPFv3
OSPF Ext 110
”— 0SPFV3 Int 30 BGP
Multicast OSPFV3 Ext 110 Multicast

irtual Router - Static Route - IPv4 ®

Name | remote-101-net X
Destination | 152.168.101.0/24 |

Interface [tunne! i |
NextHop () 1P Address () NextVR () Discard [(®) None |

Admin Distance !

Metric 10
[] No Install
BFD Profile None
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2 Z— ) HEER YR T—D A X—TT 4R

=/l =
[ ]

aR AE

ethernet1/3 A2 23— x4 XD

Ethernet Interface

%5 (Network > Interfaces)

el NN
Xh

|

(0> S5 87

# o s
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o E—f: NEER IR T—O A2 F— T X E

Ethernet Interface

Interface Name ethernet1/3

ethernet1/3 1 2—J x4 ADFKTE (Network > Interfaces)

Comment

®

Interface Type Layer3
Netflow Profile None

Config  1Pv4  IPv6  Advanced

Type ®) Static () PPPoE () DHCP Qlient

b,
=
| 192.168.1.1/24

»
Ad © [+] (3}
IP address/netmask. Ex. 192.168.2.254/24
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o E—f: NEER IR T—O A2 F— T X E

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

S,
Ethernet Interface r,/
Interface Name ethernet1/3 |
Comment 37
Interface Type Layer3 v ‘
Config IPW4  IP6  Advanced -
Link Settings );/
Link Speed auto Link Duplex auto Link State | auto v ':
S

Otnerinfo ~ ARPEntries ~ NDEntries ~ NDPProxy  LLDP

Management Profile | ping-only
Adjust TCP MSS

NERy T —48] 535 DICMPIS KB BB EEE D=8 DR FE
CZ=M))

=

3+

1Pv4 MSS Adjustment 40 =
IPv6 MSS Adjustment 60 V]
9!
|| Untagged Subinterface =)

3+

o

71

&

-
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CA— ) BRI T— A H— T X5 E
« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Interface Name ethemet1/1

Comment
IntufaoeTypeIEed 'I
Netflow Profile None )£

Config ~ IPv4 = Advanced

Assign Interface To

Virtual Router Idelault —I'
Security Zone |E;;§ S 4 I
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G Z—f: SFEER IR T — DA F— T XEE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

Ethernet Interface ®

Interface Name ethernetl/1
Comment

Interface Type Layer3
Netflow Profile None

Config  1Pv4 || Advanced
Type () Static (@) PPPoE () DHCP Client
General | Advanced PPPOE %R

[V Enable

Username | fixed-ip-user1 @pppoelab.local

ISP SFE TS 1= PPPOE Rl HEGHT AL E A A

Show PPPoE Client Runtime Info

ISPhBFE TS T= PPPOE [EIfFHEHiH/SART—RZ A A
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Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  IPv4  Advanced

Type () Static

®) PPPOE DHCP Client
General | Advanced

Authentication |auto

Static Address None

L Z—: SrEER YN T—D A RX—TT 4R

[ automatically create default route pointing to peer
Default Route Metric |1

Access Concentrator
Service

| Passive

=/l =

aR AE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

®

PPPoE :Z:EA X IFEENDEE CE LY (CHAP/PAPE [SH7K—F)
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G Z—f: SFEER IR T — DA F— T XEE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  IPv4  Advanced

Link Settings

Link Speed auto Link Duplex auto Link State auto i

Other Info | ARPEntries = NDPProxy =~ LLDP

A2 B3—IMAIA S DICMPIS LB ELERER D= DEXE (47 2a>)

Management Profile | ping-only
MTU | 1454

PPPoE Z{#Hd A 3— A ADMIUIE S ZE 5

|_J untagged Subinterface
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2 %—: VPNfG#HGEA > X—T1 1 XRE

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne
Comment
Netflow Profile None

Config = IPv4  IPv6  Advanced

Assign Interface To

Virtual Router |default

Security Zone |L3-Tunnel
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2 %—: VPNfG#HGEA > X—T1 1 XRE

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne
Comment
Netflow Profile None

Config ™+ IPV6  Advanced

nh A T Y~ 12l T Y] P2l
0 S Al N Eals

Tunnel /25— JxARI<(& IP. ZFLR[FEELEZL
(FIAIEERTEDEE)
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2 %—: VPNfG#HGEA > X—T1 1 XRE

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne

Comment
Netflow Profile None

Config IPv4  IP6  Advanced

Other Info

Management Profile None

v [ - 1500 T IAIEREDFEE
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o 5—: VPNEZG#EIF A1 X— T4 X
* loopback /> 2—2Jx/4 XD

S/
AR AE
%7 (Network > Interfaces > Loopback)
Loopback Interface
Interface Name loopback
Comment

Netflow Profile None

Config  IPv4  IPv6 = Advanced

Assign Interface To

Virtual Router | default

Security Zone | L3-Tunnel

Tunnel A2 2—JxA R ER—DEFaT1)—l=eIEDS

CR= G
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o 5—: VPNEZG#EIF A1 X— T4 X
* loopback /> 2—2Jx/4 XD

Loopback Interface

=/l =

aR AE

Interface Name loopback

%7 (Network > Interfaces > Loopback)

Comment

Netflow Profile None

Config  IPv4

IPv6  Advanced

]D 192.168.1.254/32 |

REpryET—FIER— IP. H I3k P 7ELRAEHRTE
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o 5—: VPNEZG#EIF A1 X— T4 X
* loopback /> 2—2Jx/4 XD

Loopback Interface

=1 ==
AR AE
=L =
ax ;&
Interface Name loopback

Comment

Netflow Profile None

(Network > Interfaces > Loopback)

Config = IPvd  IPv6 = Advanced

Other Info

Management Profile Iping-only

MTU | [576 - 150C
| Adjust TCP MSS

IPv4 MSS Adjustment 40

AERET— M5 DICMPIS &5 BREFERDT= 0O DEXE
(FFa>)
IPv6 MSS Adjustment 60
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tH—f: FhT—IA I TTARRE

© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

Interface Interface Type Management Profile Link State  IP Address Virtual Router Tag VLAN / Virtual-Wire Security Zone Features Comment
@aa ethernet1/1 Layer3 ping-only default Untagged none L3-Untrust H
@) ethernet1/2 none GRS Untagged none none
@) etheret1/3 Layer3 ping-only 192.168.1.1/24 default Untagged none L3-Trust '3":
Interface Management Profile IP Address  Virtual Router Security Zone Features Comme Dynamic IP Interface Status
Interface ethernet1/1
tunnel nona default L3-Tunnel @ Local IP Address 203.0.113.8
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Interface  Management Profile P Address Virtual Router  Security Zone Features Comment frimery WIS 19.0.00
Secondary WINS 0.0.0.0
loopback ping-only 192.168.1.254/32 default L3-Tunnel Remote IP Address 192.0.2.254

PPPOE State Connected

PPP State Connected
Access Concentrator lab_pppoe_server
AC MAC 00:0c:29:9f:b9:b9
Authentication Method CHAP
Passive mode Disabled
Link MTU 1454

111 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.



2 5—f): VPNi#i/F IPSec IKE 5'—F U1 RE

« IKE Gateway (Network > Network Profiles > IKE Gateways)

IKE Gateway

General

Version

Address Type

Local IP Address

Peer IP Type

Pre-shared Key
Confirm Pre-shared Key
Local Identification

Name | pa-remote-101

IKEv1 only mode
o) IPv4 IPv6

Interface | ethemet1/1

None

' static [© Dynamic |

Authentication|(®) Pre-Shared Key ) Certificate

L BIPAE 25

BDINRT—RZEERTE

None

v

Peer Identification | User FQDN (email address)

¥ | | pa@remote-site101

[F] pa-remote-101

IKE Gateway

Advanced Options

Common Options

[V Enable Passive Mode

[_] Enable NAT Traversal

IKEv1

Exchange Mode auto ol
IKE Crypto Profile | default Y
[_] Enable Fragmentation
Dead Peer Detection
Interval |5
Retry §

ot | men | o |

] Name Peer Address  Inteface 1P ID

ethernet1/1 pa@remote-site101  User FQDN (email address)
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Type

Type Version Mode Passive Mode NAT Traversal Crypto Profile DPD Liveness

ikevl auto v default enabled/default/default




22— VPNE#7/FH IPSec /LT

« IPSec Tunnel (Network > IPSec Tunnels)

IPSec Tunnel

General

Name | pa-remote-101

Tunnel Interface | tunnel v

Address Type (@) IPv4 ) IPv6

Type ® AutoKey (O ManualKey () GlobalProtect Satellite

IKE Gateway I pa-remote-101 ¥ I
1PSec Crypto Profile default N
[V Show Advanced Options

[V Enable Replay Protection
[Z] Copy TOS Header

_ Tunnel Monitor
Destination IP

Profile None

| MGy Teelete
[7] Name Status Type Interface Local IP Peer IP Status Interface Virtual Router Virtual System Security Zone Status
[F] pa-remote-101 Q Tunnel Info Auto Key ethernet1/1 dynamic Q IKE Info tunnel default (Show Routes) vsysl L3-Tunnel
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2 S—f. ¥ TR —EE

o A A—ybAITRBIEREFUTARII—DERTE (Policies > Security)

1%
37
wlmlwlmm|w|mm|m- v

-

ol NN B e
Kk Kk

!
0
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ER—Y: ¥l TR —RE

JE—MLRAITVPNEEREX T4 R —D

%71 (Policies > Security)

& Ay
.h!-h W Source Address

@ Destration 2ore

1
# Oesoranon Address

Security Policy Rude
Gerersl | Sowce | User | Destoasion | Agolcaion | Servioe/URL Category | Actions

N
I
& rey
W URt Coegory

- =1L,
37
et e =
ot Troe Nere - il
[ O
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b S 2 YT~
o YE—MULEMIFVPNEERLEZX1IYTA4RI—D

)
aX
Security Policy Rule

E 2 (Policies > Security)

®

Gerers | Source | User | Destination | Applicaton | Servio/URL Category | Actions

Security Polcy Rule

Wy % rey
W Source Zone W Source Address

Gerersl | Sowce | User | ODesteation | Appication | Service/URL Category | Actiors
W Destrnation 2ore

®

ii
Di

Securty Policy Rule

>3

Gerersl | Sowce | User | Destoasion | Agolcaion | Servioe/URL Category | Actions

®

1/
| Use. Cotegory

v g & Sesson (g

Other Settings
Profie Type Nore

| {
§
O S5 1l k

QoS Marking Nore
(] o
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oS tF2Y TR —RE—E

« LFaUT4RIV—ETE—E (Policies > Security)

 sw | st
Name Tags Type Zone Address User  Zone Address  Application Service  Action Profile
1  Trust-to-Untrust none  universal @R L3-Trust  any any (8] L3-Untrust any any any & Allow none
2 VPN-Intranet-Access1 none universal iR L3-Trust any any (i L3-Tunnel  any any any & Allow none
3 VPN-Intranet-Access2 none universal  fER L3-Tunnel any any B L3-Trust any any any & Allow none
4 intrazone-default @ none intrazone any any any (intrazone) any any any & Allow none
5 interzone-default @ none interzone any any any any any any any (™) Deny none

=

ko st

1L
hd

o s
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22— NATFR S —ET

o AVA—3yrEITEBIERNATHR S —MDELRE (Policies > NAT)

NAT Policy Rule

Destination Address Translation /

Translation Type | Dynamic IP And Port i Translated Address ¥
2

Address Type | Interface Address v Translated Port =)

ethernetl/1

IP7ELRIGIEELELSTRLY
(AF—TzA R [SE|ETHh LTz
IP7EL R DB ERIISE 1 5)
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22— NATR S —3F—&
« NATRYL—E&E—E (Policies > NAT)

il

S

Name Source Zone Destination Zone Destination Interface Source Address Destination Address Service Source Translation Destination Translation 1
1 NtolNAT g L3-Trust (84 L3-Untrust any any any any dynamic-ip-and-port  none 1_::
ethernet1/1 ."'/'TJ

N

Ui

(v

—~
NP

59

119 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.




o w—Af: RE#EDPPPOE ol

- PPPoE E# #0044 (Monitor > Logs > System)

Receive Time Type Severity Event Object Description
03/26 15:17:46 pppoe m connect ethermmetl/1 PPPoE session was connected for user:fixed-ip-user1 @pppoelab.local on interface:ethernet1/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:1, IP Address negotiated:203.0.113.8
03/26 15:17:42 pppoe m initiate ethemetl/1 PPPoE session was initiated for user:fixed-ip-userl @pppoelab.local on interface:ethernet1/1
( subtype eq pppoe )

KRNI EEFERTHCETHELRY) R BHER S H LNV Al HE

S ilfie

b

S ilfie

k
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2 Z—f: REFEDVPN 00

- VPN#E#HEDO4 5 (Monitor > Logs > System)

Receive Time Type Severity Event Object Description

03/26 15:31:54 vpn informational ike-config-p2-success IKE daemon configuration load phase-2 succeeded.

03/26 15:31:50 vpn informational ike-config-p1-success IKE daemon configuration load phase-1 succeeded.

03/26 15:17:50 vpn informational ipsec-key-install pa-remote-101(pa-remote-101)  IPSec key installed. Installed SA: 203.0.113.8 500]—198.51.100.102[500]
SPI1:0xSAA85D81/0xDEBS81DB lifetime 3600 lifesize unlimited.

03/26 15:17:50 vpn m ike-nego-p2-succ pa-remote-101(pa-remote-101)  IKE phase-2 negotiation is succeeded as responder, quick mode. Established SA: 203.0.113.8[500]-

198. 51 100.102[500) message id:0x642CCD25, SPI: 0x9AA85081/0xDEBSBlDB

03/26 15:17:50 vpn  [lemnoe]  ikenego-p2-start  198.51.100.102[500) IKE phase-2 negotiation is started as responder, quick mode. Initiated SA: 203.0.113.8{500)-
198.51.100.10 500] message id:0x642CCD2S.

03/26 15:17:50 wvpn m ike-nego-p1-succ pa-remote-101 IKE phase-1 nggotnatjon is succeeded as responder, ag 260 sive mode. Established SA:

]-198.51.100.102[500] cookie:dd0c6a56020176ff:efd4bc2c7f100b44 lifetime 28800

203.0.113.8[5
Sec.

03/26 15:17:50 vpn m ike-nego-p1-start pa-remote-101 IKE phase-1 negotiation is started as responder, ressive mode. Initiated SA: 203.0.113.8[500]-
198.51.100.102[500] cookie: dd006656020176f{e 'd4bc2c7f100b44.

( subtype eq vpn )

KRNI EEERSTHETHELRY) R BRI H LNV Al RE
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Lo R—f): REFEDFST 1200 B

© BUE—HAHEDT—/ANE(E

=L1=1B& D045 (Monitor > Logs > Traffic)

Detailed Log View

Session ID

10453

from-policy

ssh
VPN-Intranet-Access1
tep-fin

any

tcp

2018/03/26 15:27:49
2018/03/26 15:27:23
2018/03/26 15:27:49
1

2018/03/26 15:27:49 end

Receive Time Type From Zone
@) 03/26 15:27:49 end

L3-Trust

Bytes Received
Bytes Sent
Repeat Count
Packets

Packets Received
Packets Sent

To Zone Source
L3-Tunnel

152.168.1.102
152.168.0.0-152.168.2...
51306

L3-Trust

ethemet1/3

9403
9235
1
140
S5
85

192.168.1.102

Proxy Transaction

Packet Capture
Client to Server
Server to Gient
Symmetric Retun

Source User Destination

(O] |

Address  192.168.101.101
Country 192.168.0.0-152.168.2..
Port 22
Zone L3-Tunnel
Interface tunnel

Captive Portal

Decrypted

Mirrored

192.168.101.101

To Port Application Action Rule

22

ssh

allow

VPN-Intranet-Access1

Session End Reason Bytes
tcp-fin 18.6k
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Lo R—f): REFEDFST 1200 B

o WAL A—HALDY—/I~NBELIZEDBY B (Monitor > Logs > Traffic)

Detailed Log View

Session ID

Action

Action Source
Application

Rule

Session End Reason
Category

Virtual System
Device SN

1P Protocol

Log Action
Generated Time
Start Time
Receive Time
Elapsed Time(sec)

10445

allow

from-policy

ssh
VPN-Intranet-Access2
tep-fin

any

tep

2018/03/26 15:24:03
2018/03/26 15:23:44
2018/03/26 15:24:03
4

2018/03/26 15:24:03 end

Receive Time Type From Zone
@ 03/26 15:24:03 end

L3-Tunnel

To Zone Source

L3-Trust 192.168.101.101

Source User Destination
192.168.1.102

o=

Address  192.168.101.101
Country 192.168.0.0-152.168.2...
Port 40068
Zone L3-Tunnel
Interface tunnel

Address 192.168.1.102
Country 192.168.0.0-192.168.2...
Port 22
Zone L3-Trust
Interface ethernet1/3

thcstcvved
Bytes Sent
Repeat Count
Packets

Packets Received
Packets Sent

Captive Portal
Proxy Transaction
Decrypted

Packet Capture
Client to Server
Server to Cient
Symmetric Return
Mirrored

8072
4671
4401
1

53
25
28

To Port Application Action Rule

22

ssh

allow

VPN-Intranet-Access2

Session End Reason Bytes
tcp-fin 9.1k
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) 42— A REETF IR RE

« T—ATL—2AAA—TIAAANDpIngZHA 50D TAT7AILIERK

(Network > Network Profiles > Interface Mgmt)
5
|
Interface Management Profile 1,
Name | ping-onty ] =
Permitted Services ]
z Permitted IP Addresses 2
v/ Ping 2
|| Telnet é’
) ssH 5
L HrTP S
|| HTTP OCSP
|| HTTPS
L sNmp
|| Response Pages 1
(] userD ii
[| user-ID Syslog Listener-SSL ol
(] - 2
User-ID Syslog Listener-UDP S
Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or ::‘.:l
2001:db8:123:1::/64 ’,:
1783
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) tFalrs—2RE

(Network > Zones)

Zone

Name| L3-Untrust

Type| Layer3

125 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.

Log Setting None

®
User Identification ACL

-

wil be dert:

Users from these addn fod

resses/subnets

v

Y GLEN-
Users from these

addresses/subnets wil not be

+
v

2

C =N

NERYET =R BRI T—D(A 23—y BEF )TV — R




) tFalrs—2RE

VPNEBERtE*X1)T4V—2ZER
(Network > Zones)

Zone

®
L3-Tunnel User Identification ACL
Layer3

v|

Al O
Users from these addresses/subnets will be dentfind

Zone Protection Profile None v
Log Setting None

-
[_] Enable User Identification

Usars from these addresses/subnets will not be identified.

C D

] o YA il
5l bes |U1 S fal b

.
!

k
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ﬂ/n\ /ﬁ/ ﬁ/l_,\ _/:'ig'/%-'

. T77J-)lxl~ﬂiu)lx A—(default)lZxf L T(VPNEER) AR E v T —2 [ [+ Static Route
1E/0 (Network > Virtual Routers)

Virtual Router - default

Virtual Router - default

General | ECMP Static Routes
== T e Lo P
RIP Static 10 RIP
-
0SPF Static IV6 10 0SPF
OSPF Int 30
0SPA3 OSPFA3
OSPF Ext 110
”— 0SPFV3 Int 30 BGP
Multicast OSPFVI Bxt 110 Multicast

irtual Router - Static Route - IPv4 ®

Name | ha-net 4
Destination I 192.168.1.0/24 I

Interface |tunnel

I

Admnnstanoe
Metric 10
[ No Install
BFD Profile None
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Next Hop IP Address Next VR

o [ ]

Do 5
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(0> X5

1 85 il
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HZ Y REELR T =12 Z—T 1A XRE

ethernet1/3 A2 23— x4 XD

Ethernet Interface

%5 (Network > Interfaces)

el NN
Xh

|

(0> S5 87

# o s
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HZ Y REELR T =12 Z—T 1A XRE

Ethernet Interface

Interface Name ethemet1/3

ethernet1/3 1 2—J x4 ADFKTE (Network > Interfaces)

Comment

®
Interface Type Layer3
Netflow Profile None

Config ™4 I Advanced

Type (@) Static ) PPPOE () DHCP Client

v
o w
[7] 192.168.101.1/24

Al © ] (3
IP address/netmask. Ex. 192.168.2.254/24
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HZ Y REELR T =12 Z—T 1A XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernet1/3
Comment
Interface Type Layer3
Netflow Profile None
Config IPvd IPV6  Advanced
Link Settings

Link Speed auto Link Duplex auto Link State auto b

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy  LLDP

Management Profile | ping-only
Adjust TCP MSS

(FFa>)

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

[ untagged Subinterface

ANERT =T —J181753 5 DICMPI= &5 BRIERERE D T=8 D)

=10 —

a2
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« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Interface Name cthernetl/1

Comment
Interface Type [Layer3 ol |
Netfiow Profile None

Config || IPv4 ' Advanced

Assign Interface To

Virtual Router ldefauk "_I
Security Zone |L3-Untrust v I
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HZ Y BRI T — A Z—T A XRE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  1Pv4 | Advanced
Type () Static (® PPPoE () DHCP Client
General || Advanced PPPOE Z:EiR

[V Enable

Username | dyn-ip-user101@pppoelab.local

ISP SFE TS 1= PPPOE Rl HEGHT AL E A A

Show PPPoE Client Runtime Info

ISPhBFE TS T= PPPOE [EIfFHEHiH/SART—RZ A A
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Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  IPv4  Advanced

Type () Static

®) PPPOE DHCP Client
General | Advanced

Authentication |auto

Static Address None

[ automatically create default route pointing to peer
Default Route Metric |1

Access Concentrator
Service

| Passive

HZ Y BRI T — A Z—T A XRE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

®

PPPoE :Z:EA X IFEENDEE CE LY (CHAP/PAPE [SH7K—F)
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HZ Y BRI T — A Z—T A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernet1/1
Comment

Interface Type Layer3

Netflow Profile None

Config  IPv4  Advanced

Link Settings

Link Speed auto Link Duplex auto Link State auto i

Other Info | ARPEntries = NDPProxy =~ LLDP

A2 B3—IMAIA S DICMPIS LB ELERER D= DEXE (47 2a>)

Management Profile | ping-only

MTU | 1454 R
Ou PPPoE Z{#Rd 51> 3— A ADMIUIE LT 25 F 5 B
=
73]
73]
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. VPNEGGE A 2—T 11 X%E

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne
Comment
Netflow Profile None

Config = IPv4  IPv6  Advanced

Assign Interface To

Virtual Router |default

Security Zone |L3-Tunnel
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. VPNEGGE A 2—T 11 X%E

tunnel 13—z A AMDEKTE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne
Comment
Netflow Profile None

Config |~ IPv4  IPv6  Advanced

[F] 192.168.101.254/32

=1

VPN #Efit H 7R—1)> ) BISIPZRELREERTE
MLANRIHF Tyt ER— D H kD —97 FL X (1327 A7)

o YA il o YA il
IO’ Sl 5:.‘- |U1 Sl 5:.‘-
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=/l =
°

Al VPNE#ZEA>X—TT 41X

aR AE

Interface Name tunne

tunnel 13—z A AMDEKTE (Network > Interfaces > Tunnel)
Tunnel Interface

Comment

Netflow Profile None

Config ~ IPv4  IPv6 = Advanced

Other Info

Management Profile Ipingﬂnly

ICMP. BR@EFER D= DERTE (AT a>)
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A Fo,T—04 22—/ X

=/ ==1 BEs

AR — &2

© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

Interface Interface Type Management Profile Link State  IP Address Virtual Router Tag Security Zone Features
ethemet1/1 Layer3 ping-only Dynamic-PPPoE | default Untagged L3-Untrust H
@) ethernet1/2 none none Untagged none

@aa) ethernet1/3 Layer3 ping-only 192.168.101.1/24 default Untagged L3-Trust _-;E
Interface Management Profile IP Address Virtual Router Security Zone Features Comment

tunnel ping-only 192.168.)01.254/32 default

Dynamic IP Interface Status

Interface ethernet1/1
Local IP Address 198.51.100.102
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0
Remote IP Address 192.0.2.254
PPPOE State Connected
PPP State Connected
Access Concentrator lab_pppoe_server
ACMAC 00:0¢:29:9f:b9:b9
Authentication Method CHAP
Passive mode Disabled
Link MTU 1454

L3-Tunnel

ad

=l

b

= il

G
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HEH - VPNEGE IPSec IKE 7—- 113 7T

IKE Gateway (Network > Network Profiles > IKE Gateways)

IKE Gateway

General

Name I pa-hq-01

Version IKEv1 only mode .

Address Type (®) IPv4 IPv6

Interface | ethemet1/1 A

Local IP Address None v

e O™
Peer IP Address | 203.0.113.8
Authentication|(®) Pre-Shared Key

Pre-shared Key | sessesce

Dynamic

Confirm Pre-shared Key | seessses

Local Identification IUser FQDN (email address) vI Ipa@remote-sitcwl I

Peer Identification None

"] Name
[ pa-hg01 203.0.113.8

ethernet1/1

pa@remote-site101

User FQDN (email address) ikevl

IKE Gateway

Advanced Options

Common Options

[ Enable Passive Mode
[~] Enable NAT Traversal
IKEv1
Exchange Mode auto >
IKE Crypto Profile default v
[~ Enable Fragmentation

Dead Peer Detection
Interval |5
Retry 5

Version Mode  Passive Mode  NAT Traversal Crypto Profile DPD

auto default enabled/default/default
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B VPNE#ZH IPSec > F/L:8F

« IPSec Tunnel (Network > IPSec Tunnels)

IPSec Tunnel

General

Name | pa-hq-01

Tunnel Interface | tunnel v

Address Type (@) IPv4 ) IPv6

Type ® AutoKey (O ManualKey () GlobalProtect Satellite

IKE Gateway | pa-hq-01 M |
1PSec Crypto Profile default v
[V Show Advanced Options

[V Enable Replay Protection

st \ P\ 5% 1 5 -t DR
> 4—HL S{AIPAISE: E Lf=LoopbackZ kL X

Destination IP’

192.168.1.254

[] Name Status Type Interface Local 1P Peer 1P Status Interface
[ pa-ha-01 Q@ Tunnel Info L) L s Q 1o A
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Network > Network Profiles > Monitor

Monitor Profile

Name for-keeping-VPN-connectivity
Action (®) Wait Recover () Fail Over

Interval (sec) 100
Threshold 5




el Fa2l) TR —iRE

o A A—ybAITRBIEREFUTARII—DERTE (Policies > Security)

1%
37
wlmlwlmm|w|mm|m- v
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ol NI B e
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HEH: EF2l)7rAK)—

_j'l.,:—‘-r
[}

T A— R R ITVPNEEREF)T4HR)—DERE 1 (Policies > Security)

Security Policy Rule

Gerery | Souce | User | Destiration | Appication | Service/URL Category | Actions Gerersl | Sowrce | User | Deseuson | Applcaion | Servioe/URL Category | Actors
& Ay

.h!-h W Source Address

@ Destration 2ore

1
# Oesoranon Address

om o fomo— ]
Nogate
Security Policy Rude ®
Gerersl | Sowce | User | Destiration | Applcation | Service/URL Category | Actions Gowral | Sowrce | User | Destmation | Applcaion | Servies/URL Category | Actors
Action Setting Log Setting
B Ut Cotegeny Action Aow Log ¢ Session St
Sand 109 Urven: ¥ Log at Session tnd
Log Formanding. Nore ’ 37
F— =
T Shedde Nore - S
Profie Tyoe Nore v QuS Marking Nore -
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HEH: EF2l)7rAK)—

_j'l.,:—‘-r

A MRARITVPNEEREX ) TARI)—D

= —

E 2 (Policies > Security)

Security Policy Rule
Gerers | Source | User | Destination | Applicaton | Servio/URL Category | Actions

% rey
li-n- W Source Address

X

Security Polcy Rule

®
Geoersl | Sowce | User | Desteaton | Appication | Service/URL Category | Acsors

W Destrnation 2ore

|{i

I

=

Dinatte Server Resgorse lagecton
(] o

Security Policy Rude ®
Gerersl | Sowce | User | Destiration | Applcation | Service/URL Category | Actions Gowral | Sowrce | User | Destmation | Applcaion | Servies/URL Category | Actors
) Action Setting Log Setting
B Ut Cotegeny Action Aow Log ¢ Session St
v g & Sesson (g
Log Formanding. Nore ’ 37
Other Settings =
T Shedde Nore ]
Profie Tyoe Nore v QuS Marking Nore -

paul
1 l\\.:
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) tFa TR o—RE—E

« LFaUT4RIV—ETE—E (Policies > Security)

 sw | st
Name Tags Type Zone Address User  Zone Address  Application Service  Action Profile
1  Trust-to-Untrust none  universal @R L3-Trust  any any (8] L3-Untrust any any any & Allow none
2 VPN-Intranet-Access1 none universal iR L3-Trust any any (i L3-Tunnel  any any any & Allow none
3 VPN-Intranet-Access2 none universal  fER L3-Tunnel any any B L3-Trust any any any & Allow none
4 intrazone-default @ none intrazone any any any (intrazone) any any any & Allow none
5 interzone-default @ none interzone any any any any any any any (™) Deny none

=

ko st

1L
hd

o s
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. NAT/K! S —2F

o AVA—3yrEITEBIERNATHR S —MDELRE (Policies > NAT)

NAT Policy Rule

Destination Address Translation /

Translation Type | Dynamic IP And Port i Translated Address ¥
2

Address Type | Interface Address v Translated Port =)

ethernetl/1

IP7ELRIGIEELELSTRLY
(AF—TzA R [SE|ETHh LTz
IP7EL R DB ERIISE 1 5)
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il NATR! > —RE—&
« NATRYL—ETE—E (Policies > NAT)

Pl
=
Ne

5

(v

S

Name Source Zone Destination Zone Destination Interface Source Address Destination Address Service Source Translation Destination Translation 1
1 NtolNAT g L3-Trust (84 L3-Untrust any any any any dynamic-ip-and-port  none 1_::
ethernet1/1 ."'/'TJ

N

Ui

(v

Yy
NP

59
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izt : RE#DPPPoOE 00

- PPPoE E# #0044 (Monitor > Logs > System)

Receive Time Type Severity Event Object Description
03/26 15:17:46 pppoe m connect ethemet1/1 PPPoOE session was connected for user:dyn-ip-user101@pppoelab.local on interface:ethernetl/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:2, IP Address negotiated:198.51.100.102
03/26 15:17:42 pppoe m initiate ethemetl/1 PPPoE session was initiated for user:dyn-ip-user101@pppoelab.local on interface:ethernet1/1
( subtype eq pppoe )

KRNI EEFERTHCETHELRY) R BHER S H LNV Al HE

S ilfie

b

S ilfie

k
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Aty REEDVPN EfzOo

- VPN#E#HEDO4 5 (Monitor > Logs > System)

03/26 15:17:50
03/26 15:17:50
03/26 15:17:50
03/26 15:17:50

03/26 15:17:50

vpn

vpn

vpn

vpn

vpn

Receive Time  Type  Severity

I

( subtype eq vpn )
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Event

ipsec-key-install

ike-nego-p2-succ
ike-nego-p2-start
ike-nego-p1-succ

ike-nego-p1-start

Object
pa-hq-01(pa-hq-01)

pa-hg-01(pa-hq-01)
pa-hq-01(pa-hq-01)
pa-hq-01

pa-hg-01

KRNIV EEERT S ETRRIEAY) =5 B<THE

Description

IPSec key installed. Installed SA: 198.51.100.102[500]-203.0.113.8{500] SPI:0xDEB581DB/0x9AA85D81 lifetime
3600 Sec lifesize unlimited.

IKE phase-2 negotiation is succeeded as initiator, quick mode. Established SA: 198.51.100.102[500]-
203.0.113.8[500] message id:0x642CCD25, SPI1:0xDEB581DB/0xS9AA85D81.

IKE phase-2 negotiation is started as initiator, quick mode. Initiated SA: 198.51.100.102[500]-203.0.113.8[500]
message id:0x642CCD25.

IKE phase-1 negotiation is succeeded as initiator, aggressive mode. Established SA: 198.51.100.102[500]-
203.0.113.8[500] cookie:dd0c6a56020176ff:efd4bc2c7f100b44 lifetime 28800 Sec.

IKE phase-1 negotiation is started as initiator, ressive mode. Initiated SA: 198.51.100.102[500]-
203.0.113.8[500] cookie:dd0c6a56020176ff:0000000000000000.

B HCEN T HE

o 8=

1L
~
Ne

|0> S il




. REEDFZ 10207 B

o WAL A—HALDY—/I~NBELIZEDBY B (Monitor > Logs > Traffic)

PCAP | Receive Time

2018/03/26 15:24:02  end

Type | Application
ssh

Rule
VPN-Intranet-Access1

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category Action Rule Session End Reason Bytes
E) 03/26 15:24:02 end L3-Trust L3-Tunnel 192.168.101.101 192.168.1.102 22 ssh any allow VPN-Intranet-Accessl  tcp-fin 9.0k
Detailed Log View ®
oo Jswe  Joewww |
Session ID 14334 User User
Action allow Address 152.168.101.101 Address 152.168.1.102
Action Source  from-policy Country 192.168.0.0-152.168.2.. Country 192.168.0.0-152.168.2...
Appication ssh Port 40068 Port 22
Rule VPN-Intranet-Accessl Zone L3-Trust Zone L3-Tunnel
Session End Reason tcp-fin Interface ethernet1/3 Interface tunnel
Category any
Vetusl Sy
Device SN Captive Portal
IP Protocol - tep Bl 9058 Proxy Transaction
Log Action Bytes Received 4871 ARy
Generated Time 2018/03/26 15:24:02 BytesSent 4177 Packet Capture
Start Time  2018/03/26 15:23:45 Mepeat Count. .1 Gient to Server
Receive Time  2018/03/26 15:24:02 Pockets 53 Server b Cleck
Elapsed Time(sec) 3 Packets Received 25 e fa
Packets Sent 28 Mivored
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AL -

REEDISZ10207 B
© BUA—Y AP LIEA DY —/ NGBS

=L1=1B& D045 (Monitor > Logs > Traffic)

Detailed Log View

Session ID

Action

Action Source
Application

Rule

Session End Reason
Category

Virtual System
Device SN

1P Protocol

Log Action
Generated Time
Start Time
Receive Time
Elapsed Time(sec)

2018/03/26 15:27:49  end ssh

Receive Time Type From Zone
@ 03/26 15:27:49 end

14341

allow

from-policy

ssh
VPN-Intranet-Access2
tep-fin

any

tcp

2018/03/26 15:27:49
2018/03/26 15:27:23
2018/03/26 15:27:49
12

L3-Tunnel

To Zone Source
L3-Trust

Address 192.168.1.102
Country 192.168.0.0-192.168.2..
Port 51306
Zone L3-Tunnel
Interface tunnel

Repeat Count 1
Packets 140
Packets Received 55
Packets Sent 85
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192.168.1.102

Destinati
192.168.101.101

Address  192.168.101.101

Country 192.168.0.0-192.168.2...

Port 22
Zone L3-Trust
Interface ethernet1/3

To Port Application
2 ssh

o=

URL Category Action Rule

any allow

VPN-Intranet-Access2

Session End Reason Bytes
tep-fin 18.9k




PPPoE % 7E#15

PPPoE Iﬁlﬁ’éﬁﬁﬁ LT—«r /’5! * Y H&ﬁmt



SXTLIERE:

S0 —=
;A?JTF;—( L (e1/3) 192.168.1.1
7 x GlobalProtect IR—& LI —ko A
PPPoE EIEIP—

AP

A4 ", ILYPPPOE [E##

(e1/1) 203.0.113.8 ¢

-

A/ 8—Fyk ‘LANfl/>2—2 x4 X(e1/3 192.168.1.1)IZH LT
T DNS 70 HRE R

192.168.1.1< pa-internal-ip.pppoelab.local

% VPN XGlobalProtect 7547+ &Sty b7 —0 BB 5 A

-GlobalProtect 7547 MMZE|Y X TAIP7RL A&
192.168.1.201-192.168.1.210

E/\1)L1—H (GlobalProtect Agent)
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T4 —3 TR R EE

"MTU [EZ T EF T S, (ffl:1454) ]
-PPPoE BREEARIET I+ LD FEFETRHIRELL,

3.4 | "GlobalProtect R—RIV/T— b AHEBEZFEHT D PPPOE 1 A—J A RIZIX LT BARMIC
AE:E IPZRLRZEERELTT LY,

e S

- ARBEIREBEIZEWNTHERYT 5 CASERRZE ., PADGlobalProtect In—A L/ —bko A Y —/\iIBAZE
. BB TRHIALTWAEIAE Y —ERLGETRITINE=LDESFIATSL,

- KEFEIRE Tl GlobalProtect 754 7 U MNEBAEEFERAL. R ISATUCDEHEFTVIEITI
FRIZLTTELY,

- ARBIRETEHO—HI/IL 12— DBTIFAK ActiveDirectory¥PLDAPAEE 1 —H SRS R M LB 21—
FRRLZ TTORRERL TT S,

3
iE
1
5

KA ERBICEWVNTIE., EEBBIFEHOURLIAILZ) VT WildFireZiE | EEGEF T4 EEZ T RE-CHATIL,
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GlobalProtect/H GFBHZDL R
- CAZEBHZE, Portal, V837 —bOxA , NS — bz A B Y —/\SEBAEZ 4 L

(Device > Certificate Management > Certificates > Generate) =
!'/l‘
:::l;rmm — 1 :::uu:omm 1 }V;
i T - GlobalProtect z -
e Portal/External Gateway XA
m—— . A B—RyEl IF7EL R g 2
Certificate Attributes Cortificate Attributes Certificate Attributes L/I'
o oome

] Name Subject Issver Expires Status Algorit... Usage

] v gl CA-for-PPPOE-Lab
§8 Cert-for-GP-Ext-GW-and-Portal

§3 Cert-for-GP-Int-GW

CN = CA-for-PPPoE-Lab CN = CA-for-PPPOE-Lab

CN = 203.0.113.8

CN = 192.168.1.1

CN = CA-for-PPPOE-Lab

CN = CA-for-PPPOE-Lab

]

J § Q&

Mar 26 08:05:19
2019 GMT
Mar 26 08:09:12
2019 GMT

Mar 26 23:38:09
2019 GMT

valid  RSA Trusted Root CA Certificate

valid  RSA

valid  RSA
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GlobalProtect/H GFBHZ 70771 /L DL

- EFBAETO77A4ILDIER

(Device > Certificate Management > Certificate Profile > Add) _
>
Name | CertProfile-for-GlobalProtect | _:

Username Field None v ,0‘
User Domain 2

[ use CRL CRL Receive Timeout (sec) S [ Block session if certificate status is

[] use ocsp OCSP Receive Timeout (sec) 5 unknown

OCSP takes preacadence over 2. Certificate Status Timeout (sec) 5 [] Block session if certificate status cannot
be retrieved within timeout

[ Block session if the certificate was not
issued to the authenticating device
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GlobalProtect/H SSL/TLSY—EX 70771 )L DLERE

«  GP Portal, 5+ E8GW, REGCGWANDSSLIEMGHFDH—/\FIBAEZE LD FITERTE
(Device > Certificate Management > SSL/TLS Service Profile > Add)

SSL/TLS Service Profile —

Name | For-GP-Ext-GW-and-Portal| |
Certificate ICert-for~GP-Ext-Gw-and-Portal v |

Protocol Settings

Min Version TLSv1.0
Max Version Max

SSL/TLS Service Profile

Name | For-GP-Int-GW|
Certificate | Cert-for-GP-Int-GW |
Protocol Settings

Min Version TLSv1.0

B
7E
il
<)

Max Version Max




GlobalProtect 71—+ ;25 /FO0—/L 21— DIERE

- O—A)LA—HDER

(Device > local User Database > Users > Add) -
1‘

D Name Location Enabled ";/

] GPuser01 v

[C] GPuserd2 v

[C] GPuser03 v
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GlobalProtect 21—+ 5L /FO0—1/L 0 /L—TDIEME

O—ALaA—HTIL—T DR
(Device > local User Database > User Groups > Add)

] | Name Locaton Local Users
Nome [c2-ver | [ Gp-Users GPuser01

All Local Users
GPuser02
7] GPuser01
1" GPuser02 GPuser03
1" GPuser03

EBED
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GlobalProtect 11— ;75 /FH sZ5E7 0774 /L D ERE

« GlobalProtect 1—H AT O77/ LD ERL

=1%
. . . " QX
(Device > Authentication Profile > Add) 2
174
l
Name | Auth-Profie-for-GP | Name Auth-Profile-for-GP 51y
Authentication = Advanced e )::
Allow List v/
Type Local Database . D)
User Domain -‘MLI o
Username Modifier | %USERINPUT% - Z
Single Sign On o5
Kerberos Realm ’f
Kerberos Keytab Click t ¢ re this fie X Import —
L O N ee——
Account Lockout
Failed Attempts 0
Lockout Time (min) 0

[7] Name Location Failed Attempts (#) Lockout Time (min) Allow List Authentication Server Profile Others Locked Users
[[] Auth-Profile-for-GP 0 (default) 0 (default) g GP-Users  Loc@! none
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A R—TIA XEE T It RE

o TRTIL—UBAVE—TIAANDPINgZHFA T 5=bDTAT74AIILIERK
(Network > Network Profiles > Interface Mgmt)

Interface Management Profile

Name | ping-only] |
Permitted Services

/| Ping
|| Telnet

Permitted IP Addresses

il NN R
Kh Kh

|| ssH
|_| HTTP S}

|| HTTP OCSP

|| HTTPS

|| SNMp

|| Response Pages
|| User-ID

|| user-ID Syslog Listener-SSL
[ User-ID Syslog Listener-UDP
Ad ©

Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or
2001:db8:123:1::/64
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tFal)rrV—5E

o SNERRVET—9, AERRYRT—9, GPUSATURREFX ) T4V =2 ER
(Network > Zones)

GlobalProtect —#H [=x9 51— 57l
(User-ID) EZEFH NS HI=0DISF YT
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface ®

Interface Name ethernet1/3
Comment

Interface Type Layer3

Netflow Profile None

Config  1Pv4  IPv6  Advanced

Type ®) Static () PPPoE () DHCP Qlient

=
| 192.168.1.1/24

»
Al O ] (3

IP address/netmask. Ex. 192.168.2.254/24
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernet1/3
Comment
Interface Type Layer3
Netflow Profile None
Config IPvd IPV6  Advanced
Link Settings

Link Speed auto Link Duplex auto Link State auto 2

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy  LLDP

Management Profile | ping-only
Adjust TCP MSS

(FFa>)

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

|| Untagged Subinterface

ANERT =T —J181753 5 DICMPI= &5 BRIERERE D T=8 D)

=10 —

a2
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BB IR T — A% —T4 X

=/l =

aR AE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)
mm@m

Netflow Profile None

Config '~ IPv4 | Advanced

Assign Interface To

~]

s,
Virtual Router Idelault 'I
Security Zone | L3-Untrust b l
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IREEF T — DA Z—TT A XRE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

Ethernet Interface ®

Interface Name ethernetl/1
Comment

Interface Type Layer3
Netflow Profile None

Config  1Pv4 || Advanced
Type () Static (@) PPPoE () DHCP Client
General | Advanced PPPOE %R

[V Enable

Username | fixed-ip-user1 @pppoelab.local

ISP SFE TS 1= PPPOE Rl HEGHT AL E A A

Show PPPoE Client Runtime Info

ISPhBFE TS T= PPPOE [EIfFHEHiH/SART—RZ A A
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IREEF T — DA Z—TT A XRE

ethernet1/1 12 2—J x4 ADFKTE (Network > Interfaces)

Ethernet Interface ®

Interface Name ethernetl/1

~] P2l
G <=

Comment
Interface Type Layer3
Netflow Profile None

Config  1Pv4  Advanced

L+ T3
e =

Type () Static (® PPPoE () DHCP Client

General = Advanced

Authentication | auto

Static Address | 203.0.113.8

PPPoE :Z:EA X IFEENDEE CE LY (CHAP/PAPE [SH7K—F)

[V automatically create default route pointing to peer
Default Route Metric | [1 - 65535]

GlobalProtect Portal/External Gateway &L TEFET 5 IP

7 KL A(ISPAPPPOE I/FISEIY ZHTA 7KL R) ZE55E

Access Concentrator

Service

[7) passive
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernetl/1
Comment 37
Interface Type Layer3 TE
13

Netflow Profile None v 7
Z

Config  IPv4  Advanced

Link Settings

I.'—
Link Speed auto Link Duplex auto Link State auto i %
S)

Other Info | ARPEntries = NDPProxy =~ LLDP

A2 B3—IMAIA S DICMPIS LB ELERER D= DEXE (47 2a>)

Management Profile | ping-only
MTU | 1454

PPPoE Z{#Hd A 3— A ADMIUIE S ZE 5

|_J untagged Subinterface
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GlobalProtect VPN #i5/H G354 33— T4 XRE

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne
Comment
Netflow Profile None

Config = IPv4  IPv6  Advanced

Assign Interface To

Virtual Router |default

Security Zone |L3-GP-Clients
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GlobalProtect VPN #i5/H G354 33— T4 XRE

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne

Comment
Netflow Profile None

Config ™+ IPV6  Advanced

Tunnel /25— JxARI<(& IP. ZFLR[FEELEZL
(FIAIEERTEDEE)
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GlobalProtect VPN #i5/H G354 33— T4 XRE

e tunnel 12—z A RAMDE&TE (Network > Interfaces > Tunnel)

Tunnel Interface

Interface Name tunne
Comment
Netflow Profile None

Config IPv4  IP6  Advanced

Other Info

Management Profile None
uri B T IAIEREDFEE
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AL~ T—2FH DHCPH—/Y

:=j'l, e

aR AE

- DHCPH—/\ M (Network > DHCP > DHCP Server > Add)

mlmm v I
v

Mode enabled
Lease ~ Options

[Z) Ping 1P when allocating new 1P
Lease Unlimited @ Timeout

1 Days 0 Hours Minutes
MAC Address

M | 1P Pools Reserved Address
) 192.168.1.101-192.168.1.110 192.168.1.20 J0X0CI0KIOCNEXX

AR YD —D DI 517 PC
[SEY L THIPT F L REEH %R E

DNS #5|=HErE

FIAL7= GlobalProtect

IoAT LD EEG Ty ET—7 BZiH 5

DHCP Server ®

Interface ethernet1/3 W,
Mode enabled v
Lease
Inheritance Source None w | Custom DHCP options
C W Name Code Type Valve
Gateway | 192.168.1.1

Subnet Mask | 255.255.255.0

pimayons[19216801  ¥|
Secondary DNS None .
Primary WINS None v
Secondary WINS None v
Primary NIS ' None -
Secondary NIS ' None v
Primary NTP | None v
Secondary NTP | None -
POP3 Server None v
SHTP Server [on Ml o/ 00 O o
DNS Suffix | pppoelab.local ~|

DI=ODERTE
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GlobalProtect DNS Reverse Lookup/i DNS Proxy iZF

- DNS Proxy W& (Network > DNS Proxy > Add)

DNS Proxy [0:
V| Enable |
Name | dns-proxy-for-internal-net Sty
, Check inheritance source status DNST XS a3 A(A—TT( A ;
primary | 8.8.8.8 v (AL T—Ifl1F—T = R) -
seconty[a8.44 | S
DNSProxyRules Static Entries || Advanced ’o
pa-internal-ip.pppoelab.local 192.168.1.1 f//l )

PA NEBLANEI DS54 77 > Eh s DDNSHT

JALFEFEMDNS A/PTRLI—F
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=/l =

GlobalProtect /"—3 /L % E
« GP R—%2ILDEETE (Network > GlobalProtect > Portals > Add)

GlobalProtect Portal Configuration ,/
Name | Gp-portal | |

Network Settings 5

1P Address | 203.0.113.8 ;

_ PPPOEZ/EMT ALAN IFISIP7RL R %% 5% »

45L& C. GlobalProtect R—%JL ClEHTY S
IP 7R RDIEEMNHEFESHRISTES
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GlobalProtect ;—%/. ;BF

« GP A R—%2JLDETE (Network > GlobalProtect > Portals)

GlobalProtect Portal Configuration

Server Authentication

Authentication SSL/TLS Service Profile | For-GP-Ext-GW-and-Portal

Authentication Message
Enter login credentials
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GlobalProtect ;—%/. ;BF

« GP A R—%2JLDETE (Network > GlobalProtect > Portals)

GlobalProtect Portal Configuration

Agent

M  Configs User/User Group
"] Agent-Config01 any GP-External-GW (Highest)

"] CcA-for-PPPoE-Lab
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GlobalProtect ;—%/. ;BF

« GP A R—%2JLDETE (Network > GlobalProtect > Portals)

GlobalProtect Portal Configuration t';
Configs 1
Authentication i

7

Name | Agent-Config01 2
Client Certificate | None v | 1y

The selected dient certificate including its private key will be instalied on client machines. .

Save User Credentials Yes
Authentication Override S
Generate cookie for authentication override 5%
Accept cookie for authentication override

Certificate to Encrypt/Decrypt Cookie None

Components that Require Dynamic Passwords (Two-Factor Authentication)

Portal External gateways-manual only

Internal gateways-all External gateways-auto discovery

use dynamic passwords like one-time pass thenticate users as opposed to using saved credentials. As a result, the user will always be prompted to

each selected option.
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GlobalProtect ;—%/. ;BF

« GP A R—%2JLDETE (Network > GlobalProtect > Portals)

GlobalProtect Portal Configuration

Configs

TIHIEDEER(TATHDOS, STARTHL—FNSDT I ZREEFA)

178 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.



GlobalProtect ;—%/. ;BF

« GP A R—%2JLDETE (Network > GlobalProtect > Portals)

tlbxe

GlobalProtect Portal Configuration

Configs

Gateways | App | Data Collection

External Gateways

Cutoff Time (sec) S

Address Name Address

192.168.1.1 GP-External-GW 203.0.113.8

GlobalProtect NERT —ko=1 4 & GlobalProtect 4} &7 —k D% &
IP7RLREEE

IP7RLREEE

P Mdrusl 192.168.1.1 I

GlobalProtect 754 7 kD #Efi v ED—J (NEBYET—72 or 5+ 5#8) Z B EHI A S & 57= DE%FE
KBICEITAT D Fy T —HHefE % . “192.168.1.17 (25 ADNSHEI=£E/TL . &% (FQDN)
“pa-internal-ip-.pppoelab.local” AR>S TET=i5E. NElryET—JISHEficn TV 5 EHIETLET

K] G
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GlobalProtect ;—%/. ;BF

« GP A R—%2JLDETE (Network > GlobalProtect > Portals)

GlobalProtect Portal Configuration /
L]
Configs ' 1y
i
App Configurations AAE A ClESRERE - hARREE(HIP)ZSEI< 2
Connect Method Jser-logon (Aways On s LI=7 7Rl UEFI) 2472355 1S8%5E iry
e 681 =
5 Allow User to Disable — o 5
GlobalProtect App GlobalProtect 7541 7 L7 F ) 5— 320> 9
Allow User to Upgrade TIF G L—k 7k ERRIE T YT L—E)
GlobalProtect App "
= = Disable Timeout (min) 0 23
ouzgy ?mgle Sign-on (Windows No N E
. , GlobalProtect BF A= VA A% {5 5
Clear Si n-On Credentials Vs > J
on Logok (Widoms O 3 % (O TIASSORE RN 1=t Nol5252) !

Use Default Authentication on
Kerberos Authentication Failure
(Windows Only)

Automatic Restoration of VPN

Connection Timeout (min)

Wait Time Between VPN

?onr)\ecbon Restore Attempts
sec
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GlobalProtect 7—F 711 T

- GP S &5 —brozA4DEETE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration (T
Name ' GP-External-GW
Network Settings B3l

Interface [ ethernet1/1 ~] 5
v/
P Mdmslzoa.o.na.a b | i

5y o ] kel
) \,] Kh

PPPoEZ Y BLAN IFISIP7ZRL A ZEEE
45 &G, GlobalProtect ¥ —k 91 G
I BIP. 7RLRDIEEN S FRISES

SISl o e |
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GlobalProtect 7—F 711 T

« GP S E&7—bo 14 DEETE (Network > GlobalProtect > Gateways)

1Y
GlobalProtect Gateway Configuration /
Server Authentication )
Authentication SSL/TLS Service Profile | For-GP-Ext-GW-and-Portal 2 5
Client Authentication v
2
M Name 0s Authentication Message
21
] GP-Client-Auth Any Enter login credentials 5
5
S
21
5
E
1l
5

182 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.



GlobalProtect 7—F 711 T

« GP S E&7—bo 14 DEETE (Network > GlobalProtect > Gateways)

GlobalProtect Gateway Configuration

Tunnel Settings q Client Settings ~ Network Services _ HIP Notification
AR CIEEREL L

Tunnel Interface [tunnd

/! Enable IPSec
GlobalProtect IPSec Crypto default
| Enable X-Auth Support
Group Name
Group Password
Confirm Group Password
/| Skip Auth on IKE Rekey
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GlobalProtect 7—F 711 T

- GP S &5 —brozA4DEETE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration

Client Settings * Network Services ~ HIP Notification

192.168.1.201-192.168.1.210
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GlobalProtect 7—F 711 T

- GP S &5 —brozA4DEETE (Network > GlobalProtect > Gateways > Add)

7
GlobalProtect Gateway Configuration /
o AAERBITIEREL AL -
Authentication Override T
J
Name | GP-GW-Client-Config 2
Authentication Override N
] GP-GW-Client-Config ‘ = o : 27
Accept cookie for authentication override v
1%
Certificate to Encrypt/Decrypt Cookie None <
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GlobalProtect 7—F 711 T

- GP S &5 —brozA4DEETE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration

Configs

Network Settings

No direct access to local network

No direct access to local network is applicable to Windows and Mac only

.

Retrieve Framed-IP-Address attribute from authentication server

] GP-GW-Client-Config

-

These IPs will be added to the firewa!

M | 1P Pool
[T} 192.168.1.201-192.168.1.210

's routing table

GlobalProtect 751 7/ k<
Z|YLTS IP 7R REEEH

(4]

These IPs will be added to the firewall's routing table These routes will be added to the client’s routing table

186 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.




GlobalProtect 7—F 711 T

- GP S &5 —brozA4DEETE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration

Tunnel Settings ~ Timeout Settings ~ Client Settings  Network Services
ce Source | None AStE Rl ClEERE L0

4 Check inheritance source status

Primary DNS | 192.168.1.1

Secondary DNS None

Primary WINS 'None

Secondary WINS None
DNS Suffix | pppoelab.local

Inherit DNS Suffixes
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GlobalProtect 7—F 711 T

- GP NEY—bz A DERTE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration

Name | GP-Internal-GW
Network Settings

Interface |ahemet1/3 hd I

IP Address I 192.168.1.1/24 ¥ I
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GlobalProtect 7—F 711 T

- GP NEY—bz A DERTE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration

Server Authentication

Authentication SSL/TLS Service Profile | For-GP-Int-GW

Client Authentication

M Name Authentication Message
[7] GP-Client-Auth Enter login credentials
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GlobalProtect 7—F 711 T

- GP NEY—bz A DERTE (Network > GlobalProtect > Gateways > Add)

GlobalProtect Gateway Configuration

<Tumel Setings ~ Timeout Settings ~ Client Settings  Network Services _HIP Not
Tunnel Mode A2 Bl fBl (— A2 A47E GlobalProtect Internal Gateway#& ) Clds8 E L %0

Tunnel Interface None

Max User

GlobalProtect IPSec Crypto

Group Name

Group Password

Confirm Group Password
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LT — 42 F—TrA XRE—&

© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

Interface Interface Type Management Profile Link State  IP Address Virtual Router Tag Security Zone Features
@@ ethernet1/1 Layer3 ping-only Dynamic-PPPoE | default Untagged L3-Untrust ae

(aaa) ethernet1/2 [it] Untagged none
@@ ethernet1/3 Layer3 ping-only 192.168.1.1/24 defa Untagged L3-Trust ']":"3"_.5&,

Dynamic IP Interface Status

Interface Management Profile IP Address Virtual Router Security Zone Features Comment e
Sirng o default B-GP’GlenG & Local IP Address 203.0.113.8

Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0
Remote IP Address 192.0.2.254
PPPOE State Connected
PPP State Connected
Access Concentrator lab_pppoe_server
AC MAC 00:0c:29:9f:b9:09
Authentication Method CHAP
Passive mode Disabled
Unk MTU 1454
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¥ TR —5E

o A A—ybAITRBIEREFIUTARII—DERTE (Policies > Security > Add)
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tFa2 TR —RE

- RNE-GPISATUrBRIEEREFT4R)—DERTE (Policies > Security > Add)
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»
W Source Zore

Om © Om ©

Security Policy Rude
Gerersl | Sowce | User | Destoasion | Agolcaion | Servioe/URL Category | Actions

_

O — T

Action Setting Log Setting

Action Now Log at Session Start
v g & Sesson (g

Log Formardng  Nore

Other Settings
e Khedde Nore
Profle Type Nore Qs Marking Mo
Disatie Server Resporse Inagection




¥ TR —5E

« GPUZATUr-AEBBEREXUT4R)—DERTE (Policies > Security > Add)

Security Polcy Rde ®
Gecersl | Sowce | User | Destrasion | Apolcasion | Servioe/URL Category | Actions

& oy
| Use. Cotegory
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CF2 TR —5RE
© GPOUTZATUbAUA—2yMBIEREF)T4R)—MDERE (Policies > Security > Add)

Om © Om ©
Neepate
Securtty Polcy Rude ®

Gerersl | Sowce | User | Destoasion | Agolcaion | Servioe/URL Category | Actions

o — —
e ———

Goowrdd | Sowrce | User | Desteation | Applcation | Servion/URL Category | Actors
Action Setting Log Setting

Action Aow L0g a¢ Sewsion Start
v g & Sesson (g

Log Formanding Nore

Other Settings
e Shedde Nore
Profle Type Nore QoS Markng Nore
Disatie Server Resporse Inagection
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¥l TR —RE— &

« LFaUT4RIV—ETE—E (Policies > Security)

R

il
=
Ne

U3

(v

i
LN )

Name Tags  Type Zone Address  User  Zone Address  Application Service  Action Profile Options
1 Trust-to-Untrust none universal  fg L3-Trust any any f#] L3-Untrust any any any & Allow none
2 Trust-to-GP-Clients none  universal = @R L3-Trust any any i3 L3-GP-Clients  any any any & Allow none (]
3 GP-Clients-to-Trust none universal  fig L3-GP-Clients  any any i L3-Trust any any any & Allow none B3]
4 GP-Clients-to-Untrust none universal gy L3-GP-Clients  any any 24 L3-Untrust any any any & Allow none B)]
5 intrazone-default @ none intrazone any any any (intrazone) any any any & Allow none none
6 interzone-default @ none interzone any any any any any any any © Deny none none
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NAT)>—RE

- B — GP SMERR—4IL, 5—kHzA IP EIFNATRYS—DERTE (Policies > NAT)

R 3-GP-Cients

|2 m st ] PA®D(PPPGE £t CLAD) M FA—1 Al A—T AR [P 7L A

XPAIEHNER YT —BIDSH SR DA A—T AR TR RISERE S T=
IP7RLRISxL CRIEY 5355 NATALEZ EHE LT [d /a5 750
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NAT)>—RE

o AVA—3yrEITEBIERNATHR S —MDELRE (Policies > NAT)

NAT Policy Rule NAT Policy Rule
5
|
i
2
P7RLRIHEE LA TR ;
(AF—TAR ISE|IETENT= 2
IP7 LA B IS EHNSD)

R L3-GP-Clients

R L3-Trust
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NAT o —RT—&

« NATRYL—ETE—E (Policies > NAT)

e

Name Source Zone Destination Zone Destination Interface Source Address Destination Address Service Source Translation Destination Translation

1 No NAT (i} L3-GP-Clients  fi# L3-Untrust any any s 203.0.113.8 any none none
i) L3-Trust

2 NtolNAT | g L3-GP-Clients = f# L3-Untrust any any any any dynamic-ip-and-port  none
(4 L3-Trust ethernet1/1
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FRE#DPPPoE #0071

- PPPoE E# #0044 (Monitor > Logs > System)

Receive Time  Type  Severity Event Object Description

03/26 17:01:10 pppoe connect ethernetl/1 PPPoOE session was connected for user:fixed-ip-user1@pppoelab.local on interface:ethernet1/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:5, IP Address negotiated:203.0.113.8

03/26 17:01:06 = pppoe initiate ethernet1l/1 = PPPoOE session was initiated for user:fixed-ip-user1@pppoelab.local on interface:ethernet1/1

( subtype eq pppoe )

KRNI EEFERTHCETHELRY) R BHER S H LNV Al HE
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RE#EDGlobalProtect /5## 0714

*  GlobalProtect S} &8 — ko A #&#xBs DA% 5l (Monitor > Logs > System)

Receive Time  Type Severity Event Object Description

03/27 17:22:23 globalprotect  Rliilu=lsy% globalprotectgateway-config-succ GP-External-GW-N = GlobalProtect gateway client configuration generated. User name: GPuser01, Private IP:
192.168.1.202, Client version: 4.0.7-5, Device name: WIN7PRO-X64-02, Client OS version: Microsoft
Windows 7 Professional Service Pack 1, 64-bit, VPN type: Device Level VPN.

03/27 17:22:23  globalprotect globalprotectgateway-regist-succ ~ GP-External-GW-N = GlobalProtect gateway user login succeeded. Login from: 198.51.100.120, User name: GPuser01,
Client OS version: Microsoft Windows 7 Professional Service Pack 1, 64-bit.

03/27 17:22:22  globalprotect globalprotectgateway-auth-succ GP-External-GW-N = GlobalProtect gateway user authentication succeeded. Login from: 198.51.100.120, User name:
gPuseml, Auth type: profile, Client OS version: Microsoft Windows 7 Professional Service Pack 1, 64-
it.
03/27 17:22:22 = globalprotect globalprotectportal-config-succ GP-Portal GlobalProtect portal client configuration generated. Login from: 198.51.100.120, User name:
GPuser01, Config name: Agent-Config01.
03/27 17:22:21 globalprotect globalprotectportal-auth-succ GP-Portal GlobalProtect portal user authentication succeeded. Login from: 198.51.100.120, User name:

GPuser01, Auth type: profile.

<O 77> *OST vy bE O 1R ERF

Receive Time  Type Severity Event Object Description

03/27 17:27:32  globalprotect globalprotectgateway-logout-succ GP-External-GW-N = GlobalProtect gateway user logout succeeded. User name: GPuser01, Client OS version: Microsoft
Windows 7 Professional Service Pack 1, 64-bit, Reason: client logout.

b lobalprotect
L e e e - LSS B L BN £ 5 BERT 5 AT
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KT % DGlobalProtect 2517 FE[EH] (4f 55 GWIEFLHF)

*  GlobalProtect 5+ &7 —b 0 T #&HFF D GPUSAT7UNT T r—LaV EEp _
[V alobarprotect Y =Y :

Ai-b |5268 | AAPDIREE | 15TNV2-F0 | Ai-i B | AR OIS | FSTNVL-FY | |
2 & 2
oS A-B):  203.0.113.8 5
A=A ENETEHIO-DIIP:  192.168.1.202 2
[203.0.113.8 | GlobalProtect 4~ )11 IP:  203.0.113.8 "
ZJ0hI:  IPSec 2.7
Uptme:  00:04:23
5t ',’J,
ﬁﬁ: _ﬂ&.‘tb ANBA R 22,5% ENHAA b 293,193
Fodad Atk 14 @Atk 30
ANRYNIS—: 0 EHry IS o f';
E%
7
[Gateway [ 57 [ tan | okds | 7
203.0.113.8 External [F Ry (10 ] 5

aWOi
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RE#EDGlobalProtect /5## 0714

*  GlobalProtect R&EB7 — ko A #&#wBs DA% 5l (Monitor > Logs > System)

Receive Time  Type Severity Event Object Description

03/27 17:15:39 = globalprotect globalprotectgateway-config-release = GP-Internal-GW GlobalProtect gateway client configuration released. User name: GPuser01, Public IP: 192.168.1.102,
Client version: , Device name: WIN7PRO-X64-02, Client OS version: Microsoft Windows 7 Professional
Service Pack 1, 64-bit, VPN type: Device Level VPN.

globalprotectgateway-regist-succ GP-Internal-GW GlobalProtect gateway user login succeeded. Login from: 192.168.1.102, User name: GPuser01,
Client OS version: Microsoft Windows 7 Professional Service Pack 1, 64-bit.

03/27 17:10:42  globalprotect
03/27 17:10:42 = globalprotect globalprotectgateway-auth-succ GP-Internal-GW GlobalProtect t%ateway user authentication succeeded. Login from: 192.168.1.102, User name:

gPuserOL Auth type: profile, Client OS version: Microsoft Windows 7 Professional Service Pack 1, 64-

it.

03/27 17:10:41  globalprotect globalprotectportal-config-succ GP-Portal GlobalProtect portal client configuration generated. Login from: 192.168.1.102, User name:
GPuser01, Config name: Agent-Config01.

03/27 17:10:41 = globalprotect globalprotectportal-auth-succ GP-Portal GlobalProtect portal user authentication succeeded. Login from: 192.168.1.102, User name:

GPuser01, Auth type: profile.

<AJ 7R *0SEI vy IV

Receive Time  Type Severity Event Object Description

03/27 17:15:39  globalprotect globalprotectgateway-logout-succ GP-Internal-GW GlobalProtect gateway user logout succeeded. User name: GPuser01, Client OS version: Microsoft
Windows 7 Professional Service Pack 1, 64-bit, Reason: client logout.

b lobalprotect
L e e e - LSS B L BN £ 5 BERT 5 AT
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KT % DGlobalProtect 7517 FEEH (HEIGWIE#7FF)

«  GlobalProtect RE}T — b AR D GPOSATUNT ) r— 3 EE

JR[=TE =T
Ai-b |38 | AAROHREE | FSTNV2-FO | ti-b B |ARbORE | STNV1-Fo |
% 8
L A-B)l:  203.0.113.8
A-5)) TNETHBO—HIP:
|203.0.113.8 | GlobalProtect 47— k1 IP:
Z0b2:
Uptime:
-t
v s AN b I b
CEEI5- ANk Ay
ANy IS NIy IS
Gatewa [ 547 [ btvzo | 2Ry |
192.168.1.1 RE] A3 O ]

aWOi
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REEDFZT 10207 B

« REOBAF—RYEANBIELIZIZEDOY 6 (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Source User Destination To Port Application URL Category  Action Rule Session End Reason Bytes
[3) 03/27 17:58:22 end L3-Trust L3-Untrust 192.168.1.103 111.221.29.253 443 ssl any allow Trust-to-Untrust  tcp-rst-from-client 6.2k

Detailed Log View
T — T —
Session ID 21775
Action  allow Address  192.168.1.103 Address 111.221.29.253
Action Source  from-policy Country 192.168.0.0-192.168.2... Country Hong Kong
Application ssl Port 50679 Port 443
Rule Trust-to-Untrust Zone L3-Trust Zone L3-Untrust
Session End Reason  tep-rst-from-client Interface  ethernet1/3 Interface ethernet1/1
Category any NATIP 203.0.1138 NATIP 111.221.29.253
Virtual System NAT Port 46541 NAT Port 443
Device SN
» o wp e
Log Action
Generated Time  2018/03/27 17:58:22 Byws 6199 mm
Start Time 2018/03/27 17:56:52 Bytas Recaived 4560 Decrypted
Receive Time  2018/03/27 17:58:22 Bytes Sent 1619 Packet Capture
Eapsed Time(sec) 60 R Gient to Server
Packets 16 Sarver to Clent
Packets Received 7 Symmetric Retumn
Packets Sent 9
Mirrored

Receive Time Type | Application
2018/03/27 17:58:22 end ssl
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REEDFZT 10207 B

*  GlobalProtect 7547 Mo RAER~NEELT-HZE DO I (Monitor > Logs > Traffic)

Receive Time  Type  FromZone  To Zone Source Source User  Destination ToPort  Application URL Category  Action Rule Session End Reason Bytes
B 03/27 09:27:03 end L3-GP-Clients  L3-Trust 192.168.1.201 gpuser01 192.168.1.101 22 ssh any allow (Tsp-cnents-tcr tep-fin 33.5k
rust

Detailed Log View

_
Session ID 17492 User gpuserO1
Action  allow Address 192.168.1.201 Address 192.168.1.101
Action Source  from-policy Country 192.168.0.0-192.168.2... Country 192.168.0.0-192.168.2...
Application ssh Port 49306 Pot 2
Rule GP-Chents-to-Trust Zone L3-GP-Clents Zone L3-Trust
Session End Reason  tcp-fin Interface tunnel Interface  ethernet1/3
Category any
— e
Device SN
IP Protocol tcp ey Al mm
Log Action Bytes Received 18315 A
Generated Time  2018/03/27 09:27:03 Bytns Sunt. 15206 Packet Capture
St Time  2018/03/27 09:22:50 gt Comt 22 Chnt 0 Sarver
Receive Time  2018/03/27 09:27:03 Paciats 200 Server to Clent
Elapsed Time(sec) 238 bbb Symmetric Return
Packets Sent 106
Mirrored

PCAP | Receive Time Type | Application Action Rule
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REEDFZT 10207 B

*  GlobalProtect 7247 VM LPARHTA U A—RybABELIZZE OO
(Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source
[p 03/27 17:25:06 end L3-GP-Clients L3-Untrust 192.168.1.202 gpuser01

Session End Reason Bytes
301.6k

Source User  Destination ToPort  Application URL Category ~ Action  Rule

191.234.72.188 443 computer-and-  allow GP-Clients-to-
internet-info Untrust

ms-update tep-rst-from-server

Detailed Log View

T r————

Session ID 21541
Action  allow
Action Source  from-policy
Application  ms-update
Rule GP-Clients-to-Untrust

Address  191.234.72.188
Country United States
Port
Zone

Address 192 1651202
Country 192.168.0.0-192.168.2...
Port 49177
Zone L3-GP-Clients

443
L3-Untrust

PCAP | Receive Time

2018/03/27 17:25:06  end

Type | Application

ms-update
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Session End Reason  tcp-rst-from-server Interface tunnel Interface ethernet/1
Cat computer-and-internet- 0. bt
e NATIP 203.0.1138 NAT IP 191.234.72.188
NAT Port 12539 NAT Port 443
Virtual System
oevee 51
1P Protocol  tcp Do
Captive Portal
Log Action Bytes 301603 T
Generated Time  2018/03/27 17:25:06 Bytes Received 18037 P
Start Time  2018/03/27 17:22:50 Bytes Sent 283566 e
Receive Time  2018/03/27 17:25:06 Repeat Count 1 vl
Elapsed Time(sec) 105 Packets 330 Mst::mo[
Packets Received 113 Symmetric Return
Packets Sent 217
Mirrored




REBEBDFSTrvoO00 B

- WNERH GlobalProtect 7547 h~BEELT-HZE DO I (Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Source User Destination To Port  Application URL Category Action  Rule Session End Reason Bytes
® 03/27 09:26:42 end L3-Trust L3-GP-Clients  192.168.1.101 192.168.1.201 0 ping any allow  Trust-to-GP-Clients aged-out 816
Detailed Log View oR
e
Session 1D 17558 User User gpuser01
Action allow Address 192.168.1.101 Address  192.168.1.201
Action Source  from-policy Country 192.168.0.0-192.168.2... Country 192.168.0.0-192.168.2...
Application ping Port 0 Port 0
Rule Trust-to-GP-Clients Zone L3Trust Zone L3-GP-Clients
Session End Reason  aged-out Interface ethernet1/3 Interface tunnel
Category any
PR C e T
Device SN
Captive Portal
1P Protocol kcmp By 816 Proy Benseciia
Log Action Bytes Received 424 Decrypted
Generated Time  2018/03/27 09:26:42 Bytes Sent 392 Packet Capture
Start Time  2018/03/27 09:26:30 Repest Count 4 Clent to Server
Receive Time  2018/03/27 09:26:42 Peciets 8 Server to Clent
Elapsed Time(sec) 0 Packets Received 4
Packets Sent 4

PCAP  Receive Time Type  Application Action Rule Bytes Category

2018/03/27 09:26:42 end ping allow Trust-to-GP-Chients 816 any
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R EWN6 :

, [ MineMeld
T @BEALTUS IR ERE)
IP: 10.128.65.137

Offcie365 S®
(SaaS) = 8 = &

SaaSHIT&E{E
(PBF)

7L YPPPOE [H#F
PPPoE B#1P—

Office365(SaaS)
IP7RL RIE#H

BE7EProxy % —/\

AR YRRAITE LY
JESaaSHRiE(E
(Default Route)

(e1/3) 192.168.1.1 172.16.254.2

& - FE R - NRAERL R
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T4 —3 TR R EE

"MTU[EZ LT EET D, (f5l:1454) B

Pé’g';g PPPoE BRI AR IET IAHILLCDFEETHEIELL,

ol COREREr L

* AutoFocus £ D MineMeld Z (£ i 9 %155 (#22)(X PAN-0S 8.0 A ED/N—U30ZETF AT SN,
-Office 365 MY A—/\)L IPTRLRIER|ITTA/OV IME D ABRIEHRZTICLTHEY . TE2X
FS OO R BEERIET DEDTIEHYEE A, E£1-0ffice365I1ZEET BT T r—av ™
FST49IOMNNS TV I R BED R RITIEDHATREMEN HYFET - (MineMeld/PAIXT A8 TR D E
BRI >TEELET)
S EURL:
https://support.office.com/ja-jp/article/office-365-url-8 K W-ip-7 F L X & [f-8548a211-3fe7-47cb-abb1-355ea5aa88a2

cABIBIEICHNTHERT S CASEBAZE . MineMeld Y —/ SEBAE (. TR AL TWAIIHE
H—ERLBEETHRTEINELDESFHRATE, %
6

KEBEBIZBULTIX, FEEZRFHEWOCURLIA LAY Y WildFireZid . EELG X T HREEZ 0T EHE -CFATIL,
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MineMeld SSL%#7/H t—/GFBIZ DL %
«  MineMeldA #z2EL TLNAWebH—/\FASSLY—/\FIBRZ A 4/},

MineMeld 3 #xEIL Tly5

(Device > Certificate Management > Certificates > Generate) ;
!)l‘
WH --.E Now 24 0 :: CA-10-128-65-137 [;

cm—— N B ] | 115157 1, % () -
;0' m. b Jr-—-mn-—n:- OCSP Responder - :_:
o S8 e Cartiicate Ngorthm RSA !
e : i : 3
Digest sha2sé - - -
e CO=m xoracon o) 3
Certificate Attributes Cortiicate AV ,[‘::
O (5 . 2
£
e o — =
17
L (O3 T .
L) Name Subject Issuer CA K.. Expires Sta.. AL. Usage AL 1=SSLY—/\;EEA=EZKey k(<

ExportLMineMeld MWebH-—/\=A1>
~"—k3%

B v 8 CA-for-PPPOE-Lab CN = akira884-lab3  CN = akira884-lab3 |/ &/ Nov 22 09:31:28 2027 GMT valid RSA Tcer\rxzt% A

A §CA10-128-65-137 CN = 10.128.65.137 N = akira884-lab3 /| Nov 22 09:34:25 2027 GMT  valid RSA
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MineMeld DT (&%)

- Office365 IPv47FL AM0LEFH OUTPUT /—FK “office365 IPv4s” D& R
(NODES > office365_|IPv4s|OUTPUT)

[

)

51
|
office365_IPv4s Wocs 3
[o) CONNECTION GRAPH ;T—E
I3 \]
!l @ v
MINEMELD

] L
l“] 5\\-

AN = )
"""" O AReXEBICEHATS ]
MineMeld ®MOutput Node S|
1y
i
41
office365_IPv4s « R
:’,'7
O  STATUS j_;
'™ CLASS minemeld.ft.redis.RedisSet °—~ };JJ
e S onevote —
) o £
. PROTOTYPE stdlib.feedHCWithValue 9.:;” =
= D =
| FEED BASE URL https://10.128.65.137/feeds/office365_IPvés | Q : 5E
TAGS 9 WWWWW et ﬁ“
# INDICATORS e 6
Q-
PA QEDL(AY SR A F=97Y

AR) BRECLTLVBHURL
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Office365 [a]/1+> 7.1y OHIfEIE SrEFX 4 F 3w D IERE

- NEFAFZYH) ANEDL)DERE

External Dynamic Lists

(Objects > External Dynamic Lists > Add)

Name | Office365-IPv4s

Type |IP List

Description

Source lhttps://lo.128.65.137/feeds/ofﬁce365_IPv4$

Repeat Five Minute

MineMeld h3izE1L Tl 5
H—/NDIPTZEL X (#51)
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A R—TIA XEE T It RE

« T—ATL—2AAA—TIAAANDpIngZHA 50D TAT7AILIERK

(Network > Network Profiles > Interface Mgmt)
1
J
Interface Management Profile 1,
Name | ping-onty ] %
Permitted Services ]
- Permitted IP Addresses >
v/ Ping 2
(] Telnet 2
[ ssH /
Ll HrTP P
__| HTTP OCSP e
|| HTTPS i
5
L sNmp y
|| Response Pages
|| user-ID {
|| user-ID Syslog Listener-SSL )
(] ] )
User-ID Syslog Listener-UDP S ‘;E
Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPv6 2001:db8:123:1::1 or E
2001:db8:123:1::/64
il
6
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tFal)rrV—5E

o SRR VRD—0, RERRYET —0, ARSIV NREF ) T4V — U F R |
(Network > Zones) 2

)
17
7
® |
— SN M. Uner Ldentification ACL User Ldentifcation ACL 21y
o T o wlew 1 DEETE o v S | =
s ' O : O o<
A
e 7
2
=1%
I —— O — v 5
T e e =
e EEET— e E—— e se— =
C————— - o — . o — . )
<4
)
Zore Protecton Profle Nore - - ~— = . — s
~ o e _-.____ - B S oo |
ratie User Joerofication B e e SRR - e S = Lt e

=

(=B ]

o 2riz S
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface

Do 5

2t B

(0> X5
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RAIEBL IR T — A X— T4 XRE

aR AE

Interface Name ethernet1/3
Comment

ethernet1/3 1 2—J x4 ADFKTE (Network > Interfaces)

®
Interface Type Layer3

Netfiow Profile None

Al
|
Exd
v i
191
- 73!
Za
Config 1Pv4  IPv6  Advanced e
547
Type @ Static () PPPoE () DHCP Client =
il
N wr £
| 192.168.1.1/24 .
7
Al © (4] (%)
IP address/netmask. Ex. 192.168.2.254/24
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RIEBL T — A2 Z— T XRE

« ethernet1/3 13—z A ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethernet1/3
Comment
Interface Type Layer3
Netflow Profile None
Config IPvd IPV6  Advanced
Link Settings

Link Speed auto Link Duplex auto Link State auto 2

OtherInfo ~ ARPEntries ~ NDEntries ~ NDPProxy  LLDP

Management Profile | ping-only
Adjust TCP MSS

(FFa>)

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

|| Untagged Subinterface

ANERT =T —J181753 5 DICMPI= &5 BRIERERE D T=8 D)

=10 —

a2
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

yA41 paul
il W=

51

Interface Name ethernetl/1 J
Comment B3
Interface Type | Layer3 | ,—:
Netflow Profile None v w; J
Config '~ IPv4 | Advanced )
3

Assign Interface To i
Virtual Router Idelault 'I f’f/
Security Zone [BUntrust 5] <

OﬁM%ﬁﬂﬁW%Fﬁm%
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

37
® B
72
Interface Name ethermet1/1 |
Comment =
13
Netflow Profile None /)
Z
Config  IPv4  Advanced 1,
13
General | Advanced PPPoE %:#iR )
)
(V! Enable 34
Username | dyn-ip-user101@pppoelab.local =
D T PPPo E H 13z (A
Password | sesssses 178
41
Confirm Password | sessssss W
PN 5 PPPOE [al##2 <
Show PPPoE Client Runtime Info A
g
17
J
BNEE]  conce —
6
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

37

Ethernet Interface T
v/

Interface Name ethernet1/1 |
Comment =1y
Interface Type Layer3 =

A

Netflow Profile None 173

i

Config  IPv4  Advanced "
Type () Static (®) PPPOE DHCP Client —:

A

v/

Advanced -

)

PPPoE :Z:EA X IFEENDEE CE LY (CHAP/PAPE [SH7K—F)

1 - 65535

ORI = A0 2aul
(1 &5 il |~‘\— S5 Tl
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IREEF T — DA Z—TT A XRE

« ethernet1/1 1 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface

Interface Name ethernetl/1

Comment 37
Interface Type Layer3 =
Netflow Profile None - 'o/

Config |~ IPWd  Advanced -
Link Settings /

Link Speed auto Link Duplex auto Link State auto i

Other Info | ARPEntries = NDPProxy =~ LLDP

A2 B3—IMAIA S DICMPIS LB ELERER D= DEXE (47 2a>)

Management Profile | ping-only
MTU | 1454

PPPoE Z{#Hd A 3— A ADMIUIE S ZE 5

|_J untagged Subinterface
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TSR EGB A F— L1 XRTE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

=1,
Ethernet Interface ,/
|

o,

Config  IPv4  IPv6 = Advanced _;

Assign Interface To ;/
Virtual Router Idefadt vI 5
e ———— 5

o,
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TSR EGB A F— L1 XRTE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

=1%

Ethernet Interface i-
v/

Interface Name ethernet1/2 |
Comment =10
Interface Type Layer3 §E
1o

Netflow Profile None v
i

Config IPv4  IPv6  Advanced .
Type (® Static PPPOE DHCP Client 7

ur 7
S}

] 172.16.254.2/24

=1%

2

v/

2L

347

o

173))

9
-

6
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TSR EGB A F— L1 XRTE

« ethernet1/2 A 3—2JxA ADEETE (Network > Interfaces)

Ethernet Interface
Interface Name ethemet1/2
Comment
Interface Type Layer3
Netflow Profile None
Config IPvd  IP6  Advanced
Link Settings

Link Speed auto Link Duplex auto Link State auto b

Otherinfo ~ ARPEntries ~ NDEntries =~ NDPProxy = LLDP

Management Profile | ping-only
MTU | [576 - 1500)
Adjust TCP MSS

(FFa>)

IPv4 MSS Adjustment 40

IPv6 MSS Adjustment 60

| Untagged Subinterface

ANERT =T —J181753 5 DICMPI= &5 BRIERERE D T=8 D)

=10 —

a2
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LT — 42 F—TrA XRE—&

© AUA—TIARADERTEE PPPoE X T—4AX (Network > Interfaces)

u

Interface Interface Type Management Profile Link State  IP Address Virtual Router Tag Security Zone Features
@@ ethernet1/1 Layer3 ping-only

b st

Dynamic-PPPoE | default Untagged L3-Untrust
172.16.254.2/24

@@ ethernet1/2 = Layer3 ping-only default Untagged L3-Intranet

S A L
NN m]\\.

@@ ethernet1/3 Layer3 ping-only 192.168.1.1/24  default Untagged L3-Trust ']":

|
e

I

Dynamic IP Interface Status

Interface ethernet1/1
Local IP Address 198.51.100.101
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0
Remote IP Address 192.0.2.254
PPPOE State Connected
PPP State Connected
Access Concentrator lab_pppoe_server
AC MAC 00:0c:29:9f:b9:b9
Authentication Method CHAP
Passive mode Disabled
Link MTU 1454
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AN SEYNET I —T 1 T RE

o AVEIHRYLREIFIP(TIAILE) IL—RERTE (Network > Virtual Routers > default)

Virtual Router - default Virtual Router - Static Route - IPv4 ,/
Name | default via Intranet ] L)

Destination | 0.0.0.0/0 ] 37

Interface [ ethernet1/2 -] KE

[172.16.254.1 ] -

"] default via Intranet 0.0.0.0/0  ethernetl/2  ip-address  172.16.254.1  default 10 None Admin Distance 10 - 24 ;’
Metric 10 =

S >~ ESWANEIEREL—2IPTEL R 2

S|

o

17
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¥l TR —ERE
o RAEB->AUrIRybRITRBER X T4HR)—DERTE (Policies > Security > Add)

1%
37

-

ol (NI R
Kh Kh

4

=
i

6
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¥ TR —5E

o ARSIV RHNERITEER X TR —DERTE (Policies > Security > Add)

21y
47
C =3 4
-
Actien Setting Lag Sutting y
Acion  Alow Log st Session Start
Send JOMP Unveachable /. Lag ot Sesson End
Log Forwading None bt
O © OMm O
Other Settings
C=> e o
Profie Type None QoS Marking Nome.
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¥z TR —ERE
o A A—ybAITRBIEREFIUTARII—DERTE (Policies > Security > Add)

1%
37

L

4

=
1

6

231 | © 2018, Palo Alto Networks, Inc. Confidential and Proprietary.



¥l —RE—E

« LFaUT4RIV—ETE—E (Policies > Security)

| s | osmon

Name Tags  Type Zone Address  User  Zone Address  Application Service  Action Profile
1 Trust-to-Intranet none  universal  fER L3-Trust any any (i L3-Intranet any any any & Allow none
2  Intranet-to-Trust none  universal i} L3-Intranet any any 88 L3-Trust any any any & Allow none
3 Trust-to-Untrust none  universal g L3-Trust any any (84 L3-Untrust  any any any & Allow none
4 intrazone-default @ none intrazone any any any (intrazone) any any any & Allow none
5 interzone-default @ none interzone any any any any any any any ®© Deny none
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NATR) > —iRE

o AVA—3yrEITEBIERNATHR S —MDELRE (Policies > NAT)

NAT Policy Rule

NAT Policy Rule

Destination Address Translation

Translation Type | Oynamic IP And Port v Translated Address

Transiated Port

IP7ELRIGHEELELTRLY
(AA—TA R [SE|ZTHN =
IP7EL A D EEIRIISE 4 5)

T IAIEIL—hEREL TS SRy RRIFRBISIS DTS
NATERE [FATH7EL Y,
(AVEFHIERDAZ—FIMER I 7 A7 94— L CNATALEZ =1T)
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NAT o —RT—&

« NATRYL—ETE—E (Policies > NAT)

Name Source Zone  Destination Zone Destination Interface Source Address Destination Address Service  Source Translation Destination Translation
1 NtolNAT g L3-Trust ) L3-Untrust any any any any dynamic-ip-and-port  none
ethernet1/1
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RYL—N—2 T T—71> 0 (PBF)ZE

- Office365MIT@{E APBFAR) > —MELE (Policies > Policy Based Forwarding)

5
L]
b
P
b
,/
FIA I I ARSI =A Sl - ]
il Cl375< PPPoE [E#RISk5T190% %S = = -
EDL (SMEZ 1 FSv9RE) TaEELT=

Officed65 IPTZFLAAT DI %E55E
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PBF) > —iRE — EH L UIPFEEIEEE

o R)O—AR—RTAT—T 12 F%FE—E (Policies > Policy Basaed Forwarding)

=1y
37
| s owtton | | e | mwowg
)
Enforce Symmetric |
Name Tags  Zone/Interface  Address  User  Address wmmmwuw“ Profile  Target  Disable If Unreachable  Schedule
=
1 PBF for Office365 none R L3-Trust any any ‘Oﬁ"ceBGS-lMs any any forward ethemetl/1 none false none none false none =24
o
)
Z

- |IP#2I&I1ER (Network > Virtual Routers > default > More Runtime Stats)

Virtual Router - default o=

172.16.254.1
172.16.254.2

172.16.254.2/2 0.0.00 0 AM
oy g ¥ e s PPPOE [ ] SR DA A—Fyk) Al DF T4 LR L —k (A0

192.168.1.1/32 0.00.0 0 AH
198.51.100.101/32 0.00.0

(BEBYDIPIL—T 127 15HR)

= Y01 bl T 2! REIII /N |
l Q‘ |1{l ‘\«r_ |J\_ ;" ﬂ‘.] Yo \kf ;" m,] X
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R #DPPPoOE 1&#z 07 1

- PPPoE E# #0044 (Monitor > Logs > System)

Receive Time  Type  Severity Event Object Description

03/28 15:58:19  pppoe connect  etheretl/1 PPPOE session was connected for user:dyn-ip-user101@pppoelab.local on interface:ethernet1/1 to
AC:lab_pppoe_server, mac address: 00:0c:29:9f:b9:b9, session id:1, IP Address negotiated:198.51.100.101

Il B R
— 1 ~
Kid | hatd] <=

03/28 15:58:16 = pppoe initiate ethernetl/1 | PPPOE session was initiated for user:dyn-ip-user101@pppoelab.local on interface:ethernet1/1 pES
)
=

( subtype eq pppoe ) = S " : \ =
BRI EEAT D ECREIFAT EHFHERT LN AIRE ]

7

iz

N

A

Ql
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EDL#EEZ /AL THiiFL /-Office365 IP 7/ L X

© HMERF 4+ S REDL)HEEEIZ & YMineMeldh b ER 8 L1=Office365 IP7 KL A DHER

admini@PA> request system external-list show type ip name Office365-IPv4s

vsys1/Office365-IPv4s:
Next update at : Wed Mar 28 15:20:28 2018

Source : https://10.128.65.137/feeds/office365_IPv4s
Referenced :Yes
Valid :Yes

Total valid entries : 588

Total invalid entries : 0

Valid ips:
104.208.28.54-104.208.28.54
104.208.31.113-104.208.31.113
104.209.188.207-104.209.188.207
104.210.9.95-104.210.9.95
104.41.208.54-104.41.208.54

o H L R
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REEBDFSIrvo0O00 B

© NBAYRT=IDBAURIRINERERL TSI F—RIrARBELI-FFO O 6
(Monitor > Logs > Traffic)

[p 03/28 16:12:30 end

Detailed Log View

Log Action
Generated Time  2018/03/28 16:12:30
Start Time  2018/03/28 16:12:00
Receive Time  2018/03/28 16:12:30
Elapsed Time(sec) 0

| PP | Receive Time Type
end

2018/03/28 16:12:30

Receive Time Type From Zone To Zone Source

Destination

L3-Trust L3-Intranet 192.168.1.103 8.8.8.8

Address 192.168.1.103

Country 192.168.0.0-192.168.2... Country United States
Port 54464 Port S3
Zone L3-Trust Zone L3-Intranet

Interface ethernet1/3

Captive Portal
Bytes 385 2
Bytes Received 304
Bytes Sent 81
Repeat Count 1
Packets 2 by
Packets Received 1 o
Packets Sent 1
Mirrored

ToPort  Application URL Category  Action Rule

53 dns any allow Trust-to-Intranet

Session End Reason Bytes
aged-out 385

1
(e

S

1
(ot

NN B
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REEDFZT1v000H)
o AVRSRYIDLRER VT —IANBELFFOOT HI
(Monitor > Logs > Traffic)

Receive Time Type From Zone To Zone Source Destination To Port Application URL Category  Action Rule Session End Reason  Bytes
[p 03/28 16:21:36 end L3-Intranet L3-Trust 172.16.254.1 192.168.1.101 22 ssh any allow Intranet-to-Trust tep-fin 13.1k

Detailed Log View

Session ID 3665 User User
Action  allow Address  172.16.254.1 Address  192.168.1.101
Action Source _from-policy Country 172.16.0.0-172.31.255.... Country 192.168.0.0-192.168.2...
Appiication  ssh Port 46762 Port 22
Rule Intranet-to-Trust Zone L3-Intranet Zone L3-Trust
Session End Reason  tcp-fin Interface  ethemnet1/2 Interface ethemet1/3
Category any
Vo Syn e
Device SN
1P Protocol tep Bytes 13074 nmm
Log Action Bytes Received 6237 A
Generated Time  2018/03/28 16:21:36 Bybes Sast. 0837 Packet Capture
Start Time  2018/03/28 16:21:10 Mapeat Coumt.; 1 Clent 10 Server
Receive Time 2018/03/28 16:21:36 Pachats : Sarver 0 Clent
Packets Received
Elapsed Time(sec) 10 R R Symmetric Return

PCAP  Receive Time Type  Application Action Rule
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REEBDFSIrvo0O00 B

© NERAAFEyHY) RNEDL)+RY S —A_R—=RT+T—T 424 (PBF)IZ&Y) . PPPoERIRZEHE T
A RA—RYRANEEEE LT-FFDOffice365 > 7rv4 0%l (Monitor > Logs > Traffic)

347
Receive Time Type From Zone To Zone Source Destination To Port  Application URL Category Action  Rule Session End Reason  Bytes 1l
3) 03/28 13:34:41 end L3-Trust L3-Untrust 192.168.1.103 23.100.88.32 443 ms-office365-base computer-and-internet-info ~ allow Trust-to-Untrust  tcp-rst-from-server 5.1k —l
=)
Detailed Log View )1::
v/
2
Session 1D 2800 User User 0,
Action  allow Address 192.168.1.103 Address 23.100.88.32 32
Action Source  from-policy Country 192.168.0.0-192.168.2... Country Hong Kong —,_
Application ms-office365-base Port 49526 Port 443 xfr
Rule Trust-to-Untrust Zone L3-Trust Zone L3-Untrust f/‘
Session End Reason  tep-rst-from-server Interface  ethernet1/3 =
Category SOmPuter-and-intemet- NAT 1P 198.51.100.101 NATIP 23.100.88.32 PBFE&EISH€> T Office365 ME{SHPPPoE BIFFZEH TCITHTLYS §
NAT Port 30525 NAT Port 443 4
Virtual System
S
1P Protocol tep Details e
Log Action Bytes 5083 Captive Portal
Generated Time  2018/03/28 13:34:41 Bytes Received 4233 Prowy Wansaction
Start Time  2018/03/28 13:32:37 Bytes Sent 850 Oacrypiad
Receive Time  2018/03/28 13:34:41 Repeat Count. 1 Peciat Copture
Elapsed Time(sec) 109 Pockets 14 x“’z 4
to
Packets Received 6
Packets Sent 8 e
Mirrored

PCAP | Receive Time Type | Application
2018/03/28 13:34:41  end ms-office365-base  allow
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