PPPoE: Basic
Troubleshooting

March, 2018
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Receive Time Type Severity Event Object Description

03/29 23:02:09 pppoe connect-fail ethernetl/1 PPPoOE session failed to connect for user:dyn-ip-userlol@pfpoelab.Iocal on
interface:ethernet1/1. Reason: Failed to authenticate ourselves to peer, LCP down

03/29 23:02:05 pppoe initiate ethernet1/1  PPPOE session was initiated for user:dyn-ip-useriol@pppoelab.local on interface:ethernet1/1

v PPPOE IP7RLAREREDF VY (LANE! IPPRL R TENSLINMGEDH)
O PPPOE A A—JxARATCHERATAIPPRLAILEYICEEZEINTLNET M ?
= ISP THA ENTIPYH T RYEDEEEIP PRL X (RrykT—OF7 L RXER) & PADOPPPoOE
EBLFAA—D A RIZEZ LTS,

<PPPOE £ BB OO Y HI(PPP IPCPAI L I—Sas D kiihissas) > M

Receive Time  Type  Severity Event Object Description

03/29 23:36:02 pppoe connect-fail ethernetl/1 PPPOE session failed to connect for user:fixed-ip-user1@pppoelab.local on interface:ethernet1/1.
Reason: No network protocols running, LCP down

03/29 23:35:58 = pppoe initiate ethernetl/1 = PPPOE session was initiated for user:fixed-ip-user1@pppoelab.local on interface:ethernet1/1
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v PPPoOE D E DB TRML TSN ECLIRE TR T HA %
> PPPOE TA4ARBNYRT—IUTREBLTULSEE

admin@PA-VM> show pppoe interface ethernet1/1

Interface: ethernet1/1
PPPoE State: Initiating
PPP State: Disconnected
Access Concentrator: N > >
AC MAC: 00:00:00:00:00:00 FERIYUR MIFAFERISEARALTLSEDICENES
Authentication via: Auto
Passive mode: Disabled
Usemame: fixed-ip-user @pppoelab.ioty PPPOEM A T—hAt “Initiating” DEEISEoTLYS
Primary DNS IP: 0.0.0.0
Secondary DNS IP: 0.0.0.0 . -
Primary WINS IP: 0.0.0.0 AC ([El#R{EI#2imZ=1E) dDMac AddresshWETODFEFE
Secondary WINS IP: 0.0.0.0
Remote IP: 0.0.0.0

Session 100 PPPoE #llfl/ \r vk Z{ELTLVELY
Link MTU: 0

PPPoE/PPP Counters:

PPPoE control packets received: 0

PPPoE control packets sent: 64

PPP control packets received: 0

PPP control packets sent: 0
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admin@PA> show pppoe interface ethernet1/1

Interface: ethernet1/1

PPPoE State: Pending PPP

PPP State: Negotiating LCP

Access Concentrator: lab_pppoe_serve
AC MAC: 00:0c:29:9f:b9:b9
Authentication via: Auto

Passive mode: Disabled

Username: fixed-ip-user1@pppoelab.loca PPPOEO)Z'T'—I*ﬁ‘\ “Pending PPP” [:fd:’D—CL\%)
Local IP: 0.0.0.0

Primary DNS IP: 0.0.0.0
Secondary DNS IP: 0.0.0.0 . o
Primary WINS IP: 0.0.0.0 AC ([Bl#R{Al#2im%E &) MDMac Address =& L TLYS
Secondary WINS IP: 0.0.0.0
Remote IP: 0.0.0.0

Do PPPoE £ & UPPP &/ Sy hEZEL TNV

PPPoE/PPP Counters:

PPPoE control packets received: 3
PPPoE control packets sent: 2

PPP control packets received: 1
PPP control packets sent: 2

FERaYUR MFAIFERISERLTODSEDICEHLES
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1. PPPOE T/\w5 ' O4JLARJLOZERE (warn — dump)

admin@PA> debu oed global show (BREDT /N7 LAJLDFETR)
sw.pppoed.runtime.debug.level: warn

admin@PA> debu oed global on dump (7 /\v%7 LAJLDZEFE)
sw.pppoed.runtime.debug.level: dump

2. PPPoE F/\v5 04 MFER Xdebugn ¥ @3 &ICTST7AILEERKT NI debugny A ZDHIZEEMIZEENET

admin@PA> tail follow yes mp-lo oed.log (CTRL+C T TLZEY)

2018-03-30 08:21:01.429 +0900 debug: pan_pppoe_send_padi(pan_pppoe_fsm.c:402): [0xf4227148/16][1] Sending PADI on ethernet1/1

2018-03-30 08:21:01.429 +0900 debug: pan_pppoe_output(pan_pppoe_thread.c:1016): [0xf4227148/16][1] Sent 44 (36 on wire) bytes of PPPoE pkt to DP on socket 6

2018-03-30 08:21:01.429 +0900 debug: pan_ppp_get_pppoe_fsm(pan_ppp_fsm.c:108): Found ppp_fsm_info[1] unit for ifindex: 16, pppoe_fsm 0xf4227148

2018-03-30 08:21:01.430 +0900 debug: pan_pppoed_select_callback(pan_pppoe_thread.c:185):

2018-03-30 08:21:01.430 +0900 debug: pan_pppoed_select_callback(pan_pppoe_thread.c:189): [0xf4227148]/16] len:76 ---------| [Received a PPPoE/PPP ctrl packet]--------------
2018-03-30 08:21:01.430 +0900 debug: pan_pppoe_recv_pkt(pan_pppoe_fsm.c:1296): [0xf4227148/16][1] Received PPPoE pkt from AC mac: 00:0c:29:9f:b9:b9 on: ethernet1/1
2018-03-30 08:21:01.430 +0900 debug: pan_pppoe_recv_pkt(pan_pppoe_fsm.c:1301): [0xf4227148/16][1] etype:0x8863, Code:0x7(PADO), Sess ID:0, Len:56

2018-03-30 08:21:01.430 +0900 debug: pan_pppoe_recv_pkt(pan_pppoe_fsm.c:1309): [0xf4227148/16][1] ******** Run PPPOE FSM *******

2018-03-30 08:21:01.430 +0900 debug: pan_pppoe_recv_pado(pan_pppoe_fsm.c:721): [0xf4227148/16][1] Received PADO on ethernet1/1

2018-03-30 08:21:01.430 +0900 debug: parse_pppoe_tags(pan_pppoe_fsm.c:260): Retrieved tag:0x102(PAN_PPPOE_AC_NAME_TAG) of length:16 and value:lab_pppoe_server

3. PPPoE 7/\w5 Y LARIETIZRT (dump — warn) 44 E7L TR

admin@PA> debug pppoed global on warn (7/3v%5 LAJLDZEE)
sw.pppoed.runtime.debug.level: warn
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PAOWebUI ZFERAL T/ yb v T FrE2EFTLET . (Monitor > Packet Capture)

Configure Filtering Captured Files
(1]

[1/4 Filters Set]

[ | File Name

2018/03/30 0.001562
01:34:30
2018/03/30 0.001147
01:34:30

n PPPoE Z&RELTL 5 FEIP/ Ny SR TE

LAN 23—z R
Oad O

(@ Clear All Settings
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- Wireshark HEDTIT)r—2 a3 FANWTRELEX YT FrT—42% K<L PPPoOE ##t
[CEWTEDEBETERMLE-MFRE -2HLET,

5 : LANE! IP7 L X1 TPPPOE /U 2—J A RIC[EESIPTVRLARZEREL-IGE

00 '\ receive(l).pcap [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12))
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

0O04AmMa B X Kééw‘{f&@]@ QA §VE % 8

Filter:l ﬂixpression... Clear Apply Save KDDI-WVS2-2016.09.15
No. | Time I Source IDestination IProtocolI Lengthl Info -
1 2018-63-36 ©1:34:28.432 Vmware_97:b9:b9  Vmware_1b:9e:5f PPP LCP 66 Configuration Ack n
2 2018-03-30 ©01:34:28.432 Vmware_97:b9:b9  Vmware_1b:9e:S5f PPP LCP 60 Echo Request
3 2018-63-36 ©1:34:28.432 Vmware_97:b9:b9 Vmware_1b:9e:57 PPP CHAP 62 Challenge (NAME='PPPoE-Server',6 VALUE=0x50172983fd5c@ellla
42018-03-30 ©1:34:28.434 Vmware_97:b9:b9  Vmware_1b:9e:5f PPP LCP 60 Echo Reply
5 2018-63-36 ©01:34:28.434 Vmware_97:b9:b9  Vmware_1b:9e:Sf PPP CHAP 60 Success (MESSAGE='Access granted')
6 2018-03-30 01:34:28.434 Vmware_97:b9:b9  Vmware_1b:9e:5f PPP IPCP 60 Configuration Request
© 2018-63-30 ©1:34:28.438 Vmware_97:b9:b9  Vmware_1b:9e:5f PPP IPCP 60 Configuration Nak
9 2018-03-30 ©1:34:28.440 Vmware_97:b9:b9  Vmware_1b:9e:5f PPP IPCP 60 Configuration Nak v
w———————— — — — S

D Frame 7: 66 bytes on wire (486 bits), 66 bytes captured (486 bits)
D Ethernet II, Src: Vmware_9f:b9:b9 (00:6c:29:97:b9:b9), Dst: Vmware_1b:9e:Sf (60:6c:29:1b:9%e:5f7)
D PPP-over-Ethernet Session
b Point-to-Point Protocol
> PPP_IP Control Protocol
Length: 16
= Options: (12 bytes), Primary NBNS Server IP Address, Secondary NBNS Server IP Address
D Primary NBNS Server IP Address: ©.6.6.0
D Secondary NBNS Server IP Address: ©.6.6.6

© *[File: */Users/ahayashi/Down... jPackets: 6079 -... | Profile: Default
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3. PATHRELENAY YL XY TFvI74IL

K*TST7AILDERKEE (Device > Support > Generate Tech Support File)
B paloalto

ACC Monitor

Dashboard Policies Objects Network Device

S ®ten
D sysiog Bl support
-ﬂ Email

:‘ HTP Contact Click the contact link at right. tact
- ExpiryDate January 25, 2018 t H Eg%i& 24H#FEﬁDJ~W':ﬂEﬁ£

0’ Level Premium » Sy S .
oo Description 2437 phone suppot; avanced replocement M T FA IV ECRRESESLY

hardware servic
& o RS 2

@ Kerberos

@) SAML Identity Provider ——
R Multi Factor Authentication Tech Support File
v [ Local User Database Bl Produs
S users No Prc - . “
e
i

9‘,. User Groups
@ scheduled Log Export
@ Software
@ GlobalProtect Client
g Dynamic Updates

ts Dump File

£ suppart
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